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1.2 Configuration with Telnet 1 Introduction

1 Introduction

1.2 Configuration with Telnet

Open Telnet session

To commence the configuration, start Telnet from the Windows command line
with command:

C:\>telnet 10.0.0.1

Telnet establishes a connection to the device with the IP address entered.

After entering the password (assuming one has been set to protect the config-
uration) all of the configuration commands are available to you.

Note: Linux and Unix additionally support Telnet sessions via SSL-encrypted
connections. Depending on the distribution it may be necessary to replace
the standard Telnet application with an SSL-capable version. Start the
encrypted Telnet connection with the following command:

C\>telnet -z ssl 10.0.0.1 tel nets

Changing the console language

Terminal mode is available in English or German. The devices are set with
English as the standard console language. . If necessary, change the console
language with the following commands:

WEBconfig: /Setup/Config-Module/Language

Close the Telnet session

To close the Telnet session, enter the command exi t at the command prompt:

24 RM CLI HILCOS
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C \>exit

Structure of the command-line interface

The command-line interface is always structured as follows:

2 Telnet 197.168.2.23 -0 x|

Status

Contains the status and statistics of all internal modules in the device
Setup

Contains all adjustable parameters of all internal modules in the device
Firmware

Contains the firmware management

Other

Contains actions for establishing and terminating connections, reset, reboot
and upload.

1.3 Commands for the console

The HILCOS command-line interface is operated with the following DOS- or
UNIX-style commands. Some of the available menu commands can be dis-
played using the HELP command.
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Note: Which commands are available depends upon the equipment of the
device.

Important: Some commands require special privileges in order to run, and
these are listed along with the respective command. Commands that do not
specify any rights have no restrictions.

Command Description

tab For use in script files: For the command that follows, this sets the
order of the columns for the arguments in the case that the columns
in the table differ from the default (e.g. a column was added).

Access rights: Supervisor-Write,Local-Admin-Write,Limited-Admin-
Write

readm b Display of the SNMP Management Information Base. Available
only on devices without a unified MIB.

Access rights: Supervisor-Read,Local-Admin-Read
r eadst at us Outputs the status of all SNMP IDs for the device.
writeflash Load a new firmware file (only via TFTP).

Access rights: Supervisor-Write

|loadfile [-a <Address>] [-s Uploads a certificate file to the device. Possible arguments are:
<Server-| P-address>] [-n]

[-f <File-name>] [-o0 - a: Specifies the source address of the file:

<File-name>] [-c a. b. c. d: Source IP address

<File-nanme>] [-p | NT: Use the address of the first intranet interface as the

<Fil e-nane>] [-d source address

<Passphrase>] [-C n|d] [-m DMZ: Use the address of the first DMZ interface as the

<Version>] [-u] [-x source address

<File-name>] [-i] LBx: Use the loopback address x (0..f) as the source
address

<Interface>: Use the address of the LAN interface
<interface> as the source address

- s: Address of the TFTP server

- n: Ignore server name on SSL/TLS connections

- f : <File name> of the configuration file on the TFTP server
- 0: Destination file <file name>for file download

- ¢: File <file name> with the root certificate for HTTPS

- p: File <file name> with unencrypted PKCS#12 container for
HTTPS CA certificates and/or client-side authentication

- d: <Passphrase> to decrypt downloaded encrypted PKCS#12
containers

26 RM CLI HILCOS
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Command Description

- C: Checks whether firmware is newer than (n) or different
from (d) the current firmware

- m Set a minimum <version> of the firmware
- u: Download firmware file unconditionally; skip the version
check.
- x: File <file name> with additional CA certificates for HTTPS
checks; the value ' none' prevents the default certificates from
being downloaded

- i : Send Sysinfo as a POST request (for HTTP(S) only)

Note: The options [-f] and [-s] and the URL cannot be used sim-
ultaneously. For HTTP(S) downloads, you must specify the source
by means of a URL. The maximum length of the URL is 252
characters.

Access rights: Supervisor-Write

| anguage Selects a language for the CLI display. The command | anguage
? lists the available languages.

ssh [-?|h] [-<a|b> Establishes an SSH connection to the <Host>. Possible arguments
Loopback- Address] [-p Port] are:
[<;-kc):]st[>-1 Keepal i ve-Interval] - 2| h: Outputs the help text.

- a| b: Allows a route or loopback address to be specified for
the device to use if the destination can be reached via multiple
routes. The function of - a and - b is identical. - b is the usual
option used by an OpenSSH client on UNIX systems, whereas
some other commands integrated into HiLCOS use - a to
specify a loopback address.

- p: Sets the <Port> of the host

- C: Enforces compressed data transfer

- j : Specifies how frequently the client sends a keepalive.
tel net <Address> Establishes a Telnet connection to the given <address>.

sshkeygen [-h] [-q] [-t Creates or deletes the SSH key in the device. Possible arguments
dsa|rsa| ecdsa] [-b <bits>] are:
[-f <file-nane>] [-R

<host - name>] - h: Displays a brief help text about the available parameters

- g: The device overrides existing keys without a prompt (quiet
mode)

-t : This parameter specifies what type of key is generated.
SSH supports the following types of keys:

RSA

DSA

ECDSA

- b: This parameter sets the length of the RSA key in bits. If
you do not specify a length, the command produces a key with
a length of 1024 bits by default.
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Command

Description

sshcopyi d

enabl e <Par anet er >

bootconfig [-s (1] 2]all)]
[-r (1]2]all)]

| spci

begi nscript [-u] [-C d]

unmount [-?][-f] <Vol ume>

28

- f : These parameters specify the mounting point of the gen-
erated key file in the device file system. The choice of mounting
point depends on the type key you are generating. The choices
available to you are:

ssh_rsakey for RSA keys

ssh_dsakey for DSA keys

ssh_ecdsakey for ECDSA keys

To store your SSH public key using SSH

Access rights: Supervisor-Write

Extends the rights of authenticated TACACS+ users. Possible
parameters are:
0: No rights
: Read-only
: Read-write
: Read-only-limited Admin
: Read-write-limited Admin
: Read-only Admin
11: Read-write Admin
15: Supervisor (root)

© N g w R

Enables you to save and delete boot configurations. Options:

- s: Stores the current configuration of a device either as a
custom default setting (1), rollout configuration (2), or both
(all).

- r: Optionally deletes the current custom default setting (1),
the rollout configuration (2), or both (all).

Access rights: Supervisor-Write

Output of information via PCI devices
Access rights: Supervisor-Read
Resets the console session to script mode. In this state, commands

entered are not transferred directly to the device's configuration
RAM but initially to its script memory. Possible arguments are:

- u: Forces the unconditional execution of a script or a config-
uration.

- C d: Skips the default "Check for difference. Also applies
when the - u option is used.

Access rights: Supervisor-Write

Outputs the current volume table.

- f: Releases the specified volume. <Volume> may be the
volume ID or any mount point.

- ?: Outputs the help text.
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Command

Description

cd <Pat h>

default [-r] <Path>

del | del et e| rm [ <Pat h>]
<Row>| *

del et eboot | og

dir|list|Is|llong|l [-a]
[-r] [-s] [<Path>]
[<Filter>]

do <Pat h> [ <Par anet er >]

echo <Argunent >
exit|quit|x

feature <Code>

flash yes|no

get env <Nanme>

RM CLI HiLCOS
Release 10.12 12/2018

Switch to the current directory. Various abbreviations can be used,
such as replacingcd ../.. withcd ..., etc.

Resets individual parameters, tables or entire menu trees back to
their default configuration. If <PATH> indicates a branch of the
menu tree, then the option - r (recursive) must be entered.

Access rights: Supervisor-Write

Deletes the table row <Row> in the current table or the table refer-
enced in the branch of the menu tree with <Pat h>. Enter the line
number for the <Row>.

The wildcard symbol * deletes a table, for example, del
Config/ Cron-Table *.

Access rights: Supervisor-Write,Local-Admin-Write,Limited-Admin-
Write

Clears the contents of the persistent boot log memory.

Displays the current directory content. Possible arguments are:

- a: In addition to the content of the query, this also lists the
SNMP IDs. The output begins with the SNMP ID of the device
followed by the SNMP ID of the current menu. The SNMP IDs
of the subordinate items can be read from the individual entries.
- r: Also lists all subdirectories as well as the tables they con-
tain.

- s: Sorts the display of the current directory; grouped by sub
directories, tables, values, and actions; in ascending alphabet-
ical order.

Executes the action in the current or the referenced directory, for
example, do & her/ Col dst ar t . If the action has additional
parameters, they can be added at the end.

Displays the commands on the console.
Ends the terminal session.

Activates the software option with the specified activation code.

Access rights: Supervisor-Write

Regulates the storing of configuration changes using the command
line. By default, changes to the configuration using commands in
the command line are written directly to the boot-resistant Flash
memory of the devices (yes). If updating the configuration is
suppressed in the Flash memory (no), changes are only stored in
RAM (deleted on booting).

Access rights: Supervisor-Write

Lists the respective environmental variables (without line feed).
Please also note the command "printenv".
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[ <Bandw>/ ] <Bandw>[ kKmM ] [ -1
<Length>] [-t <Time>] [-d]
[-r] [-L <Port>] [-h]

killscript <Nanme>

I'i nkt est
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Command Description

hi story Displays a list of recently executed commands. Command ! # can
be used to directly call the list commands using their number (#):
For example, ! 3 executes the third command in the list.

iperf [-s|-c <Host>] [-u] Starts iPerf on the device in order to perform a bandwidth

[-p <Port>] [-B <Interface> measurementwith an iPerf2 remote station. Possible arguments

[-c] [-b are:

Client/server

-u, --udp:Uses UDP instead of TCP.

-p, --port <Port>: Connects with or expects data
packets on this port (default: 5001).

-B, --bind <Interface>: Permits the connection
only via the specified interface (IP address or interface
name).

Server specific

-s, --server: Starts iPerf in server mode and waits
for an iPerf client to contact it.

Client specific

-c, --client <Host>:StartsiPerfin client mode and
connects with the iPerf server <Host> (IP address or DNS
name).

-b, --bandwi dth [<Bandw>/]<Bandw>{ kKm\} :
Limit the [down]/up-stream bandwidth when analyzing a
UDP connection. This Is specified as kilobytes (kK) or
megabytes (mM) per second (default: 1 Mbps).

-1, --len <Lengt h>: Sets the length of the UDP data
packets.

-t, --time <Tinme>: Sets the duration of the connec-
tion in seconds (default: 10 seconds).

-d, --dualtest: The test is bidirectional: the iPerf
server and client send and receive at the same time.

-r, --tradeof f:Thetestis sequential: the iPerf server
and client send and receive one after the other.

-L, --listenport <Port >: Specifies the port where
the device in bidirectional mode expects to receive data
packets from the remote iPerf server (default: 5001).

Miscellaneous

-h, --hel p: Outputs the help text.

Deletes the remaining unprocessed content of a script session
Select the script session using its name.

Access rights: Supervisor-Write

Only available on WLAN devices. It displays the results of the
WLAN link test.

Access rights: Supervisor-Write
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Command Description
Execution right: WLAN link test
I'l 2ndet ect Searches for devices via LL2M in the LAN.
Access rights: Supervisor-Write
I'l 2mexec Sends one command per LL2M to a device in the LAN.

| oadconfig (-s <server |P
address> -f
<fil enanme>) | <URL>

| oadfirmware (-s <server |P

address> -f
<fil enanme>) | <URL>

| oadscript (-s <Server
| P- Address> -f
<Fi | enane>) | <URL>

set pass| passwd [-n <new>
<ol d>]

set pass| passwd [-u
<User>][-n <new> <ol d>]

pi ng <l Pv4 addr ess| host nane>

ping -6 <IPv6
addr ess>%<scope>

printenv

readconfig

readconfig [-h] [-s
<passwor d>]

RM CLI HiLCOS
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Access rights: Supervisor-Write

Uploads a configuration file to the device via TFTP. You can
optionally enter the server address and the file name, or the entire
URL.

Access rights: Supervisor-Write

Uploads firmware to the device via TFTP. You can optionally enter
the server address and the file name, or the entire URL.

Access rights: Supervisor-Write

Uploads a configuration script to the device via TFTP. You can
optionally enter the server address and the file name, or the entire
URL.

Access rights: Supervisor-Write

Changes the password of the current user account. In order to
change the password without having to change the subsequent
input request, use the option switch - n with the new and old
password.

Changes the password of the current user account.

In order to change the password without a subsequent input prompt,
use the option switch - n while entering the new and old password.

In order to change the password of the local user account when
authentication by TACACS+ is enabled, use the option switch - u
with the name of the corresponding user. If the local user does not
exist or the user name is missing, the command aborts. The user
must also have supervisor rights, or authorization by TACACS must
be enabled.

Sends an ICMP echo request to the IP address specified. For more
information about the command and the specifics of pinging IPv6
addresses, see the section Parameter overview for the ping
command on page 37.

Shows an overview of all environmental variables and their values.
Shows the complete configuration in the format of the device syntax.
Access rights: Supervisor-Read

Shows the complete configuration in the format of the device syntax.

- h: Adds a checksum to the configuration file.

-s <passwor d>: Encrypts the configuration file with the use
of the specified password.
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Command Description

Access rights: Supervisor-Read

readscript [-n] [-d] [-i] The readscript command generates a text dump of all commands
[-c] [-mM and parameters required to configure the device in its current state.
You can use the following option switches for this:

- n: The text output is only numerical without identifiers. The
output only contains the current status values of the configur-
ation as well as the associated SNMP IDs.

- d: The default values are included in the text output.

- i : The table designations are included in the text output.

- ¢: Includes any comments contained in the script file.

- m The text is output to the screen in a compact but difficult
to read format (no indentations).

Access rights: Supervisor-Read

readscript [-n] [-d] [-i] The readscript command generates a text dump of all commands
[-c] [-m [-h] [-s and parameters required to configure the device in its current state.
<passwor d>] You can use the following option switches for this:

- n: The text output is only numerical without identifiers. The
output only contains the current status values of the configur-
ation as well as the associated SNMP IDs.

- d: The default values are included in the text output.

- i : The table designations are included in the text output.

- ¢: Includes any comments contained in the script file.

- m The text is output to the screen in a compact but difficult
to read format (no indentations).

- h: Adds a checksum to the script file.

-s <passwor d>: Encrypts the script file with the use of the
specified password.

Access rights: Supervisor-Read

rel ease [-x] The DHCPV6 client returns its IPv6 address and/or its prefix to the

*| <Interface_1.lnterface_n> DHCPv6 server. It then submits a new request for an address or
prefix to the DHCPVv6 server. Depending on the provider, the
server assigns a new address to the client, or reassigns the previ-
ous one. Whether the client receives a different address or prefix
is determined solely by the server.

The option switch - x suppresses the confirmation message.

The * wildcard applies the command on all of the interfaces and
prefix delegations. Alternatively, you can specify one or more spe-
cific interfaces.

repeat <Interval > <Command> Release IPv6 address: Repeats the specified command every
<l nt er val > seconds until the process is ended with new input.

rollout (-r|-renove) Deletes the files of the user-specific rollout wizard from the file
<Rel at edFi | e> system of the device. Possible files are:

wi zar d: Deletes the wizard
t enpl at e: Deletes the template
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Command Description

I ogo: Deletes the logo
al | : Deletes the wizard, the template and the logo

Access rights: Supervisor-Write

sleep [-u] <Val ue><Suffix> Delays the processing of configuration commands by a particular
time or terminates them at a particular time.

Applicable values for <SUFFI X> are s, mand h for seconds,
minutes and hours. If no suffix is defined, the command uses milli-
seconds. With option switch - u, the sl eep command accepts
times in format MM DDY YYYY hh: nm ss (English) or in format
TT. MM JJJJ hh: mm ss (German). Times will only be accepted
if the system time has been set.

st op Ends the PING command

add| set [<Pat h>] <Val ue(s)> Sets a configuration parameter to a particular value. If the
configuration parameter is a table value, a value must be specified
for each column. Entering the * character leaves any existing table
entry unchanged.

Access rights: Supervisor-Write,Local-Admin-Write,Limited-Admin-
Write

add| set [<Path>] ? Lists all possible input values for a configuration parameter. If no
specific path is entered, the possible input values for all
configuration parameters in the current directory are listed.

Access rights: Supervisor-Write,Local-Admin-Write,Limited-Admin-

Write

set env <Nanme> <Val ue> Sets an environmental variable to the specified value.
Access rights: Supervisor-Write,Local-Admin-Write,Limited-Admin-
Write

show <Options> <Filter> Displays selected internal data, such as the last boot processes

(boot | og), firewall filter rules (filter), VPN rules (VPN) or
memory utilization (mem heap). With additional filter arguments
you can further limit the output.

For an overview of all possible options, enter show ?. For inform-
ation on displaying IPv6-specific data, read the section Overview
of IPv6-specific show commands on page 43.

Access rights: Supervisor-Read,Local-Admin-Read

sysinfo Shows the system information (e.g., hardware release, software
version, MAC address, serial number, etc.).

testmail <From> <To_1..To_n> Sends a test e-mail. A sender address and receiver address are

[ <Real nane> <Subj ect > necessary; real name, subject line and message content are
<Body>] optional.
Access rights: Supervisor-Write,Local-Admin-Write,Limited-Admin-
Write
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Command Description

time <DateTi ne> Sets a time in format MM DDJ YYYY hh: nm ss.

trace <Paraneter> <Filter> Startsatrace command for output of diagnosis data. With additional

Admin-Write

unset env <Nanme> Deletes the specified environmental variable.
Access rights: Supervisor-Write,Local-Admin-Write,Limited-Admin-
Write

who Lists active configuration sessions.

writeconfig [-u] [-C d] Writes a new configuration on the device in the syntax format for

I <nun» Repeat command <num> times
I <prefix> Repeat last command beginning with <prefix>
#<bl ank> Comment

Access rights: Supervisor-Write,Local-Admin-Write, Limited-Admin-
Write

Execution right: Time Wizard

filter arguments you can further limit the output. For further
information on this command refer to the section Parameter
overview for the trace command on page 39.

Access rights: Supervisor-Read,Limited-Admin-Read,Limited-

the device. The system interprets all of the following lines as
configuration values until two empty lines are read. Possible
arguments are:

- u: Forces the unconditional execution of a script or a config-
uration.

- C d: Skips the default "Check for difference. Also applies
when the - u option is used.

Access rights: Supervisor-Write

Repeat last command

Table 1: Overview of all commands available at the command line

Legend
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Characters and brackets:

Objects, in this case dynamic or situation-dependent, are in angle
brackets.

Round brackets group command components, for a better overview.
Vertical lines (pipes) separate alternative inputs.
Square brackets describe optional switches.
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It follows that all command components that are not in square brackets
are necessary information.

<Pat h>:

Describes the path name for a menu or parameter, separated by "/" or
Il\ll.

. means: one level higher
. means: the current level

<Val ue>:

Describes a possible input value.
"" is a blank input value

<Nane>:

Describes a character sequence of [0...9] [A...Z] [a...Z] [ _].
The first character cannot be a digit.
There is no difference between small letters and capital letters.

<Filter>:

The output of some commands can be restricted by entering a filter
expression. Filtering does not occur line by line, but in blocks,
depending on the command.

A filter expression starts with the "@" symbol by itself and ends either
at the end of the line or ata ";" (semicolon) to end the current command.
A filter expression also consists of one or more search patterns, which
are separated by blank spaces and preceded either by no operator (OR
pattern), a "+" operator (AND pattern) or a "-" operator (NOT pattern).
For the execution of the command, an information block is output exactly
when at least one of the "OR" patterns, all "AND" patterns or none of
the "NOT" patterns matches. Capitalization is ignored.

For a search pattern to contain characters for structuring in the filter
syntax (e.g., blank characters), then the entire search pattern can be
enclosed in "". Alternatively, the symbol "\" can be placed before the
special characters. If you want to search for a quotation mark (") or "\",
another "\" symbol has to be placed in front of it.

Note: Entering the start of the word, if it is unique, is sufficient.
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Explanations for addressing, syntax and command input

All commands and directory/parameter names can be entered using their
short-forms as long as they are unambiguous. For example, the command
sysi nf o can be shortened to sys and cd Managenent toc ma. The
inputcd / s is not valid, however, since it corresponds to both cd / Set up
and cd / St at us.

Directories can be addressed with the corresponding SNMP ID. For
example, the command cd /2/8/10/2 has the same effect as cd
/ Setup/ I P-router/Firewall/Rules.

Multiple values in a table row can be changed with one command, for
example in the rules table of the IPv4 firewall:

set W NS UDP sets the protocol of the WINS rule to UDP

set WNS UDP ANYHOST sets the protocol of the WINS rule to UDP
and the destination to ANY-HOST

set WNS * ANYHOST also sets the destination of the WINS rule to
ANYHOST; the asterisk means that the protocol remains unchanged

The values in a table row can alternatively be addressed via the column
name or the position number in curly brackets. The command set ? in
the table shows the name, the possible input values and the position
number for each column. For example, in the rules table of the firewall,
the destination has the number 4:

set WNS {4} ANYHOST sets the destination of the WINS rule to
ANYHOST

set WNS {destination} ANYHOST also sets the destination of
the WINS rule to ANYHOST

set WNS {dest} ANYHOST sets the destination of the WINS rule
to ANYHOST, because specifying dest here is sufficient to uniquely
identify the column name.

Names that contain spaces must be enclosed within quotation marks (““).

Command-specific help

A command-specific help function is available for actions and commands
(call the function with a question mark as the argument). For example,
pi ng ? shows the options of the integrated ping command.
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Enter hel p or ? on the command line for a complete listing of the available
shell commands.

Parameter overview for the ping command

The ping command entered at the command prompt of a Telnet or terminal
connection sends an "ICMP echo-request" packet to the destination address
of the host to be checked. If the receiver supports the protocol and it is not
filtered out in the firewall, the destination host will respond with an "ICMP echo
reply”. If the target computer is not reachable, the last device before the host
responds with a "network unreachable" or "host unreachable" message.

The syntax of the ping command is as follows:
ping [-fngr] [-s n] [-i n] [-c n] [-a a.b.c.d] destination

The meaning of the optional parameters is explained in the following table:

Parameter Meaning

-a a.b.c.d Sets the ping's sender address (default: IP address of the device.
-a INT Sets the intranet address of the device as the sender address

-a Dvz Sets the DMZ address of the device as the sender address

-a LBx Sets one of the 16 loopback addresses in the device as the sender

address. Valid values for x are the hexadecimal values 0 — f

-6 <l Pv6- Addr ess>%<Scope> Performs a ping command to the link-local address via the interface
specified by <scope>.

For IPv6, the scope of parameters is of central importance: IPv6
requires a link-local address (fe80::/10) to be assigned to every
network interface (logical or physical) on which the IPv6 protocol
is enabled, so you must specify the scope when pinging a link-
local address. This is the only way that the ping command knows
which interface it should send the packet to. A percent sign (%)
separates the name of the interface from the IPv6 address.

Examples:
ping -6 fe80::1% NTRANET

Ping the link-local address "fe80::1", which is accessible via
the interface and/or the network "INTRANET".

ping -6 2001:db8::1
Pings the global IPv6 address '2001:db8::1".

-6 <Loopback-Interface> Sets an IPv6 loopback interface as the sender address.
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Parameter Meaning

-f flood ping: Sends a large number of pings in a short time. Can be
used to test network bandwidth, for example. WARNING: flood
ping can easily be misinterpreted as a DoS attack.

-n Returns the computer name of a specified IP address

-0 Immediately sends another request after a response

-q Ping command returns no output to the console (quiet)

-r Changes to traceroute mode: The route taken by the data packets

underway to the target computer is shown with all of the
intermediate stations

-sn Sets the packet size to n bytes (max. 65500)

-in Time between packets in seconds

-cn Send n ping signals

Destination Address or host name of the target computer
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Parameter Meaning
stop / <RETURN> Entering "stop" or pressing the RETURN button terminates the ping
command

Table 2: Overview of optional parameters for the ping command

Parameter overview for the trace command

Note: The traces available for a particular model can be displayed by entering
t r ace without any arguments.

This parameter ... ...causes the following message in the trace:

St at us Connection status messages

Error Connection error messages

PPP PPP protocol negotiation
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This parameter ... ...causes the following message in the trace:
LCR Least cost router

Scri pt Script negotiation

Firewal | Displays firewall events

RI P IP routing information protocol

ARP Address resolution protocol

| CWP Internet control message protocol

| P masquer adi ng Events in the masquerading module

DHCP Dynamic host configuration protocol

Net Bl CS NetBIOS management

DNS Domain name service protocol

Packet dunp Displays the first 64 bytes of a packet in hexadecimal
ATM cel | ATM packet layer

ATM error ATM error

SMIP client E-mail processing by the internal mail client

Mail client E-mail processing by the internal mail client

SNTP Simple network time protocol

NTP Timeserver trace

Connact Messages from the activity protocol

Cron Activities of the scheduler (cron table)

RADI US RADIUS trace

Seri al Information on the state of the serial interface

usB Information on the state of the USB interface

Load bal ancer Information on load balancing

VRRP Information on the virtual router redundancy protocol
Et her net Information on the Ethernet interfaces

VLAN Information on virtual networks

| GWP Information on the Internet group management protocol
WLAN Information on activity in the wireless networks
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This parameter ... ...causes the following message in the trace:

WLAN- ACL Status messages about MAC filtering rules.

Note: The display depends on how the WLAN data trace is con-
figured. If a MAC address is specified there, the trace shows only
the filter results relating to that specific MAC address.

| APP Trace on inter access point protocol giving information on wireless
LAN roaming.

DFS Trace on dynamic frequency selection, automatic channel selection
in the 5 GHz wireless LAN band

Bri dge Information on the wireless LAN bridge

EAP Trace on EAP, the key negotiation protocol used with WPA/802.11i
and 802.1x

Spgtree Information on spanning tree protocol

LANAUTH LAN authentication (e.g. Public Spot)

SI P packet SIP information that is exchanged between a VolIP router and a

SIP provider or an upstream SIP telephone system

VPN st atus IPSec and IKE negotiations

VPN packet IPSec and IKE packets

GRE Messages to GRE tunnels

XM.- | nt er f ace- PbSpot Messages from the Public Spot XML interface
hnat Information on hardware NAT

I Pv6 config Information about the IPv6 configuration
IPv6 firewall IPv6 firewall events

I Pv6-Interfaces Information about the IPv6 interfaces

| Pv6- LAN- Packet Data packets over the IPv6 LAN connection
| Pv6 router Information about the IPv6 routing

| Pv6- WAN- Packet Data packets over the IPv6 WAN connection

Table 3: Overview of all possible traces

Overview of CAPWAP parameters with the show command

The following information about the CAPWAP service can be viewed using
the command line:
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Parameters Meaning

-addresses [<IfcNunp] Shows the address tables of an individual or all WLC tunnels. In
the case of an individual WLC tunnel, enter for the <I f cNun® the
number of logical WLC tunnel interface, for example 10.

-groups Shows the information for an individual or all available
assignment/tag groups.

Table 4: Overview of all CAPWAP parameters with the show command

You can supplement the command show capwap gr oups with the paramet-
ers listed below, which control the scope of the displayed information:

Parameters Meaning

al | Shows the names configured in the setup menu and the device's
internal names for all assignment/tag groups as well as the default
groups that were set up. The default group represents an internal
group which contains all APs.

<groupl> <group2> <..» Shows all APs of the respective assignment/tag groups.
-1 <location> Shows all APs of the respective location.

-c <country> Shows all APs of the respective country.

- <city> Shows all APs of the respective city.

-s <street> Shows all APs of the respective street.

-b <buil di ng> Shows all APs of the respective building.

-f <floor> Shows all APs of the respective floor.

-r <roone Shows all APs of the respective room description.

-d <devi ce> Shows all APs that have the specified device name.

-a <antenna> Shows all APs which have the specified antenna number.
-v <firnmare> Shows all APs which have the specified firmware. To do this, enter

the version number for <f i r mnvar e> followed by the build number,
e.g.,, 9. 00. 0001.

-x <firmare> Shows all APs with a firmware version lower than the one installed
on the current device.

-y <firnmmare> Shows all APs with a firmware version the same or lower than the
one installed on the current device.

-z <firmare> Shows all APs with a firmware version higher than the one installed
on the current device.

-t <firmare> Shows all APs with a firmware version the same or higher than the
one installed on the current device.
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Parameters Meaning

-n <intranet> Shows all APs with an IP belonging to the specified Intranet
address.

-p <profile> Shows all APs that have been assigned with the specified WLAN
profile.

rmgrp <groupl intern_name> Deletes the group(s) with the specified internal names from the

<group2 intern_nanme> ... memory of the device. Use this command to free up the main
memory if too large a number of groups is degrading the
performance of the device. The entry in the setup menu is
unaffected by this action.

resetgrps Deletes all groups except the default group.

Table 5: Overview of all CAPWAP group parameters with the show command

For location information the device evaluates the information entered under
Location in the access point table. The following field names are available:

co=Country
ci=City
st=Street
bu=Building
fl=Floor
ro=Room

For instance, the location entry co=CGer many, ci =Aachen allows you to list
all of the managed APs in Aachen from the console of the WLC with the
command +show capwap group -i Aachen.

Example commands

show capwap group all

show capwap group groupl

show capwap group -1 yourlocation

show capwap group -s yourstreetnane

show capwap group -d yourdevi cenanme

show capwap group -p yourprofil ename

show capwap group -d yourdevi cename -p yourprofile -v yourfirmversion ...

Overview of IPv6-specific show commands

Various IPv6 functions can be queried at the command line. The following
command-line functions are available:
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IPv6 addresses: show i pv6- addr esses

IPv6 prefixes: show i pv6- prefi xes

IPV6 interfaces: show i pv6-i nterfaces

IPv6 neighbor cache: show i pv6- nei ghbour - cache
IPv6 DHCP server show dhcp6- server

IPv6 DHCP client show dhcpv6-cl i ent

IPv6 route: show i pv6-route

Additionally, IPv6 communications can be followed with the t r ace command.

IPv6 addresses

The command show i pv6- addr esses shows a list of IPv6 addresses that
are currently being used. This is sorted by interface. Note that an interface
can have multiple IPv6 addresses. One of these addresses is always the link-
local address, which starts with f e80: .

The output is formatted as follows:

<Interface> :
<| Pv6 address>, <status>, <attribute> (<type>)

Output Comment

Interface The name of the interface

IPv6 address The IPv6 address

Status The status field can contain the following values:
TENTATIVE

Duplicate Address Detection (DAD) is currently checking the address. It
is not yet available for unicast.

PREFERRED
The address is valid
DEPRECATED

The address is still valid, but it is being discontinued. The optimal status
for communication is PREFERRED.

INVALID
The address is invalid and cannot be used for communication. An address
given this status after its lifetime has expired.

Attribute Shows an attribute of the IPv6 address. Possible attributes are:
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Output Comment

None

No special attributes

(ANYCAST)

This is an anycast address

(AUTO CONFIG)

The address was retrieved by auto-configuration
(NO DAD PERFORMED)

No DAD is performed

Type The type of IP address

Table 6: Components of the command-line output show i pv6- addr esses

IPv6 prefixes

The command show i pv6- prefi xes displays all known prefixes. These
are sorted according to the following criteria:

Delegated prefixes
All prefixes that the router has obtained by delegation.

Advertised prefixes
All prefixes that the router announces in its router advertisements.

Deprecated prefixes
All prefixes that are being discontinued. These may still be functional, but
they will be deleted after a certain time.

IPv6-Interfaces

The command show i pv6-i nt erfaces displays a list of IPv6 interfaces
and their status.

The output is formatted as follows:

<Interface> : <Status>, <Forwarding>, <Firewall>

Output Comment
Interface The name of the interface
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Output Comment
Status The status of the interface Possible entries are:
oper status is up
oper status is down
Forwarding The forwarding status of the interface. Possible entries are:
forwarding is enabled
forwarding is disabled
Firewall The status of the firewall. Possible entries are:

forwarding is enabled
firewall is disabled

Table 7: Components of the command-line output show i pv6-i nt er f aces

IPv6 neighbor cache
The command show i pv6- nei ghbor - cache displays the current neighbor

cache.

The output is formatted as follows:

<|I Pv6 address> iface <interface> |l addr <MAC address> (<switch port>) <device
type> <status> src <source>

Output

Comment

IPv6 address
Interface
MAC address
Switch port
Device type

Status

46

The IPv6 address of the neighboring device

The interface where the neighbor is accessed
The MAC address of the neighbor

The switch port on which the neighbor was found
Neighbor's device type (host or router)

The status of the connection to neighboring devices. Possible entries are:
INCOMPLETE

Resolution of the address was still in progress and the link-layer address
of the neighbor was not yet determined.

REACHABLE
The neighbor was reached in the last ten seconds.
STALE

The neighbor is no longer qualified as REACHABLE, but an update will
only be performed when an attempt is made to reach it.
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Output Comment
DELAY

The neighbor is no longer qualified as REACHABLE, but data was recently
sent to it; waiting for verification by other protocols.

PROBE

The neighbor is no longer qualified as REACHABLE. Neighbor solicitation
probes are sent to it to confirm availability.

Source The IPv6 address at which the neighbor was detected.

Table 8: Components of the command-line output show
i pv6- nei ghbor - cache

IPv6 DHCP server

The command show dhcpv6-server displays the current status of the
DHCP server. The display includes information about the interface on which
the server is active, which DNS server and prefixes it has, and what client
preferences it has.

IPv6 DHCP client

The command show dhcpv6-cli ent displays the current status of the
DHCP client. The display includes information about the interface being used
by the client and which prefixes and DNS server it is using.

IPv6 route

The command show i pv6- r out e displays the complete IPv6 routing table.
Routers with fixed entered routes are displayed with the suffix [static] and the
dynamically obtained routes have the suffix [connected]. The loopback address
is marked [loopback]. Other automatically generated addresses have the
suffix [local].

Functions for editing commands

The following commands can be used to edit commands on the command
line. The “ESC key sequences” show (for comparison) the shortcuts used on
typical VT100/ANSI terminals:
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Function Esc key sequences Description

Up arrow ESC[A In the list of commands last run, jumps one position up (in
the direction of older commands).

Down arrow ESC [B In the list of commands last run, jumps one position down (in
the direction of newer commands).

Right arrow Ctrl-F ESC [C Moves the insert cursor one position to the right.
Left arrow Ctrl-B ESC [D Moves the insert cursor one position to the left.

Home or Pos1 Ctrl-AESC[AESC[17( Moves the insert cursor to the first character in the line.

Close Ctrl-E ESC [F ESC OF Moves the insert cursor to the last character in the line.
ESC [4”

Ins ESC[ESC [27 Switches between input and overwrite modes.

Del Ctr-D ESC <BS>ESC[3" Deletes the character at the current position of the insert
cursor or ends the Telnet session if the line is blank.

erase <BS><DEL> Deletes the next character to the left of the insert cursor.

erase-bol Ctrl-U Deletes all characters to the left of the insert cursor.

erase-eol Ctrl-K Deletes all characters to the right of the insert cursor.

Tabulator Completes the input from the current position of the insert

cursor for a command or path of the HILCOS menu structure:

1. If there is only one possibility of completing the com-
mand/path, this is accepted by the line.

2. |If there is more than one possibility of completing the
command/path, this is indicated by an audible sound
when pressing the Tab key. Pressing the Tab key again
displays a list of all possibilities to complete the entry.
Then enter e.g. another letter, to allow unambiguous
completion of the input.

3. Ifthereis no possibility of completing the command/path,
this is indicated by an audible sound when pressing the
Tab key. No further actions are run.

Function keys for the command line
WEBconfig: Setup / Config / Function keys

The function keys enable the user to save frequently used command
sequences and to call them easily from the command line. In the appropriate
table, commands are assigned to function keys F1 to F12 as they are entered
in the command line.

Key
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Name of function key.
Possible values:

Selection from function keys F1 to F12.
Default:

F1

Figure

Description of the command/shortcut to be run on calling the function key
in the command line.

Possible values:
All commands/shortcuts possible in the command line
Default:
Blank
Special values:
The caret symbol A is used to represent special control commands with
ASCII values below 32.
AA stands for Ctrl-A (ASCII 1)
AZ stands for Ctrl-Z (ASCII 26)

Al stands for Escape (ASCII 27)
A A double caret symbol stands for the caret symbol itself.

Note: If a caret symbol is entered in a dialog field or editor followed directly
by another character, the operating system may possibly interpret this
sequence as another special character. By entering caret + A the Windows
operating system outputs an A. To enter the caret character itself, enter a
space in front of the subsequent characters. Sequence *A is then formed
from caret symbol + space + A.

Tab command when scripting

When working with scripts, the t ab command enables the desired columns
for the subsequent set command.
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When you perform the configuration with a command line tool, you generally
supplement the set command with the values for the columns of the table.

For example, you set the values for the performance settings of a WLAN
interface as follows:

> cd /Setup/|Interfaces/ W.AN Perfor mance
> set ?

Possi ble Entries for colums in Performance:

[1][Ifc] ©OWAN-1 (1)
[5][ QoS : No (0), Yes (1)
[ 2] [ Tx- Bur sting] : 5 Chars from 1234567890

> set WLAAN-1 Yes *

In this example the Performance table has three columns:

Ifc, the desired interface
Enable or disable QoS
The desired value for TX bursting

With the command set WLAN-1 Yes * you enable the QoS function for
WLAN-1, and you leave the value for TX bursting unchanged with the asterisk
(*)-

Working with the set command in this way is adequate for tables with only
a few columns. However, tables with many columns can pose a major chal-

lenge. For example, the table under Setup > Interfaces > WLAN > Transmis-
sion contains 22 entries:

> cd /Setup/Interfaces/ WAN Transni ssi on
> set ?

Possi ble Entries for colums in Transm ssion:

[1][1fc] D WAN1 (1), WAN-1-2 (16), WAN-1-3 (17), WAN1-4
(18), WAN-1-5 (19), WAN1-6 (20), WAN1-7 (21), WAN1-8 (22)

[ 2] [ Packet - Si ze] : 5 Chars from 1234567890

[3] [ M n- Tx- Rat e] : Auto (0), 1M (1), 2M(2), 5.5M (4), 11M (6), 6M
(8), 9M (9), 12M (10), 18M (11), 24M (12), 36M (13), 48M (14), 54M (15)

[ 9] [ Max- Tx- Rat e] : Auto (0), 1M (1), 2M(2), 5.5M (4), 11M (6), 6M
(8), 9M (9), 12M (10), 18M (11), 24M (12), 36M (13), 48M (14), 54M (15)

[ 4] [ Basi c- Rat €] : IM (1), 2M(2), 5.5M (4), 11M(6), 6M(8), 9M(9),
12M (10), 18M (11), 24M (12), 36M (13), 48M (14), 54M (15)

[ 19] [ EAPOL- Rat e] : Like-Data (0), 1M (1), 2M(2), 5.5M (4), 11M(6),
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6M (8), 9M(9), 12M (10), 18M (11), 24M (12), 36M (13), 48M (14), 54M (15),
HT-1-6.5M (28), HT-1-13M (29), HT-1-19.5M (30),
HT-1- 26M (31), HT-1-39M (32), HT-1-52M (33), HT-1-58.5M (34), HT-1-65M (35),

HT-2-13M (36), HT-2-26M (37),
HT-2- 104M (41), HT-2-117M (42),
[12] [ Hard- Retri es]
[11] [ Soft-Retri es]

HT- 2- 39M (38),
HT- 2- 130M ( 43)

: 3 Chars from 1234567890
: 3 Chars from 1234567890

HT- 2-52M (39), HT-2-78M (40),

[7]1[ 11b- Preanbl €] : Auto (0), Long (1)

[16] [ M n- HT- MCS] : Auto (0), MCS-0/8 (1), MCS-1/9 (2), MCS-2/10 (3),
MCS-3/11 (4), MCS-4/12 (5), MCS-5/13 (6), MCS-6/14 (7), MCS-7/15 (8)

[ 17] [ Max- HT- MCS] : Auto (0), MCS-0/8 (1), MCS-1/9 (2), MCS-2/10 (3),
MCS-3/11 (4), MCS-4/12 (5), MCS-5/13 (6), MCS-6/14 (7), MCS-7/15 (8)

[ 23] [ Use- STBC] : No (0), Yes (1)

[ 24] [ Use- LDPC] : No (0), Yes (1)

[13][Short-Guard-Interval] : Auto (0), No (1)

[18][M n-Spatial -Streanms] : Auto (0), One (1), Two (2), Three (3)

[ 14] [ Max- Spati al - Streams] : Auto (0), One (1), Two (2), Three (3)

[ 15] [ Send- Aggr egat es] : No (0), Yes (1)

[ 22] [ Recei ve- Aggregates]: No (0), Yes (1)

[ 20] [ Max- Aggr . - Packet - Count ]

: 2 Chars from 1234567890

[ 6] [ RTS- Thr eshol d] : 5 Chars from 1234567890
[ 10] [ M n- Fr ag- Len] : 5 Chars from 1234567890
[21] [ ProbeRsp-Retries] : 3 Chars from 1234567890

Use the following command to set the short guard interval in the transmission
table for the WLAN-1-3 interface to No:

> set WLAN-1-3 * * * * * % % * * * * * Ng

Note: The asterisks for the values after the column for the short guard interval
are unnecessary in this example, as the columns will be ignored when setting
the new values.

As an alternative to this rather confusing and error-prone notation, you can
use the t ab command as the first step to determine which columns are
changed with the subsequent set command:

> tab Ifc short guard-Interval
> set WLAN-1-3 No

The t ab command also makes it possible to change the order of the columns.
The following example for the WLAN-1-3 interface sets the value for the short
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guard interval to No and the value for Use-LDPC to Yes, although the corres-
ponding columns in the table are displayed in a different order:

> tab Ifc short guard-Interval Use-LDPC
> set WLAN-1-3 No Yes

Note: The tables may only contain only a selection of the columns, depending
on the hardware model. The t ab command ignores columns which do not
exist for that device. This gives you the option to develop unified scripts for
different hardware models. The t ab instructions in the scripts reference the
maximum number of required columns. Depending on the model, the script
only performs the set instructions for the existing columns.

You can also abbreviate the t abcommand with curly brackets. Use the follow-
ing command to set the short guard interval in the transmission table for the
WLAN-1-3 interface to No:

> set WLAN-1-3 {short-guard} No

The curly brackets also enable you to change the order of the columns. The
following example for the WLAN-1-3 interface sets the value for the short
guard interval to No and the value for Use-LDPC to Yes, although the corres-
ponding columns in the table are displayed in a different order:

> set WLAN-1-3 {Short-Guard-Interval} No {Use-LDPC} Yes

1.4 Configuration with WEBconfig

Device settings can be configured from any Web browser. The device contains
an integrated configuration software called WEBconfig. All you need to work
with WEBconfig is a web browser. In a network with a DHCP server, you can
access the device simply by entering its IP address into your web browser.
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(h) HIRSCHMANN

A BELDEN BRAND

BAT_WLC_REFDEV

Login admin j
Password

Ok
Caution! Your are using an unencrypted
connection. The passwiord will be transmitted
as plain text

Encrypted connection

Menu area “HiLCOS Menu Tree” provides the configuration parameters in the
same structure as they are used under Telnet.

# Setup Wizards y
HiLCOS Menu Tree

i (h) HIRSCHMANN

@ HILCOS Menu Tree 4j Logout

A BELDEN BRAND
£ status
Setup HILCOS Menu Tree
(& Firmueare 7 Setup
S Other P Interfaces
I File management
%t Extrag Ethernet-Ports
@8 HTTP-Session
Lagout
< Logou Fort ETH-1
Assignment  LAN-1 hd
Connector AUt -

MDIMode Aum v
Clock-Role Slave-Freforred =
Private-Mode  es +

Flow-Control ~ 4uto ~
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2 Setup

This menu allows you to adjust the settings for this device.

Telnet path: /Setup

2.1 Name

This field can be used to enter a name of your choice for this device.

Telnet path:
Setup

Possible values:
Max. 16 characters from
[A-Z][a-z][0-9] @ |} ~! $%& () +-,/:;<=>?[\]"_.~

Default:
empty

2.2 WAN

This menu contains the configuration of the Wide Area Network (WAN).

Telnet path:
Setup
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2.2.2 Dialup-Peers

Here you configure the remote sites that your device is to connect to and
exchange data with.

Note: If two remote-site lists contain identical names for remote sites (e.g.
DSL broadband remote sites and Dialup peers), the device automatically takes
the "fastest" interface when establishing the connection. The other interface
is available for backup purposes. If the list does not specify DSL broadband
remote sites, access concentrators or services, then the device connects to
the first AC that responds to the request over the exchange. For an existing
DSLol interface, the same entries apply as for a DSL interface. This informa-
tion is entered into the list of DSL broadband remote sites.

Telnet path:
Setup > WAN

2.2.2.1 Remote site

Enter the name of the remote site here.

Telnet path:
Setup > WAN > Dialup-Peers

Possible values:
Select from the list of defined peers.

Max. 16 characters from
[A-Z][0-9]1 @ |}~ $%&' () +-,/:;<=>?[\]"_.

Default:
empty
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2.2.2.2 Dialup remote

A telephone number is only required if the remote is to be called. The field
can be left empty if calls are to be received only. Several numbers for the
same remote can be entered in the round-robin list.

Telnet path:
Setup > WAN > Dialup-Peers

Possible values:
Max. 31 characters from 0123456789S* #- EF:

Default:
empty

2.2.2.3 B1-DT

The connection is terminated if it remains unused for the time set here.

Telnet path:
Setup > WAN > Dialup-Peers

Possible values:

0...9999
Default:
0

2.2.2.4 B2-DT

Hold time for bundling: When channels are bundled, the second B channel
will be terminated if it is not used for the time entered here.
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Telnet path:
Setup > WAN > Dialup-Peers

Possible values:

0...9999
Default:
0

2.2.2.5 Layer name
From the layer list, select an entry that is to be used for this remote site.
The layer list already contains a number of entries with popular standard set-

tings. For example, you should use the PPPHDLC entry to establish a PPP
connection to an Internet provider.

Telnet path:
Setup > WAN > Dialup-Peers

Possible values:
Select from the list of defined layers

Max. 9 characters from
[A-Z][0-9]1 @ |}~ $9&' () +-,/:;<=>?[\]"_.

Default:
empty

2.2.2.6 Callback

With callback activated, an incoming call from this remote site will not be
answered, but it will be called back instead.
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This is useful if, for example, telephone fees are to be avoided at the remote
site.

Activate a check of the name if you want to be sure that the remote site is
authenticated before the callback.

Select the fast option if the callback is to follow within seconds. The remote
site must also support this method and the 'Expect callback' option must be
activated. Additionally, the remote site must be entered into the number list.

Note: The setting 'Name' offers the highest security if there is an entry in the
numbers list and in the PPP list. The setting 'Hirschmann' enables the fastest
method of call-back between two devices from Hirschmann.

Note: For Windows remote sites, ensure that you select the setting 'Name'.

Telnet path:
Setup > WAN > Dialup-Peers

Possible values:
No
There is no return call.

Auto

If the remote site is found in the numbers list, this number is called
back. Initially the call is rejected and, as soon as the channel is free
again, a return call is made (after approx. 8 seconds). If the remote
site is not found in the numbers list, the DEFAULT remote site is ini-
tially taken and the return call is negotiated during the protocol
negotiation. The call is charged with one unit.

Name

Before a return call is made, the protocol is always negotiated even
if the remote site is found in the numbers list (e.g. for Windows com-
puters that dial-in to the device). Small call charges are incurred for
this.

fast
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If the remote site is found in the numbers list, the return call is made
quickly, i.e. the device sends a special signal to the remote site and
it calls back as soon as the channel is free again. The connection is
established within about 2 seconds. If the remote site does not cancel
the call immediately after the signal, then two seconds later it reverts
to the normal return call procedure (lasts about 8 seconds). This
procedure is available with DSS1 connections only.

Looser

Use the "looser" option if a return call from the remote site is expected.
This setting fulfills two jobs in one. Firstly it ensures that a connection
it established itself terminates if a call arrives from the remote site
that was just called, and secondly this setting activates the function
that reacts to the procedure for fast return calls. This means that to
use fast return calls, the caller must be in 'Looser' mode and, at the
called party, the return call must be set to 'Hirschmann'.

Default:

No

2.2.3 RoundRobin

If a remote site can be reached at various call numbers. you can enter these
numbers into this list.

Telnet path:
Setup > WAN

2.2.3.1 Remote site
Here you select the name of a remote site from the list of remote sites.

Telnet path:
Setup > WAN > RoundRobin
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Possible values:
Select from the list of defined peers.

Max. 18 characters from
HA-Z][0-9]1@Q |}~ $%& () +-,/:; <=>?[\]"_.

Default:
empty

2.2.3.2 Round-Robin

Specify here the other call numbers for this peer. Separate the individual call
numbers with hyphens.

Telnet path:
Setup > WAN > RoundRobin

Possible values:
Max. 53 characters from 0123456789S* #- EF:

Default:
empty

2.2.3.3 Head

Specify here whether the next connection is to be established to the number
last reached successfully, or always to the first number.

Telnet path:
Setup > WAN > RoundRobin

Possible values:

Last
First
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Default:
Last

2.2.4 Layer

Here you collect individual protocols into 'layers' that are to be used to transfer
data to other routers.

Telnet path:
Setup > WAN

2.2.4.1 Layer name
This name is used for selecting the layer in the list of remote stations.

Telnet path:
Setup > WAN > Layer

Possible values:
Max. 9 characters from
[A-Z][0-9]1 @ |}~ $9&' () +-,/:;<=>?[\]"_.

Default:
empty

2.2.4.2 Encaps.

Additional encapsulations can be set for data packets.

Telnet path:
Setup > WAN > Layer
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Possible values:

TRANS
Transparent: No additional encapsulation

ETHER
Ethernet: Encapsulation as Ethernet frames.

LLC-MUX
Multiplexing via ATM with LLC/SNAP encapsulation as per RFC 2684.
Several protocols can be transmitted over the same VC (virtual
channel).

VC-MUX
Multiplexing via ATM by establishing additional VCs as per RFC 2684.

Default:
ETHER

2.2.4.3 Lay-3

The following options are available for the network layer:

Telnet path:
Setup > WAN > Layer

Possible values:

PPP
The connection is established according to the PPP protocol (in
synchronous mode, i.e. bit oriented). The configuration data are taken
from the PPP table.

APPP
AsyncPPP: Like 'PPP', but here the asynchronous mode is used
instead. PPP works with characters.

SCPPP
PPP with its own script. The script is specified in the script list.

SCAPPP
AsyncPPP with its own script. The script is specified in the script list.
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SCTRANS
Transparent with its own script. The script is specified in the script
list.

DHCP
Allocation of network parameters by DHCP.

TRANS
Transparent: No additional header is inserted.

Default:
PPP

2.2.4.4 Lay-2

This field configures the upper sublayer of the data link layer.

Telnet path:
Setup > WAN > Layer

Possible values:
PPPoE
PPP over Ethernet: PPP information is encapsulated in Ethernet
frames

TRANS
Transparent: No additional header is inserted.

X.75LABP
Connections are established with X.75 and LAPM (Link Access
Procedure Balanced).

Default:
X.75LABP
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2.2.4.5 L2-Opt.

Here you can activate the compression of transmitted data . These options
are only come into effect if they are supported by the interfaces used and by
the selected Layer 2 and Layer 3 protocols.

Telnet path:
Setup > WAN > Layer

Possible values:

None
compr.
Compression

Default:
None

2.2.4.6 Lay-1

This field is used to configure the lower section of the security layer (the data
link layer) for the WAN layer.

Telnet path:
Setup > WAN > Layer

Possible values:

ETH
Transparent Ethernet as per IEEE 802.3
SERIAL
For connections by analog modem or cellular modem with AT

interface. The modem can be connected to the device via the serial
port (outband).

Default:
ETH
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2.2.5 PPP

In order for the device to be able to establish PPP or PPTP connections, you
must enter the corresponding parameters (such as name and password) for
each remote site into this list.

Telnet path:
Setup > WAN

2.2.5.1 Remote site

Enter the name of the remote site here. This name has to agree with the entry
in the list of peers/remote sites. You can also select a name directly from the
list of peers / remote sites.

Telnet path:
Setup > WAN > PPP

Possible values:
Select from the list of defined peers.

Max. 16 characters from
[A-Z][0-9] @ |}~ W& () +-,/:;<=>?[\]"_.

Default:
empty

Possible values:

Special values:
DEFAULT

During PPP negotiations, a remote site dialing-in to the device logs
on with its name. The device can use the name to retrieve the permit-
ted values for authentication from the PPP table. At the start of the
negotiation, the remote site occasionally cannot be identified by , IP
address (PPTP dial-in ) or MAC address (PPPoE dial-in). It is thus
not possible to determine the permitted protocols in this first step. In
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these cases, authentication is performed first with those protocols
enabled for the remote site with name DEFAULT. If the remote site
is authenticated successfully with these settings, the protocols permit-
ted for the remote site can also be determined.

If authentication uses a protocol entered under DEFAULT, but which
is not permitted for the remote site, then authentication is repeated
with the permitted protocols.

2.2.5.2 Authent.request

Method for securing the PPP connection that the device expects from the
remote site.

Telnet path:
Setup > WAN > PPP

Possible values:
MS-CHAPv2
MS-CHAP
CHAP
PAP

2.2.5.3 Password

Password transferred from your device to the remote site (if required). A ™' in
the list indicates that an entry exists.

Telnet path:
Setup > WAN > PPP

Possible values:
Max. 32 characters from
#A-Z][a-z][0-9] @ |}~ $U&' () +-,/:;<=>?[\]"_. °
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Default:
empty

2.2.5.4 Time

Time between two tests of the connection with LCP (see also LCP). This time
is entered in multiples of 10 seconds (e.g. 2 for 20 seconds). The value is also
the time between two tests of the connection as per CHAP. This time is entered
in minutes. For remote sites running the Windows operating system the time
must be set to 0.

Telnet path:
Setup > WAN > PPP

Possible values:

0...99
Default:
0

2.2.5.5 Try

Number of retries for the test attempt. Multiple retries reduces the impact from
temporary line faults. The connection is only terminated if all tries prove
unsuccessful. The time between two retries is one tenth (1/10) of the time
between two tests. This value is also the maximum number of "Configure
Requests" that the device sends before assuming a line fault and tearing down
the connection itself.

Telnet path:
Setup > WAN > PPP

Possible values:
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0...99
Default:
5

2.2.5.6 User name

Name with which your device logs in to the remote site. If there is no entry
here, your device's device name is used.

Telnet path:
Setup > WAN > PPP

Possible values:
Max. 64 characters from
#A-Z][a-z][0-9]1 @ |}~ $U& () +-,/:;<=>?[\]"_.

Default:
empty

2.2.5.7 Conf

This parameter affects the mode of operation of the PPP. The parameter is
defined in RFC 1661 and is not described in further detail here. If you are
unable to establish PPP connections, this RFC in conjunction with the PPP
statistics of the router provides information on fault rectification. The default
settings are generally sufficient. This parameter can only be changed with
LANconfig, SNMP or TFTP.

Telnet path:
Setup > WAN > PPP

Possible values:
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0...255

Default:
10

2.2.5.8 Fail

This parameter affects the mode of operation of the PPP. The parameter is
defined in RFC 1661 and is not described in further detail here. If you are
unable to establish PPP connections, this RFC in conjunction with the PPP
statistics of the router provides information on fault rectification. The default
settings are generally sufficient. This parameter can only be changed with
LANconfig, SNMP or TFTP.

Telnet path:
Setup > WAN > PPP

Possible values:

0...255
Default:
5

2.2.5.9 Term

This parameter affects the mode of operation of the PPP. The parameter is
defined in RFC 1661 and is not described in further detail here. If you are
unable to establish PPP connections, this RFC in conjunction with the PPP
statistics of the router provides information. The default settings are generally
sufficient. This parameter can only be changed with LANconfig, SNMP or
TFTP.

Telnet path:
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Setup > WAN > PPP

Possible values:

0...255
Default:
2

2.2.5.10 Rights
Specifies the protocols that can be routed to this remote site.

Telnet path:
Setup > WAN > PPP

Possible values:
IP
IP+NBT
IPX
IP+IPX
IP+NBT+IPX

Default:
IP

2.2.5.11 Authent-response

Method for securing the PPP connection that the device offers when dialing
into a remote site.

Note: The device only uses the protocols enabled here—other negotiations
with the remote site are not possible.
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Telnet path:
Setup > WAN > PPP

Possible values:

MS-CHAPv2
MS-CHAP
CHAP

PAP

Default:
MS-CHAPv2
MS-CHAP
CHAP
PAP

2.2.6 Incoming calling numbers

Based on the telephone numbers in this list, your device can identify which
remote site is making the incoming call.

Telnet path:
Setup > WAN

2.2.6.1 Dialup remote

Here you enter the call number that is transmitted when you are called from
the remote site. Generally this is the number of the remote site combined with
the corresponding local area code with the leading zero, e.g. 0221445566.
For remote sites in other countries, you must add the corresponding country
code with two leading zeros, e.g. 0049221445566.

Telnet path:
Setup > WAN > Incoming calling numbers
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Possible values:
Max. 31 characters from 0123456789S* #- EF:

Default:
empty

2.2.6.2 Remote site

Enter the name of the relevant remote site. Once a device has identified a
remote site by means of its call number, the list of peers/remote sites is
searched for an entry with that name and the associated settings are used
for the connection.

Telnet path:
Setup > WAN > Incoming calling numbers

Possible values:
Select from the list of defined peers.

Max. 16 characters from
[A-Z][0-9] @ | }~! SR () +-,/:;<=>?[\]"_.

Default:
empty

2.2.8 Scripts

If a login script has to be processed when connecting to a remote site, enter
the script here.

Telnet path:
Setup > WAN
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2.2.8.1 Remote site

Enter the name of the remote site here. The remote site should already have
been entered into the list of peers / remote sites. You can also select an entry
directly from the list of peers / remote sites.

Telnet path:
Setup > WAN > Scripts

Possible values:
Select from the list of defined peers.

Max. 18 characters from
#A-Z][0-9]1 @ |}~ $%&' () +-,/:;<=>?[\]"_.

Default:
empty

2.2.8.2 Script

Specify here the login script for this peer. In order for this script to be used, a
layer with the appropriate protocol for this peer must be set up in the list or
peers / remote sites.

Telnet path:
Setup > WAN > Scripts

Possible values:
Max. 58 characters from
#A-Z][a-z][0-9] @ |}~ SR () +-,/:; <=>?[\]"_.

Default:
empty
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2.2.9 Protect

Here you set the conditions to be satisfied in order for the device to accept
incoming calls.

Telnet path:
Setup > WAN

Possible values:

None
The device answers any call.

Number
The device will receive a call only if the caller's number is transmitted
and if that number is in the number list.

Screened
The machine will only accept a call if the caller is in the number list,
the caller's number is transmitted, and if the number has been checked
by the exchange.

Default:
None

2.2.10 Callback attempts

Set the number of callback attempts for automatic callback connections.

Telnet path:
Setup > WAN

Possible values:
0...9

Default:
3
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2.2.11 Router interface

Enter here further settings for each WAN interface used by the device, for
example the calling numbers to be used.

Telnet path:
Setup > WAN

2.2.11.1 Ifc
WAN interface to which the settings in this entry apply.

Telnet path:
Setup > WAN > Router-Interface

2.2.11.2 MSN/EAZ

Specify here for this interface the call numbers for which the device should
accept incoming calls. As a rule these numbers are the call numbers of the
interface without an area code, or the internal call number behind a PBX, as
appropriate. Multiple number can be entered by separating them with a semi-
colon. The first call number is used for outgoing calls.

Note: If you specify any number outside of your number pool, the device will
accept no calls at all.

Note: If you do not enter a number here, the device will accept all calls.

Telnet path:
Setup > WAN > Router-Interface

Possible values:
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Max. 30 characters from #0123456789

Default:
empty

2.2.11.3 CLIP

Activate this option if a peer called by the device should not see your call
number.

Note: This function must be supported by your network operator.

Telnet path:
Setup > WAN > Router-Interface

Possible values:

Yes
No

Default:
Yes

2.2.11.8 YC.

Y connection: This setting determines what happens when channel bundling
is in operation and a request for a second connection arrives.

Note: Please note that channel bundling incurs costs for two connections.
No further connections can be made over LANCAPI! Only use channel
bundling when the full transfer speed is required and used.
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Telnet path:
Setup > WAN > Router-Interface

Possible values:

Yes
The device interrupts channel bundling to establish the second
connection to the other remote device. If the second channel becomes
free again, it is automatically used for channel bundling again (always
for static bundling, when required for dynamic bundling).

No
The device maintains the existing bundled connection; the second
connection must wait.

Default:
Yes

2.2.11.9 Accept-calls

Specify here whether the device answers calls to this interface or not.

Note: If you have specified a number for device configuration (Management
/ Admin), all calls with this number will be accepted, whatever you select here.

Telnet path:
Setup > WAN > Router-Interface

Possible values:

all
None

Default:
all
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2.2.13 Manual dialing

This menu contains the settings for manual dialing.

Telnet path:
Setup > WAN

2.2.13.1 Establish

Establishes a connection to the remote site which is entered as a parameter.

Telnet path:
Setup > WAN > Manual dialing

Possible arguments:

<Remote>
Name of a remote site defined in the device.

2.2.13.2 Disconnect

Terminates a connection to the remote site which is entered as a parameter.

Telnet path:
Setup > WAN > Manual dialing

Possible arguments:

<Remote>
Name of a remote site defined in the device.
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2.2.18 Backup-Delay-Seconds
Wait time before establishing a backup connection in case a remote site should
fail.

Telnet path:
Setup > WAN

Possible values:
0 ... 9999 Seconds

Default:
30

2.2.19 DSL-Broadband-Peers

Here you configure the DSL broadband remote sites that your device is to
connect to and exchange data with.

Telnet path:
Setup > WAN

2.2.19.1 Remote site

Enter the name of the remote site here.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:
Select from the list of defined peers.

Max. 16 characters from
[A-Z][0-9]1 @ | }~!$%& () +-,/:;<=>?[\]"_.
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Default:
empty

2.2.19.3 AC-Name

The parameters for 'Access Concentrator' and 'Service' are used to explicitly
identify the Internet provider. These parameters are communicated to you by
your Internet provider.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:
Max. 64 characters from
[A-Z][a-z][0-9] @ |} ~! $%& () +-,/:;<=>?[\]"_.~

Default:
empty

2.2.19.5 Layer name

Select the communication layer to be used for this connection. How to config-
ure this layer is described in the following section.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:
Max. 9 characters from
[A-Z][0-9] @ |}~ $9&' () +-,/:;<=>?[\]"_.

Default:
empty
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2.2.19.9 AC-Name

The parameters for 'Access Concentrator' and 'Service' are used to explicitly
identify the Internet provider. These parameters are communicated to you by
your Internet provider.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:
Max. 64 characters from
[A-Z][a-2z][0-9] @ |}~ $%&' () +-,/:;<=>?[\]"_.~

Default:
empty

2.2.19.10 Service name

The parameters for 'Access Concentrator' and 'Service' are used to explicitly
identify the Internet provider. These parameters are communicated to you by
your Internet provider.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:
Max. 32 characters from
[A-Z][a-z][0-9] @ |} ~! $%& () +-,/:;<=>?[\]"_.~

Default:
empty
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2.2.19.13 user-def.-MAC
Enter the MAC address of your choice is a user-defined address is required.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:
Max. 12 characters from [ 0-9] [ a- f]

Default:
000000000000

2.2.19.14 DSL-Ifc(s)

Enter the port number of the DSL port here. It is possible to make multiple
entries. Separate the list entries either with commas (1,2,3,4) or divide it into
ranges (1-4). Activate channel bundling in the relevant layer to bundle the
DSL lines.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:
Max. 8 characters from -, 01234

Default:
0

2.2.19.15 MAC-Type

Here you select the MAC addresses which are to be used.
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Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:

Global
If 'Global' is selected, the device MAC address is used for all
connections.

Local
If 'Local' is selected, the device MAC addresses are used to form
further virtual addresses for each WAN connection.

user-def.
If a certain MAC address (user defined) is to be defined for the remote
site, this can be entered into this field.

Default:
Local

2.2.19.16 VLAN-ID

Here you enter the specific ID of the VLAN to identify it explicitly on the DSL
connection.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:
0...9999

Default:
0
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2.2.20 IP-List

If certain remote sites do not automatically transmit the IP parameters needed
for a connection, then enter these values here.

Use this table to configure the extranet address of a VPN tunnel, for example.

Telnet path:
Setup > WAN

2.2.20.1 Remote site
Enter the name for the remote station here.

When configuring a VPN tunnel, this entry corresponds to the appropriate
service under Setup > VPN > VPN-Peers or Setup > VPN > IKEv2 > Con-
nections.

Telnet path:
Setup > WAN > IP-List

Possible values:
Select from the list of defined peers.

Max. 16 characters from
[A-Z][0-9] @ | }~! SR () +-,/:;<=>?[\]"_.

Default:
empty

2.2.20.2 IP address

If your Internet provider has supplied you with a fixed, publicly accessible IP
address, you can enter this here. Otherwise leave this field empty. If you use
a private address range in your local network and the device is to be assigned
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with one of these addresses, do not enter the address here but under intranet
IP address instead.

Telnet path:
Setup > WAN > IP-List

Possible values:
Valid IPv4 address, max. 15 characters from [ 0- 9] .

Default:
0.0.0.0

2.2.20.3 IP-Netmask

Specify here the netmask associated with the address above.

Telnet path:
Setup > WAN > IP-List

Possible values:
Valid IPv4 address, max. 15 characters from [ 0- 9] .

Default:
0.0.0.0

2.2.20.4 Gateway

Enter the address of the standard gateway here.

Telnet path:
Setup > WAN > IP-List

Possible values:
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Valid IPv4 address, max. 15 characters from [ 0- 9] .

Default:
0.0.0.0

2.2.20.5 DNS-Default

Specify here the address of a name server to which DNS requests are to be
forwarded. This field can be left empty if you have an Internet provider or
other remote site that automatically assigns a name server to the device when
it logs in.

Telnet path:
Setup > WAN > IP-List

Possible values:
Valid IPv4 address, max. 15 characters from [ 0- 9] .

Default:
0.0.0.0

2.2.20.6 DNS-Backup

Specify here a name server to be used in case the first DNS server fails.

Telnet path:
Setup > WAN > IP-List

Possible values:
Valid IPv4 address, max. 15 characters from [ 0- 9] .

Default:
0.0.0.0
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2.2.20.7 NBNS-Default

Specify here the address of a NetBIOS name server to which NBNS requests
are to be forwarded. This field can be left empty if you have an Internet provider
or other remote site that automatically assigns a NetBIOS name server to the
device when it logs in.

Telnet path:
Setup > WAN > IP-List

Possible values:
Valid IPv4 address, max. 15 characters from [ 0- 9] .

Default:
0.0.0.0

IP address of the NetBIOS name server for the forwarding of NetBIOS
requests. Default: 0.0.0.0 The IP address of the device in this network is
communicated as the NBNS server if the NetBIOS proxy is activated for this
network. If the NetBIOS proxy is not active for this network, then the IP address
in the global TCP/IP settings is communicated as the NBNS server.

Telnet path:
Setup > WAN > IP-List

Possible values:
Valid IPv4 address, max. 15 characters from [ 0- 9] .

Default:
0.0.0.0
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2.2.20.9 Masq.-IP-Addr.

Almost all Internet providers usually have the remote device assign a
dynamic IP address to your router when it establishes the connection. If your
Internet provider has assigned you static IP addresses, or if you wish to
operate masquerading for your VPN network, you assign it to the respective
connection here. If the masquerading IP address is not set, then the address
assigned when the connection was established is used for masquerading.

Note: You need to set a masquerading address for a VPN connection if you
wish to mask a private network behind this address in the VPN network.

Note: This setting is also necessary if a private address (172.16.x.x) is
assigned during PPP negotiation. Normal masquerading is thus impossible
as this type of address is filtered in the Internet.

Telnet path:
Setup > WAN > IP-List

Possible values:
Valid IPv4 address, max. 15 characters from [ 0- 9] .

Default:
0.0.0.0

2.2.21 PPTP peers
This table displays and adds the PPTP remote sites.

Telnet path:
Setup > WAN
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2.2.21.1 Remote site
This name from the list of DSL broadband peers.

Telnet path:
Setup > WAN > PPTP-peers

Possible values:
Select from the list of defined peers.

Max. 16 characters from
[A-Z][0-9]1 @ |}~ $%& () +-,/:; <=>?[\]"_.

Default:
empty

2.2.21.3 Port

IP port used for running the PPTP protocol. According to the protocol standard,
port '1,723' should always be specified.

Telnet path:
Setup > WAN > PPTP-peers

Possible values:
0...99999

Default:
0
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2.2.21.4 SH time

This value specifies the number of seconds that pass before a connection to
this remote site is terminated if no data is being transferred.

Telnet path:
Setup > WAN > PPTP-peers

Possible values:
0 ... 3600 Seconds

Default:
0

Special values:

9999
Connections are established immediately and without a time limit.

2.2.21.5 Rtg-Tag
Routing tag for this entry.

Telnet path:
Setup > WAN > PPTP-peers

Possible values:

0...65535
Default:
0
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2.2.21.6 IP address

Specify the IP address of the PPTP remote station here.

Telnet path:
Setup > WAN > PPTP-peers

Possible values:
Max. 63 characters from

[A-Z][a-2][0-9] @ |}~ $%&' () +-,/:;<=>?[\]"~_.~

Default:
empty

2.2.21.7 Encryption
Here you enter the key length.

Telnet path:
Setup > WAN > PPTP-peers

Possible values:
Off
40-Bits
56-Bits
128-Bits

Default:
Off

2.2.22 RADIUS

This menu contains the settings for the RADIUS server.
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Telnet path:
Setup > WAN

2.2.22.1 Operating
Switches RADIUS authentication on/off.

Telnet path:
Setup > WAN > RADIUS

Possible values:

No
Yes
Exclusive

Default:
No

2-2-22-3 Auth-'Port
The TCP/UDP port over which the external RADIUS server can be reached.

Telnet path:
Setup > WAN > RADIUS

Possible values:
0 ... 4294967295

Default:
1812
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2.2.22.4 Key

Specify here the key (shared secret) of your RADIUS server from which users
are managed centrally.

Telnet path:
Setup > WAN > RADIUS

Possible values:

Default:
0

2.2.22.5 PPP-Operation

When PPP remote sites dial in, the internal user authentication data from the
PPP list, or alternatively an external RADIUS server, can be used for
authentication.

Note: If you switch the PPP mode to 'Exclusive’, the internal user authentic-
ation data is ignored, otherwise these have priority.

Telnet path:
Setup > WAN > RADIUS

Possible values:

Yes
Enables the use of an external RADIUS server for authentication of
PPP remote sites. A matching entry in the PPP list takes priority

however.
No
No external RADIUS server is used for authentication of PPP remote
sites.
Exclusive
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Enables the use of an external RADIUS server as the only possibility
for authenticating PPP remote sites. The PPP list is ignored.

Default:
No

2.2.22.6 CLIP operation

When remote sites dial in, the internal call number list, or alternatively an
external RADIUS server, can be used for authentication.

Note: The dial-in remote sites must be configured in the RADIUS server such
that the name of the entry corresponds to the call number of the remote site
dialing in.

Telnet path:
Setup > WAN > RADIUS

Possible values:

Yes
Enables the use of an external RADIUS server for the authentication
of dial-in remote sites. A matching entry in the call number list takes
priority however.

No
No external RADIUS server is used for authentication of dial-in remote
sites.

Exclusive

Enables the use of an external RADIUS server as the only possibility
for authenticating dial-in remote sites. The call number list is ignored.

Default:
No
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2.2.22.7 CLIP password
Password for the log-in of dial-in remote sites to the external RADIUS server.

Note: The dial-in remote sites must be configured in the RADIUS server such
that all the entries for all call numbers use the password configured here.

Telnet path:
Setup > WAN > RADIUS

Possible values:
Max. 31 characters from

Default:
empty

2.2.22.8 Loopback-Addr.

This is where you can configure an optional sender address to be used instead
of the one otherwise automatically selected for the destination address. If you
have configured loopback addresses, you can specify them here as source
address.

Note: If the list of IP networks or loopback addresses contains an entry named
'DMZ' then the associated IP address will be used.

Telnet path:
Setup > WAN > RADIUS

Possible values:
Name of the IP network whose address should be used, or any valid IP
address

Special values:
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INT
for the address of the first intranet

DMZ
for the address of the first DMZ

LBO to LBF
for the 16 loopback addresses

2.2.22.9 Protocol

RADIUS over UDP or RADSEC over TCP with TLS can be used as the
transmission protocol for authentication on an external server.

Telnet path:
Setup > WAN > RADIUS

Possible values:

RADIUS
RADSEC

Default:
RADIUS

2.2.22.10 Auth.-Protocols

Method for securing the PPP connection permitted by the external RADIUS
server. Do not set a method here if the remote site is an Internet provider that
your device is to call.

Note: If all methods are selected, the next available method of authentication
is used if the previous one failed. If none of the methods are selected,
authentication is not requested from the remote site.
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Telnet path:
Setup > WAN > RADIUS

Possible values:
MS-CHAPv2
MS-CHAP
CHAP
PAP

Default:
MS-CHAPv2
MS-CHAP
CHAP
PAP

2.2.22.11 Server host name

Enter the IP address (IPv4, IPv6) or the hostname of the RADIUS server to
be used to centrally manage the users.

Note: The RADIUS client automatically detects which address type is involved.

Telnet path:
Setup > WAN > RADIUS

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

Default:
empty
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2.2.22.12 Attribute-Values
With this entry you configure the RADIUS attributes of the RADIUS server.

The attributes are specified in a semicolon-separated list of attribute numbers
or names (according to RFC 2865, RFC 3162, RFC 4679, RFC 4818, RFC
7268) and a corresponding value in the form
<Attribute_1>=<Val ue_1>, <Attri bute_2>=<Val ue_2>.

Variables can also be used as values (such as % for the device name).
Example: NAS- | dent i fi er =%n.

Telnet path:
Setup > WAN > RADIUS

Possible values:
Max. 128 characters from
[A-Z][a-z][0-9]#@ | } ~' $%&' () *+-,/:;<=>?[\]"_.

Default:
empty

2.2.22.20 L2TP-Operating

This item determines whether RADIUS should be used to authenticate the
tunnel endpoint.

Telnet path:
Setup > WAN > RADIUS

Possible values:
No
There is no RADIUS authentication.

Yes
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RADIUS authentication occurs if, in the table 'L2TP Endpoints', the
field 'Auth-Peer' is set to 'Yes', but no password was entered.

Exclusive

RADIUS authentication always occurs if, in the table 'L2TP Endpoints',
the field 'Auth-Peer' is set to 'Yes', irrespective of whether a password
was entered.

Default:
No

2.2.22.21 L2TP-Server-Hostname
IP address of the RADIUS server

Note: The internal RADIUS server of the device does not support tunnel
authentication. An external RADIUS server is required for this purpose.

Telnet path:
Setup > WAN > RADIUS

Possible values:
Max. 64 characters from [A-Z][a-z][0-9].-: %

2.2.22.22 L2TP-Auth.-Port
The UDP port of the RADIUS server.

Telnet path:
Setup > WAN > RADIUS

Possible values:
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0 ... 65535

2.2.22.23 Loopback-Address
The sender address used for RADIUS requests.

Telnet path:
Setup > WAN > RADIUS

Possible values:
Max. 16 characters from
[A-Z][0-9]1 @ |}~ $9&' () +-,/:;<=>?[\]"_.

2.2.22.24 L2TP protocol
The protocol to be used.

Telnet path:
Setup > WAN > RADIUS

Possible values:

RADIUS
RADSEC

Default:
RADIUS

2.2.22.25 L2TP Secret

The shared secret between the device and the RADIUS server.
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Telnet path:
Setup > WAN > RADIUS

Possible values:
Max. 64 characters from
#A-Z][a-2][0-9] @ |}~ $%& () +-,/:;<=>?[\]"_.

2.2.22.26 L2TP password

The password stored together with the host in the RADIUS server. After
authentication, the password for the tunnel is sent by the RADIUS server.

Telnet path:
Setup > WAN > RADIUS

Possible values:
Max. 64 characters from
#A-Z][a-z][0-9] @ |}~ $%& () +-,/:;<=>?[\]"_.

2.2.22.27 L2TP attribute values

With this entry you configure the RADIUS attributes for the tunnel end point
of the RADIUS server.

The attributes are specified in a semicolon-separated list of attribute numbers
or names (according to RFC 2865, RFC 3162, RFC 4679, RFC 4818, RFC
7268) and a corresponding value in the form
<Attribute_1>=<Val ue_1>, <Attri bute_2>=<Val ue_2>.

Variables can also be used as values (such as % for the device name).
Example: NAS- | dent i fi er =%n.

Telnet path:
Setup > WAN > RADIUS
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Possible values:
Max. 128 characters from
[A-Z][a-z][0-9]#@ | } ~' $9&' () *+-,/:;<=>?[\]"_.

Default:
empty

2.2.23 Polling table

In this table you can specify up to 4 IP addresses for non-PPP-based remote
sites which are to be accessed for connection monitoring purposes.

Telnet path:
Setup > WAN

2.2.23.1 Remote site

Name of the remote site which is to be checked with this entry.

Telnet path:
Setup > WAN > Polling-Table

Possible values:
Select from the list of defined peers.

Max. 16 characters from
[A-Z][0-9] @ |}~ $%&' () +-,/:;<=>?[\]"_.

Default:
empty

102 RM CLI HILCOS
Release 10.12 12/2018



2 Setup 2.2 WAN

2.2.23.2 IP-address-1
IP addresses for targeting with ICMP requests to check the remote site.

Telnet path:
Setup > WAN > Polling-Table

Possible values:
Valid IP address

Default:
0.0.0.0

2.2.23.3 Time

Enter the ping interval here.

Note: If you enter O here and for the re-tries, the default values will be used.

Telnet path:
Setup > WAN > Polling-Table

Possible values:
0 ...4294967295 Seconds

Default:
0
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2.2.23.4 Try

If no reply to a ping is received then the remote site will be checked in shorter
intervals. The device then tries to reach the remote site once a second. The
number of retries defines how many times these attempts are repeated.

Telnet path:
Setup > WAN > Polling-Table

Possible values:

0...255
Default:
0

Special values:

0
Uses the default value of 5 retries.

2.2.23.5 IP-address-2

IP addresses for targeting with ICMP requests to check the remote site.

Telnet path:
Setup > WAN > Polling-Table

Possible values:
Valid IP address

Default:
0.0.0.0
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2.2.23.6 IP-address-3
IP addresses for targeting with ICMP requests to check the remote site.

Telnet path:
Setup > WAN > Polling-Table

Possible values:
Valid IP address

Default:
0.0.0.0

2.2.23.7 IP-address-4

IP addresses for targeting with ICMP requests to check the remote site.

Telnet path:
Setup > WAN > Polling-Table

Possible values:
Valid IP address

Default:
0.0.0.0

2.2.23.8 Loopback-Addr.

Sender address sent with the ping; this is also the destination for the
answering ping.
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Note: If the list of IP networks or loopback addresses contains an entry named
'DMZ' then the associated IP address will be used.

Telnet path:
Setup > WAN > Polling-Table

Possible values:
Name of the IP network whose address should be used, or any valid IP
address

Special values:

INT
for the address of the first intranet

DMZ
for the address of the first DMZ

LBO to LBF
for the 16 loopback addresses

2.2.23.9 Type

This setting influences the behavior of the polling.

Telnet path:
Setup > WAN > Polling-Table

Possible values:

Forced
The device polls in the given interval. This is the default behavior of
HILCOS versions <8.00, which did not yet have this parameter.

Auto
The device only polls actively if it receives no data. ICMP packets
received are not considered to be data and are still ignored.

Default:
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Forced

2.2.24 Backup peers

This table is used to specify a list of possible backup connections for each

remote site.

Telnet path:
Setup > WAN

2.2.24.1 Remote site

Here you select the name of a remote site from the list of remote sites.

Telnet path:
Setup > WAN > Backup-Peers

Possible values:
Select from the list of backup peers.

Max. 16 characters from
[A-Z][0-9]1 @ |}~ $%& () +-,/:; <=>?[\]"_.

Default:
empty

2.2.24.2 Alternative peers

Specify here one or more remote sites for backup connections.

Telnet path:
Setup > WAN > Backup-Peers
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Possible values:
Select from the list of backup peers.

Max. 16 characters from
[A-Z][0-9]1 @ |}~ $%& () +-,/:; <=>?[\]"_.

Default:
empty

2.2.24.3 Head

Specify here whether the next connection is to be established to the number
last reached successfully, or always to the first number.

Telnet path:
Setup > WAN > Backup-Peers

Possible values:

First
Last

Default:
Last

2.2.25 Action table

With the action table you can define actions that are executed when the status
of a WAN connection changes.

Telnet path:
Setup > WAN
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2.2.25.1 Index

The index gives the position of the entry in the table, and thus it must be
unique. Entries in the action table are executed consecutively as soon as
there is a corresponding change in status of the WAN connection. The entry
in the field 'Check for' can be used to skip lines depending on the result of the
action. The index sets the position of the entries in the table (in ascending
order) and thus significantly influences the behavior of actions when the option
'Check for' is used. The index can also be used to actuate an entry in the
action table via a cron job, for example to activate or deactivate an entry at
certain times.

Telnet path:
Setup > WAN > Action-Table

Possible values:
0 ... 4294967295

Default:
0

2.2.25.2 Host name

Action name. This name can be referenced in the fields 'Action' and 'Check
for' with the place holder % (host name).

Telnet path:
Setup > WAN > Action-Table

Possible values:
Max. 64 characters

Default:
empty
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2.2.25.3 Remote site
A change in status of this remote site triggers the action defined in this entry.

Telnet path:
Setup > WAN > Action-Table

Possible values:
Select from the list of defined peers.

Max. 16 characters from
[A-Z][0-9]1 @ |}~ $%& () +-,/:;<=>?[\]"_.

Default:
empty

2.2.25.4 Block time

Prevents this action from being repeated within the period defined here.

Telnet path:
Setup > WAN > Action-Table

Possible values:
0 ...4294967295 Seconds

Default:
0

2.2.25.5 Condition

The action is triggered when the change in WAN-connection status set here
occurs.
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Telnet path:
Setup > WAN > Action-Table

Possible values:

Establish
The action is triggered when the connection has been established
successfully.

Disconnect
The action is triggered when the device itself terminates the connection
(e.g.by manual disconnection or when the hold time expires).

Close
The action is triggered on disconnection (whatever the reason for
this).

Error
This action is triggered on disconnects that were not initiated or
expected by the device.

Establish failure
This action is triggered when a connection establishment was started
but not successfully concluded.

Default:
Establish

2.2.25.6 Action

0 switches off the monitoring of the time budget. Only one action can be
triggered per entry. The result of the actions can be evaluated in the 'Check
for' field.

Prefixes:

exec: — This prefix initiates any command as it would be entered at the
Telnet console. For example, the action “exec:do /o/m/d” terminates all
current connections.
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dnscheck: — This prefix initiates a DSN name resolution. For example, the
action “dnscheck:myserver.dyndns.org” requests the IP address of the
indicated server.

http: — This prefix initiates an HTTP-get request. A DynDNS update at
dyndns.org is initiated with the following action: http://username:pass-
word@members.dyndns.org/nic/update?system=dyndns&host-
name=%h&myip=%a (the significance of the placeholders %h and %a are
described in the following.)

https: — Like 'http:', except that the connection is encrypted.

gnudip: — This prefix initiates a request to the corresponding DynDNS
server via the GnuDIP protocol. For example, you can use the following
action to use the GnuDIP protocol to execute a DynDNS update at a
DynDNS provider: gnudip://gnudipsrv?method=tcp&user=myserv-
er&domn=mydomain.org&pass=password&reqc=0&addr=%a

repeat: — This prefix together with a time in seconds repeats all actions
with the condition "Establish" as soon as the connection has been estab-
lished. For example, the action 'repeat 300' causes all of the establish
actions to be repeated every 5 minutes.

mailto: — This prefix causes an e-mail to be sent. For example, you can
use the following action to send an e-mail to the system administrator when
a connection is terminated: mailto:admin@mycompany.com?subject=VPN
connection broken at %t?body=VPN connection to branch office 1 was
broken.

Optional variables for the actions:

%a — WAN |IP address of the WAN connection relating to the action.
%H — Host name of the WAN connection relating to the action.

%h — Like %h, except the hostname is in small letters

%c — Connection name of the WAN connection relating to the action.
%n — Device name

%s — Device serial number

%m — Device MAC address (as in Sysinfo)

%t — Time and date in the format YYYY-MM-DD hh:mm:ss

%e — Description of the error that was reported when connection establish-
ment failed.

Telnet path:
Setup > WAN > Action-Table
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Possible values:
Max. 250 characters

Default:
empty

2.2.25.7 Check for

The result of the action can be evaluated here to determine the number of
lines to be skipped in the processing of the action table.

Prefixes/suffixes:

contains=— This prefix checks if the result of the action contains the defined
string.

isequal= — This prefix checks if the result of the action is exactly equal to
the defined string.

?skipiftrue= — This suffix skips the defined number of lines in the list of
actions if the result of the "contains" or "isequal" query is TRUE.

?skipiffalse= — This suffix skips the defined number of lines in the list of
actions if the result of the "contains" or "isequal" query is FALSE.

Optional variables for the actions:

%a — WAN IP address of the WAN connection relating to the action.
%H — Host name of the WAN connection relating to the action.

%h — Like %h, except the hostname is in small letters

%c — Connection name of the WAN connection relating to the action.
%n — Device name

%s — Device serial number

%m — Device MAC address (as in Sysinfo)

%t — Time and date in the format YYYY-MM-DD hh:mm:ss

%e — Description of the error that was reported when connection establish-
ment failed.

Telnet path:
Setup > WAN > Action-Table
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Possible values:
Max. 50 characters

Default:
empty

2.2.25.8 Operating

Activates or deactivates this entry.

Telnet path:
Setup > WAN > Action-Table

Possible values:

Yes
No

Default:
Yes

2.2.25.9 Owner

Owner of the action. The exec actions are executed with the rights of the
owner. If the owner does not have the necessary rights (e.g. administrators
with write access) then the action will not be carried out.

Telnet path:
Setup > WAN > Action-Table

Possible values:
Select from the administrators defined in the device

Max. 16 characters
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Default:
root

2.2.25.10 Routing-Tag

Routing tags are used to associate actions in the action table with a specific
WAN connection. The device performs the action over the connection that is
marked with this routing tag.

Telnet path:
Setup > WAN > Action-Table

Possible values:

0...65535
Default:
0

2.2.26 MTU-List

This table allows you to set alternative MTU (Maximum Transfer Unit) values
to those automatically negotiated by default.

Telnet path:
Setup > WAN

2.2.26.1 Remote site

Enter the name of the remote site here. This name has to agree with the entry
in the list of peers/remote sites. You can also select a name directly from the
list of peers / remote sites.
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Telnet path:
Setup > WAN > MTU-List

Possible values:
Select from the list of defined peers.

Max. 16 characters from
[A-Z][0-9] @ |}~ SR () +-,/:;<=>?[\]"_.

Default:
empty

2.2.26.2 MTU

Here you can manually define a maximum MTU per connection in addition to
the automatic MTU settings. Enter the maximum IP packet length/size in bytes.
Smaller values lead to greater fragmentation of the payload data.

Telnet path:
Setup > WAN > MTU-List

Possible values:
0 ... 9999 Bytes

Default:
0

2.2.30 Additional PPTP gateways

Here you can define up to 32 additional gateways to ensure the availability of
PPTP peers. Each of the PPTP peers has the possibility of using up to 33
gateways. The additional gateways can be defined in a supplementary list.

Telnet path:
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Setup > WAN

2.2.30.1 Remote site

Here you select the PPTP remote site that this entry applies to.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Select from the list of defined PPTP remote stations.

Max. 16 characters from
[A-Z][0-9]1 @ |}~ $%&' () +-,/:;<=>?[\]"_.

Default:
empty

2.2.30.2 Begin with

Here you select the order in which the entries are to be tried.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

Last used
Selects the entry for the connection which was successfully used
most recently.

First
Selects the first of the configured remote sites.

Random
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Selects one of the configured remote sites at random. This setting
provides an effective measure for load balancing between the
gateways at the headquarters.

Default:
Last used

2.2.30.3 Gateway -1

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.4 Rtg-Tag-1

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0
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Special values:

o
The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.5 Gateway -2

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.6 Rtg-Tag-2

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
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o
The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.7 Gateway -3

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.8 Rtg-Tag-3

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.9 Gateway -4

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.10 Rtg-Tag-4

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.11 Gateway -5

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.12 Rtg-Tag-5

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.13 Gateway -6

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.14 Rtg-Tag-6

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.15 Gateway -7

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.16 Rtg-Tag-7

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.17 Gateway -8

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.18 Rtg-Tag-8

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.19 Gateway -9

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.20 Rtg-Tag-9

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.21 Gateway -10

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.22 Rtg-Tag-10

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.23 Gateway -11

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.24 Rtg-Tag-11

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.25 Gateway -12

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.26 Rtg-Tag-12

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.27 Gateway -13

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.28 Rtg-Tag-13

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.29 Gateway -14

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.30 Rtg-Tag-14

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.31 Gateway -15

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.32 Rtg-Tag-15

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.33 Gateway -16

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.34 Rtg-Tag-16

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.35 Gateway -17

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.36 Rtg-Tag-17

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.37 Gateway -18

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.38 Rtg-Tag-18

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.39 Gateway -19

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.40 Rtg-Tag-19

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.41 Gateway -20

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.42 Rtg-Tag-20

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.43 Gateway -21

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.44 Rtg-Tag-21

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.45 Gateway -22

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.46 Rtg-Tag-22

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.47 Gateway -23

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.48 Rtg-Tag-23

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.49 Gateway -24

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.50 Rtg-Tag-24

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.51 Gateway -25

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.52 Rtg-Tag-25

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.53 Gateway -26

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.54 Rtg-Tag-26

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.55 Gateway -27

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.56 Rtg-Tag-27

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.57 Gateway -28

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.58 Rtg-Tag-28

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.59 Gateway -29

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.60 Rtg-Tag-29

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.61 Gateway -30

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.62 Rtg-Tag-30

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.63 Gateway -31

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.64 Rtg-Tag-31

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.30.65 Gateway -32

Enter the IP address of the additional gateway to be used for this PPTP remote
station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.66 Rtg-Tag-32

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

0...65535
Default:
0

Special values:
o
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The routing tag configured for this remote station in the PPTP
connection list is taken for the associated gateway.

2.2.31 PPTP source check
With this entry you specify the basis used by the PPTP (point-to-point tunneling
protocol) to check incoming connections.

Telnet path:
Setup > WAN

Possible values:

Address
The PPTP checks the address only. This is the standard behavior of
older versions of HILCOS without this parameter.

Tag+address
The PPTP checks the address and also the routing tag of interface
to be used for the connection.

Default:
Address

2.2.35 L2TP endpoints

The table contains the basic settings for the configuration of an L2TP tunnel.

Note: To authenticate RAS connections by RADIUS and without configuring
a router, this table needs a default entry with the following values:

Identifier: DEFAULT
Poll: 20
Auth-peer: yes

Hide: no
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All other values must remain empty. With 'Auth-Peer' set to 'No' in the
DEFAULT entry, all hosts will be accepted unchecked and only the PPP
sessions are authenticated.

Telnet path:
Setup > WAN

2.2.35.1 Identifier

The name of the tunnel endpoint. If an authenticated L2TP tunnel is to be
established between two devices, the entries 'ldentifier' and '"Hostname' need
to cross match.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:
Max. 16 characters from
[A-Z][0-9]1 @ |}~ $9&' () +-,/:;<=>?[\]"_.

2.2.35.2 IP address

The IP address of the tunnel endpoint. An FQDN can be specified instead of
an IP address (IPv4 or IPvG).

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:
Max. 64 characters from [A-Z][a-z][0-9].-: %
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2 Setup

2.2.35.3 Rtg-Tag

The tag assigned to the route to the tunnel endpoint is specified here.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:
0...65535

2.2.35.4 Port
UDP port to be used.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:
0...65535

Default:
1701

2.2.35.5 Poll

The polling interval in seconds.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:
0...65535
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Default:
20

2.2.35.6 Host name

User name for the authentication If an authenticated L2TP tunnel is to be
established between two devices, the entries 'ldentifier' and '"Hostname' need
to cross match.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:
Max. 64 characters from
#A-Z][a-z][0-9] @ |} ' $%& () +-,/:;<=>?[\]"_.

2.2.35.7 Password

The password for the authentication This is also used to hide the tunnel
negotiations, if the function is activated.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:
Max. 32 characters from
#[A-Z][a-z][0-9] @ |}~ $%& () +,/:;<=>?[\]"_.
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2.2.35-8 Auth-Peer
Specifies whether the remote station should be authenticated.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:

No
Yes

Default:
No

2.2.35.9 Hide

Specifies whether tunnel negotiations should be hidden by using the specified
password.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:

No
Yes

Default:
No
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2.2.35.10 Source address

Here you can optionally specify a loopback address for the device to use as
the target address instead of the one that would normally be selected auto-
matically.

Note: If the list of IP networks or source addresses contains an entry named
'DMZ', then the associated IP address will be used.

Important: If the source address set here is a loopback address, this will be
used unmasked even on masked remote clients.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:

Valid entry from the list of possible addresses.
Name of the IP networks whose addresses are to be used.

"INT" for the address of the first intranet
"DMZ" for the address of the first DMZ
LBO to LBF for the 16 loopback addresses
Any valid IP address

empty

Default:

2.2.36 L2TP-Additional-Gateways

This table allows you to specify up to 32 redundant gateways for each L2TP
tunnel.

Telnet path:
Setup > WAN
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2.2.36.1 Identifier
The name of the tunnel endpoint as also used in the table of L2TP endpoints.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 16 characters from
[A-Z][0-9]1 @ |}~ $%& () +-,/:; <=>?[\]"_.

2.2.36.2 Begin with

This setting specifies which redundant gateway is used first.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Last used
This selects the last successfully used gateway.
First
This always selects the first gateway.
Random
A random gateway is selected at each attempt.

Default:
Last used
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2.2.36.3 Gateway -1
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.4 Rtg-Tag-1

The routing tag of the route where Gateway-1 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.5 Gateway -2
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %
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2.2.36.6 Rtg-Tag-2

The routing tag of the route where Gateway-2 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.7 Gateway -3
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.8 Rtg-Tag-3

The routing tag of the route where Gateway-3 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535
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2.2.36.9 Gateway -4
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.10 Rtg-Tag-4

The routing tag of the route where Gateway-4 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.11 Gateway -5
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %
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2.2.36.12 Rtg-Tag-5

The routing tag of the route where Gateway-5 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.13 Gateway -6
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.14 Rtg-Tag-6

The routing tag of the route where Gateway-6 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535
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2.2.36.15 Gateway -7
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.16 Rtg-Tag-7

The routing tag of the route where Gateway-7 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.17 Gateway -8
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %
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2.2.36.18 Rtg-Tag-8

The routing tag of the route where Gateway-8 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.19 Gateway -9
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.20 Rtg-Tag-9

The routing tag of the route where Gateway-9 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535
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2.2.36.21 Gateway -10
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.22 Rtg-Tag-10

The routing tag of the route where Gateway-10 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.23 Gateway -11
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %
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2.2.36.24 Rtg-Tag-11

The routing tag of the route where Gateway-11 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.25 Gateway -12
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.26 Rtg-Tag-12

The routing tag of the route where Gateway-12 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535
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2.2.36.27 Gateway -13
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.28 Rtg-Tag-13

The routing tag of the route where Gateway-13 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.29 Gateway -14
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

RM CLI HILCOS 165
Release 10.12 12/2018



2.2 WAN 2 Setup

2.2.36.30 Rtg-Tag-14

The routing tag of the route where Gateway-14 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.31 Gateway -15
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.32 Rtg-Tag-15

The routing tag of the route where Gateway-15 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535
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2.2.36.33 Gateway -16
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.34 Rtg-Tag-16

The routing tag of the route where Gateway-16 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.35 Gateway -17
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %
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2.2.36.36 Rtg-Tag-17

The routing tag of the route where Gateway-17 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.37 Gateway -18
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.38 Rtg-Tag-18

The routing tag of the route where Gateway-18 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535
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2.2.36.39 Gateway -19
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.40 Rtg-Tag-19

The routing tag of the route where Gateway-19 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.41 Gateway -20
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %
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2.2.36.42 Rtg-Tag-20

The routing tag of the route where Gateway-20 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.43 Gateway -21
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.44 Rtg-Tag-21

The routing tag of the route where Gateway-21 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535
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2.2.36.45 Gateway -22
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.46 Rtg-Tag-22

The routing tag of the route where Gateway-22 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.47 Gateway -23
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %
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2.2.36.48 Rtg-Tag-23

The routing tag of the route where Gateway-23 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.49 Gateway -24
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.50 Rtg-Tag-24

The routing tag of the route where Gateway-24 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535
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2.2.36.51 Gateway -25
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.52 Rtg-Tag-25

The routing tag of the route where Gateway-25 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.53 Gateway -26
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %
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2.2.36.54 Rtg-Tag-26

The routing tag of the route where Gateway-26 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.55 Gateway -27
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.56 Rtg-Tag-27

The routing tag of the route where Gateway-27 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535
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2.2.36.57 Gateway -28
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.58 Rtg-Tag-28

The routing tag of the route where Gateway-28 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.59 Gateway -29
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %
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2.2.36.60 Rtg-Tag-29

The routing tag of the route where Gateway-29 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.61 Gateway -30
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.62 Rtg-Tag-30

The routing tag of the route where Gateway-30 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535
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2.2.36.63 Gateway -31
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %

2.2.36.64 Rtg-Tag-31

The routing tag of the route where Gateway-31 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.65 Gateway -32
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-2][0-9].-: %
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2.2.36.66 Rtg-Tag-32

The routing tag of the route where Gateway-32 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.37 L2TP-Peers

In this table, the tunnel endpoints are linked with the L2TP remote stations
that are used in the routing table. An entry in this table is required for outgoing
connections if an incoming session should be assigned an idle timeout not
equal to zero, or if the use of a particular tunnel is to be forced.

Telnet path:
Setup > WAN

2.2.37.1 Remote site
Name of the L2TP remote station.

Telnet path:
Setup > WAN > L2TP-Peers

Possible values:
Max. 16 characters from
[A-Z][0-9] @ |}~ $9&' () +-,/:;<=>?[\]"_.
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2.2.37.2 L2TP endpoint
Name of the tunnel endpoint

Telnet path:
Setup > WAN > L2TP-Peers

Possible values:
Max. 16 characters from
[A-Z][0-9]1 @ |}~ $%& () +-,/:; <=>?[\]"_.

2.2.37.3 SH time

Idle timeout in seconds.

Telnet path:
Setup > WAN > L2TP-Peers

Possible values:
0...9999

2.2.38 L2TP source check

The default setting checks the sender address of an incoming tunnel. The
tunnel is established if the address is part of the configured gateway for the
tunnel or if no gateways have been configured at all. It is also possible to
check the routing tag of incoming packets. Note that only routing tags not
equal to zero will be checked.

Telnet path:
Setup > WAN

Possible values:
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Address
Tag+address

Default:
Address

2.2.40 DS-Lite-Tunnel

Dual-Stack Lite, abbreviated DS-Lite, is used so that Internet providers can
supply their customers with access to IPv4 servers over an IPv6 connection.
That is necessary, for example, if an Internet provider is forced to supply its
customer with an IPv6 address due to the limited availability of IPv4 addresses.
In contrast to the other three IPv6 tunnel methods "6in4", "6rd" and "6to4",
DS-Lite is also used to transmit IPv4 packets on an IPv6 connection (IPv4
vialPv6 tunnel).

For this, the device packages the IPv4 packets in an IPv4-in-IPv6 tunnel and
transmits them unmasked to the provider, who then performs a NAT with one
of their own remaining IPv4 addresses.

To define a DS-Lite tunnel, all the device needs is the IPv6 address of the
tunnel endpoint and the routing tag with which it can reach this address.

Telnet path:
Setup > WAN

2.2.40.1 Name

Enter the name for the tunnel.

Telnet path:
Setup > WAN > DS-Lite-Tunnel

Possible values:
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Max. 16 characters from
[A-Z][a-2z][0-9] @ |}~ $%&' () +-,/:;<=>?[\]"_.

Default:
empty

2.2.40.2 Gateway address

This entry defines the address of the DS-Lite gateway, the so-called Address
Family Transition Router (AFTR). Enter a valid value from the following
selection:

One IPv6 address (e.g. 2001:db8::1)
An FQDN (Fully Qualified Domain Name) that can be resolved by DNS,
e.g., aftr.example.com

The IPv6 unspecified address "::" determines that the device should retrieve
the address of the AFTRs via DHCPV6 (factory setting).

An empty field behaves the same as the entry "::".

Telnet path:
Setup > WAN > DS-Lite-Tunnel

Possible values:
Max. 64 characters from [A-Z][a-2][0-9].-: %

Default:
empty

2.2.40.3 Rtg-Tag

Enter the routing tag where the device reaches the gateway.

Telnet path:
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Setup > WAN > DS-Lite-Tunnel

Possible values:
Max. 5 characters from [ 0- 9]

Default:
empty

2.2.50 EoGRE-Tunnel

The current version of HiILCOS provides a number of "Ethernet over GRE"
tunnels (EoGRE) to transmit Ethernet packets via GRE. You configure the
various EoGRE tunnels here.

Telnet path:
Setup > WAN

2.2.50.1 Interface
Name of the selected EoGRE tunnel.

Telnet path:
Setup > WAN > EoGRE-Tunnel

2.2.50.2 Operating

Activates or deactivates the EOGRE tunnel. Deactivated EOGRE tunnels do
not send or receive any data.

Telnet path:
Setup > WAN > EoGRE-Tunnel
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Possible values:

Yes
No

Default:
No

2.2.50.3 IP address
Address of the EOGRE tunnel endpoint (valid IPv4 or IPv6 address or FQDN).

Telnet path:
Setup > WAN > EoGRE-Tunnel

Possible values:
Max. 64 characters from
[A-Z][0-9]1 @ |}~ $%&' () +-,/:;<=>?[\]"_.

Default:
empty

2.2.50.4 Routing-Tag

Routing tag for the connection to the EOGRE tunnel endpoint.

Telnet path:
Setup > WAN > EoGRE-Tunnel

Possible values:

0...65535
Default:
0
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2.2.50.5 Key present

Here you specify whether the GRE header should contain a key for data-flow
control.

If you enable this feature, the device inserts the value set in the key field into
the GRE header for this EOGRE tunnel. The device only maps incoming data
packets to this EOGRE tunnel if their GRE header contains an identical key
value.

With this feature disabled, the GRE header of outgoing data packets does not
contain a key value. The device only maps incoming data packets to this
EoGRE tunnel if their GRE header similarly does not contain a key value.

Telnet path:
Setup > WAN > EOGRE-Tunnel

Possible values:

Yes
No

Default:
No

2.2.50.6 Key value

The key that assures data-flow control in this EOGRE tunnel.

Telnet path:
Setup > WAN > EoGRE-Tunnel

Possible values:
0 ... 4294967295

Default:
0
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2.2.50.7 Checksum
Here you specify whether the GRE header should contain a check sum.

With the check sum function enabled, the device calculates a checksum for
the transmitted data and attaches this to the GRE tunnel header. If the GRE
header of incoming data contains a checksum, the device checks this against
the transmitted data. The device discards any data received with an erroneous
or missing check sum.

With the checksum function disabled, the device sends all tunnel data without
a checksum and it expected data packets without a checksum. Incoming data
packets with a checksum in the GRE header are discarded.

Telnet path:
Setup > WAN > EOGRE-Tunnel

Possible values:

Yes
No

Default:
No

2.2.50.8 Sequencing

Here you specify whether the GRE header contains information about the
sequence of the data packets.

With this feature enabled, the device includes a counter in the GRE header
of outgoing data packets in order to communicate the sequence of the data
packets to the EOGRE tunnel endpoint. The device analyses the sequence
of incoming data packets and drops packets with an incorrect or missing
packet sequence.

Telnet path:
Setup > WAN > EoGRE-Tunnel
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Possible values:

Yes
No

Default:
No

2.2.51 GRE-Tunnel

GRE is a tunneling protocol that encapsulates any layer-3 data packets
(including IP, IPSec, ICMP, etc.) into virtual point-to-point network connections.
You configure the various GRE tunnels here.

Telnet path:
Setup > WAN

2.2.51.1 Remote site

The name of the remote station for this GRE tunnel. Use this name in the
routing table in order to send data through this GRE tunnel.

Telnet path:
Setup > WAN > GRE-Tunnel

2.2.51.3 IP address
Address of the GRE tunnel endpoint (valid IPv4 or IPv6 address or FQDN).

Telnet path:
Setup > WAN > GRE-Tunnel
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Possible values:
Max. 64 characters from
[A-Z][0-9] @ | }~! $%& () +-,/:;<=>?[\]"_.

Default:
empty

2.2.51.4 Routing-Tag

Routing tag for the connection to the GRE tunnel endpoint.

Telnet path:
Setup > WAN > GRE-Tunnel

Possible values:

0...65535
Default:
0

2.2.51.5 Key present

Here you specify whether the GRE header should contain a key for data-flow
control.

If you enable this feature, the device inserts the value set in the key field into
the GRE header for this GRE tunnel. The device only maps incoming data
packets to this GRE tunnel if their GRE header contains an identical key value.

With this feature disabled, the GRE header of outgoing data packets does not
contain a key value. The device only maps incoming data packets to this GRE
tunnel if their GRE header similarly does not contain a key value.

Telnet path:
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Setup > WAN > GRE-Tunnel

Possible values:

Yes
No

Default:
No

2.2.51.6 Key value
The key that assures data-flow control in this GRE tunnel.

Telnet path:
Setup > WAN > GRE-Tunnel

Possible values:
0 ... 4294967295

Default:
0

2.2.51.7 Checksum
Here you specify whether the GRE header should contain a check sum.

With the check sum function enabled, the device calculates a checksum for
the transmitted data and attaches this to the GRE tunnel header. If the GRE
header of incoming data contains a checksum, the device checks this against
the transmitted data. The device discards any data received with an erroneous
or missing check sum.
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With the checksum function disabled, the device sends all tunnel data without
a checksum and it expected data packets without a checksum. Incoming data
packets with a checksum in the GRE header are discarded.

Telnet path:
Setup > WAN > GRE-Tunnel

Possible values:

Yes
No

Default:
No

2.2.51.8 Sequencing

Here you specify whether the GRE header contains information about the
sequence of the data packets.

With this feature enabled, the device includes a counter in the GRE header
of outgoing data packets in order to communicate the sequence of the data
packets to the GRE tunnel endpoint. The device analyses the sequence of
incoming data packets and drops packets with an incorrect or missing packet
sequence.

Telnet path:
Setup > WAN > GRE-Tunnel

Possible values:

Yes
No

Default:
No

RM CLI HILCOS 189
Release 10.12 12/2018



2.3 Charges 2 Setup

2.2.51.9 Source address

Here you can optionally specify a source address for the device to use as the
target address instead of the one that would normally be selected automatic-
ally.

Note: If the list of IP networks or loopback addresses contains an entry named
'DMZ', then the associated IP address will be used.

Telnet path:
Setup > WAN > GRE-Tunnel

Possible values:

Valid entry from the list of possible addresses.
Name of the IP networks whose addresses are to be used.

"INT" for the address of the first intranet
"DMZ" for the address of the first DMZ
LBO to LBF for the 16 loopback addresses
Any valid IP address

empty

Default:

2.3 Charges

This menu contains the settings for charge management.
SNMP ID: 2.3
Telnet path: /Setup

2.3.2 Days-per-Period

Specify a period in days that will serve as the basis for the controlling the
charges and time limits.
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SNMP ID: 2.3.2
Telnet path: /Setup/Charges
Possible values:

Max. 10 characters
Default: 1

2.3.7 Time-Table

This table displays an overview of configured budgets for your interfaces,
sorted by budget minutes.

SNMP ID: 2.3.7
Telnet path: /Setup/Charges

2-3-7-1 Ifcl
The interface referred to by the entry.

SNMP ID: 2.3.7.1
Telnet path: /Setup/Charges/Time-Table

2.3.7.2 Budget-minutes

Displays the budgeted minutes used up for this interface.
SNMP ID: 2.3.7.2
Telnet path: /Setup/Charges/Time-Table

2.3.7.3 Spare-Minutes

Displays the remaining budgeted minutes for this interface.
SNMP ID: 2.3.7.3
Telnet path: /Setup/Charges/Time-Table
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2.3.7.4 Minutes-active
Displays the budgeted minutes of activity for data connections on this interface.

SNMP ID: 2.3.7.4
Telnet path: /Setup/Charges/Time-Table

2.3.7.5 Minutes-passive
Displays the budgeted minutes that this interface was connected passively.

SNMP ID: 2.3.7.5
Telnet path: /Setup/Charges/Time-Table

2.3.8 DSL-Broadband-Minutes-Budget

Specify here the maximum number of online minutes that can be consumed
in the time period defined above. Once this limit is reached, the device
establishes no further connections.

SNMP ID: 2.3.8
Telnet path: /Setup/Charges
Possible values:

Max. 10 characters
Default: 600

2.3.9 Spare-DSL-Broadband-Minutes

Displays the number of minutes remaining for DSL broadband connections
in the current period.

SNMP ID: 2.3.9
Telnet path: /Setup/Charges
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2.3.10 Router-DSL-Broadband-Budget

Displays the number of minutes used by DSL broadband connections in the
current time period.

SNMP ID: 2.3.10
Telnet path: /Setup/Charges

2.3.11 Reserve-DSL-Broadband-Budget

Specify here the number of additional online minutes that are permitted within
the above time period if the reserve is activated.

SNMP ID: 2.3.11
Telnet path: /Setup/Charges
Possible values:

Max. 10 characters
Default: 300

2.3.12 Activate-Additional-Budget
You can manually reset units, time and volume budgets.

Enter the name of the WAN connection as the parameter. You can reset all
volume budgets with the parameter ™'. If you do not specify a parameter, you
reset only the unit- and time counters.

Note: By resetting the current budget, you remove any charge limiter that
may be in effect.

Telnet path:
Setup > Charges

2.3.13 Dialup-Minutes-Budget

Specify here the maximum number of online minutes that can be consumed
in the time period defined above. Once this limit is reached, the device
establishes no further connections.
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SNMP ID: 2.3.13
Telnet path: /Setup/Charges
Possible values:

Max. 10 characters
Default: 210

2.3.14 Spare-Dialup-Minutes

Displays the number of minutes remaining for dial-in connections in the current
period.

SNMP ID: 2.3.14
Telnet path: /Setup/Charges

2.3.15 Dialup-Minutes-Active

Displays the number of minutes used by dial-in connections in the current
time period.

SNMP ID: 2.3.15
Telnet path: /Setup/Charges

2.3.16 Reset-Budgets

Some providers allow you an additional data volume or time limit if your budget
is reached. This action can be used to increase the volume- or time budget
by an appropriate amount.

Specify the name of the WAN connection as well as the amount of the budget
in MB as additional parameters. If you do not specify a budget, you approve
the full amount of the budget specified for this WAN connection.

Note: By activating an additional budget, you remove any charge limiter that
may be in effect.

Telnet path:
Setup > Charges
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2.4 LAN

This item contains the settings for the LAN.
SNMP ID: 2.4
Telnet path: /Setup/LAN

2.4.2 MAC-Address

This is the hardware address of the network adapter in your device.
SNMP ID: 2.4.2

Telnet path: /Setup/LAN/MAC-Address

2.4.3 Heap-Reserve

The spare-heap value indicates how many blocks of the LAN heap are
reserved for communication with the device over HTTP(S)/Telnet(S)/SSH.
This heap is used to maintain the device's accessibility even in case of max-
imum load (or if queue blocks get lost). If the number of blocks in the heap
falls below the specified value, received packets are dropped immediately
(except for TCP packets sent directly to the device).

SNMP ID: 2.4.3
Telnet path: /Setup/LAN/Spare-Heap
Possible values:
Max. 3 numeric characters in the range 0 — 999
Default: 10

2.4.8 Trace-MAC

Use this value to limit the Ethernet trace to those packets that have the spe-
cified MAC address as their source or destination address.

SNMP ID: 2.4.8
Telnet path: /Setup/LAN/Trace-MAC
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Possible values:

12 hexadecimal characters

Default: 000000000000
Special values: If set to 000000000000, the Ethernet trace outputs all packets.

2.4.9 Trace-Level

The output of trace messages for the LAN-Data-Trace can be restricted to
contain certain content only.

SNMP ID: 2.4.9
Telnet path: /Setup/LAN/Trace-Level
Possible values:

Numerical characters from 0 to 255
Default: 255
Special values:

0: Reports that a packet has been received/sent

1: additionally the physical parameters of the packet (data rate, signal
strength...)

2: Adds the MAC header

3: Adds the Layer-3 header (e.g. IP/IPX)
4: Adds the Layer-4 header (TCP, UDP...)
5: additionally the TCP/UDP payload
255: Output is not limited

2.4.10 IEEE802.1x

This menu contains the settings for the integrated 802.1x supplicant. The
device requires these settings, for example, if it is connected to an Ethernet
switch with activated 802.1x authentication.

SNMP ID: 2.4.10
Telnet path: /Setup/LAN/IEEE802.1x
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2.4.10.1 Supplicant-Ifc-Setup

This table controls the function of the integrated 802.1x supplicant for the
available LAN interfaces.

SNMP ID: 2.4.10.1
Telnet path: /Setup/LAN/IEEE802.1x/Supplicant-Ifc-Setup

2.4.10.1.1 Ifc

Here you select the LAN interface that the settings for the 802.1x supplicant
apply to.

SNMP ID: 2.4.10.1.1

Telnet path: /Setup/LAN/IEEE802.1x/Supplicant-Ifc-Setup/Ifc

Possible values:

Choose from the LAN interfaces available in the device, e.g. LAN-1 or
LAN-2.

Default: LAN-1

2.4.10.1.2 Method

Here you select the method to be used by the 802.1x supplicant for authentic-
ation.

SNMP ID: 2.4.10.1.2
Telnet path: /Setup/LAN/IEEE802.1x/Supplicant-Ifc-Setup/Method
Possible values:

None

MD5

TLS

TTLS/PAP
TTLS/CHAP
TTLS/MSCHAP
TTLS/MSCHAPv2
TTLS/MD5
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PEAP/MSCHAPv2
PEAP/GTC

Default: None

Special values: The value "None" disables the 802.1x supplicant for the
respective interface.

2.4.10.1.3 Credentials

Depending on the EAP/802.1X method, enter the credentials necessary to
login. TLS requires nothing to be entered here. The authentication is carried
out with the EAP/TLS certificate stored in the file system. For all other methods,
enter the user name and password in the format 'user:password'.

SNMP ID: 2.4.10.1.3
Telnet path: /Setup/LAN/IEEE802.1x/Supplicant-Ifc-Setup/Credentials
Possible values:
Max. 64 alphanumerical characters
Default: Blank

2.4.10.2 Authenticator-Ifc-Setup

This menu contains the settings for the RADIUS authentication of clients,
which connect to the device via the LAN interfaces.

Telnet path:
Setup > LAN > IEEE802.1x

2.4.10.2.1 Ifc
Name of the LAN interface.

Telnet path:
Setup > LAN > IEEE802.1x > Authenticator-Ifc-Setup
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2.4.10.2.2 Operating

This parameter specifies whether RADIUS authentication of clients is required
on the selected LAN interface.

Telnet path:
Setup > LAN > IEEE802.1x > Authenticator-Ifc-Setup

Possible values:

No
Yes

Default:
No

2.4.10.2.3 Mode

This item sets whether one or more clients may login at this interface via IEEE
802.1X.

Telnet path:
Setup > LAN > IEEE802.1x > Authenticator-Ifc-Setup

Possible values:

Single host
Just one client may login to this interface.

Multiple host
Multiple clients may login to this interface. Just one client needs to
successfully login to the interface. The device automatically
authenticates all other clients at this interface. However, if the
connection to the authenticated device is closed, all of the other clients
are no longer able to use the connection.

Multiple auth
Multiple clients can login to this interface; each client must authenticate
itself.
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Default:
Single host

2.4.10.2.4 RADIUS server

This parameter specifies the RADIUS server to be used by the device to
authenticate the LAN clients.

Telnet path:
Setup > LAN > IEEE802.1x > Authenticator-Ifc-Setup

Possible values:
Name from Setup > IEEE802.1x > RADIUS-Server

Valid IPv4/v6 address or FQDN, max. 16 characters from
#A-Z][a-z][0-9] @ |}~ $%&' () +-,/:;<=>?[\]"_.

2.4.10.2.5 MAC-Auth.-Bypass

In order for a device that does not support IEEE 802.1X to authenticate at this
interface, selecting this option takes the MAC address of the device to be the
user name and password.

Important: The MAC address is easy to fake and does not protect against
malicious attacks.

Telnet path:
Setup > LAN > IEEE802.1x > Authenticator-Ifc-Setup

Possible values:

No
MAC address authentication is not possible.

Yes
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MAC address authentication is possible.

Default:
No

2.4.11 Linkup-Report-Delay-ms

This setting specifies the time (in milliseconds) after which the LAN module
signals to the device that a link is 'up' and data transfer can begin.
Telnet path:

Setup > LAN > Linkup-Report-Delay-ms

Possible values:
0 to 4294967295

Default:
50

2.4.13.11.1 Interface bundling
This table contains the settings for bundling the physical and logical interfaces.

By bundling interfaces, it is possible to transmit data packets on two paired
interfaces. To do this, the device duplicates outgoing data packets and
transmits them on each of the two interfaces simultaneously. When receiving
packets, the device accepts the firstincoming packets; duplicates are detected
and discarded by the device.

Using interface bundling makes it possible to reduce packet failure rates and
latency times for data transmissions, although this does reduce the maximum
bandwidth of the corresponding interface.

Telnet path:
Setup > LAN
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2.4.13.1 Interfaces
This menu contains the settings for interface bundling.

Telnet path:
Setup > LAN > Interface-Bundling

2.4.13.1.1 Interface

This parameter indicates shows the logical cluster interface used for bundling
the selected logical and physical interfaces of the devices.

Telnet path:
Setup > LAN > Interface-bundling > Interfaces

Possible values:

PRP-1
PRP-2

2.4.13.1.2 Operating

Using this parameter, you enable or disable interface bundling.

With bundling enabled, the device groups the selected device interfaces
together into one common logical bundled interface. In the disabled state the

interfaces A and B that are selected in the corresponding table can still be
used as individual interfaces.

Telnet path:
Setup > LAN > Interface-bundling > Interfaces

Possible values:

Yes
No
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Default:
No

2.4.13.1.3 Protocol
Set the protocol that is used for interface bundling using these parameters.

Telnet path:
Setup > LAN > Interface-bundling > Interfaces

Possible values:

PRP
Sets the Parallel Redundancy Protocol (PRP).

2.4.13.1.4 MAC address

Using this parameter you can set an alternative MAC address for use by the
corresponding bundle interface.

Telnet path:
Setup > LAN > Interface-bundling > Interfaces

Possible values:
Max. 12 characters from [a-f] [ 0- 9]

Special values:
empty

If you leave this field empty, the device uses the system-wide MAC
address.

Default:
Depends on the MAC address of your device
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2.4.13.1.5 Interface-A

Using this parameter you select the 1st physical or logical link that this device
bundles.

Telnet path:
Setup > LAN > Interface-bundling > Interfaces

Possible values:
Select from the available interfaces.

Default:
WLAN-1

2.4.13.1.6 Interface-B

Using this parameter you select the 2nd physical or logical link that this device
bundles.

Telnet path:
Setup > LAN > Interface-bundling > Interfaces

Possible values:
Select from the available interfaces.

Default:
WLAN-2

2.4.13.11 Interfaces
This menu contains the settings for PRP as the bundling protocol.

Telnet path:
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Setup > LAN > Interface-bundling > PRP > Interfaces

2.4.13.11.1 Interfaces
This table contains the interfaces with all PRP-relevant settings.

Telnet path:
Setup > LAN > Interface-bundling > PRP > Interfaces

2.4.13.11.1.1 Interface

The parallel redundancy protocol (PRP) makes redundant transmissions on
two (bundled) interfaces. To use this, you select two interfaces which the
device internally combines into one interface. The device duplicates outgoing
packets so that the packets are transmitted on each of the two interfaces. On
the receiving side, the device recognizes the duplicates and discards them.
This leads to a reduced packet error rate and to lower latency on the bundled
interface in comparison to transmission on a single interface.

You enter the name for this interface here.

Telnet path:
Setup > LAN > Interface-bundling > PRP > Interfaces

Possible values:
Max. 18 characters from
[A-Z][0-91 @ |}~ $U& () +-,/:;<=>?[\]"_.

2.4.13.11.1.2 Duplicate-accept
Switches the forwarding of packet duplicates on or off.
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Telnet path:
Setup > LAN > Interface-bundling > PRP > Interfaces

Possible values:

Special values:

Yes
No

2.4.13.11.1.3 Transparent mode

Switches the transparent operation mode on/off. If the transparent operation
mode is enabled, the recipient of the PRP packets forwards the packets with
a redundancy control trailer.

Telnet path:
Setup > LAN > Interface-bundling > PRP > Interfaces

Possible values:

Yes
No

Default:
No

2.4.13.11.1.4 Life check interval
Specifies how often the device sends control packets.

Telnet path:
Setup > LAN > Interface-bundling > PRP > Interfaces

Possible values:
100 ... 60000 Milliseconds
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Default:
2000

2.4.13.11.1.5 Node forget time

Enters the time until the device deletes a node from its node table or proxy
node table.

Telnet path:
Setup > LAN > Interface-bundling > PRP > Interfaces

Possible values:
1000 ... 3600000 Milliseconds

Default:
60000

2.4.13.11.1.6 Entry forget time

Specifies as of when the device deletes the entry from the duplicate-detection
buffer.

Telnet path:
Setup > LAN > Interface-bundling > PRP > Interfaces

Possible values:
10 ... 60000 Milliseconds

Default:
400
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2.4.13.11.1.7 Node reboot interval

Specifies the time that a PRP device passively monitors a link until the device
sends packets over the link.

Telnet path:
Setup > LAN > Interface-bundling > PRP > Interfaces

Possible values:
0 ... 60000 Milliseconds

Default:
500

2.4.11.1.8 Dup elimination buffer size
Limits the number of entries in the duplicate-detection memory.

Telnet path:
Setup > LAN > Interface-bundling > PRP > Interfaces

Possible values:
16 ... 65536 Entries/Nodes

Default:
8192

2.4.13.11.1.9 Send supervision frames
Specifies the settings for sending supervision packets.

Telnet path:
LAN > Interface-bundling > PRP > Interfaces
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Possible values:

0
None
1
Own MAC only
2
All-nodes
Default:
2

2.4.13.11.1.10 Node name
The node name is the identifier for the node. You can specify any name.

Telnet path:
Setup > LAN > Interface-bundling > PRP > Interfaces

Possible values:
Max. 32 characters from
[A-Z][0-9]1 @ |}~ $%&' () +-,/:;<=>?[\]"_.

2.4.13.11.1.11 Evaluate-Sup.-Frames
Switches the monitoring of control packets on or off.

Telnet path:
Setup > LAN > Interface-bundling > PRP > Interfaces

Possible values:

Yes
No
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Default:

Yes
2.4.13.11.1.248 Reordering-buffer-on
Enable or disable the PRP micro-reordering buffer here.
Telnet path:

Setup > LAN > Interface-bundling > PRP > Interfaces
Possible values:

No

PRP micro-reordering buffer off
Yes
PRP micro-reordering buffer on

Default:

No
2.4.13.11.1.249 Reordering-buffer-max-delay
Specify the maximum delay time for PRP frames here.
Telnet path:

Setup > LAN > Interface-bundling > PRP > Interfaces
Possible values:

Max. 10 characters from [ 0- 9]
Default:

50
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2.4.13.11.1.250 Force-PRP-transmission

Here you enable or disable the function to force the transmission to contain
the Redundancy Control Trailer (RCT) on both interfaces.

Telnet path:
Setup > LAN > Interface-Bundling > PRP > Interfaces

Possible values:
No

Function to force the transmission to contain the Redundancy Control
Trailer (RCT) on both interfaces disabled

Yes

Function to force the transmission to contain the Redundancy Control
Trailer (RCT) on both interfaces enabled

Default:
No

2.7 TCP-IP

This menu contains the TCP/IP settings.
SNMP ID: 2.7
Telnet path: /Setup

2.7.1 Operating

Activates or deactivates the TCP-IP module.
SNMP ID: 2.7.1

Telnet path: /Setup/TCP-IP

Possible values:

Yes

RM CLI HILCOS 211
Release 10.12 12/2018



2.7 TCP-IP 2 Setup

No
Default: Yes

2.7.6 Access-List

The access list contains those stations that are to be granted access to the
device's configuration. If the table contains no entries, all stations can access
the device.

SNMP ID: 2.7.6
Telnet path: /Setup/TCP-IP

2.7.6.1 IP-Address

IP address of the station that is to be granted access to the device's configur-
ation.

SNMP ID: 2.7.6.1
Telnet path: /Setup/TCP-IP/Access-List
Possible values:

Valid IP address

2.7.6.2 IP-Netmask

IP netmask of the station that is to be given access to the device's configura-
tion.

SNMP ID: 2.7.6.2
Telnet path: /Setup/TCP-IP/Access-List
Possible values:

Valid IP address

2.7.6.3 Rtg-Tag

Routing tag for selecting a specified route.
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SNMP ID: 2.7.6.3
Telnet path: /Setup/TCP-IP/Access-List

Possible values: Max. 5 characters

2.7.6.4 Comment

This parameter allows you to enter a comment on the entry.

Telnet path:
Setup > TCP-IP > Access-List

Possible values:
Max. 63 characters from
[A-Z][a-z][0-9] #@ | } ~!' $9Y&' () *+-,/:;<=>?[\]"_.

Default:
empty

2.7.7 DNS-Default

Specify here the address of a name server to which DNS requests are to be
forwarded. This field can be left empty if you have an Internet provider or
other remote site that automatically assigns a name server to the device when
it logs in.

SNMP ID: 2.7.7
Telnet path: /Setup/TCP-IP
Possible values:

Valid IP address
Default: 0.0.0.0

2.7.8 DNS-Backup

Specify here a name server to be used in case the first DNS server fails.
SNMP ID: 2.7.8

Telnet path: /Setup/TCP-IP
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Possible values:
Valid IP address
Default: 0.0.0.0

2.7.9 NBNS-Default

Specify here the address of a NetBIOS name server to which NBNS requests
are to be forwarded. This field can be left empty if you have an Internet provider
or other remote site that automatically assigns a NetBIOS name server to the
device when it logs in.

SNMP ID: 2.7.9
Telnet path: /Setup/TCP-IP
Possible values:

Valid IP address
Default: 0.0.0.0

2.7.10 NBNS-Backup

Specify here a NetBIOS name server to be used in case the first NBNS
server fails.

SNMP ID: 2.7.10
Telnet path: /Setup/TCP-IP
Possible values:

Valid IP address
Default: 0.0.0.0

2.7.11 ARP-Aging-Minutes

Here you can specify the time in minutes after which the ARP table is updated
automatically, i.e. any addresses that have not been contacted since the last
update are removed from the list.

SNMP ID: 2.7.11
Telnet path: /Setup/TCP-IP
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Possible values:
1 to 60 minutes

Default: 15 minutes

2.7.12 TCP-Aging-Minutes

Specify the time in minutes after which the TCP table is updated automatically,
i.e. any addresses that have not been contacted since the last update are
removed from the list.

Telnet path:
Setup > TCP-IP

Possible values:
Max. 2 characters from [ 0- 6]

1...60

Default:
15

2-7-1 3 TCP'MaX-'conn-

This entry places a limit on the maximum number of TCP connections.

Telnet path:
Setup > TCP-IP

Possible values:
Max. 3 characters from [ 0- 9]

0...255

Special values:

0
This value disables the limitation on the number of TCP connections.
Default:
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2.7.16 ARP-Table

The address resolution protocol (ARP) determines the MAC address for a
particular IP address and stores this information in the ARP table.

SNMP ID: 2.7.16
Telnet path: /Setup/TCP-IP

2.7.16.1 IP-Address

IP address for which a MAC address was determined.
SNMP ID: 2.7.16.1
Telnet path: /Setup/TCP-IP/ARP-Table
Possible values:
Valid IP address

2.7.16.2 MAC-Address
MAC address matching the IP address in this entry.

SNMP ID: 2.7.16.2
Telnet path: /Setup/TCP-IP/ARP-Table

2.7.16.3 Last-access
The time when this station last access the network.

SNMP ID: 2.7.16.3
Telnet path: /Setup/TCP-IP/ARP-Table

2.7.16.5 Ethernet-Port
Physical interface connecting the station to the device.
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SNMP ID: 2.7.16.5
Telnet path: /Setup/TCP-IP/ARP-Table

2.7.16.6 Peer

Remote device over which the station can be reached.
SNMP ID: 2.7.16.6

Telnet path: /Setup/TCP-IP/ARP-Table

Possible values:

Select from the list of defined peers.

2.7.16.7 VLAN-ID

VLAN ID of network where the station is located.
SNMP ID: 2.7.16.7
Telnet path: /Setup/TCP-IP/ARP-Table

2.7.16.8 Connector
Logical interface connecting the device.

SNMP ID: 2.7.16.8
Telnet path: /Setup/TCP-IP/ARP-Table/Connect
Possible values:

A parameter from the list of logical interfaces.

2.7.17 Loopback-List

This table is used to configure alternative addresses.
SNMP ID: 2.7.17

Telnet path: /Setup/TCP-IP
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2.7.17.1 Loopback-Addr.

You can optionally configure up to 16 loopback addresses here. The device
considers each of these addresses to be its own address and behaves as if
it has received the packet from the LAN. This applies in particular to masked
connections. Answers to packets sent to a loopback address are not masked.

SNMP ID: 2.7.17 .1
Telnet path: /Setup/TCP-IP/Loopback-List
Possible values:

Name of the IP networks whose address should be used
"INT" for the address of the first intranet

"DMZ" for the address of the first DMZ

LBO to LBF for the 16 loopback addresses

Any valid IP address

Default: 0.0.0.0

2.7.17.2 Name

You can enter a name with a max. 16 characters here
SNMP ID: 2.7.17.2
Telnet path: /Setup/TCP-IP/Loopback-List
Possible values:
Max. 16 characters
Default: Blank

2.7.17.3 Rtg-tag

Here you specify the routing tag that identifies routes to remote gateways that
are not configured with their own routing tag (i.e. the routing tag is 0).

SNMP ID: 2.7.17.3
Telnet path: /Setup/TCP-IP/Loopback-List
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Possible values:
0 to max. 65,535
Default: 0

2.7.20 Non-Loc.-ARP-Replies

When this option is activate the device will reply to ARP requests for its address
even if the sender address is not located in its own local network.

SNMP ID: 2.7.20
Telnet path: /Setup/TCP-IP

2.7.21 Alive-Test

This menu contains the settings for the alive test. The alive test sends a ping
to a destination address at configurable intervals. If the destination does not
respond, the device performs a reboot or other action according to defined
criteria.

To configure the alive test you have to define the target address, the action
to be performed, the combination of pings and retries, and the threshold for
triggering the defined action. The parameters required for this have the follow-
ing default values:

Fail-Limit: 10
Test-Interval: 10

Retry-Interval: 1
Retry-Count: 1

These settings cause the device to transmit a ping every 10 seconds (test
interval). If this ping is not answered, the device repeats the ping after 1 second
(retry interval) and exactly one time (retry count). If this ping also goes
unanswered, the device considers the series to have failed. If 10 series in a
row fail (fail limit) then the device triggers the defined action, in this case after
10 x 10 seconds = 100 seconds.

SNMP ID: 2.7.21
Telnet path: /Setup/TCP-IP
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2.7.21.1 Target-Address
The target address to which the device sends a ping.
SNMP ID: 2.7.21.1
Telnet path: /Setup/TCP-IP/Alive-Test
Possible values:
Valid IP address

2.7.21.2 Test-Interval

The time interval in seconds, in which the device sends a ping to the target
address. If the ping is unanswered, the device optionally repeats a set number
of pings in the defined interval. With this configuration, the device forms a
"series" of ping attempts. Only when all pings go unanswered is the complete
series evaluated as unsuccessful.

Note: The product of the error limit and test interval defines the overall duration
until rebooting or executing the action.

SNMP ID: 2.7.21.2
Telnet path: /Setup/TCP-IP/Alive-Test
Possible values:
0 to 4294967295 seconds
Note: Select the test interval as a time which is greater than the product

of the retry interval and retry count, so that the desired number of retries
can be performed within the test interval.

Default: 10

220 RM CLI HILCOS
Release 10.12 12/2018



2 Setup 2.7 TCP-IP

2.7.21.3 Retry-Count

If a ping goes unanswered, this value defines the number of times that the
device will repeat the ping to the target address.

SNMP ID: 2.7.21.3
Telnet path: /Setup/TCP-IP/Alive-Test
Possible values:

0 to 4294967295

Note: Set the retry count to a number such that the product of retry interval
and retry count is less than the test interval. This ensures that the desired
number of retries can be performed within the test interval.

Default: 1

Special values: With a retry count of 0 the device sends no repeat pings.

2.7.21.4 Retry-Interval

If a ping goes unanswered, this value defines the time interval before the
device repeats the ping to the target address.

SNMP ID: 2.7.21.4
Telnet path: /Setup/TCP-IP/Alive-Test
Possible values:

0 to 4294967295

Note: Set the retry interval to a number such that the product of retry
interval and retry count is less than the test interval. This ensures that the
desired number of retries can be performed within the test interval.

Default: 1

Special values: With a retry interval of 0 the device sends no repeat pings.
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2.7.21.5 Fail-Limit

This parameter defines the number of consecutive failed test series before
the device is rebooted or the configured action is executed.

Note: The product of the error limit and test interval defines the overall duration
until rebooting or executing the action.

SNMP ID: 2.7.21.5
Telnet path: /Setup/TCP-IP/Alive-Test
Possible values:
0 to 4294967295
Default: 10

2.7.21.6 Boot-Type

The device executes this action if the ping to the target address was unsuc-
cessful.

SNMP ID: 2.7.21.6
Telnet path: /Setup/TCP-IP/Alive-Test
Possible values:

Cold boot: The device performs a cold boot.
Warm boot: The device performs a warm boot.

Action: The device performs a configurable action. Configure the action
under / Set up/ TCP- | P/ Al i ve- Test (also see Action).

Default: Warm boot

2.7.21.7 Action

Here you enter the action executed by the device when the target address is
unreachable. You can use the same actions as used in the cron table, i.e.
executing CLI commands, HTTP requests, or sending messages.
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Note: The action set here will only be executed if the boot type is set to the
value Action. The boot type is configured under
/ Setup/ TCP-1 P/ Al i ve-t est/ Boot -t ype (also see Boot type ).

SNMP ID: 2.7.21.7
Telnet path: /Setup/TCP-IP/Alive-Test
Possible values:
251 characters
Default: Blank

2.7.22 ICMP-on-ARP-Timeout

When the device receives a packet that it should transmit to the LAN, it uses
ARP requests to determine the recipient. If a request goes unanswered, the
device returns a "ICMP host unreachable" message to the sender of the
packet.

SNMP ID: 2.7.22
Telnet path: /Setup/TCP-IP

2.7.30 Network list

This table is used to define IP networks. These are referenced from other
modules (DHCP server, RIP, NetBIOS, etc.) via the network names.

SNMP ID: 2.7.30
Telnet path: /Setup/TCP-IP

2.7.30.1 Network name

Enter a unique name with max. 16 characters that the other modules (DHCP
server, RIP, NetBIOS, etc.) can use to reference the network.

SNMP ID: 2.7.30.1
Telnet path: /Setup/TCP-IP/Network-List

Possible values:
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Max. 16 characters
Default: Blank

2.7.30.2 IP-Address

If you use a private address range in your local network, then enter an available
address from this range here. IP masquerading conceals these addresses
from remote networks, and these see only the Internet IP address of the cor-
responding remote station.

SNMP ID: 2.7.30.2
Telnet path: /Setup/TCP-IP/Network-List
Possible values:
Valid IP address
Default: 0.0.0.0

2.7.30.3 IP-Netmask

If the intranet IP address you entered is an address from a private address
range, then enter the associated netmask here.

SNMP ID: 2.7.30.3
Telnet path: /Setup/TCP-IP/Network-List
Possible values:
Valid IP address
Default: 255.255.255.0

2.7.30.4 VLAN-ID

A single physical interface can be used to connect multiple separate VLANs
(which were separated by a switch previously). The router must be given its
own address and/or its own network in each of these VLANSs. For this purpose,
the interfaces and also a VLAN can be assigned to each network. If a packet
is received on an interface with this VLAN ID, then the packet is assigned to
the respective network, i.e. the network is only accessible for packets that
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come from the same VLAN. Packets coming from this network will be marked
with this VLAN ID when being sent. A "0" stands for an untagged network (no
VLAN). Please note: Changing the ID is very dangerous. It is very easy to
lock yourself out of the device if you do not have access to the VLAN. Also
note that this setting affects all of the traffic managed by this network. This
includes all packets that are routed through this network.

SNMP ID: 2.7.30.4
Telnet path: /Setup/TCP-IP/Network-List
Possible values:
Max. 4,094
Default: 0

2.7.30.5 Interface

Here you select the interface that is to be allocated to the network.

Note: The values for 'x' in the list vary per model.

Telnet path:
Setup > TCP-IP > Network-List

Possible values:
LAN-1
LAN-x
WLAN-x-x
P2P-x-x
BRG-x

Default:
LAN-1

2.7.30.6 Source check

This setting influences the address check by the firewall. "Loose" does not
expect a return route, so any source address is accepted when the device is
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contacted. Thus the device can be accessed directly, as before. 'Strict', on
the other hand, expects an explicit route if no IDS alerts are to be triggered.

SNMP ID: 2.7.30.6
Telnet path: /Setup/TCP-IP/Network-List
Possible values:

Loose
Strict

Default: Loose

2.7.30.7 Type

Use this item to choose the type of the network (Intranet or DMZ) or disable
it.

SNMP ID: 2.7.30.7

Telnet path: /Setup/TCP-IP/Network-List

Possible values:

Deactivated
Intranet
DMz

Default: Intranet

2-7-30-8 Rtg'Tag

The interface tag that you enter here is a value that uniquely identifies the
network. All packets received on this network are marked internally with this
tag. The interface tag enables the routes which are valid for this network to
be separated even without explicit firewall rules. This tag also has an influence
on the routes propagated by IP and on the hosts and groups visible to the
NetBIOS proxy.

SNMP ID: 2.7.30.8
Telnet path: /Setup/TCP-IP/Network-List

Possible values:
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Maximum 65,535
Default: 0

2.7.30.9 Comment

You can enter a comment here.
SNMP ID: 2.7.30.9
Telnet path: /Setup/TCP-IP/Network-List
Possible values:
Max. 64 characters
Default: Blank

2.8 IP-Router

This menu contains the settings for the IP router.

SNMP ID: 2.8
Telnet path: /Setup

2.8.1 Operating

Switches the IP router on or off.
SNMP ID: 2.8.1

Telnet path: /Setup/IP-Router
Possible values:

Up
Down

Default: Down
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2.8.2 IP-Routing-Table

In this table you enter the remote sites which are to be used for accessing
certain networks or stations.

SNMP ID: 2.8.2
Telnet path: /Setup/IP-Router

2.8.2.1 IP-Address

This is where you specify the destination address for this route. This can be
an individual station that you wish to integrate into your network, or an entire
network that you wish to couple with your own network.

SNMP ID: 2.8.2.1
Telnet path: /Setup/IP-Router/IP-Routing-Table
Possible values:
Valid IP address
Default: 0.0.0.0

2.8.2.2 IP-Netmask

Specify here the netmask associated with the IP addresses entered. If you
only need to translate one single IP address, enter the netmask
255.255.255.255.

SNMP ID: 2.8.2.2
Telnet path: /Setup/IP-Router/IP-Routing-Table
Possible values:
Valid IP address
Default: 0.0.0.0

2.8.2.3 Peer-or-IP

Select the router that the packets for this route should be forwarded to.
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Here you select the name of a remote site from the list of remote sites.

If this route is to lead to another station in the local network, simply enter the
station's IP address.

SNMP ID: 2.8.2.3
Telnet path: /Setup/IP-Router/IP-Routing-Table

2.8.2.4 Distance

Enter the number of hops to this router You do not normally need to set this
value as it is managed by the router automatically.

SNMP ID: 2.8.2.4
Telnet path: /Setup/IP-Router/IP-Routing-Table
Possible values:
0to 16
Default: 0

2.8.2.5 Masquerading

You can use IP masquerading to hide a hide a logical network behind a single
address (that of the router). If, for example, you have an Internet connection,
you can us it to connect your entire network to the Internet.

Almost all Internet providers usually have the remote device assign a
dynamic IP address to your router when it establishes the connection. If your
Internet provider has assigned fixed IP addresses, you can assign them to
the relevant connection in the IP parameter list.

Select “on” to enable IP masquerading for all LAN interfaces. If you wish to
assign fixed IP addresses to computers in the demilitarized zone (DMZ) and
yet you still wish to activate IP masquerading for the computers on the other
LAN interfaces (intranet), then select “Intranet”.

If you want this entry to mask a VPN connection, select “on”.

Telnet path:
Setup > IP-Router > IP-Routing-Table
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Possible values:
No
IP masking off

On
Intranet and DMZ masquerading

Intranet
Intranet - Intranet masquerading only

Default:
No

2.8.2.6 Operating

Specify the switch status here. The route can be activated and either always
propagated via RIP or only propagated via RIP when the destination network
can be reached.

SNMP ID: 2.8.2.6
Telnet path: /Setup/IP-Router/IP-Routing-Table
Possible values:

Yes: The route is activated and will always be propagated by RIP (sticky).
Semi: The route can be activated and is propagated via RIP when the
destination network can be reached (conditional).

No: The route is off.

Default: Yes: The route is activated and will always be propagated by RIP
(sticky)

2.8.2.7 Comment

This field is available for comments.
SNMP ID: 2.8.2.7
Telnet path: /Setup/IP-Router/IP-Routing-Table

Possible values:
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Max. 64 characters

2.8.2.8 Rtg-Tag

If you specify a routing tag for this route, then the route will be used exclusively
for packets given the same tag by the firewall or arriving from a network with
the corresponding interface tag.

SNMP ID: 2.8.2.8
Telnet path: /Setup/IP-Router/IP-Routing-Table
Possible values:
Maximum 65535
Default: 0

Note: It follows that the use of routing tags only makes sense in combination
with corresponding, decorative rules in the firewall or tagged networks.

2.8.5 Proxy-ARP

This is where you can activate/deactivate the ARP mechanism . Use proxy
ARP to integrate remote computers into your local network as if they were
connected locally.

SNMP ID: 2.8.5
Telnet path: /Setup/IP-Router
Possible values:

Up
Down

Default: Down

2.8.6 Send-ICMP-Redirect
This is where you can chose if ICMP redirects should be sent.
SNMP ID: 2.8.6
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Telnet path: /Setup/IP-Router
Possible values:

Up
Down

Default: Operating

2.8.7 Routing-Method

This menu contains the configuration of the routing methods used by your IP
router.

SNMP ID: 2.8.7
Telnet path: /Setup/IP-Router

2.8.7.1 Routing method
Controls the analysis of ToS or DiffServ fields.

Telnet path:
Setup > IP-Router > Routing-Method

Possible values:

Normal
The TOS/DiffServ field is ignored.

Type of service
The TOS/DiffServ field is regarded as a TOS field; the bits "low delay"
and "high reliability" will be evaluated.

DiffServ
The TOS/DiffServ field is regarded as a DiffServ field and evaluated
as follows.

CSx (including CS0 = BE): Normal transmission
AFxx: Secure transmission
EF: Preferred transmission

Default:
DiffServ
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2.8.7.2 ICMP-Routing-Method

Specify if the router should transmit secure ICMP packets.
SNMP ID: 2.8.7.2

Telnet path: /Setup/IP-Router

Possible values:

normal
Secured

Default: normal

2.8.7.3 SYN/ACK-Speedup

Specify if TCP SYN and ACK packets should be given preferential treatment
when forwarding.

SNMP ID: 2.8.7.3
Telnet path: /Setup/IP-Router/Routing-Method
Possible values:

Up
Down

Default: Operating

2.8.7.4 L2-L3-Tagging

Specify what should happen with DiffServ layer 2 tags.
SNMP ID: 2.8.7.4

Telnet path: /Setup/IP-Router/Routing-Method
Possible values:

Ignore
Yes - Copy to layer 3
Auto - Copy automatically
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Default: Ignore

2.8.7.5 L3-L2-Tagging
Specify if DiffServ layer 3 tags should be copied to layer 2.

SNMP ID: 2.8.7.5
Telnet path: /Setup/IP-Router
Possible values:

Up
Down

Default: Down

2.8.7.6 Route-Internal-Services

This is where you select whether the internal services are to be directed via
the router.

SNMP ID: 2.8.7.6
Telnet path: /Setup/IP-Router/Routing-Method
Possible values:

Yes: Packets for internal services are directed via the router.
No: Packets are returned straight to the sender.

Default: No

Note: You should treat the internal services VPN and PPTP specially since
routing all packets without exception will result in performance loss. The device
only forwards the initial packets sent by these services to the router while the
connection is being established if you activate this option. Further packets
are forwarded to the next port.

2.8.8 RIP

This menu contains the RIP configuration for your IP router.
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SNMP ID: 2.8.8
Telnet path: /Setup/IP-Router

2.8.8.2 R1-Mask

This setting is only required if you selected RIP-1 as RIP support. It affects
how network masks are formed for routes learned on the basis of RIP.

SNMP ID: 2.8.8.2
Telnet path: /Setup/IP-Router/RIP
Possible values:

Class
Address
Class + address

Default: Class

2.8.8.4 WAN-Sites

Here you configure the WAN-side RIP support separately for each remote
site.

SNMP ID: 2.8.8.4
Telnet path: /Setup/IP-Router/RIP

2.8.8.4.1 Peer
Name of the remote station from which WAN RIP packets are to be learned.

SNMP ID: 2.8.8.4.1
Telnet path: /Setup/IP-Router/RIP/WAN-Sites
Possible values:

Select from the list of defined peers.
Default: Blank

Special values: Multiple remote sites can be configured in one entry by using
* as a place holder. If for example multiple remote stations are to propagate
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their networks via WAN RIP, while the networks for all other users and branch
offices are defined statically, the appropriate remote stations can be given
names with the prefix "RIP_". To configure all of the remote stations, the WAN
RIP table requires just a single entry for remote station "RIP_*".

2.8.8.4.2 RIP-Typ

The RIP type details the RIP version with which the local routes are propag-
ated.

SNMP ID: 2.8.8.4.2
Telnet path: /Setup/IP-Router/RIP/WAN-Sites
Possible values:

Off

RIP-1

RIP-1 compatible
RIP 2

Default: Off

2.8.8.4.3 RIP-Accept

The column RIP accept lists whether RIP from the WAN is to be accepted.
The RIP type must be set for this.

SNMP ID: 2.8.8.4.3
Telnet path: /Setup/IP-Router/RIP/WAN-Sites
Possible values:

On
Off

Default: Off

2.8.8.4.4 Masquerade

The column Masquerade lists whether or not masquerading is performed on
the connection and how it is carried out. This entry makes it possible to start
WAN RIP even in an empty routing table.
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SNMP ID: 2.8.8.4.4
Telnet path: /Setup/IP-Router/RIP/WAN-Sites
Possible values:

Auto: The masquerade type is taken from the routing table. If there is no
routing entry for the remote site, then masquerading is not performed.
On: All connections are masqueraded.

Intranet: IP masquerading is used for connections from the intranet, con-
nections from the DMZ pass through transparently.

Default: On

2.8.8.4.5 Dft-Rtg-Tag

The column Default tag lists the valid "Default touting tag" for the WAN con-
nection. All untagged routes are tagged with this tag when sent on the WAN.

SNMP ID: 2.8.8.4.5
Telnet path: /Setup/IP-Router/RIP/WAN-Sites
Possible values:
Maximum 65,535
Default: 0

2.8.8.4.6 Rtg-Tag-List

The column Routing tags list details a comma-separated list of the tags that
are accepted on the interface. If this list is empty, then all tags are accepted.
If at least one tag is in the list, then only the tags in this list are accepted.
When sending tagged routes on the WAN, only routes with valid tags are
propagated.

All learned routes from the WAN are treated internally as untagged routes
and propagated on the LAN with the default tag (0). In the WAN, they are
propagated with the tag with which they were learned.

SNMP ID: 2.8.8.4.6
Telnet path: /Setup/IP-Router/RIP/WAN-Sites

Possible values:
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Comma-separated list with max. 33 characters
Default: Blank

2.8.8.4.7 Poisoned-Reverse

Poisoned reverse prevents the formation of routing loops. An update is sent
back to the router that propagated the route to inform it that the network is
unreachable at the associated interface.

However, this has a significant disadvantage over WAN connections: The
central location transmits a high number of routes which would then suffer
from route poisoning, so leading to a heavy load on the available bandwidth.
For this reason, poisoned reverse can be manually activated for every
LAN/WAN interface.

SNMP ID: 2.8.8.4.7
Telnet path: /Setup/IP-Router/RIP/WAN-Sites
Possible values:

On
Off

Default: Off

2.8.8.4.8 RFC2091

Other than in the LAN, WAN bandwidth limitations may make regular updates
every 30 seconds undesirable. For this reason, RFC 2091 requires that routes
are transmitted to the WAN once only when the connection is established.
After this, updates only are transmitted (triggered updates).

Because updates are explicitly requested here, broadcasts or multicasts are
not to be used for delivering RIP messages. Instead, the the subsidiary device
must be statically configured with the IP address of the next available router
at the central location. Due to these requests, the central router knows which
subsidiary routers it has received update requests from; it then sends any
messages on route changes directly to the subsidiary device.

SNMP ID: 2.8.8.4.8
Telnet path: /Setup/IP-Router/RIP/WAN-Sites
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Possible values:

On
Off

Default: Off

Note: In a central gateway, the setting "RFC 2091" can always be off and
the "Gateway" entry always set to 0.0.0.0 because the central gateway always
considers the gateway as specified at the subsidiary.

2.8.8.4.9 Gateway
IP address of the nearest available router in the context of RFC 2091.

SNMP ID: 2.8.8.4.9
Telnet path: /Setup/IP-Router/RIP/WAN-Sites
Possible values:
Valid IP address
Default: 0.0.0.0

Special values: If 0.0.0.0 is entered, the gateway address is determined from
PPP negotiation.

Note: In a router at the central location, RFC 2091 can be switched off and
the gateway can remain on 0.0.0.0 because the central location always
observes the requests from the subsidiaries.

Note: The device automatically reverts to standard RIP if the gateway indic-
ated does not support RFC 2091.

Note: In a central gateway, the setting "RFC 2091" can always be off and
the "Gateway" entry always set to 0.0.0.0 because the central gateway always
considers the gateway as specified at the subsidiary.
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2.8.8.4.10 Rx-Filter
Here you define the filter to be used when receiving RIP packets.

SNMP ID: 2.8.8.4.10
Telnet path: /Setup/IP-Router/RIP/WAN-Sites
Possible values:
Select from the list of defined RIP filters (max. 16 characters).
Default: Blank

2.8.8.4.11 Tx-Filter
Here you define the filter to be used when sending RIP packets.

SNMP ID: 2.8.8.4.11
Telnet path: /Setup/IP-Router/RIP/WAN-Sites
Possible values:
Select from the list of defined RIP filters (max. 16 characters).
Default: Blank

2.8.8.4.12 RIP-send

Specify whether RIP is to be propagated on the WAN routes. The RIP type
must be set for this.

SNMP ID: 2.8.8.4.12
Telnet path: /Setup/IP-Router/RIP/WAN-Sites/RIP-send
Possible values:

No
Yes

Default: No/Off

2.8.8.4.13 Loopback address
Enter a loopback address here. Possible values are:
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The name of an ARF network
Configured loopback address
IPv4 address

Telnet path:
Setup > IP-Router > RIP > WAN-Table

Possible values:
Specify a valid IPv4 address here.

Default:
empty

2.8.8.5 LAN-Sites

This table is used to adjust RIP settings and to select the network that they
apply to.
SNMP ID: 2.8.8.5

Telnet path: /Setup/IP-Router/RIP

2.8.8.5.1 Network-name
Select here the name of the network to which the settings are to apply.

SNMP ID: 2.8.8.5.1
Telnet path: /Setup/IP-Router/RIP/LAN-Sites
Possible values:

Intranet
DMZ

Default: Blank

2.8.8.5.2 RIP-Type

Specify whether the router should support IP-RIP or not. IP-RIP can be used
to exchange routing information between individual stations automatically.

SNMP ID: 2.8.8.5.2
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Telnet path: /Setup/IP-Router/RIP/LAN-Sites
Possible values:

Off

RIP-1

RIP-1 compatible
RIP-2

Default: Off

2.8.8.5.3 RIP-Accept
Specify here whether routes from this network should be learned or not.

SNMP ID: 2.8.8.5.3
Telnet path: /Setup/IP-Router/RIP/LAN-Sites
Possible values:

Up
Down

Default: Down

2.8.8.5.4 Propagate

This option defines whether the associated network is to be propagated to
other networks.

SNMP ID: 2.8.8.5.4
Telnet path: /Setup/IP-Router/RIP/LAN-Sites
Possible values:

Up
Down

Default: Down

2.8.8.5.5 Dft-Rtg-Tag

Enter a value here for the default routing tag that is valid for the selected
interface. Routes that have the interface tag set will be propagated on this
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interface with the default routing tag. Routes learned by the interface that have
this default routing tag set will be added to the RIP table with the interface
tag. In addition, unmarked routes (i.e. routes with tag '0') will not be propagated
on this interface unless the interface itself has the tag '0'.

SNMP ID: 2.8.8.5.5
Telnet path: /Setup/IP-Router/RIP/LAN-Sites
Possible values:
0 to 65535
Default: 0

2.8.8.5.6 Rtg-Tag-List

This field contains a comma-separated list of routing tags that are accepted
by this interface. If this list is empty, then all routes are accepted irrespective
of their routing tags. If the list contains at least one tag, then only the tags in
this list are accepted. Similarly, when marked routes are being sent, only
routes with permitted tags (i.e. those listed here) are forwarded. The routing
tag list corresponds insofar to the WAN RIP list with the difference that any
realization using standard routing is also taken into account. This means for
example that, in the case of an interface tag '1' and the standard routing tag
'0', the tag '0' has to be included in the routing tag list because it is internally
changed to tag '1' when it is received. When transmitted, the internal tag '1’
is converted into the external tag '0". This measure is necessary in order for
a virtualized router to be able to work together with other routers in the LAN
that do not support tagged routes.

SNMP ID: 2.8.8.5.6
Telnet path: /Setup/IP-Router/RIP/LAN-Sites
Possible values:
Max. 33 characters
Default: Blank
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2.8.8.5.7 Poisoned-Reverse

Poisoned reverse prevents the formation of routing loops. An update is sent
back to the router that propagated the route to inform it that the network is
unreachable at the associated interface.

However, this has a significant disadvantage over WAN connections: The
central location transmits a high number of routes which would then suffer
from route poisoning, so leading to a heavy load on the available bandwidth.
For this reason, poisoned reverse can be manually activated for every
LAN/WAN interface.

SNMP ID: 2.8.8.5.7
Telnet path: /Setup/IP-Router/RIP/LAN-Sites
Possible values:

Up
Down

Default: Down

2.8.8.5.10 Rx-Filter
Specify here the filter to be applied when receiving (RX) RIP packets.

Telnet path: /Setup/IP-router/RIP/LAN-Sites/Rx-Filter
Possible values:

Max. 16 alphanumerical characters
Default: Blank

Note: You must first define the filter in the RIP filter list in order to use it here.

2.8.8.5.11 Tx-Filter
Specify here the filter to be applied when sending (TX) RIP packets.

Telnet path: /Setup/IP-router/RIP/LAN-Sites/Tx-Filter

Possible values:
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Max. 16 alphanumerical characters
Default: Blank

Note: You must first define the filter in the RIP filter list in order to use it here.

2.8.8.5.12 RIP-send

Specify here whether routes should be propagated in this network. The RIP
type must also be set.

Telnet path: /Setup/IP router/RIP/LAN-Sites/RIP-Send
Possible values:

No
Yes

Default: No

2.8.8.6 Parameter

The Routing Information Protocol (RIP) regularly provides neighboring routers
with updates on the available networks and the associated metrics (hops).
RIP uses various timers to control the exchange of routing information.

SNMP ID: 2.8.8.6
Telnet path: /Setup/IP-Router/RIP

2.8.8.6.1 Update

The time between two regular updates. A random value of +/-5 seconds is
always added to this value.

SNMP ID: 2.8.8.6.1
Telnet path: /Setup/IP-Router/RIP/Parameter
Possible values:

10 to 99 seconds

Default: 30 seconds
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2.8.8.6.2 Holddown

The holddown interval defines how many update intervals pass before a route
from router A which is no longer being propagated is replaced by an inferior
route from router B.

The device will only accept a route from the same router that propagated the
original route until the holddown interval expires. Within this period, the device
only accepts a route from another router if it is better than the former route.

SNMP ID: 2.8.8.6.2
Telnet path: /Setup/IP-Router/RIP/Parameter
Possible values:

0 to 99 as multiples of the update interval
Default: 4

2.8.8.6.3 Invalidate

The invalidate interval defines the number of update intervals before a route
is marked as invalid (unavailable) when it stops being propagated by the router
that originally reported it.

If the device learns of an equivalent or better route from another router within
this time period, then this will be used instead.

SNMP ID: 2.8.8.6.3
Telnet path: /Setup/IP-Router/RIP/Parameter
Possible values:

0 to 99 as multiples of the update interval
Default: 6

2.8.8.6.4 Flush

If a route in a router is not updated before the flush interval expires, then the
route is deleted from the dynamic routing table.

SNMP ID: 2.8.8.6.4
Telnet path: /Setup/IP-Router/RIP/Parameter
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Possible values:
0 to 99 as multiples of the update interval
Default: 10

2.8.8.6.5 Upd-Delay

With a triggered update, changes to the metrics are immediately reported to
the neighboring router. The system does not wait until the next regular update.
An update delay stops faulty configurations from causing excessive update
messages.

The update delay starts as soon as the routing table, or parts of it, are
propagated. As long as this delay is running, new routing information is
accepted and entered into the table but it is not reported any further. The
router actively reports its current entries only after expiry of this delay.

The value set here sets the upper limit for the delay — the actual delay is a
random value between one second and the value set here.

SNMP ID: 2.8.8.6.5
Telnet path: /Setup/IP-Router/RIP/Parameter
Possible values:
1 to 99 seconds
Default: 5

2.8.8.6.6 Max-Hopcount

In some scenarios it may be desirable to use a larger maximum hop count
than that intended by RIP (16). This value can be adapted with the parameter
Max Hopcount.

SNMP ID: 2.8.8.6.6
Telnet path: /Setup/IP-Router/RIP/Parameter
Possible values:
16 to 99
Default: 16

RM CLI HILCOS 247
Release 10.12 12/2018



2.8 IP-Router 2 Setup

2.8.8.6.7 Routes-per-Frame
The number of routes that can be propagated in a single packet.

SNMP ID: 2.8.8.6.7
Telnet path: /Setup/IP-Router/RIP/Parameter
Possible values:
110 90
Default: 25

2.8.8.6.8 Inter-Packet-Delay

If the number of devices on the network is so high that they no longer fit into
a single RIP packet, the sending router divides this into multiple RIP packets.
In order for low-end routers on the network to be able to handle the successive
RIP packets, you configure a delay in milliseconds between the individual RIP
packets here.

Telnet path:
Setup > IP-Router > RIP > Parameter

Possible values:
Max. 3 characters from 0123456789

0 ... 255 Milliseconds

Default:
0

2.8.8.7 Filter

Routes learned from RIP can be filtered by their routing tag according to the
settings for LAN and WAN RIP. Routes can additionally be filtered by specifying
network addresses (e.g. "Only learn routes in the network
192.168.0.0/255.255.0.0"). First of all a central table is used to define the filters
that can then be used by entries in the LAN and WAN RIP table.
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Filters defined in the filter table can be referenced in the columns for RX filter
and TX filter in the LAN RIP and WAN RIP tables. RX defines the networks
from which routes can be learned or blocked, and TX defines the networks to
which propagation should be allowed or blocked.

SNMP ID: 2.8.8.7
Telnet path: /Setup/IP-Router/RIP

2.8.8.7.1 Name
Name of the filter.

SNMP ID: 2.8.8.7.1
Telnet path: /Setup/IP-Router/RIP/Filter
Possible values:

18 characters

Note: The hash symbol # can be used to combine multiple entries into a
single filter. Taken together, the entries LAN#1 and LAN#2 make up a filter
"LAN" that can be called from the RIP table.

2.8.8.7.2 Filter
Comma-separated list of networks that are to be accepted (+) or rejected (-).

SNMP ID: 2.8.8.7.2
Telnet path: /Setup/IP-Router/RIP/Filter
Possible values:

64 characters from ,+-/0123456789.

Note: The plus-sign for accepted networks is optional.

Note: Filtering by routing tags is unaffected, i.e. if a tag for a route indicates
thatitis not to be learned or propagated, then this cannot be forced by means
of the filter table.
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2.8.8.8 Best-Routes

In large networks a destination network may be reachable via several gate-
ways. If all these gateways propagate their routes using RIP the device will
learn several routes to the same destination. The preferred routes are stored
in the "Best Routes" table. This table contains the following entries:

IP address
IP-Netmask
Rtg-Tag
Gateway
Distance

Time

Remote site
Port

VLAN-ID
Network name

Telnet path: /Setup/IP-Router/RIP/Best-Routes

2.8.8.8.1 IP-Address
The IP address of the network to which the route belongs.

Telnet path:
Setup > IP-Router > RIP > Best-Routes

2.8.8.8.2 IP-Netmask
The IP address of the network to which the route belongs.

Telnet path:
Setup > IP-Router > RIP > Best-Routes

2.8.8.8.3 Time
The time required to reach the network via this route.

Telnet path:
Setup > IP-Router > RIP > Best-Routes
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2.8.8.8.4 Distance

Th distance to the network to which the route belongs (i.e. the number of
intermediate hops).

Telnet path:
Setup > IP-Router > RIP > Best-Routes

2.8.8.8.5 Gateway
The gateway via which the network can be reached to which the route belongs.

Telnet path:
Setup > IP-Router > RIP > Best-Routes

2.8.8.8.6 Rtg-Tag
The routing tag of the network to which the route belongs.

Telnet path:
Setup > IP-Router > RIP > Best-Routes

2.8.8.8.8 Peer
Remote device that can be reached over this route.

Telnet path:
Setup > IP-Router > RIP > Best-Routes

2.8.8.8.10 VLAN-ID
The VLAN ID of the network to which the route belongs.

Telnet path:
Setup > IP-Router > RIP > Best-Routes

2.8.8.8.11 Network name
The name of the network to which the route belongs.

Telnet path:
Setup > IP-Router > RIP > Best-Routes
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2.8.8.8.12 Port
The (logical) LAN interface via which the route was learned.

Telnet path:
Setup > IP-Router > RIP > Best-Routes

2.8.8.9 All routes

In large networks a destination network may be reachable via several gate-
ways. If all these gateways propagate their routes using RIP the device will
learn several routes to the same destination. These routes are stored in the
"All Routes" table. This table contains the following entries:

IP address
IP-Netmask
Rtg-Tag
Gateway
Distance

Time

Remote site
Port

VLAN-ID
Network name

Telnet path: /Setup/IP-Router/RIP/All-Routes

2.8.8.9.1 IP-Address
The IP address of the network to which the route belongs.
Telnet path:

Setup > IP-Router > RIP > Best-Routes

2.8.8.9.2 IP-Netmask
The IP address of the network to which the route belongs.

Telnet path:
Setup > IP-Router > RIP > Best-Routes
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2.8.8.9.3 Time
The time required to reach the network via this route.

Telnet path:
Setup > IP-Router > RIP > Best-Routes

2.8.8.9.4 Distance

Th distance to the network to which the route belongs (i.e. the number of
intermediate hops).

Telnet path:
Setup > IP-Router > RIP > Best-Routes

2.8.8.9.5 Gateway
The gateway via which the network can be reached to which the route belongs.

Telnet path:
Setup > IP-Router > RIP > Best-Routes

2.8.8.9.6 Rtg-Tag
The routing tag of the network to which the route belongs.

Telnet path:
Setup > IP-Router > RIP > Best-Routes

2.8.8.9.8 Peer
Remote device that can be reached over this route.

Telnet path:
Setup > IP-Router > RIP > Best-Routes

2.8.8.9.10 VLAN-ID
The VLAN ID of the network to which the route belongs.

Telnet path:
Setup > IP-Router > RIP > Best-Routes
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2.8.8.9.11 Network name
The name of the network to which the route belongs.

Telnet path:
Setup > IP-Router > RIP > Best-Routes

2.8.8.9.12 Port
The (logical) LAN interface via which the route was learned.

Telnet path:
Setup > IP-Router > RIP > Best-Routes

2.8.9 1-N-NAT

This menu contains the configuration of 1-N-NAT for your IP router.
SNMP ID: 2.8.9

Telnet path: /Setup/IP-Router

2.8.9.1 TCP-Aging-Seconds

Specify here how long an IPsec connection is inactive before the corresponding
entry in the masquerading table is deleted.

SNMP ID: 2.8.9.1
Telnet path: /Setup/IP-Router/1-N-NAT
Possible values:
0 to 65,535
Default: 300 seconds

2.8.9.2 UDP-Aging-Seconds

Specify here how long an IPsec connection is inactive before the corresponding
entry in the masquerading table is deleted.

SNMP ID: 2.8.9.2
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Telnet path: /Setup/IP-Router/1-N-NAT
Possible values:
0 to 65,535

Default: 20 seconds

2.8.9.3 ICMP-Aging-Seconds

Specify here how long an IPSec connection is inactive before the correspond-
ing entry in the masquerading table is deleted.

SNMP ID: 2.8.9.3
Telnet path: /Setup/IP-Router/1-N-NAT
Possible values:

0 to 65,535

Default: 10 seconds

2.8.9.4 Service-Table

If you wish to make certain services or stations accessible from outside of
your network (e.g. a web server), enter these services and stations in this
table.

SNMP ID: 2.8.9.4
Telnet path: /Setup/IP-Router/1-N-NAT

2.8.9.4.1 D-port-from
Specify the port of the desired service here.

SNMP ID: 2.8.9.4.1
Telnet path: /Setup/IP-Router/1-N-NAT/Service-Table
Possible values:
Maximum 65,535
Default: 0
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2.8.9.4.2 Intranet-Address
Enter the address of the computer in the intranet providing the service.

SNMP ID: 2.8.9.4.2
Telnet path: /Setup/IP-Router/1-N-NAT/Service-Table
Possible values:
Valid IP address
Default: 0.0.0.0

2.8.9.4.3 D-Port-to
Specify the port of the desired service here.

SNMP ID: 2.8.9.4.3
Telnet path: /Setup/IP-Router/1-N-NAT/Service-Table
Possible values:
Maximum 65,535
Default: 0

2.8.9.4.4 Map-Port
Port used for forwarding the packet.

SNMP ID: 2.8.94.4
Telnet path: /Setup/IP-Router/1-N-NAT/Service-Table
Possible values:
Maximum 65,535
Default: 0

2.8.9.4.5 Active
You can set this entry temporarily inactive without having to delete it.

SNMP ID: 2.8.9.4.5
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Telnet path: /Setup/IP-Router/1-N-NAT/Service-Table
Possible values:

Up
Down

Default: Operating

2.8.9.4.6 Comment
This field is available for comments.

SNMP ID: 2.8.9.4.6
Telnet path: /Setup/IP-Router/1-N-NAT/Service-Table
Possible values:
Max. 64 characters
Default: /

2.8.9.4.7 Peer
Remote site which is valid for this entry.

SNMP ID: 2.8.9.4.7
Telnet path: /Setup/IP-Router/1-N-NAT/Service-Table
Possible values:

Select from the list of defined peers.

2.8.9.4.8 Protocol
Here you define which protocol the dataset applies to.

SNMP ID: 2.8.9.4.8
Telnet path: /Setup/IP-Router/1-N-NAT/Service-Table
Possible values:

TCP
ubDP
TCP+UDP
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Default: TCP+UDP

2.8.9.4.9 WAN-Address

Here you define which WAN address the dataset applies to. Where more than
one static IP address is available, specifying this address enables a targeted
port forwarding to be achieved for this address. If the address 0.0.0.0 is spe-
cified, then the address assigned to the connection will continue to be used.

SNMP ID: 2.8.9.4.9
Telnet path: /Setup/IP-Router/1-N-NAT/Service-Table
Possible values:
Valid IP address
Default: 0.0.0.0

2.8.9.5 Table-1-N-NAT

The 1-N-NAT table shows the masked connections.
SNMP ID: 2.8.9.5
Telnet path: /Setup/IP-Router/1-N-NAT

2.8.9.5.1 Intranet-Address

Shows the internal IP address of the station to which a masked connection
has been stored.

SNMP ID: 2.8.9.5.1
Telnet path: /Setup/IP-Router/1-N-NAT/Table-1-N-NAT
Possible values:

Valid IP address

2.8.9.5.2 S-Port
Source port of the masked connection.

SNMP ID: 2.8.9.5.2
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Telnet path: /Setup/IP-Router/1-N-NAT/Table-1-N-NAT

2.8.9.5.3 Protocol
Protocol (UDP/TCP) used by the masked connection.

SNMP ID: 2.8.9.5.3
Telnet path: /Setup/IP-Router/1-N-NAT/Table-1-N-NAT

2.8.9.5.4 Timeout

Lease period for the masked connection in seconds (set under TCP aging,
UDP aging or ICMP aging).

SNMP ID: 2.8.9.5.4
Telnet path: /Setup/IP-Router/1-N-NAT/Table-1-N-NAT

2.8.9.5.5 Handler
Handler required for masking, e.g. FTP

SNMP ID: 2.8.9.5.5
Telnet path: /Setup/IP-Router/1-N-NAT/Table-1-N-NAT

2.8.9.5.6 Remote-Address
Remote IP address that the masked connection was connected to.

SNMP ID: 2.8.9.5.6
Telnet path: /Setup/IP-Router/1-N-NAT/Table-1-N-NAT
Possible values:

Valid IP address

2.8.9.6 Fragments

This setting controls the firewall's behavior regarding fragmented IP packets.
SNMP ID: 2.8.9.6

Telnet path: /Setup/IP-Router/1-N-NAT
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Possible values:

Filter: Fragments are always dropped (filtered).

Route: The fragments are demasked. However, the fragments must be
received in their original order. In addition, this settings allows only the
individual fragments to be checked by the firewall, and not the entire IP
packet.

Reassemble: The fragments are stored temporarily until the IP packet can
be reassembled in full. The fragments may be received in any order. The
firewall also checks the reassembled IP packet.

Default: Reassemble

2.8.9.7 Fragment-Aging-Seconds

If an IP packet cannot be fully desmasked because fragments are missing,
this time in seconds determines when the incomplete fragments are dropped.

SNMP ID: 2.8.9.7
Telnet path: /Setup/IP-Router/1-N-NAT
Possible values:
1 to 255
Default: 5

2.8.9.8 IPSec-Aging-Seconds

Specify here how long an IPSec connection is inactive before the correspond-
ing entry in the masquerading table is deleted.

SNMP ID: 2.8.9.8
Telnet path: /Setup/IP-Router/1-N-NAT
Possible values:
0 to 65,535
Default: 2000
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2.8.9.9 IPSec-Table

The IPSec table displays the masked IPSec connections, including some of
the connection parameters.

SNMP ID: 2.8.9.9
Telnet path: /Setup/IP-Router/1-N-NAT

2.8.9.9.1 Remote-Address
Address of the remote VPN gateway

SNMP ID: 2.8.9.9.1
Telnet path: /Setup/IP-Router/1-N-NAT/IPSec-Table
Possible values:

Valid IP address

2.8.9.9.2 local-Address
Address of the local VPN gateway (generally a VPN client in the local network)

SNMP ID: 2.8.9.9.2
Telnet path: /Setup/IP-Router/1-N-NAT/IPSec-Table
Possible values:

Valid IP address

2.8.9.9.3 rc-hi
The most significant 32 bits of the IKE cookie of the remote VPN gateway

SNMP ID: 2.8.9.9.3
Telnet path: /Setup/IP-Router/1-N-NAT/IPSec-Table

2.8.9.9.4 rc-lo
The least significant 32 bits of the IKE cookie of the remote VPN gateway

SNMP ID: 2.8.9.9.4
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Telnet path: /Setup/IP-Router/1-N-NAT/IPSec-Table

2.8.9.9.5 Ic-hi
The most significant 32 bits of the IKE cookie of the local VPN gateway

SNMP ID: 2.8.9.9.5
Telnet path: /Setup/IP-Router/1-N-NAT/IPSec-Table

2.8.9.9.6 Ic-lo
The least significant 32 bits of the IKE cookie of the local VPN gateway

SNMP ID: 2.8.9.9.6
Telnet path: /Setup/IP-Router/1-N-NAT/IPSec-Table

2.8.9.9.7 remote-SPI
SPI used by the remote VPN gateway

SNMP ID: 2.8.9.9.7
Telnet path: /Setup/IP-Router/1-N-NAT/IPSec-Table

2.8.9.9.8 local-SPI
SPI used by the local VPN gateway

SNMP ID: 2.8.9.9.8
Telnet path: /Setup/IP-Router/1-N-NAT/IPSec-Table

2.8.9.9.9 Timeout

Timeout in seconds until the entry is deleted. The value is divided into IPsec
aging seconds. The default value is 2000 seconds

SNMP ID: 2.8.9.9.9
Telnet path: /Setup/IP-Router/1-N-NAT/IPSec-Table

2.8.9.9.10 Flags
Flags that describe the state of the connection:
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0x01 Connection is inverse masqueraded

0x02 Connection waiting for SPI

0x04 Other connections waiting for SPI

0x08 Aggressive mode connection

0x10 NAT-Traversal-Connection

0x20 Session recovery

SNMP ID: 2.8.9.9.10

Telnet path: /Setup/IP-Router/1-N-NAT/IPSec-Table

2.8.9.9.11 CO

Connect timeout. Runs straight after the entry is created. If no SA is negotiated
within 30 seconds (i.e. no ESP packet is sent or received) the entry is deleted
again

SNMP ID: 2.8.9.9.11
Telnet path: /Setup/IP-Router/1-N-NAT/IPSec-Table

2.8.9.9.12 NL

Local notification timeout. This timer is started when an IKE notification is
received from the local VPN gateway. The entry is deleted if no IKE or ESP
packet is received from the remote site within 30 seconds

SNMP ID: 2.8.9.9.12
Telnet path: /Setup/IP-Router/1-N-NAT/IPSec-Table

2.8.9.9.13 NR

Remote notification timeout. Corresponds to the local notification timeout,
except that in this case the notification was received from the remote VPN
gateway.

SNMP ID: 2.8.9.9.13
Telnet path: /Setup/IP-Router/1-N-NAT/IPSec-Table
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2.8.9.9.14 DP

DPD timeout: This timer is started when a DPD packet is received from one
site. If no DPD packet is received from the other site within 30 seconds the
entry is removed.

SNMP ID: 2.8.9.9.14
Telnet path: /Setup/IP-Router/1-N-NAT/IPSec-Table

2.8.9.10 ID-Spoofing

NAT replaces the packet IDs in the outbound packets (ID spoofing). This
enables fragmented packets to be transmitted and it stops information on the
internal network (packet IDs) from being leaked to the outside. If AH is being
used, this procedure should be avoided as the packet IDs are required by AH.
For AH to function properly, ID spoofing can be deactivated here.

SNMP ID: 2.8.9.10
Telnet path: /Setup/IP-Router/1-N-NAT
Possible values:

Yes
No

Default: Yes

2.8.10 Firewall

This menu contains the firewall configuration.
SNMP ID: 2.8.10

Telnet path: /Setup/IP-Router

2.8.10.1 Objects

Elements/objects that are to be used in the firewall rules table are defined in
the objects table. Objects can be:

Individual computers (MAC or IP address , hostname)
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Complete networks
Protocols
Services (ports or port areas, e.g. HTTP, Mail&News, FTP, ...)

SNMP ID: 2.8.10.1
Telnet path: /Setup/IP-Router/Firewall

2.8.10.1.1 Name
Specify here a unique name for this object.

SNMP ID: 2.8.10.1.1
Telnet path: /Setup/IP-Router/Firewall/Objects
Possible values:
Max. 32 characters
Default: Blank

2.8.10.1.2 Description
SNMP ID: 2.8.10.1.2

Telnet path: /Setup/IP-Router/Firewall/Objects

Objects can be combined and hierarchically structured in any way. For
example, objects for the TCP and UDP protocols can be defined first. Building
upon this, objects can subsequently be created, for example, for FTP (= TCP
+ ports 20 and 21), HTTP (= TCP + port 80) and DNS (= TCP, UDP + port
53). These can in turn be combined into one object that contains all the
definitions of the individual objects.

Possible values:

Stations and services can be defined in the objects table according to the
following rules.

Description Object-ID Examples and comments

Local network %

remote sites 9H Name must be in DSL/PPTP or VPN remote site list

Host name 9w

MAC address vE 00: AO0: 57: 01: 02: 03
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Description Object-ID Examples and comments

IP address oA %A10. 0. 0. 1, 10.0. 0. 2; %A0 (all addresses)
Netmask M %VR55. 255. 255. 0

Protocol 9w %6 (for TCP)

(TCP/UDP/ICMP,

etc.)

Service (port) s %520- 25 (for ports 20 to 25)

Table 9: Objects for firewall actions

Note: Definitions of the same type can be created as comma-separated lists,
such as host lists/address lists (%A10. 0. 0. 1, 10. 0. 0. 2) or with ranges
separated by hyphens, such as port lists (%520- 25). Specifying '0' or an empty
string denotes the Any object.

Note: For configuration from the console (Telnet or terminal application), the
combined parameters (port, destination, source) must be enclosed with quo-
tation marks (").

Default: Blank

2.8.10.2 Rules

The rules table links various pieces of information on a firewall rule. The rule
contains the protocol to be filtered, the source, the destination and the firewall
action to be executed. For every firewall rule there is also an on/off switch, a
priority, the option to link with other rules, and activation of the rule for VPN
connections.

HIiLCOS has a special syntax to define firewall rules. This syntax enables the
representation of complex interrelationships for the testing and handling of
data packets in the firewall with just a few characters. The rules are defined
in the rules table. Pre-defined objects can be stored in two further tables so
that frequently used objects do not have to be entered into the HILCOS syntax
every time:

The firewall actions are stored in the action table

The object table holds the stations and services
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The definition of firewall rules can contain entries in the object table for proto-
cols, services, stations and the action table for firewall actions, and also direct
definitions in the appropriate HILCOS syntax (e.g. %P6 for TCP).

SNMP ID: 2.8.10.2
Telnet path: /Setup/IP-Router/Firewall

Note: The objects from these tables can be used for rule definition, although
this is not compulsory. They merely simplify the use of frequently used objects.
For direct input of level parameters in the HILCOS syntax, the same rules
apply as specified in the following sections for protocols, source/destination
and firewall actions.

2.8.10.2.1 Name
Specify here a unique name for this firewall rule.

SNMP ID: 2.8.10.2.1
Telnet path: /Setup/IP-Router/Firewall/Rules
Possible values:
Max. 32 characters
Default: Blank

2.8.10.2.2 Protocol
Specification of the protocols for which this entry is to apply.

SNMP ID: 2.8.10.2.2
Telnet path: /Setup/IP-Router/Firewall/Rules
Possible values:

Direct entry in HILCOS syntax as described in the Objects table.
Link to an entry of the object table.

Default: Blank
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2.8.10.2.3 Source
Specification of the source stations for which this entry is to apply.

SNMP ID: 2.8.10.2.3
Telnet path: /Setup/IP-Router/Firewall/Rules
Possible values:

Direct entry in HILCOS syntax as described in the Objects table.
Link to an entry of the object table.

Default: Blank

2.8.10.2.4 Destination
Specification of the destination stations for which this entry is to apply.

SNMP ID: 2.8.10.2.4
Telnet path: /Setup/IP-Router/Firewall/Rules
Possible values:

Direct entry in HILCOS syntax as described in the Objects table.
Link to an entry of the object table.

Default: Blank

2.8.10.2.7 Action
Action to be run if the firewall rule applies to a packet.

SNMP ID: 2.8.10.2.7
Telnet path: /Setup/IP-Router/Firewall/Rules
Possible values:

Direct entry in HILCOS syntax as described in the Actions table.
Link to an entry of the action table.

Default: Blank
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2.8.10.2.8 Linked
Links the rule to other rules.

SNMP ID: 2.8.10.2.8
Telnet path: /Setup/IP-Router/Firewall/Rules
Possible values:

Yes
No

Default: No

2.8.10.2.9 Priority
Priority of the rule.

SNMP ID: 2.8.10.2.9
Telnet path: /Setup/IP-Router/Firewall/Rules
Possible values:
0 to 255
Default: Blank

2.8.10.2.10 Active
Switches the rule on/off.

SNMP ID: 2.8.10.2.10
Telnet path: /Setup/IP-Router/Firewall/Rules
Possible values:

Yes
No

Default: Yes

2.8.10.2.11 VPN-Rule
Activates the rule for creating VPN rules.
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SNMP ID: 2.8.10.2.11
Telnet path: /Setup/IP-Router/Firewall/Rules
Possible values:

Yes
No

Default: No

2.8.10.2.12 Stateful

When this option is enabled, a check is performed as to whether a connection
is being established correctly. Erroneous packets are dropped whilst the
connection is being established. If this option is disabled, all packets for which

this rule applies are accepted.

Furthermore, this option is enabled for the automatic protocol recognition for
FTP, IRC, PPTP necessary to be able to open a port in the firewall for each

data connection.

The test for portscans/SYN flooding is also enabled/disabled with this option.
This can exclude particular, heavily-frequented servers from the test, meaning
that limits for half-open connections (DOS) or port requests (IDS) do not have

to be set so high that they effectively become useless.

SNMP ID: 2.8.10.2.12
Telnet path: /Setup/IP-Router/Firewall/Rules
Possible values:

Yes
No

Default: Yes

2.8.10.2.13 Comment
Comment for this entry.

SNMP ID: 2.8.10.2.13
Telnet path: /Setup/IP-Router/Firewall/Rules

Possible values:
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Max. 64 characters
Default: Blank

2.8.10.2.14 Rtg-Tag
Routing tag for the rule.
SNMP ID: 2.8.10.2.14
Telnet path: /Setup/IP-Router/Firewall/Rules
Possible values:
0 to 65535
Default: 0

2.8.10.2.15 Source tag

The source tag (the expected interface- or routing tag) is used to identify the
ARF context from which a packet was received. This can be used to restrict
firewall rules to certain ARF contexts.

Telnet path:
Setup > IP-Router > Firewall > Rules

Possible values:
0 to 65535

Comment

65535: The firewall rule is applied if the expected interface- or routing
tagis 0.

1...65534: The firewall rule is applied if the expected interface- or
routing tag is 1...65534.

0: Wildcard. The firewall rule is applied to all ARF contexts (the
expected interface- or routing tag is 0...65535).

Default:
0
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2.8.10.3 Filter-List

The filter list is generated from the rules in the firewall. The filters it contains
are static and can only be changed when firewall rules are added, edited or
deleted..

SNMP ID: 2.8.10.3
Telnet path: /Setup/IP-Router/Firewall

2.8.10.3.1 Index
Index for this entry in the list.

SNMP ID: 2.8.10.3.1
Telnet path: /Setup/IP-Router/Firewall/Filter-List

2.8.10.3.2 Protocol
TCP protocol for data packets processed by this entry.

SNMP ID: 2.8.10.3.2
Telnet path: /Setup/IP-Router/Firewall/Filter-List

2.8.10.3.3 Src-Address
Source IP address for data packets processed by this entry.

SNMP ID: 2.8.10.3.3
Telnet path: /Setup/IP-Router/Firewall/Filter-List
Possible values:

Valid IP address

2.8.10.3.4 Source netmask
Source IP netmask for data packets processed by this entry.

SNMP ID: 2.8.10.3.4
Telnet path: /Setup/IP-Router/Firewall/Filter-List
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Possible values:
Valid IP address

2.8.10.3.5 S-St.

Start address of range of source IP addresses whose data packets are pro-
cessed by this entry.

SNMP ID: 2.8.10.3.5
Telnet path: /Setup/IP-Router/Firewall/Filter-List

2.8.10.3.6 S-End

End address of the range of source IP addresses whose data packets are
processed by this entry.

SNMP ID: 2.8.10.3.6
Telnet path: /Setup/IP-Router/Firewall/Filter-List

2.8.10.3.7 Dst-Address
Destination IP address for data packets processed by this entry.

SNMP ID: 2.8.10.3.7
Telnet path: /Setup/IP-Router/Firewall/Filter-List
Possible values:

Valid IP address

2.8.10.3.8 Dst-netmask
Destination IP netmask for data packets processed by this entry.

SNMP ID: 2.8.10.3.8
Telnet path: /Setup/IP-Router/Firewall/Filter-List
Possible values:

Valid IP address
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2.8.10.3.9 D-St.

Start address of range of destination IP addresses whose data packets are
processed by this entry.

SNMP ID: 2.8.10.3.9
Telnet path: /Setup/IP-Router/Firewall/Filter-List

2.8.10.3.10 D-End

Finish address of range of destination IP addresses whose data packets are
processed by this entry.

SNMP ID: 2.8.10.3.10
Telnet path: /Setup/IP-Router/Firewall/Filter-List

2.8.10.3.11 Action
Action performed for the data packets processed by this entry.

SNMP ID: 2.8.10.3.11
Telnet path: /Setup/IP-Router/Firewall/Filter-List

2.8.10.3.13 Source MAC
Source MAC address for data packets processed by this entry.

SNMP ID: 2.8.10.3.13
Telnet path: /Setup/IP-Router/Firewall/Filter-List

2.8.10.3.14 Dst-MAC
Destination MAC address for data packets processed by this entry.

SNMP ID: 2.8.10.3.14
Telnet path: /Setup/IP-Router/Firewall/Filter-List

2.8.10.3.15 Linked
Indicates whether further firewall rules are applied after this action.
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SNMP ID: 2.8.10.3.15
Telnet path: /Setup/IP-Router/Firewall/Filter-List

2.8.10.3.16 Priority
Priority for this entry.

SNMP ID: 2.8.10.3.16
Telnet path: /Setup/IP-Router/Firewall/Filter-List

2.8.10.3.17 Rtg-tag
This routing tag is added to data packets processed by this entry.

SNMP ID: 2.8.10.3.17
Telnet path: /Setup/IP-Router/Firewall/Filter-List

2.8.10.3.18 Source tag
The source tag (the expected interface- or routing tag) is used to identify the
ARF context from which a packet was received.
Telnet path:
Setup > IP-Router > Firewall > Filter-List

2.8.10.4 Actions

A firewall action comprises of a condition, a limit, a packet action and other
measures.

As with the elements of the object table, firewall actions can be given a name
and be combined with each other in any way recursively. The maximum
recursion depth is limited to 16. They can also be entered into the actions field
of the rules table directly.

SNMP ID: 2.8.10.4
Telnet path: /Setup/IP-Router/Firewall
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2.8.10.4.1 Name
Specify a unique name for this action.

SNMP ID: 2.8.10.4.1
Telnet path: /Setup/IP-Router/Firewall/Actions
Possible values:
Max. 32 characters
Default: Blank

2.8.10.4.2 Description
SNMP ID: 2.8.10.4.2

Telnet path: /Setup/IP-Router/Firewall/Actions

In the actions table, firewall actions are combined as any combination of
conditions, limits, packet actions and other measures.

Possible values:

A firewall action comprises of a condition, a limit, a packet action and other
measures. In the actions table, firewall actions are made up of combinations
of any of the following elements.

Conditions
Condition Description Object-ID
Connect filter The filter is active if there is no physical connection to the destination @
of the packet
DiffServ filter The filter is active if the packet contains the specified Differentiated @l
Services Code Point (DSCP)
Internet-Filter The filter is active if the packet was received, or is to be sent, viathe @
default route
276 RM CLI HILCOS

Release 10.12 12/2018



2 Setup 2.8 IP-Router

Condition Description Object-ID

VPN-Filter The filter is active if the packet was received, or is to be sent, via a @
VPN connection

Table 10: Conditions for firewall actions

Note: If no further action is specified for the “Connect" or “Internet” filter, a
combination of these filters is implicitly adopted with the “Reject” action.

Limits
Each firewall action can be associated with a limit, which triggers the action

if it is exceeded. Action chains can be formed by combining multiple limits for
a filter Limit objects are generally initiated with %L, followed by:

Relation: connection-related (c) or global (g)

Type: Data rate (d), number of packets (p), or packet rate (b)
Limit value
Other parameters (e.g., time and size)

The following limits are available:

Limit Description Object-ID
Data (abs) Absolute number of kilobytes over the connection, after which the % cd
action is performed
Data (rel) Number of kilobytes per second, minute, hour over the connection, % cds,
after which the action is performed % cdm
% cdh
Packet (abs) Absolute number of packets over the connection, after which the action % cp
is performed
Packet (rel) Number of packets per second, minute, hour, or absolute over the % cps,
connection, after which the action is performed % cpm
% cph
Global data (abs) Absolute number of kilobytes sent to or received from the destination % gd
computer, after which the action is performed
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Limit Description Object-ID

Global data (rel) Number of kilobytes per second, minute, or hour sent to or received % gds,
from the destination computer, after which the action is performed % gdm
% gdh

Global packet (abs)  Absolute number of packets sent to or received from the destination % gp
computer, after which the action is performed

Global packet (rel) Number of packets per second, minute, or hour sent to or received % gps,

from the destination computer, after which the action is performed % gpm

% gph
Receive option Limit applies to the receive direction only (in combination with the % gdsr,
above limitations). Examples are given in the object ID column % cdsr
Transmit option Limit applies to the transmit direction only (in combination with the % gdst,
above limitations). Examples are given in the object ID column % cdst

Table 11: Limits for firewall actions

Note: If an action is specified without a limit, a packet limit is used that is
immediately exceeded on the first packet.

Quality-of-Service-Objects

Another limit object is the Quality-of-service object (or QoS object) that allows
you to define a minimum throughput or a minimum bandwidth, either per
connection or globally. It is possible to specify any of the limits that apply to
the normal limit objects, such as connection-related or global minimums,
absolute or time-dependent (relative) minimums, and packet- or data-related
minimums. The same conventions apply as for the limit objects.

QoS objects are invoked by the token %g, and they are only different from
limit objects in that they initially have an implicit "accept" action, i.e. after the
threshold has been exceeded the packets that follow are still accepted.

All packets that pass through a filter with a QoS object are transmitted
preferentially by the device (corresponding to a 'low delay' flag set in the
TOS field of the IP header) as long as the quantity of transmitted packets
or data is less than the specified threshold.
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If the threshold is exceeded, the actions behind the QoS object are
executed. This combination of QoS and limit objects can be used to set a
minimum and maximum bandwidth for a service.

For example, the description below results in a minimum bandwidth of 32
kbps per connection and a maximum bandwidth of 256 kbps for all connections:

% %cds32% % gds256%d
In this case we can avoid explicitly specifying the accept action, either as the

main action or as the triggered action, and the description be abbreviated as
follows:

%gcds32 % gds256%l

If the minimum and maximum bandwidths of a channel should be the same,
then the drop action can be specified directly in the QoS object (abbreviated
notation):

%gcds32%l

In this case, a minimum bandwidth of 32 kbps is reserved and, at the same
time, all packets that are to be transmitted above this bandwidth are dropped.
This formulation is thus synonymous with %a %gcds32% % gds32%a.

The following objects are available:

QoS object Description Object-ID

Reserve minimumand Reserves the specified bandwidth according to the other parameters, %g
maximum bandwidth either globally or per connection

Force minimum or Forces the specified bandwidth. If the requested bandwidth is % f
maximum bandwidth unavailable, the device refuses the connection.

Table 12: QoS objects for firewall actions

Packet actions

Packet action Description Object-ID
Accept The packet is accepted. %a
Reject The packet is rejected with a corresponding error message. %
Drop The packet is dropped silently. %l
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Packet action

Description

Object-ID

External check

The packet is passed another module for an external check. The % %

follows the identifier of the module performing the check. Possible

values:

% c for the content filter, followed by a previously defined content-

filter profile, e.g. % c CF- BASI C- PROFI LE.

Table 13: Packet actions for firewall actions

Note: These packet actions can be combined with one another in any way.
For nonsensical or ambiguous actions (such as Accept + Drop), the more
secure one is taken - “Drop" in this example.

Other measures

Apart from packet actions, the firewall can perform other actions once the
limits have been reached. For example, the firewall can send notifications
over various channels, or block ports or hosts for a certain period.

The following measures are available:

Countermeasures  Description Object-ID
Syslog Provides a detailed message via Syslog. %
E-mail Sends an e-mail to the administrator. %m
SNMP Sends an SNMP trap %
Close port Closes the destination port of the packet for a configurable time %
Deny host Blocks the sender address of the packet for a configurable time %
Disconnect Disconnects the physical connection to the remote site over which the %

packet was received or is to be sent.
Zero-limit Resets the limit counter (see below) to 0 when the trigger threshold %

is exceeded
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Countermeasures Description Object-ID

Fragmentation Forces the fragmentation of all packets not matching the rule. %

Table 14: Other measures for firewall actions

Note: When the “Close port” action is run, an entry is made in a block list
with which all packets sent to the respective computer and port are dropped.
For the “Close port” object, a block time in seconds, minutes or hours can be
specified. This is noted directly behind the object ID. This time is made up of
the identifier for the time unit (h, m, s for hour, minute, second) as well as the
actual time specification. For example, %m0 blocks the port for 10 minutes.
"Minutes" is used as the unit if no time unit is specified. (%10 is therefore
equivalent to %pmL0)

Note: If the “Deny host” action is run, the sender of the packet is entered into
a block list. From this moment on, all packets received from the blocked
computer are dropped. The "Deny host” object can also be given a block time,
formed as described for the “Close port” option.

Note: The "fragmentation" action can be applied directionally (e.g. %t 512
fragments transmitted packets and % r 512 fragments received packets to
512 bytes) or, instead of hard fragmentation, it can reduce the PTMU only
(% p512 reduces the PMTU to 512 bytes). The PMTU reduction can also be
defined depending on direction (% pt 512, % pr 512). The "Fragmentation"
action applies at all times, irrespective of whether a limit has been exceeded
or not.

Default: Blank

2.8.10.5 Connection list

Established connections are entered into the connection list if the checked
packet is accepted by the filter list. The connection list records the source and
destination, the protocol, and the port that a connection is currently allowed
to use. The list also indicates how long the entry remains in the list and which
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firewall rule generated the entry. This list is highly dynamic and always "on
the move".

SNMP ID: 2.8.10.5
Telnet path: /Setup/IP-Router/Firewall

2.8.10.5.1 Src-Address
IP address of the station that established a connection.

SNMP ID: 2.8.10.5.1
Telnet path: /Setup/IP-Router/Firewall/Connection-List
Possible values:

Valid IP address

2.8.10.5.2 Dst-Address
Destination IP address to which a connection was established.

SNMP ID: 2.8.10.5.2
Telnet path: /Setup/IP-Router/Firewall/Connection-List
Possible values:

Valid IP address

2.8.10.5.3 Protocol
Protocol allowed on this connection.

SNMP ID: 2.8.10.5.3
Telnet path: /Setup/IP-Router/Firewall/Connection-List

2.8.10.5.4 Source port
Source port of the station that established a connection.

SNMP ID: 2.8.10.5.4
Telnet path: /Setup/IP-Router/Firewall/Connection-List
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2.8.10.5.5 Dst-Port
Destination port to which a connection was established.

SNMP ID: 2.8.10.5.5
Telnet path: /Setup/IP-Router/Firewall/Connection-List

2.8.10.5.6 Timeout
Lease for this entry in the table.

SNMP ID: 2.8.10.5.6
Telnet path: /Setup/IP-Router/Firewall/Connection-List

2.8.10.5.7 Flags

The flags are used to store information on the connection state and other
(internal) information to a bit field.

The states can have the following values: New, establish, open, closing,
closed, rejected (corresponding to the TCP flags: SYN, SYN ACK, ACK, FIN,
FIN ACK and RST).

UDP connections know the states, open and closing (the latter only if the UDP
connection is linked by a stateful control channel. This is the case with H.323,
for example).

Telnet path:/Setup/IP-Router/Firewall/Connection-List
Possible values:

00000001 TCP: SYN sent

00000002 TCP: SYN/ACK received

00000004 TCP: Wait for ACK from server

00000008 all: Connection open

00000010 TCP: FIN received

00000020 TCP: FIN sent

00000040 TCP: RST sent or received

00000080 TCP: Session being restored

00000100 FTP: Passive FTP connection being established
00000400 H.323: Associated T.120 connection
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00000800: Connection via loopback interface
00001000: Check linked rules

00002000: Rule is linked

00010000: Destination is on "local route"
00020000: Destination is on default route
00040000: Destination is on VPN route
00080000: No physical connection established
00100000: Source is on default route
00200000: Source is on VPN route

00800000: No route to destination

01000000: Contains global action with condition

2.8.10.5.8 Filter rule
Shows the filter rule that generated the entry.

SNMP ID: 2.8.10.5.8
Telnet path: /Setup/IP-Router/Firewall/Connection-List

2.8.10.5.9 Source route
Source route used to establish this connection.

SNMP ID: 2.8.10.5.9
Telnet path: /Setup/IP-Router/Firewall/Connection-List

2.8.10.5.10 Dest-Route
Destination route to which a connection was established.

SNMP ID: 2.8.10.5.10
Telnet path: /Setup/IP-Router/Firewall/Connection-List

2.8.10.5.11 Rtg-tag
Connection routing tag.

SNMP ID: 2.8.10.5.11
Telnet path: /Setup/IP-Router/Firewall/Connection-List
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2.8.10.6 Host block list

The port blocking list contains those stations that are blocked for a certain
time due to a firewall event. This list is dynamic and new entries can be added
continuously by corresponding firewall events; entries disappear automatically
after the blocking time expires.

SNMP ID: 2.8.10.6
Telnet path: /Setup/IP-Router/Firewall

2.8.10.6.1 Src-Address
Source IP address that is blocked by this entry.

SNMP ID: 2.8.10.6.1
Telnet path: /Setup/IP-Router/Firewall/Host-Block-List
Possible values:

Valid IP address

2.8.10.6.2 Timeout
Lease for this entry in the table.

SNMP ID: 2.8.10.6.2
Telnet path: /Setup/IP-Router/Firewall/Host-Block-List

2.8.10.6.3 Filter rule
Shows the filter rule that generated the entry.

SNMP ID: 2.8.10.6.3
Telnet path: /Setup/IP-Router/Firewall/Host-Block-List

2.8.10.7 Port block list

The port blocking list contains those protocols and services that are blocked
for a certain time due to a firewall event. This list is dynamic and new entries
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can be added continuously by corresponding firewall events; entries disappear

automatically after the blocking time expires.
SNMP ID: 2.8.10.7
Telnet path: /Setup/IP-Router/Firewall

2.8.10.7.1 Dst-Address
Destination IP address that is blocked by this entry.

SNMP ID: 2.8.10.7.1
Telnet path: /Setup/IP-Router/Firewall/Port-Block-List
Possible values:

Valid IP address

2.8.10.7.2 Protocol
Protocol that is blocked by this entry.

SNMP ID: 2.8.10.7.2
Telnet path: /Setup/IP-Router/Firewall/Port-Block-List

2.8.10.7.3 Dst-Port
Destination port blocked by this entry.

SNMP ID: 2.8.10.7.3
Telnet path: /Setup/IP-Router/Firewall/Port-Block-List

2.8.10.7.4 Timeout
Lease for this entry in the table.

SNMP ID: 2.8.10.7.4
Telnet path: /Setup/IP-Router/Firewall/Port-Block-List

2.8.10.7.5 Filter rule
Shows the filter rule that generated the entry.

286

RM CLI HILCOS
Release 10.12 12/2018



2 Setup 2.8 IP-Router

SNMP ID: 2.8.10.7.5
Telnet path: /Setup/IP-Router/Firewall/Port-Block-List

2.8.10.8 Max.-Half-Open-Conns.

Denial-of-Service attacks take advantage of inherent weaknesses in the
TCP/IP protocol in combination with poor implementations. Attacks which
target these inherent weaknesses include SYN Flood and Smurf. Attacks
which target erroneous implementations include those operating with erro-
neously fragmented packets (e.g. Teardrop) or with fake sender addresses
(e.g. Land). Your device detects most of these attacks and reacts with
appropriate countermeasures.

SNMP ID: 2.8.10.8
Telnet path: /Setup/IP-Router/Firewall
Possible values:
100 to 9999
Default: 100

2.8.10.9 DoS-Action

This is where you can specify what action should be taken with packets that
activate or exceed the trigger. You can transfer the packets, drop them
uncommented or reject them using ICMP reject (i.e. the sender is informed).

SNMP ID: 2.8.10.9
Telnet path: /Setup/IP-Router/Firewall
Possible values:

Transmit
Drop
Reject

Default: Drop
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2.8.10.10 Admin-Email

If you wish to be notified of predefined events (DoS, IDS or when limits are
exceeded) you must specify a valid e-mail address here.

SNMP ID: 2.8.10.10
Telnet path: /Setup/IP-Router/Firewall
Possible values:

Max. 255 characters

Note: For e-mail messaging, you have to enter the necessary settings into
the main group "Log & Trace" in the subsection "SMTP".

2.8.10.11 Operating

You can switch the entire firewall on or off here. The firewall inspects and
counts every single incoming and outgoing packet. Depending on the protocol
in question, it temporarily opens the channels that are required by a local
station for processing a request. Furthermore individual networks, peers,
services or protocols can be preferred, limited or blocked.

SNMP ID: 2.8.10.11
Telnet path: /Setup/IP-Router/Firewall
Possible values:

Up
Down

Default: Operating

Note: Defined VPN rules continue to be observed even with the firewall
switched off.
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2.8.10.12 Port-Scan-Threshold

Intrusion-Detection-System (IDS). Your device detects most unauthorized
intrusion attempts and can respond with countermeasures that can be con-
figured here.

SNMP ID: 2.8.10.12
Telnet path: /Setup/IP-Router/Firewall
Possible values:
50 to 9999
Default: 50

2.8.10.13 IDS-Action

This is where you can specify what action should be taken with packets that
activate or exceed the trigger. You can transfer the packets, drop them
uncommented or reject them using ICMP reject (i.e. the sender is informed).

SNMP ID: 2.8.10.13
Telnet path: /Setup/IP-Router/Firewall
Possible values:

Transmit
Drop
Reject

Default: Drop

2.8.10.14 Ping-Block

A controversial method of increasing security is to conceal the router by not
responding to ping and traceroute requests (ping blocking). This is controversial
because the failure to answer can also betray the existence of a device. If
there truly is no device present, the previous router will respond to the relevant
packets with 'undeliverable' as it is unable to deliver them. However, if the
previous router no longer responds with a corresponding rejection, the packet
is 'deliverable’ and, regardless of the recipient's subsequent behavior, is most
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certainly present. It is not possible to simulate the behavior of the previous
router without keeping your device offline or switching it off (and thus making
it unreachable for the services you yourself request).

SNMP ID: 2.8.10.14
Telnet path: /Setup/IP-Router/Firewall
Possible values:

Off

Always

WAN

Default route

Default: Off

2.8.10.15 Stealth-Mode

A controversial method of increasing security is to conceal the router by not
conforming to standards and rejecting TCP and UDP requests, but by ignoring
them (stealth mode) . This is controversial because the failure to answer can
also betray the existence of a device. If there truly is no device present, the
previous router will respond to the relevant packets with ‘'undeliverable' as it
is unable to deliver them. However, if the previous router no longer responds
with a corresponding rejection, the packet is 'deliverable' and, regardless of
the recipient's subsequent behavior, is most certainly present. It is not possible
to simulate the behavior of the previous router without keeping your device
offline or switching it off (and thus making it unreachable for the services you
yourself request).

SNMP ID: 2.8.10.15
Telnet path: /Setup/IP-Router/Firewall
Possible values:

Off

Always

WAN

Default route

Default: Off
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2.8.10.16 Auth-Port

Hiding TCP or UDP ports will cause problems on masked connections where
so-called 'authenticate' or 'ident’ queries, as used by some mail and news
servers to request additional information from users, are no longer rejected
correctly. These servers then time out, resulting in considerable delays in the
delivery of mail or news. In order to overcome this problem when stealth mode
is switched on, stealth mode is deactivated temporarily for the port in question.
The firewall recognizes that the internal station's wish to establish contact with
a mail (SMTP, POP3, IMAP2) or news server (NNTP) and opens the port for
20 seconds. You can use this option to suppress the temporary deactivation
of stealth mode for the authentication port.

SNMP ID: 2.8.10.16
Telnet path: /Setup/IP-Router/Firewall
Possible values:

Up
Down

Default: Down

2.8.10.17 Deny-Session-Recover

The firewall opens appropriate channels for each session initiated and its
associated connections (e.g. FTP with control and data connections) for a
certain period. If there is no communication over the connection for a defined
period of time (setting in the IP router masquerading), then the session is
considered to be ended and the channels associated with the connections
are closed. Selecting 'session recover' determines the behavior of the firewall
when receiving packets which appear to belong to an earlier session. The
packets are dropped or it is assumed that a session existed but that no com-
munication took place for too long. In this case, an equivalent session can be
reestablished. The latter behavior can in general be allowed or forbidden.
Denial of a session can be restricted to the default route or to WAN sessions.

SNMP ID: 2.8.10.17
Telnet path: /Setup/IP-Router/Firewall
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Possible values:

Off - always permitted

Always - always forbidden

WAN - forbidden over WAN
Default-route - forbidden on default route

Default: Default-route - forbidden on default route

2.8.10.19 Open-Port-List

The port blocking list contains protocols and services that a firewall event has
permitted for a certain time. This list is dynamic and new entries can be added
continuously by corresponding firewall events; entries disappear automatically
after the blocking time expires.

SNMP ID: 2.8.10.19
Telnet path: /Setup/IP-Router/Firewall

2.8.10.19.1 Src-Address

Source IP address that can be used by the open ports and protocols in this
entry.

SNMP ID: 2.8.10.19.1
Telnet path: /Setup/IP-Router/Firewall/Open-Port-List
Possible values:

Valid IP address

2.8.10.19.2 Dst-Address

Destination IP address to which a connection may be established using the
open ports and protocols in this entry.

SNMP ID: 2.8.10.19.2
Telnet path: /Setup/IP-Router/Firewall/Open-Port-List
Possible values:

Valid IP address
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2.8.10.19.3 Protocol
Protocol opened by this entry.

SNMP ID: 2.8.10.19.3
Telnet path: /Setup/IP-Router/Firewall/Open-Port-List

2.8.10.19.5 Dst-Port
Destination port opened by this entry.

SNMP ID: 2.8.10.19.5
Telnet path: /Setup/IP-Router/Firewall/Open-Port-List

2.8.10.19.6 Timeout
Lease for this entry in the table.

SNMP ID: 2.8.10.19.6
Telnet path: /Setup/IP-Router/Firewall/Open-Port-List

2.8.10.19.8 Filter rule
Shows the filter rule that generated the entry.

SNMP ID: 2.8.10.19.8
Telnet path: /Setup/IP-Router/Firewall/Open-Port-List

2.8.10.19.9 Source route
Source route used to establish this connection.

SNMP ID: 2.8.10.19.9
Telnet path: /Setup/IP-Router/Firewall/Open-Port-List

2.8.10.20 Applications

This menu contains the configuration of individual firewall applications.

SNMP ID: 2.8.10.20
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Telnet path: /Setup/IP-Router/Firewall

2.8.10.20.1 FTP
This menu contains the configuration of FTP for your firewall.

SNMP ID: 2.8.10.20.1
Telnet path: /Setup/IP-Router/Firewall/Applications

2.8.10.20.1.1 FTP-Block

When an FTP session is identified on any port, the countermeasures con-
figured here are taken. 'FTP block' specifies whether and on what routes any
type of FTP should be given special treatment.

SNMP ID: 2.8.10.20.1.1
Telnet path: /Setup/IP-Router/Firewall/Applications/FTP
Possible values:

Off

Always

WAN

Default route

Default: No

2.8.10.20.1.2 Active-FTP-Block

When an FTP session is identified on any port, the countermeasures con-
figured here are taken. 'Block active FTP' specifies whether and on what
routes active FTP should be given special treatment.

SNMP ID: 2.8.10.20.1.2
Telnet path: /Setup/IP-Router/Firewall/Applications/FTP
Possible values:

No

Always

WAN

Default route
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Default: No

2.8.10.20.1.3 Min-Port

When an FTP session is identified on any port, the countermeasures con-
figured here are taken. 'Minimum port number' specifies the smallest permitted
port for active FTP.

SNMP ID: 2.8.10.20.1.3
Telnet path: /Setup/IP-Router/Firewall/Applications/FTP
Possible values:
1024 to 9999
Default: 1024

2.8.10.20.1.4 Check-Host-IP

When an FTP session is identified on any port, the countermeasures con-
figured here are taken. 'Check host IP' specifies whether and on what routes
the address transmitted in the FTP command should be checked against the
source address of the FTP client. If it does not match, the countermeasures
configured below will be taken. This check will of course be skipped if a site-
to-site transfer is to take place and is permitted es.

SNMP ID: 2.8.10.20.1.4
Telnet path: /Setup/IP-Router/Firewall/Applications/FTP
Possible values:

No

Always

WAN

Default route

Default: Default route

2.8.10.20.1.5 FXP-Block

When an FTP session is identified on any port, the countermeasures con-
figured here are taken. 'FXP block' specifies whether site-to-site transfers
(FXP) should be given special treatment.
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SNMP ID: 2.8.10.20.1.5
Telnet path: /Setup/IP-Router/Firewall/Applications/FTP
Possible values:

No

Always

WAN

Default route

Default: Default route

2.8.10.20.2 IRC
This menu contains the configuration of IRC for your firewall.

SNMP ID: 2.8.10.20.2
Telnet path: /Setup/IP-Router/Firewall/Applications

2.8.10.20.2.1 IRC-Block

When an IRC session is identified on any port, the countermeasures configured
here are taken. 'Block IRC' specifies whether and on what routes any type of
IRC should be given special treatment.

SNMP ID: 2.8.10.20.2.1
Telnet path: /Setup/IP-Router/Firewall/Applications/IRC
Possible values:

No

Always

WAN

Default route

Default: No

2.8.10.20.2.2 DDC-Block

When an IRC session is identified on any port, the countermeasures configured
here are taken. 'Block DDC' specifies whether and on what routes Direct-Data-
Connect (private chats and file transfers) should be given special treatment.
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SNMP ID: 2.8.10.20.2.2
Telnet path: /Setup/IP-Router/Firewall/Applications/IRC
Possible values:

No

Always

WAN

Default route

Default: No

2.8.10.20.2.3 Min-Port

When an IRC session is identified on any port, the countermeasures configured
here are taken. 'Minimum port number' specifies the smallest permitted port
for DDC.

SNMP ID: 2.8.10.20.2.3
Telnet path: /Setup/IP-Router/Firewall/Applications/IRC
Possible values:
1024 to 9999
Default: 1024

2.8.10.20.2.4 Check-Host-IP

When an IRC session is identified on any port, the countermeasures configured
here are taken. 'Check-Host-IP' indicates whether and on what routes the
address transmitted in the DDC command should be checked against the
source address of the IRC client.

SNMP ID: 2.8.10.20.2.4
Telnet path: /Setup/IP-Router/Firewall/Applications/IRC
Possible values:

No

Always

WAN

Default route
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Default: Default route

2.8.10.20.10 Appl.-Action

When an IRC session is identified on any port, the countermeasures configured
here are taken.

SNMP ID: 2.8.10.20.10
Telnet path: /Setup/IP-Router/Firewall/Applications
Possible values:

Transmit
Drop
Reject

Default: Reject

2.8.11 Start-WAN-Pool

Enter a range of IP addresses that should be assigned to users dialing into
the device..

Each user is automatically assigned a free address from this range. As soon
as a user disconnects from the device, the assigned address is freed up and
is available for other users.

SNMP ID: 2.8.11
Telnet path: /Setup/IP-Router
Possible values:
Valid IP address
Default: 0.0.0.0

2.8.12 End-WAN-Pool

Enter a range of IP addresses that should be assigned to users dialing into
the device..

Each user is automatically assigned a free address from this range. As soon
as a user disconnects from the device, the assigned address is freed up and
is available for other users.
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SNMP ID: 2.8.12
Telnet path: /Setup/IP-Router
Possible values:
Valid IP address
Default: 0.0.0.0

2.8.13 Default-Time-List

Time-dependent control allows you to specify different destinations for the
default route depending on the day of the week and time.

SNMP ID: 2.8.13
Telnet path: /Setup/IP-Router

2.8.13.1 Index

Index for this entry in the list.

SNMP ID: 2.8.13.1

Telnet path: /Setup/IP-Router/Default-Time-List

2.8.13.2 Days
Specify the days when this entry should be used.

SNMP ID: 2.8.13.2
Telnet path: /Setup/IP-Router/Default-Time-List
Possible values:

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday
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Holiday

Default: No days are marked

2.8.13.3 Start

Used to specify the time period during which this entry should be used.
SNMP ID: 2.8.13.3
Telnet path: /Setup/IP-Router/Default-Time-List
Possible values:
12:00 AM to 11:59 PM (CET)
Default: 0

2.8.13.4 Stop

Used to specify the time period during which this entry should be used.
SNMP ID: 2.8.13.4
Telnet path: /Setup/IP-Router/Default-Time-List
Possible values:
12:00 AM to 11:59 PM (CET)
Default: 0.999305556

2.8.13.5 Peer

The remote site specified here will become the default route after this entry
becomes valid when the defined time period is reached. Here you select the
name of a remote site from the list of remote sites.

SNMP ID: 2.8.13.5
Telnet path: /Setup/IP-Router/Default-Time-List
Possible values:

Select from the list of defined peers.

300 RM CLI HILCOS
Release 10.12 12/2018



2 Setup 2.8 IP-Router

2.8.14 Usage-Default-Timetable

Activates the time-dependent control of the default route. The default route is
normally used to establish the connection to an Internet provider. The time
control allows you to select various Internet providers depending on the time,
for example to benefit from the most favorable provider at a certain time of
day.

SNMP ID: 2.8.14
Telnet path: /Setup/IP-Router
Possible values:

Up
Down

Default: Down

Note: To make use of this mechanism, a default route must have been spe-
cified in the routing table. The router specified in the default route is only used
during those times that are not covered by the timed control table.

2-8-1 9 N-N'NAT

The rules in the N:N-NAT table regulate the IP addresses to which source
addresses or entire IP networks are translated. These rules must be specified
explicitly for each remote site because translation takes place after routing.
The remote site reaches the stations or networks at their translated IP address
as specified.

SNMP ID: 2.8.19
Telnet path: /Setup/IP-Router

2.8.19.1 ldx.

Unique index for the entry
SNMP ID: 2.8.19.1
Telnet path: /Setup/IP-Router/N-N-NAT
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Possible values:
Max. 4 characters
Default: Blank

2.8.19.2 Src-Address

IP address of the computer or network that is to receive an alternative IP
address.

SNMP ID: 2.8.19.2
Telnet path: /Setup/IP-Router/N-N-NAT
Possible values:
Valid IP address
Default: 0.0.0.0

2.8.19.3 Src-Mask

Netmask of the source range.
SNMP ID: 2.8.19.3
Telnet path: /Setup/IP-Router/N-N-NAT
Possible values:
Valid IP address
Default: 0.0.0.0

2.8.19.4 Dst-Station
Name of the remote device that can be used to access the remote network.

SNMP ID: 2.8.19.4
Telnet path: /Setup/IP-Router/N-N-NAT
Possible values:

Select from the list of defined peers.
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Default: Blank

2.8.19.5 Mapped-Network
IP addresses or address range to be used for translation.
SNMP ID: 2.8.19.5
Telnet path: /Setup/IP-Router/N-N-NAT
Possible values:
Valid IP address
Default: 0.0.0.0

Note: For the new network address, the same netmask is taken as used by
the source address. The following applies with the assignment of source and
mapping addresses:

When translating individual addresses, source and mapping can be
assigned in any way.

When entire address ranges are translated, the computer-related part of
the IP address is used directly and only the network-related part of the
mapping address is appended. When assigning 10.0.0.0/255.255.255.0
to 192.168.1.0, the server in the LAN with the IP address 10.1.1.99 is
necessarily assigned with the mapping address 192.168.1.99.

Note: The address range for translation must be at least as large as the
source address range.

Note: Please note that the N:N mapping function is only effective when the
firewall is activated.

2.8.20 Load-Balancer
This menu contains the configuration of load balancing for your IP router.
SNMP ID: 2.8.20
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Telnet path: /Setup/IP-Router

2.8.20.1 Operating

This is where you can set parameters for load balancing. Load balancing can
be used if your provider does not offer true channel bundling. At least one
virtual connection must be specified in the load balancing table for this. The
maximum number of remote sites that can be bundled depends on how many
DSL ports are available for the type of device used.

SNMP ID: 2.8.20.1
Telnet path: /Setup/IP-Router/Load-Balancer
Possible values:

Up
Down

Default: Down

2.8.20.2 Bundle-Peers

If your Internet provider offers true channel bundling, it is possible for multiple
connections to be combined with the help of load balancing.

SNMP ID: 2.8.20.2
Telnet path: /Setup/IP-Router/Load-Balancer

2.8.20.2.1 Peer

Unique name for a virtual load-balancing remote site. This remote site can
then be used in the routing table.

SNMP ID: 2.8.20.2.1
Telnet path: /Setup/IP-Router/Load-Balancer/Bundle-Peers
Possible values:
Select from the list of defined peers.
Default: Blank
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2.8.20.2.2 Bundle-Peer-1

Name of a previously configured remote site to which the others are to be
bundled.

SNMP ID: 2.8.20.2.2
Telnet path: /Setup/IP-Router/Load-Balancer/Bundle-Peers
Possible values:
Max. 16 characters
Default: Blank

2.8.20.2.3 Bundle-Peer-2

Name of a previously configured remote site to which the others are to be
bundled.

SNMP ID: 2.8.20.2.3
Telnet path: /Setup/IP-Router/Load-Balancer/Bundle-Peers
Possible values:
Max. 16 characters
Default: Blank

2.8.20.2.4 Bundle-Peer-3

Name of a previously configured remote site to which the others are to be
bundled.

SNMP ID: 2.8.20.2.4
Telnet path: /Setup/IP-Router/Load-Balancer/Bundle-Peers
Possible values:
Max. 16 characters
Default: Blank
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2.8.20.2.5 Bundle-Peer-4

Name of a previously configured remote site to which the others are to be
bundled.

SNMP ID: 2.8.20.2.5
Telnet path: /Setup/IP-Router/Load-Balancer/Bundle-Peers
Possible values:
Max. 16 characters
Default: Blank

2.8.20.2.10 Client binding
Here you enable or disable the client binding for each load balancer.

Telnet path:
Setup > IP-Router > Load-Balancer > Bundle-Peers

Possible values:
Yes
Client binding is enabled.

No
Client binding is disabled.

Default:
No

2.8.20.3 Client binding

In this menu, you can configure the client binding.

The use of load balancing leads to problems for servers that use an IP address
to identify a logged-on user. If a user is logged in to a web site, for example,
and the load balancer then takes a different Internet connection, then the
server interprets this as a connection attempt by a user who is not logged on.
In the best case the user sees a new login dialog, but not the desired web

page.
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One possible workaround would be to use a firewall rule (policy based routing)
to direct the traffic to this server over a specific Internet connection. However,
this would limit all of the traffic to that server to the bandwidth of a single
connection. What's more, there is no way to establish a backup if the first
connection should fail.

In contrast to this, client binding does not monitor the individual TCP/IP ses-
sions but the client that opened an Internet connection in the initial session.
It directs all subsequent sessions through this Internet connection, which
corresponds in principle to the policy-based routing mentioned above. How
this is done depends on the protocol, i.e. it transports only data of the same
protocol type (e.g. HTTPS) over this Internet connection. If the client loads
additional data via an HTTP connection, it probably does this with a different
connection.

To prevent data from being bottle-necked into this one Internet connection
when it could easily be transferred via parallel connections, a timer ensures
that the load balancer distributes additional sessions between the available
Internet connections for a specified period. After the timer expires, the client
binding forces a new session over the original Internet connection and the
timer is restarted. The server thus continues to recognize the login status for
the user due to the current IP address.

Telnet path:
Setup > IP-Router > Load-Balancer

2.8.20.3.1 Protocols

In this table, you specify the protocols and the associated ports for monitoring
by the client binding.

Note: The table already contains the default entries

HTTPS
HTTP
ANY
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Telnet path:
Status > IP-Router > Load-Balancer > Client-Binding

2.8.20.3.1.1 Name
Enter a descriptive name for this entry.

Telnet path:
Setup > IP-Router > Load-Balancer > Client-Binding > Protocols

Possible values:
Max. 16 characters from [ A-Z] [ a- z] [ 0- 9]

Default:
empty

2.8.20.3.1.2 Protocol
Select the IP protocol number.

Note: Learn more about IP protocol numbers in the online database of the
IANA.

Telnet path:
Setup > IP-Router > Load-Balancer > Client-Binding > Protocols

Possible values:
Max. 3 characters from [ 0- 255]

Special values:

o
All protocols
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Default:
0

2.8.20.3.1.3 Port
Select the port.

Telnet path:
Setup > IP-Router > Load-Balancer > Client-Binding > Protocols

Possible values:
Max. 5 characters from [ 0- 65535]

Special values:

0
All ports
Default:
0

2.8.20.3.1.4 Operating
Here you enable or disable the client binding for this entry.

Telnet path:
Setup > IP-Router > Load-Balancer > Client-Binding > Protocols

Possible values:

Yes
Enables the entry

No
Disables the entry
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Default:
Yes

2.8.20.3.2 Binding minutes
Specify the time in minutes for the binding entries to be valid for a client.

Telnet path:
Status > IP-Router > Load-Balancer > Client-Binding

Possible values:
Max. 3 characters from [ 0- 999]

Special values:
o

Default:
30

2.8.20.3.3 Balance seconds

To prevent data from flowing through this main-session Internet connection
when it could easily be transferred via parallel connections, a timer ensures
that the load balancer distributes additional sessions between the available
Internet connections for a specified period. After the timer expires, the client
binding forces a new session over the original Internet connection and the
timer is restarted. The server thus continues to recognize the login status for
the user due to the current IP address.

Here you specify the time in seconds, following the start of the main session,
during which the load balancer is free to distribute new sessions to other
Internet connections.

Telnet path:
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Status > IP-Router > Load-Balancer > Client-Binding

Possible values:
Max. 3 characters from [ 0- 999]

Special values:

o
The timer is deactivated. All sessions are bound to the existing Internet
connection.

Default:
10

2.8.21 VRRP

This menu contains the configuration of VRRP for your IP router.
SNMP ID: 2.8.21

Telnet path: /Setup/IP-Router

2.8.21.1 Operating

VRRP - Virtual Router Redundancy Protocol — enables multiple physical
routers to appear as a single "virtual" router. Of the existing physical routers,
one is always the "master". The master is the only router that establishes a
data connection to the Internet, for example, and transfers data. Only when
the master fails, for example as a result of a power outage or if its Internet
connection is dropped, will the other routers become active. They will then
negotiate with the VRRP protocol to determine which router should assume
the role of master. The new master completely takes over the tasks that were
carried out by the previous master.

SNMP ID: 2.8.21.1
Telnet path: Setup/IP-Router/VRRP
Possible values:

Up
Down
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Default: Down

2.8.21.2 VRRP-List

In the VRRP list you can define and configure virtual routers.
SNMP ID: 2.8.21.2
Telnet path: Setup/IP-Router/VRRP

2.8.21.2.1 Router-ID
Unique ID for the virtual router.

SNMP ID: 2.8.21.2.1
Telnet path: /Setup/IP-Router/VRRP/VRRP-List
Possible values:
0 to 255
Default: 1

2.8.21.2.2 virt.-Address

IP address for the virtual router. All routers on which the virtual router is set
up must assign this router the same IP address.

SNMP ID: 2.8.21.2.2
Telnet path: /Setup/IP-Router/VRRP/VRRP-List
Possible values:
Valid IP address
Default: 0.0.0.0

2.8.21.2.3 Prio

Main priority for the virtual router. Values between 0 and 255 are permitted.
Priority is proportional to the value entered. The values 0 and 255 have special
meanings. '0' turns the virtual router off. '255' is only accepted when the virtual
router address is identical to the address of the interface that is connected to
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the router. If this is not the case, the router will be reported by all other routers
in their event logs.

SNMP ID: 2.8.21.2.3
Telnet path: /Setup/IP-Router/VRRP/VRRP-List
Possible values:
0 to 255
Default: 0

2.8.21.2.4 B-Prio

Backup priority for the virtual router. Values between 0 and 255 are permitted.
Priority is proportional to the value entered. The values 0 and 255 have special
meanings. 0 disables the virtual router in the event of backup. Checks are
conducted regularly in order to determine whether the standard connection
can be reestablished. The interval is determined by the Reconnect-Delay
parameter. '255' is only accepted when the virtual router address is identical
to the address of the interface that is connected to the router. If this is not the
case, the router will be reported by all other routers in their event logs. When
the backup connection cannot be established in backup mode, then the virtual
router switches completely to the standby mode and attempts to reestablish
the standard or backup connection at regular intervals.

SNMP ID: 2.8.21.2.4
Telnet path: /Setup/IP-Router/VRRP/VRRP-List
Possible values:
0 to 255
Default: 0

2.8.21.2.5 Peer

The entry for the name of the remote site is optional. If a peer name is entered
here it will be controlled by VRRP. If, for example, the peer loses its Internet
connection backup mode kicks in. If no peer is entered, VRRP can be used
to cover a hardware outage. The remote site can still also be assigned to
other virtual routers.
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SNMP ID: 2.8.21.2.5
Telnet path: /Setup/IP-Router/VRRP/VRRP-List
Possible values:
Select from the list of defined peers.
Default: Blank

2.8.21.2.6 Comment
This is where you can insert a comment to describe the virtual router.

SNMP ID: 2.8.21.2.6
Telnet path: /Setup/IP-Router/VRRP/VRRP-List
Possible values:
Max. 64 characters
Default: Blank

2.8.21.3 Reconnect-Delay

The router will no longer be propagated if the backup connection could not
be established. The reconnect delay specifies after how many minutes such
a router should in this case attempt to establish its main or backup connection.
While the attempt is being made, the router will not be propagated.

SNMP ID: 2.8.21.3
Telnet path: Setup/IP-Router/VRRP
Possible values:
0 to 999 minutes
Default: 30 min.

2.8.21.4 Advert.-Interval

The advertising interval shows how many seconds until a virtual router is
propagated again. All routers in virtual router system must be configured with
the same value.

314 RM CLI HILCOS
Release 10.12 12/2018



2 Setup 2.8 IP-Router

SNMP ID: 2.8.21.4
Telnet path: Setup/IP-Router/VRRP
Possible values:

0 to 999 seconds

Default: 1 seconds

2.8.21.5 Internal-Services

The Internal services checkbox controls how the router should behave when
it is addressed via a virtual router address. In the default 'on' position, the
router reacts to DNS and NETBIOS services exactly as if it had been
addressed via its actual address. This only occurs when the device itself is
the master of the virtual router. The 'off' setting results in RFC-compliant
behavior, i.e. relevant packets are rejected.

SNMP ID: 2.8.21.5
Telnet path: Setup/IP-Router/VRRP
Possible values:

Yes
Off

Default: Yes

2.8.22 WAN-Tag-Creation

WAN tag creation defines the source for the assignment of interface tags.
Besides assignment via the firewall or direct assignment via the tag table, the
interface tag can also be selected based on the effective routing table (static
routing entries plus routes learned via RIP). The tag selected from this routing
table is is for the route that matches both the remote site and the associated
network. If the effective routing table contains more than one entry for a remote
site with the same network, the smallest tag is used.

SNMP ID: 2.8.22
Telnet path: /Setup/IP-Router

Possible values:
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Manual: With this setting, the interface tags are determined solely by an
entry in the tag table. The routing table has no significance in the assign-
ment of interfaces tags.

Auto: With this setting, the interface tags are determined initially by an
entry in the Tag table. If no matching entry is located there, the tag is
determined based on the routing table.

Default: Manual:

Note: The interface tags determined via the tag table and on the basis of the
routing table can be overwritten with an appropriate entry in the firewall.

2.8.23 Tag-Table

The tag table enables inbound data packets to be directly assigned with an
interface tag that depends on the remote site.

SNMP ID: 2.8.23
Telnet path: /Setup/IP-Router

2.8.23.1 Peer

Name of the remote site whose packets are to be given interface tags when
received.

SNMP ID: 2.8.23.1
Telnet path: /Setup/IP-Router/Tag-Table
Possible values:

Select from the list of defined peers.
Default: Blank

Special values: Multiple remote sites can be configured in one entry by using
* as a place holder. If, for example, several remote sites (RAS users) of a
company are to be tagged, all appropriate remote sites can be given a name

with the prefix “Company1_". To configure all of the remote sites, just one
entry with remote site "Company1_*" can be included in the tag table.
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2.8.23.2 Rtg-Tag

This interface tag is assigned to the inbound packets of the remote site.
SNMP ID: 2.8.23.2
Telnet path: /Setup/IP-Router/Tag-Table
Possible values:
0 to 65535
Default: 0

2.8.23.3 Start-WAN-Pool

The start WAN pool represents the beginning of the address pool for the
remote site or group of remote sites (when using placeholders to specify
remote site). When RAS users dial in, the remote site is assigned an address
from the address pool defined here.

SNMP ID: 2.8.23.3
Telnet path: /Setup/IP-Router/Tag-Table
Possible values:
Valid IP address
Default: 0.0.0.0

2.8.23.4 End-WAN-Pool

The end WAN pool represents the end of the address pool for the remote site
or group of remote sites (when using placeholders to specify remote site).
When RAS users dial in, the remote site is assigned an address from the
address pool defined here.

SNMP ID: 2.8.23.4
Telnet path: /Setup/IP-Router/Tag-Table
Possible values:

Valid IP address
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Default: 0.0.0.0

Special values: If the pool is empty (start and end addresses are 0.0.0.0),
the global pool is used.

2.8.23.5 DNS-Default

Using this entry you configure the address that the remote station is given as
its DNS server.

If the specified value is 0. 0. 0. 0, your device assigns the DNS server that
is configured in the setup menu under TCP-IP/DNS-Default. If 0. 0. 0. 0 is
also entered there, your device assigns itself as the DNS server.

Telnet path:
Setup > IP-Router > Tag-Table

Possible values:
Valid IPv6 address

Default:
0.0.0.0

2.8.23.6 DNS-Backup

Using this entry you configure the address that the remote station is assigned
as an alternate DNS server.

If the specified value is 0. 0. 0. 0, your device assigns the alternate DNS
server that is configured in the setup menu under TCP-IP/IDNS-Backup.

Telnet path:
Setup > IP-Router > Tag-Table

Possible values:
Valid IPv6 address

Default:
0.0.0.0
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2.8.23.7 NBNS-Default

Using this entry you configure the address that the remote station is assigned
as its NBNS server.

If the specified value is 0. 0. 0. 0, your device assigns the NBNS server that
is configured in the setup menu under TCP-IP/NBNS-Default. If 0. 0. 0. O is
also entered there, your device assigns itself as the NBNS server, if NetBIOS
proxy is enabled.

Telnet path:
Setup > IP-Router > Tag-Table

Possible values:
Valid IPv6 address

Default:
0.0.0.0

2.8.23.8 NBNS-Backup

Using this entry you configure the address that the remote station is assigned
as an alternate NBNS server.

If the specified value is 0. 0. 0. 0, your device assigns the alternate DNS
server that is configured in the setup menu under TCP-IP/NBNS-Backup.

Telnet path:
Setup > IP-Router > Tag-Table

Possible values:
Valid IPv6 address

Default:
0.0.0.0

2.9 SNMP

This menu contains the configuration of SNMP.
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SNMP ID: 2.9
Telnet path: /Setup

2.9.1 Send-Traps

When serious errors occur, for example when an unauthorized attempt is
made to access the device, it can send an error message to one or more
SNMP managers automatically. Activate the option and, in the IP traps table,
enter the IP addresses of those computers where the SNMP managers are
installed.

SNMP ID: 2.9.1
Telnet path: /Setup/SNMP
Possible values:

Yes
No

Default: No

2.9.2 IP-Traps

You can enter SNMP managers here.
SNMP ID: 2.9.2

Telnet path: /Setup/SNMP

2.9.2.1 Trap-IP

Enter the IP address of the computer where an SNMP manager is installed.
SNMP ID: 2.9.2.1
Telnet path: /Setup/SNMP/IP-Traps
Possible values:
Valid IP address
Default: Blank
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2.9.2.3 Loopback-Addr.

This is where you can configure an optional sender address to be used instead
of the one otherwise automatically selected for the destination address.

SNMP ID: 2.9.2.3
Telnet path: /Setup/SNMP/IP-Traps
Possible values:

Name of the IP networks whose address should be used
"INT" for the address of the first intranet

"DMZ" for the address of the first DMZ

LBO to LBF for the 16 loopback addresses

Any valid IP address

Default: Blank

Note: If the list of IP networks or loopback addresses contains an entry named
'DMZ', the associated IP address will be used.

2.9.2.4 Version

Indicates SNMP version that should be used for the traps sent to this receiver.
SNMP ID: 2.9.2.4

Telnet path: /Setup/SNMP/IP-Traps

Possible values:

SNMPv1
SNMPv2

Default: SNMPv2

2.9.2.5 Port

Enter the port of the computer where an SNMP manager is installed.
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Telnet path:
Setup > SNMP > IP-Traps

Possible values:
Max. 5 characters from 0123456789

0 ... 65535

Default:
empty

2.9.3 Administrator
Name of the device administrator. For display purposes only.
SNMP ID: 2.9.3
Telnet path: /Setup/SNMP
Possible values:
Max. 255 characters
Default: Blank

2.9.4 Location
Location information for this device. For display purposes only.
SNMP ID: 2.9.4
Telnet path: /Setup/SNMP
Possible values:
Max. 255 characters
Default: Blank

2.9.5 Register-Monitor

This action allows SNMP agents to log in to the device in order to subsequently
receive SNMP traps. The command is specified together with the IP address,
the port and the MAC address of the SNMP agent. All three values can be
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replaced with the wildcard *, in which case the device ascertains the values
from the packets received from the SNMP agent.

SNMP ID: 2.9.5
Telnet path: /Setup/SNMP
Possible values:
<IP-Address|*>:<Port|*> <MAC-Address|*> <W>
Default: Blank

Special values: <W> at the end of the command is necessary if registration
is to be effected over a wireless LAN connection.

Note: A LANmonitor need not be explicitly logged in to the device. LANmon-
itor automatically transmits the login information to the device when scanning
for new devices.

2.9.6 Delete-Monitor

This action allows registered SNMP agents to be removed from the monitor
list. The command is specified together with the IP address and the port of
the SNMP agent. All three values can be replaced with the wildcard *, in which
case the device ascertains the values from the packets received from the
SNMP agent.

SNMP ID: 2.9.6

Telnet path: /Setup/SNMP

Possible values:
<|P-Address|*>:<Port|*>

Default: Blank

2.9.7 Monitor-Table

The monitor table shows all SNMP agents registered with the device.
SNMP ID: 2.9.7

Telnet path: /Setup/SNMP
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2.9.7.1 IP-Address

IP address of the remote station from where an SNMP agent accesses the
device.

SNMP ID: 2.9.7.1
Telnet path: /Setup/SNMP/Monitor-Table
Possible values:

Valid IP address

2.9.7.2 Port

Port used by the remote device to access the local device with an SNMP
agent.

SNMP ID: 2.9.7.2
Telnet path: /Setup/SNMP/Monitor-Table

2.9.7.3 Timeout

Timeout in minutes until the remote device is removed from the monitor table.
SNMP ID: 2.9.7.3
Telnet path: /Setup/SNMP/Monitor-Table

2.9.7.4 MAC-Address

MAC address of the remote station from where an SNMP agent accesses the
device.

SNMP ID: 29.7.4
Telnet path: /Setup/SNMP/Monitor-Table

2.9.7.5 Peer

Name of the remote station from where an SNMP agent accesses the device.
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SNMP ID: 2.9.7.5
Telnet path: /Setup/SNMP/Monitor-Table
Possible values:

Select from the list of defined peers.

2.9.7.6 Loopback-Addr.

Loopback address of the remote station from where an SNMP agent accesses
the device.

SNMP ID: 2.9.7.6
Telnet path: /Setup/SNMP/Monitor-Table
Possible values:

Name of the IP networks whose address should be used
"INT" for the address of the first intranet

"DMZ" for the address of the first DMZ

LBO to LBF for the 16 loopback addresses

Any valid IP address

2.9.7.7 VLAN-ID

ID of the VLAN used by the remote device to access the local device with an
SNMP agent.

SNMP ID: 2.9.7.7
Telnet path: /Setup/SNMP/Monitor-Table

2.9.7.8 LAN-Ifc

LAN Ifc used by the remote device to access the local device with an SNMP
agent.

SNMP ID: 2.9.7.8
Telnet path: /Setup/SNMP/Monitor-Table
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2.9.7.9 Ethernet-Port

Ethernet port used by the remote device to access the local device with an
SNMP agent.

SNMP ID: 2.9.7.9
Telnet path: /Setup/SNMP/Monitor-Table

2.9.10 Password-Required-for-SNMP-Read-Access

This setting specifies whether a password is required to read SNMP messages
with an SNMP agent (e.g. LANmonitor).

Telnet path:
Setup > SNMP

Possible values:

No
This setting allows information about the state of the device, current
connections, reports, etc., to be read out publicly via SNMP ('public’
ready-only community enabled).

Yes
This setting only allows information about the state of the device,
current connections, reports, etc., to be read out via SNMP after the
user authenticates at the device ('public' ready-only community
disabled). Authorization can be conducted either with the
administrator-account access credentials or an access account created
for the custom SNMP community.

Default:
No

2.9.11 Comment-1

Comment on this device. For display purposes only.
SNMP ID: 2.9.11

Telnet path: /Setup/SNMP
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Possible values:
Max. 255 characters
Default: Blank

2.9.12 Comment-2
Comment on this device. For display purposes only.
SNMP ID: 2.9.12
Telnet path: /Setup/SNMP
Possible values:
Max. 255 characters
Default: Blank

2.9.13 Comment-3
Comment on this device. For display purposes only.
SNMP ID: 2.9.13
Telnet path: /Setup/SNMP
Possible values:
Max. 255 characters
Default: Blank

2.9.14 Comment-4
Comment on this device. For display purposes only.
SNMP ID: 2.9.14
Telnet path: /Setup/SNMP
Possible values:
Max. 255 characters
Default: Blank
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2.9.15 Read-Only-Community

This parameter specifies an individual SNMP community for read access.
Either specify a master password or a username:password pair. Leave the
field blank if you do not wish to operate any other read-only community except
for 'public' (assuming the latter is enabled).

Note: Disabling the community 'public’ has no effect on accessing with the
community created here. An individual SNMP read-only community always
has an alternative access key, which is not tied to an administrator account.

Telnet path:
Setup > SNMP

Possible values:
No direct dependency on other values. However, Read-Only-Community
under Setup > SNMP > Read-Only Communities does add additional
read-only communities to the parameters defined here.

Max. 31 characters from
[A-Z][a-z][0-9] @ |}~ $9%&' () +-,/:;<=>?[\]"~_.~

Default:
empty

2.9.16 Comment-5
Comment on this device. For display purposes only.
SNMP ID: 2.9.16
Telnet path: /Setup/SNMP
Possible values:
Max. 255 alphanumerical characters
Default: Blank

2.9.17 Comment-6

Comment on this device. For display purposes only.
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SNMP ID: 2.9.17
Telnet path: /Setup/SNMP
Possible values:
Max. 255 alphanumerical characters
Default: Blank

2.9.17 Comment-7
Comment on this device. For display purposes only.
SNMP ID: 2.9.17
Telnet path: /Setup/SNMP
Possible values:
Max. 255 alphanumerical characters
Default: Blank

2.9.17 Comment-8
Comment on this device. For display purposes only.
SNMP ID: 2.9.17
Telnet path: /Setup/SNMP
Possible values:
Max. 255 alphanumerical characters
Default: Blank

2.9.20 Full host MIB
Please select whether a full host MIB is used for the device.
SNMP ID: 2.9.20
Telnet path: /Setup/SNMP/Full-Host-MIB
Possible values:
No
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Yes
Default: No

2.9.21 Port

Using this parameter, you specifiy the port which external programs (such as
LANmonitor) use to access the SNMP service.

Telnet path:
Setup > SNMP

Possible values:
0...65535

Default:
161

2.9.22 Read-Only-Communities

In this table, you define further write-protected communities for SNMP access.

Telnet path:
Setup > SNMP

2.9.22.1 Read-Only-Community

This parameter specifies an additional individual SNMP community for read
access. Either specify a master password or a username:password pair.
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Note: Disabling the community 'public’ has no effect on accessing with the
community created here. An individual SNMP read-only community always
has an alternative access key, which is not tied to an administrator account.

Telnet path:
Setup > SNMP > Read-Only-Communities

Possible values:
No direct dependency on other values. However, this parameter does
supplement the Read-Only-Community under Setup > SNMP with
additional read-only communities.

Max. 31 characters from
[A-Z][a-2][0-9] @ |}~ $%&' () +-,/:;<=>?[\]"_.~

Default:
empty

2.9.23 Public-Comment-1

Telnet path:
Setup > SNMP

Possible values:
Max. 255 characters from
[A-Z][a-z][0-9]#@ | } ~' $9& () *+-,/:;<=>?[\]"_.

Default:
empty

2.9.24 Public-Comment-2

Telnet path:
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Setup > SNMP

Possible values:
Max. 255 characters from
[A-Z][a-z][0-9] #@ | } ~' $%&' () *+-,/:;<=>?[\]"_.

Default:
empty

2.9.25 Public-Comment-3

Telnet path:
Setup > SNMP

Possible values:
Max. 255 characters from
[A-Z][a-z][0-9]#@ | } ~' $Y&' () *+-,/:;<=>?[\]"_.

Default:
empty

2.9.26 Public-Comment-4

Telnet path:
Setup > SNMP

Possible values:

Max. 255 characters from
[A-Z][a-z][0-9]#@ | } ~' $9&' () *+-,/:;<=>?[\]1"_.

Default:
empty
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2.10 DHCP

This menu contains the DHCP settings.
SNMP ID: 2.10
Telnet path: /Setup

2.10.6 Max.-Lease-Time-Minutes

When a client requests an IP address from a DHCP server, it can also ask
for a lease period for the address. This values governs the maximum length
of lease that the client may request.

SNMP ID: 2.10.6
Telnet path: Setup/DHCP
Possible values:

Max. 10 characters
Default: 6000

2.10.7 Default-Lease-Time-Minutes

When a client requests an address without asking for a specific lease period,
the address will be assigned the value set here as lease.

SNMP ID: 2.10.7
Telnet path: Setup/DHCP
Possible values:

Max. 10 characters
Default: 500

2.10.8 DHCP-Table

The DHCP table provides an overview of the IP addresses used in the IP
networks. The DHCP table is purely a status table where no parameters can
be configured.
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SNMP ID: 2.10.8
Telnet path: Setup/DHCP

2.10.8.1 IP-Address

IP address used by the client.
SNMP ID: 2.10.8.1
Telnet path: Setup/DHCP/DHCP-Table
Possible values:
Valid IP address

2.10.8.2 MAC-Address
The client's MAC address.

SNMP ID: 2.10.8.2
Telnet path: Setup/DHCP/DHCP-Table

2.10.8.3 Timeout
Lease for the address assignment in minutes.

SNMP ID: 2.10.8.3
Telnet path: Setup/DHCP/DHCP-Table

2.10.8.4 Hostname

Name of the client, if it was possible to determine this.

SNMP ID: 2.10.8.4
Telnet path: Setup/DHCP/DHCP-Table
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2.10.8.5 Type

The "Type' field indicates how the address was assigned. This field may contain
the following values:

New: The client made the request for the first time. The DHCP checks that
the address to be assigned to the client is unique.

Unknown: When the server checked if the address was unique, it was found
that the address had already been assigned to another client. Unfortunately,
the DHCP server does not have any way of obtaining further information about
this client.

Stat: A client has informed the DHCP server that it has a fixed IP address.
This address may not be used for any other clients in the network.

Dyn.: The DHCP server has assigned an address to the client.
SNMP ID: 2.10.8.5
Telnet path: Setup/DHCP/DHCP-Table

2.10.8.7 Ethernet-Port

Physical interface connecting the client to the device.
SNMP ID: 2.10.8.7
Telnet path: Setup/DHCP/DHCP-Table

2-1 0l8l8 VLAN-ID
The VLAN ID used by the client.

SNMP ID: 2.10.8.8
Telnet path: Setup/DHCP/DHCP-Table

2.10.8.9 Network name
Name of the IP network where the client is located.

SNMP ID: 2.10.8.9
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Telnet path: Setup/DHCP/DHCP-Table

2.10.8.10 LAN-Ifc
The LAN interface that this entry refers to.

SNMP ID: 2.10.8.10
Telnet path: /Setup/DHCP/DHCP-Table/LAN-Ifc

2.10.8.11 Assignment

This column shows the time stamp (date and time in the format "dd.mm.yyyy
hh:mm:ss") when the DHCP assignment for the specified IP address was
made.

Telnet path:
Setup > DHCP > DHCP-Table

2.10.9 Hosts

The bootstrap protocol (BOOTP) can be used to communicate a certain IP
address and other parameters to a workstation when it boots up. For this, the
workstation's MAC address is entered in the hosts table.

SNMP ID: 2.10.9
Telnet path: Setup/DHCP

2.10.9.1 MAC-Address

Enter the MAC address of the workstation to which an IP address is to be
assigned.

SNMP ID: 2.10.9.1
Telnet path: Setup/DHCP/Hosts
Possible values:
Valid MAC address
Default: 000000000000
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2.10.9.2 IP-Address
Enter the client IP address that is to be assigned to the client.
SNMP ID: 2.10.9.2
Telnet path: Setup/DHCP/Hosts
Possible values:
Valid IP address
Default: 0.0.0.0

2.10.9.3 Hostname

Enter the name that is to be used to identify the station. If the station does not
communicate its name, the device will use the name entered here.

SNMP ID: 2.10.9.3
Telnet path: Setup/DHCP/Hosts
Possible values:
Max. 30 characters
Default: Blank

2.10.9.4 Image alias

If the client uses the BOOTP protocol, you can select a boot image that the
client should use to load its operating system from.

SNMP ID: 2.10.9.4
Telnet path: Setup/DHCP/Hosts
Possible values:
Max. 16 characters
Default: Blank
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Note: You must enter the server providing the boot image and the name of
the file on the server in the boot image table.

2.10.9.5 Network name

Enter the name of a configured IP network here. Only if a requesting client is
located in this IP network will it be assigned the relevant IP address defined
for the MAC address.

SNMP ID: 2.10.9.5
Telnet path: Setup/DHCP/Hosts
Possible values:
Max. 16 characters
Default: Blank

Special values: Blank: The IP address will be assigned if the IP address
defined in this field belongs to the range of addresses for the IP network where
the requesting client is located.

Note: If the requesting client is located in an IP network for which there is no
corresponding entry in the hosts table, the client will be assigned an IP address
from the address pool of the appropriate IP network.

2.10.10 Alias list

The alias list defines the names for the boot images that are used to reference
the images in the hosts table.

SNMP ID: 2.10.10
Telnet path: Setup/DHCP

2.10.10.1 Image alias

Enter any name you wish for this boot image. This name is used when you
assign a boot image to a particular client in the station list.
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SNMP ID: 2.10.10.1
Telnet path: Setup/DHCP/Alias-List
Possible values:
Max. 16 characters
Default: Blank

2.10.10.2 Image file

Enter the name of the file on the server containing the boot image.
SNMP ID: 2.10.10.2
Telnet path: Setup/DHCP/Alias-List
Possible values:
Max. 60 characters
Default: Blank

2.10.10.3 Image server
Enter the IP address of the server that provides the boot image.

SNMP ID: 2.10.10.3
Telnet path: Setup/DHCP/Alias-List
Possible values:
Valid IP address
Default: 0.0.0.0

2.10.18 Ports

The port table is where the DHCP server is enabled for the appropriate
logical interface of the device.

SNMP ID: 2.10.18
Telnet path: Setup/DHCP
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2.10.18.2 Port

Select the logical interface for which the DHCP server should be enabled or
disabled.

SNMP ID: 2.10.18.2
Telnet path: Setup/DHCP/Ports
Possible values:

Select from the list of logical devices in this device, e.g. LAN-1, WLAN-1,
P2P-1-1 etc.

2.10.18.3 Enable DHCP

Enables or disables the DHCP server for the selected logical interface.
SNMP ID: 2.10.18.3

Telnet path: Setup/DHCP/Ports

Possible values:

Yes
No

Default: Yes

2.10.19 User-Class-ldentifier

The DHCP client in the device can supplement the transmitted DHCP requests
with additional information to simplify the recognition of request within the
network. The vendor class ID (DHCP option 60) shows the type of device.
The vendor class ID is always transmitted. The user class ID (DHCP option
77) specifies a user-defined string. The user class ID is only transmitted when
the user has configured a value.

SNMP ID: 2.10.19
Telnet path: Setup/DHCP
Possible values:

Max. 63 characters
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Default: Blank

2.10.20 Network list

DHCP settings for the IP networks are defined in this table. If multiple DHCP
servers are active in a network, the stations "divide" themselves equally
between them. However, the DNS server in devices can only properly resolve
the name of the station which was assigned the address information by the
DHCP server. In order for the DNS server to be able to resolve the names of
other DHCP servers, these can be operated in a cluster. In this operating
mode, the DHCP server monitors all DHCP negotiations in the network. It
additionally supplements its table with the stations which are registered at the
other DHCP servers in the cluster.

A DHCP server's operation in the cluster can be activated or deactivated for
each individual ARF network with the associated DHCP settings.

SNMP ID: 2.10.20
Telnet path: Setup/DHCP/Network-list

2.10.20.1 Network name
The name of the network which the DHCP server settings apply to.

SNMP ID: 2.10.20.1
Telnet path: Setup/DHCP/Network-list
Possible values:
Max. 16 characters
Default: Blank

2.10.20.2 Start-Adress-Pool

The first IP address in the pool available to the clients. If no address is entered
here the DHCP server takes the first available IP address from the network
(as determined by network address and netmask).

SNMP ID: 2.10.20.2
Telnet path: Setup/DHCP/Network-list
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Possible values:
Valid IP address
Default: 0.0.0.0

2.10.20.3 Ende-Adress-Pool

The last IP address in the pool available to the clients. If no address is entered
here the DHCP server takes the last available IP address from the network
(as determined by network address and netmask).

SNMP ID: 2.10.20.3
Telnet path: Setup/DHCP/Network-list
Possible values:
Valid IP address
Default: 0.0.0.0

2.10.20.4 Netmask

Corresponding netmask for the address pool available to the clients. If no
address is entered here the DHCP server uses the netmask from the corres-
ponding network.

SNMP ID: 2.10.20.4
Telnet path: Setup/DHCP/Network-list
Possible values:
Valid IP address
Default: 0.0.0.0

2.10.20.5 Broadcast address

As a rule, broadcast packets in a local network have an address which results
from the valid IP addresses and the netmask. In special cases (e.g. when
using subnets for a selection of workstations) it may be necessary to use a
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different broadcast address. In this case the broadcast address is entered
into the DHCP module.

SNMP ID: 2.10.20.5
Telnet path: Setup/DHCP/Network-list
Possible values:

Valid IP address

Default: 0.0.0.0 (broadcast address is determined automatically).

Note: We recommend that only experienced network specialists change the
presetting for the broadcast address. Errors in the configuration can lead to
the establishment of undesired and costly connections.

2.10.20.6 Gateway address

As standard, the DHCP server issues its own IP address as the gateway
address to computers making requests. If necessary, the IP address of
another gateway can also be transmitted if a corresponding address is entered
here.

SNMP ID: 2.10.20.6
Telnet path: Setup/DHCP/Network-list
Possible values:
Valid IP address
Default: 0.0.0.0

2.10.20.7 DNS-Default

IP address of the DNS name server that the requesting workstation should
use.

SNMP ID: 2.10.20.7
Telnet path: Setup/DHCP/Network-list

Possible values:
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Valid IP address
Default: 0.0.0.0

Note: If no default or backup DNS server is defined, the device will assign
the requesting workstation its own IP address in the relevant ARF network as
(primary) DNS server.

2.10.20.8 DNS-Backup

IP address of the backup DNS name server. The workstation will use this
DNS server if the first DNS server fails

SNMP ID: 2.10.20.8
Telnet path: Setup/DHCP/Network-list
Possible values:
Valid IP address
Default: 0.0.0.0

Note: If no default or backup DNS server is defined, the device will assign
the requesting workstation its own IP address in the relevant ARF network as
(primary) DNS server.

2.10.20.9 NBNS-Default

IP address of the NBNS name server that the requesting workstation should
use.

SNMP ID: 2.10.20.9
Telnet path: Setup/DHCP/Network-list
Possible values:
Valid IP address
Default: 0.0.0.0
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2.10.20.10 NBNS-Backup

IP address of the backup NBNS name server. The workstation will use this
NBNS server if the first NBNS name server fails

SNMP ID: 2.10.20.10
Telnet path: Setup/DHCP/Network-list
Possible values:
Valid IP address
Default: 0.0.0.0

2.10.20.11 Operating

DHCP server operating mode in this network. Depending on the operating
mode, the DHCP server can enable/disable itself. The DHCP statistics show
whether the DHCP server is enabled.

SNMP ID: 2.10.20.11
Telnet path: Setup/DHCP/Network-list
Possible values:

No: DHCP server is permanently switched off.

Yes: DHCP server is permanently switched on. When this value is entered
the server configuration (validity of the address pool) is checked. If the
configuration is correct then the device starts operating as a DHCP server
in the network. Errors in the configuration (e.g. invalid pool limits) will cause
the DHCP server to be deactivated. Only use this setting if you are certain
that no other DHCP server is active in the LAN.

Automatic: With this setting, the device regularly searches the local network
for other DHCP servers. The LAN-Rx/Tx LED flashes briefly when this
search is in progress. If another DHCP server is discovered the device
switches its own DHCP server off. If the LANCOM is not configured with
an IP address, then it switches into DHCP client mode and queries the
LAN DHCP server for an IP address. This prevents unconfigured devices
introduced to the network from assigning addresses unintentionally. If no
other DHCP server is discovered the device switches its own DHCP server
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on. If another DHCP server is activated later, then the DHCP server in the
device will be disabled.

'Relay requests': The DHCP server is active and receives requests from
DHCP clients in the LAN. The device does not respond to requests, but
forwards them to a central DHCP server elsewhere in the network (DHCP
relay agent mode).

'Client-Mode': The DHCP server is disabled, the device behaves as a
DHCP client and obtains its address from another DHCP server in the
LAN. Only use this setting if you are certain that another DHCP server is
in the LAN and actively assigning IP addresses.

Default: No

Note: Only use the setting "Yes" if you are certain that no other DHCP server
is active in the LAN. Only use the "client mode" setting if you are certain that
another DHCP server is in the LAN and actively assigning IP addresses.

2.10.20.12 Broadcast-Bit

This setting decides whether the broadcast bit from clients is to be checked.
If the bit is not checked then all DHCP messages are sent as broadcasts.

SNMP ID: 2.10.20.12
Telnet path: Setup/DHCP/Network-list
Possible values:

Yes
No

Default: No

2.10.20.13 Master-Server

This is where the IP address for the upstream DHCP server is entered where
DHCP requests are forwarded when the mode 'Relay requests' is selected
for the network.

SNMP ID: 2.10.20.13

346 RM CLI HILCOS
Release 10.12 12/2018



2 Setup 2.10 DHCP

Telnet path: Setup/DHCP/Network-list
Possible values:

Valid IP address
Default: 0.0.0.0

2.10.20.14 Cache

This option allows the responses from the superordinate DHCP server to be
stored in the device. Subsequent requests can then be answered by the device
itself. This option is useful if the superordinate DHCP server can only be
reached via a connection which incurs costs.

SNMP ID: 2.10.20.14
Telnet path: Setup/DHCP/Network-list
Possible values:

Yes
No

Default: No

2.10.20.15 Adaption

This option allows the responses from the superordinate DHCP server to be
adapted to the local network. When activated, the device adapts the responses
from the superordinate DHCP server by replacing the following entries with
its own address (or local configured addresses):

- Gateway

- Network mask

- Broadcast address
- DNS server

- NBNS server

- Server ID
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This option is worthwhile if the superordinate DHCP server does not permit
the separate configuration for DHCP clients in another network.

SNMP ID: 2.10.20.15
Telnet path: Setup/DHCP/Network-list
Possible values:

Yes
No

Default: No

2.10.20.16 Cluster

This setting defines whether the DHCP server for this ARF network is to be
operated separately or in the cluster.

SNMP ID: 2.10.20.16
Telnet path: Setup/DHCP/Network-list
Possible values:

Yes: With cluster mode activated, the DHCP server monitors all of the
ongoing DHCP negotiations in the network, and it additionally supplements
its table with the stations which are registered at the other DHCP servers
in the cluster. These stations are flagged as "cache" in the DHCP table.
No: The DHCP server manages information only for the stations connected
to it.

Default:
No

Note: If the lease time for the information supplied by DHCP expires, the
station requests a renewal from the DHCP server which supplied the original
information. If the original DHCP server does not respond, the station then
emits its rebinding request as a broadcast to all available DHCP servers.
DHCP servers in a cluster ignore renew requests, which forces a rebinding.
The resulting broadcast is used by all of the DHCP servers to update their
entries for the station. The only DHCP server to answer the rebind request is
the one with which the station was originally registered. If a station repeats
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its rebind request, the all DHCP servers in the cluster assume that the original
DHCP server is no longer active in the cluster, and they respond to the request.
The responses received by the station will have the same IP address, but the
gateway and DNS server addresses may differ. From these responses, the
station selects a new DHCP server to connect with, and it updates its gateway
and DNS server (and other relevant parameters) accordingly.

2.10.20.17 2nd-Master-Server

This is where the IP address for an alternative DHCP server is entered where
DHCP requests are forwarded when the mode 'Relay requests' is selected
for the network.

SNMP ID: 2.10.20.17
Telnet path: /Setup/DHCP/Network-list/2nd-Master-Server
Possible values:
Valid IP address
Default: 0.0.0.0

2.10.20.18 3rd-Master-Server

This is where the IP address for an alternative DHCP server is entered where
DHCP requests are forwarded when the mode 'Relay requests' is selected
for the network.

SNMP ID: 2.10.20.18
Telnet path: /Setup/DHCP/Network-list/2nd-Master-Server
Possible values:
Valid IP address
Default: 0.0.0.0
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2.10.20.19 4th-Master-Server

This is where the IP address for an alternative DHCP server is entered where
DHCP requests are forwarded when the mode 'Relay requests' is selected
for the network.

SNMP ID: 2.10.20.19
Telnet path: /Setup/DHCP/Network-list/2nd-Master-Server
Possible values:
Valid IP address
Default: 0.0.0.0

2.10.21 Additional options

DHCP options can be used to send additional configuration parameters to the
clients. The vendor class ID (DHCP option 60) shows e.g. the type of device.
This table allows additional options for DHCP operations to be defined.

SNMP ID: 2.10.21
Telnet path: Setup/DHCP

2.10.21.1 Option-Number

Number of the option that should be sent to the DHCP client. The option
number describes the transmitted information. For example "17" (root path)
is the path to a boot image that a PC without its own hard disk uses to obtains
its operating system via BOOTP.

SNMP ID: 2.10.21.1

Telnet path: Setup/DHCP/Additional-Options
Possible values: Max. 3 characters

Default: Blank

Note: You can find a list of all DHCP options in RFC 2132 — "DHCP Options
and BOOTP Vendor Extensions" of the Internet Engineering Task Force
(IETF).
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2.10.21.2 Network name
Name of the IP network where this DHCP option is to be used.
SNMP ID: 2.10.21.2
Telnet path: Setup/DHCP/Additional-Options
Possible values:
Select from the list of defined IP networks.
Default: Blank

Special values: Blank: If no network name is specified the DHCP option
defined in this entry will be used in all IP networks.

2.10.21.3 Option value

This field defines the contents of the DHCP option. IP addresses are normally
specified using the conventional IPv4 notation, e.g. 123. 123. 123. 100.
Integer tapes are usually entered in decimal digits and string types as simple
text. Multiple values in a single field are separated with commas,
€.9.123. 123. 123. 100, 123.123.123. 200.

Note: The maximum possible length value depends on the selected option
number. RFC 2132 lists the maximum length allowed for each option.

Telnet path:
Setup > DHCP > Additional-Options

Possible values:
Max. 251 characters from
[A-Z][a-z][0-9]#@ | } ~' $9& () *+-,/:;<=>?[\]"_.

Default:
empty
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2.10.21.4 Type
Entry type.

SNMP ID: 2.10.21.4
Telnet path: Setup/DHCP/Additional-Options

This value depends on the respective option. For option "35" according to
RFC 1232, e.g.the ARP cache time is defined as follows:

ARP cache timeout option
This option specifies the timeout in seconds for ARP cache entries.
The time is specified as a 32-bit unsigned integer.

The code for this option is 35, and its length is 4.

Code Len Time

35 4 t1 t2 t3 t4

This description tells you that this the type "32-bit integer" is used for this
option.

Possible values:

String
Integer8
Integer16
Integer32
IP address

Default: String

Note: You can find out the type of the option either from the corresponding
RFC or from the manufacturer's documentation of their DHCP options.

2.10.22 Vendor-Class-Identifier

The vendor class ID (DHCP option 60) shows the type of device. The vendor
class ID is always transmitted.
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Telnet path:
Setup > DHCP > Vendor-Class-ldentifier

Possible values:
Max. 63 characters

Default:
Blank

2.11 Config

Contains the general configuration settings.
SNMP ID: 2.11
Telnet path: /Setup

2.11.3 Password-Required-for-SNMP-Read-Access

If this option is activated and no password has been set, you will always be
requested to set a password when you log in to the device.

SNMP ID: 2.11.3
Telnet path: Setup/Config
Possible values:

Yes
No

Default: No

2.11.4 Maximum connections

The maximum number of simultaneous configuration connections to this
device.

SNMP ID: 2.11.4
Telnet path: Setup/Config
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Possible values:
Max. 10 characters
Default: 0

Special values: 0 switches the limit off.

2.11.5 Config-Aging-Minutes

Specify here the number of minutes after which an inactive TCP configuration
connection (e.g. via telnet) is automatically terminated.

SNMP ID: 2.11.5
Telnet path: Setup/Config
Possible values:

Max. 10 characters
Default: 15

2.11.6 Language

Terminal mode is available in English or German. Devices are set with English
as the default console language.

SNMP ID: 2.11.6
Telnet path: Setup/Config
Possible values:

Deutsch
English

Default: English

Note: Keep in mind that the language of the commands should be the same
as the language of the console, otherwise the commands will be ignored.

2.11.7 Login-Error

In order to protect the configuration of your device against unauthorized
access, the device can lock itself after repeated incorrect attempts to log in.
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Use this setting to specify the number of incorrect login attempts are allowed
before the device is locked.

SNMP ID: 2.11.7
Telnet path: Setup/Config
Possible values:

Max. 10 characters
Default: 10

2.11.8 Lock-Minutes

In order to protect the configuration of your device against unauthorized
access, the device can lock itself after repeated incorrect attempts to log in.
Enter the period for which the lock is to be active for. Access to the device
will only be possible after this period expires.

SNMP ID: 2.11.8
Telnet path: Setup/Config
Possible values:

Max. 10 characters
Default: 45

Special values: 0 switches the lock off.

2.11.10 Display-Contrast
This item allows you to set the contrast for the display of the device.
SNMP ID: 2.11.10
Telnet path: /Setup/Config/Display-Contrast
Possible values:
K1 (low contrast) to K8 (high contrast).
Default: K4
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2.11.12 WLAN-Authentication-Pages-Only

This setting gives you the option of restricting device access via the Public
Spot interface to the Public Spot authentication pages only. All other configur-
ation protocols are automatically blocked.

Note: Public Spot access to a Public Spot network's configuration (WEBconfig)
should always be prohibited for security reasons. We strongly recommend
that you enable this setting for Public Spot scenarios!

Telnet path:
Setup > Config

Possible values:
No

Yes

Default:
No

2.11.15 Access table

Here you can set the access rights separately for each network and configur-
ation protocol. You can also set limitations on the access to certain stations.

SNMP ID: 2.11.15
Telnet path: Setup/Config

2.11.15.1 Ifc.

The interface that this entry refers to.
SNMP ID: 2.11.15.1
Telnet path: /Setup/Config/Access-Table
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2.11.15.2 Telnet

Use this option to set the access rights for configuring the device via the
TELNET protocol. This protocol is required for text-based configuration of the
device with the Telnet console, which is independent of the operating system.

Telnet path:
Setup > Config > Access-Table

Possible values:
VPN
Access is only possible via VPN.

Note: VPN-capable devices only.

Yes
Access is generally possible.

Note: By default via all interfaces except WAN.

Read
Access is read only.

No
Access is not possible.

Note: Default setting for the WAN interface.

Default:
Yes
No
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2.11.15.3 TFTP

Use this option to set the access rights for configuring the device via the TFTP
protocol (Trivial File Transfer Protocol). This protocol is required, for example,
for configuration using the LANconfig application.

Telnet path:
Setup > Config > Access-Table

Possible values:
VPN

Access is only possible via VPN.

Note: VPN-capable devices only.

Yes
Access is generally possible.

Note: By default via all interfaces except WAN.

Read
Access is read only.

No
Access is not possible.

Note: Default setting for the WAN interface.

Default:
Yes
No
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2.11.15.4 HTTP

Use this option to set the access rights for configuring the device via the HTTP
protocol (Hypertext Transfer Protocol). This protocol is required for configuring
the device via the implemented web-based browser interface independent of
the operating system.

Telnet path:
Setup > Config > Access-Table

Possible values:
VPN

Access is only possible via VPN.

Note: VPN-capable devices only.

Yes
Access is generally possible.

Note: By default via all interfaces except WAN.

Read
Access is read only.

No
Access is not possible.

Note: Default setting for the WAN interface.

Default:
Yes
No
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2.11.15.5 SNMP

Use this option to set the access rights for configuring the device via the SNMP
protocol (Simple Network Management Protocol). This protocol is required,
for example, for configuring the device using the LANmonitor application.

Telnet path:
Setup > Config > Access-Table

Possible values:
VPN

Access is only possible via VPN.

Note: VPN-capable devices only.

Yes
Access is generally possible.

Note: By default via all interfaces except WAN.

Read
Access is read only.

No
Access is not possible.

Note: Default setting for the WAN interface.

Default:
Yes
No
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2.11.15.6 HTTPS

Use this option to set the access rights for configuring the device via the
HTTPS protocol (Hypertext Transfer Protocol Secure or HTTP via SSL). This
protocol is required for configuring the device via the implemented web-browser
interface independent of the operating system.

Telnet path:
Setup > Config > Access-Table

Possible values:
VPN

Access is only possible via VPN.

Note: VPN-capable devices only.

Yes
Access is generally possible.

Note: By default via all interfaces except WAN.

Read
Access is read only.

No
Access is not possible.

Note: Default setting for the WAN interface.

Default:
Yes
No
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2.11.15.7 Telnet-SSL

Use this option to set the access rights for configuring the device via the
TELNET protocol. This protocol is required for text-based configuration of the
device with the Telnet console, which is independent of the operating system.

Telnet path:
Setup > Config > Access-Table

Possible values:
VPN
Access is only possible via VPN.

Note: VPN-capable devices only.

Yes
Access is generally possible.

Note: By default via all interfaces except WAN.

Read
Access is read only.

No
Access is not possible.

Note: Default setting for the WAN interface.

Default:
Yes
No
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2.11.15.8 SSH

Use this option to set the access rights for configuring the device via the
TELNET/SSH protocol. This protocol is required for configuring the device
securely via the implemented Telnet console from text-based systems inde-
pendent of the operating system.

Telnet path:
Setup > Config > Access-Table

Possible values:
VPN

Access is only possible via VPN.

Note: VPN-capable devices only.

Yes
Access is generally possible.

Note: By default via all interfaces except WAN.

Read
Access is read only.

No
Access is not possible.

Note: Default setting for the WAN interface.

Default:
Yes
No
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2.11.15.10 Config Sync

Indicates whether a config sync is possible (restricted) via this interface.

Telnet path:
Setup > Config > Access-Table

Possible values:
VPN

Access is only possible via VPN.

Note: VPN-capable devices only.

Yes
Access is generally possible.

Note: By default via all interfaces except WAN.

Read
Access is read only.

No
Access is not possible.

Note: Default setting for the WAN interface.

Default:
Yes
No

2.11.16 Screen height

Specifies the maximum height of the screen in lines. Entering 0 here causes
the device to determine optimum screen height automatically when you log
in.
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SNMP ID: 2.11.16
Telnet path: Setup/Config
Possible values:

Max. 10 characters
Default: 24

Special values: 0

2.11.17 Prompt

This value sets the prompt on the command line.
SNMP ID: 2.11.17

Telnet path: Setup/Config

Possible values:

Max. 31 characters with the following variables:

%f: Starts a [Test] if you previously entered the command 'flash no' on the
command line. The command 'flash no' activates the test mode for the
configuration changes outlined below. When test mode is enabled, the
device saves the changes to the configuration in RAM only. As the device's
RAM is deleted during a reboot, all of the configuration changes made in
test mode are lost. The [Test] display alerts the administrator about this
potential loss of changes to the configuration.

%u: User name

%n: Device name

%p: Current path

%t: Current time

%o0: Current operating time

Default: Blank

2.11.18 LED-Test

Activates the test mode for the LEDs to test LED function in different colors.
SNMP ID: 2.11.18

Telnet path: Setup/Config
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Possible values:

Off: Switches all LEDs off

Red Switches all LEDs on that emit red.
Green: Switches all LEDs on that emit green.
Orange Switches all LEDs on that emit orange.
No_Test: Normal LED operating mode.

Default: No_Test:

2.11.20 Cron-Table

CRON jobs are used to carry out recurring tasks on a device automatically at
certain times. If the installation features a large number of active devices, all
of which are subjected to the same CRON job at the same time (e.g. updating
a configuration by script), unpleasant side effects can result if, for example,
all devices try to establish a VPN connection at once. To avoid these effects,
the CRON jobs can be set with a random delay time between 0 and 59
minutes.

SNMP ID: 2.11.20
Telnet path: Setup/Config

2.11.20.1 Index

Index for this entry.
SNMP ID: 2.11.20.1
Telnet path: /Setup/Config/Cron-Table

2.11.20.2 Minute

The value defines the point in time when a command is to be executed. With
no value entered, it is not included in the controlling. A comma-separated list
of values can be entered, or alternatively a range of minimum and maximum
values.

SNMP ID: 2.11.20.2
Telnet path: /Setup/Config/Cron-Table
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Possible values:
Max. 50 characters
Default: Blank

2.11.20.3 Hour

The value defines the point in time when a command is to be executed. With
no value entered, it is not included in the controlling. A comma-separated list
of values can be entered, or alternatively a range of minimum and maximum
values.

SNMP ID: 2.11.20.3
Telnet path: /Setup/Config/Cron-Table
Possible values:
Max. 50 characters
Default: Blank

2.11.20.4 DayOfWeek

The value defines the point in time when a command is to be executed. With
no value entered, it is not included in the controlling. A comma-separated list
of values can be entered, or alternatively a range of minimum and maximum
values.

SNMP ID: 2.11.20.4
Telnet path: /Setup/Config/Cron-Table
Possible values:

0: Sunday

: Monday

: Tuesday

: Wednesday
: Thursday

: Friday

: Saturday

o g WN =
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Default: Blank

2.11.20.5 Day

The value defines the point in time when a command is to be executed. With
no value entered, it is not included in the controlling. A comma-separated list
of values can be entered, or alternatively a range of minimum and maximum
values.

SNMP ID: 2.11.20.5
Telnet path: /Setup/Config/Cron-Table
Possible values:
Max. 50 characters
Default: Blank

2.11.20.6 Month

The value defines the point in time when a command is to be executed. With
no value entered, it is not included in the controlling. A comma-separated list
of values can be entered, or alternatively a range of minimum and maximum
values.

SNMP ID: 2.11.20.6
Telnet path: /Setup/Config/Cron-Table
Possible values:

0: Sunday

: Monday

: Tuesday

: Wednesday
: Thursday

: Friday

6: Saturday

Default: Blank

a b wWwN =
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2.11.20.7 Command

The command to be executed or a comma-separated list of commands. Any
command-line function can be executed.

SNMP ID: 2.11.20.7
Telnet path: /Setup/Config/Cron-Table
Possible values:
Max. 100 characters
Default: Blank

2.11.20.8 Base

The time base field determines whether time control is based on real time or
on the device's operating time.

SNMP ID: 2.11.20.8
Telnet path: /Setup/Config/Cron-Table
Possible values:

Real-Time: These rules evaluate all time/date information. Real-time based
rules can be executed provided that the device has a time from a relevant
source, e.g. via NTP.

Operation-Time: These rules only evaluate the minutes and hours since
the last time the device was started.

Default: Real time

2.11.20.9 Operating

Activates or deactivates the entry.
SNMP ID: 2.11.20.9

Telnet path: /Setup/Config/Cron-Table
Possible values:

Yes
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No
Default: Yes

2.11.20.10 Owner

An administrator defined in the device can be designated as owner of the
CRON job. If an owner is specified, then the CRON job commands will be
executed with the rights of the owner.

SNMP ID: 2.11.20.10
Telnet path: /Setup/Config/Cron-Table
Possible values:
Max. 16 characters
Default: Blank

2.11.20.11 Variation

This specifies the maximum delay, from 0 to 65536 minutes, for the start of
the CRON job after the set start time. The actual delay time is determined
randomly and lies between 0 and the time entered here.

SNMP ID: 2.11.20.11
Telnet path: /Setup/Config/Cron-Table
Possible values:
0 to 65535 seconds
Default: 0

Special values: When set to zero, the CRON job is executed at precisely the
defined time.

Note: Rules based on real-time can only be executed if the device has a time
from a valid source, e.g. via NTP.
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2.11.20.12 Comment
This parameter is used to leave a comment about the entry in the CRON table.

Telnet path:
Setup > Config > Cron-Table

Possible values:
Max. 63 characters from
[A-Z][a-z][0-9] #@ | } ~' $%&' () *+-,/:;<=>?[\]"_.

Default:
empty

2.11.21 Admins

Here you can create additional administrator user accounts.
SNMP ID: 2.11.21

Telnet path: Setup/Config

2.11.21.1 Administrator

Multiple administrators can be set up in the configuration of the device, each
with different access rights. Up to 16 different administrators can be set up
for a device.

SNMP ID: 2.11.21.1
Telnet path: Setup/Config/Admins
Possible values:
Max. 16 characters
Default: Blank

Note: Besides these administrators set up in the configuration, there is also
the "root" administrator with the main password for the device. This adminis-
trator always has full rights and cannot be deleted or renamed. To log in as
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root administrator, enter the user name "root" in the login window or leave this
field empty. As soon as a password is set for the "root" administrator in the
device's configuration, WEBconfig will display the button Login that starts the
login window. After entering the correct user name and password, the WEB-
config main menu will appear. This menu only displays the options that are
available to the administrator who is currently logged in. If more than one
administrator is set up in the admin table, the main menu features an additional
button 'Change administrator' which allows other users to log in (with different
rights, if applicable).

2.11.21.2 Password

Password for this entry.
SNMP ID: 2.11.21.2
Telnet path: Setup/Config/Admins
Possible values:
Max. 16 characters
Default: Blank

2.11.21.3 Function rights

Each administrator has "function rights" that determine personal access to
certain functions such as the Setup Wizards. You assign these function rights
when you create a new administrator.

If you create a new administrator via Telnet, the following hexadecimal values
are available to you. By entering one or more of these values with set you set
the function rights.

In WEBconfig you assign the function rights by selecting the appropriate check
boxes in the menu shown below.

Telnet path:
Setup > Config > Admins

Possible values:
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0x00000001:
0x00000002:
0x00000004:

0x00000008:
viders.

0x00000010:
0x00000020:
0x00000040:

The user can run the Basic Wizard.

The user can run the Security Wizard.

The user can run the Internet Wizard.

The user can run the Wizard for selecting Internet pro-

The user can run the RAS Wizard.
The user can run the LAN-LAN link Wizard.
The user can set the date and time (also applies for

Telnet and TFTP).

0x00000080:

0x00000100:
Telnet).

0x00000200:
0x00000400:
0x00000800:
0x00001000:
0x00002000:
0x00004000:
0x00008000:
0x00010000:
0x00020000:

0x00001000:
Wizard.

The user can search for additional devices.
The user can run the WLAN link test (also applies for

The user can run the a/b Wizard.

The user can run the WTP Assignment Wizard.

The user can run the Public Spot Wizard.

The user can run the WLAN Wizard.

The user can run the Rollout Wizard.

The user can run the Dynamic DNS Wizard.

The user can run the VoIP Call Manager Wizard.

The user can run the WLC Profile Wizard.

The user can use the integrated Telnet or SSH client.
The user can run the Public-Spot User management

Default:
Blank

2.11.21.4 Operating

Activates or deactivates the function
SNMP ID: 2.11.21.4

Telnet path: Setup/Config/Admins
Possible values:

Yes
No
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Default: Yes

2.11.21.5 Access rights

Access to the internal functions can be configured for each interface separately:
- LAN

- Wireless LAN (WLAN)

- WAN (e.g., DSL or ADSL)

Access to the network configuration can be further restricted so that, for
example, configurations can only be edited from certain IP addresses or
LANCAPI clients. Furthermore, the following internal functions can be switched
on/off separately:

- LANconfig (TFTP)

- WEBconfig (HTTP, HTTPS)
- SNMP

- Terminal/Telnet

For devices supporting VPN, it is also possible for internal functions that
operate over WAN interfaces to be restricted to VPN connections only.

SNMP ID: 2.11.21.5
Telnet path: Setup/Config/Admins
Possible values:

None
Admin-RO-Limit
Admin-RW-Limit
Admin-Ro
Admin-RW
Supervisor

Default: Blank

2.11.23 Telnet-Port

This port is used for unencrypted configuration connections via Telnet.
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SNMP ID: 2.11.23
Telnet path: Setup/Config
Possible values:

Max. 10 characters
Default: 23

2.11.25 SSH-Port
This port is used for configuration connections via SSH.
SNMP ID: 2.11.25
Telnet path: Setup/Config
Possible values:
Max. 10 characters
Default: 22

2.11.26 SSH-Authentication-Methods

Here you specify the authentication method to be used for SSH.
SNMP ID: 2.11.26

Telnet path: Setup/Config

2.11.26.1 Ifc.

The authentication methods permitted for SSH access can be set separately
for LAN, WAN and WLAN.

SNMP ID: 2.11.26.1
Telnet path: /Setup/Config/SSH-Authentication-Methods
Possible values:

LAN
WAN
WLAN
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2.11.26.2 Methods

The SSH protocol generally allows two different authentication mechanisms:
Username and password, using a public key, or interactively via the keyboard.

SNMP ID: 2.11.26.2
Telnet path: /Setup/Config/SSH-Authentication-Methods
Possible values:

Public-Key: Only allows authentication with a digital certificate.
Keyboard-interactive: Only allows authentication via the keyboard.
Password: Only allows authentication with a password.
Password+Keyboard-Interactive: Allows authentication with password or
interactively via the keyboard.

Password+Public-Key: Allows authentication using password or using
digital certificate.

Keyboard-Interactive+Public Key: Only allows authentication via the key-
board or via digital certificate.

All: Allows authentication using any method.
Default: All

2.11.27 Predef.-Admins

Here you will find the predefined administrator account for the device. This
administrator account is used when no user name is defined when logging in.

SNMP ID: 2.11.27
Telnet path: /Setup/Config/Predef.-Admins

2.11.27.1 Name

Enter the name of the predefined administrator account here.
SNMP ID: 2.11.27.1
Telnet path: Setup/Config/Predef.-Admins/Name

Possible Telnet values:
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Maximum 16 characters
Default: Blank

2.11.28 SSH

This item manages the mechanisms used for SSH encryption. You can select
which algorithms are supported in both server and client mode.

Telnet path:
Setup > Config

2.11.28.1 Cipher-Algorithms

The cipher algorithms are used for encrypting and decrypting data. Select
one or more of the available algorithms.

Telnet path:
Setup > Config > SSH

Possible values:

3des-chc
3des-ctr
arcfour
arcfour128
arcfour256
blowfish-cbc
blowfish-ctr
aes128-cbhc
aes192-cbc
aes256-cbhc
aes128-ctr
aes192-ctr
aes256-ctr
chacha20-poly1305
aes128-gcm
aes256-gcm

Default:
3des-cbc
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3des-ctr
arcfour
arcfour128
arcfour256
blowfish-cbc
blowfish-ctr
aes128-cbc
aes192-cbc
aes256-cbc
aes128-ctr
aes192-ctr
aes256-ctr

2.11.28.2 MAC algorithms

MAC algorithms are used to check the integrity of messages. Select one or
more of the available algorithms.

Telnet path:
Setup > Config > SSH

Possible values:
hmac-md5-96
hmac-md5
hmac-sha1-96
hmac-sha1
hmac-sha2-256-96
hmac-sha2-256
hmac-sha2-512-96
hmac-sha2-512

Default:

hmac-md5-96,hmac-md5,hmac-sha1-96,hmac-sha1,hmac-sha2-256-96,
hmac-sha2-256,hmac-sha2-512-96,hmac-sha2-512
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2.11.28.3 Key-exchange algorithms

The MAC key exchange algorithms are used to negotiate the key algorithm.
Select one or more of the available algorithms.

Telnet path:
Setup > Config > SSH

Possible values:

diffie-hellman-group1-sha1
diffie-hellman-group14-sha1
diffie-hellman-group-exchange-sha1
diffie-hellman-group-exchange-sha256
ecdh-sha2

curve25519-sha256

Default:
diffie-hellman-group1-sha1
diffie-hellman-group14-sha1
diffie-hellman-group-exchange-sha1
diffie-hellman-group-exchange-sha256

2.11.28.4 Host key algorithms

The host key algorithms are used to authenticate hosts. Select one or more
of the available algorithms.

Telnet path:
Setup > Config > SSH

Possible values:

ssh-rsa
ssh-dss
ecdsa-sha2
ssh-ed25519
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Default:
ssh-rsa
ssh-dss

2.11.28.5 Min-Hostkey-Length
This parameter defines the minimum length of your host keys.

Telnet path:
Setup > Config > SSH

Possible values:
Max. 5 numbers

Default:
512

2.11.28.6 Max-Hostkey-Length

This parameter defines the maximum length of your host keys.

Telnet path:
Setup > Config > SSH

Possible values:
Max. 5 numbers

Default:
8192

2.11.28.7 DH-Groups

The Diffie-Hellman groups are used for the key exchange. Select one or more
of the available groups.

Telnet path:
Setup > Config > SSH

Possible values:
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Group-1
Group-5
Group-14
Group-15
Group-16
Default:
Group-1,Gruppe-5,Gruppe-14

2.11.28.8 Compression

With this setting, you enable or disable compression of data packets for con-
nections using SSH.

Telnet path:
Setup > Config > SSH

Possible values:
Yes

No

Default:
Yes

2.11.28.9 Elliptic curves

This is where you select the (NIST) curves used by the device for the elliptic
curve cryptography (ECC).

Note: All of the NIST curves given here are suitable for the ECDH key
agreement, whereas host keys are based on the curves ni st p256 and
ni st p384.

Telnet path:
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Setup > Config > SSH

Possible values:

nistp256
nistp384
nistp521

Default:
nistp256
nistp384
nistp521

2.11.28.10 SFTP-Server
This menu allows you to adjust the settings for the SFTP server.

Telnet path:
Setup > Config > SSH

2.11.28.10.1 Operating
You enable or disable the SFTP server with this setting.

Telnet path:
Setup > Config > SSH > SFTP-Server

Possible values:
Yes
No

Default:
Yes
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2.11.28.11 Keepalive interval

Using this parameter, you configure the SSH keepalives for server-side con-
nections. The parameter defines the interval in which the internal HILCOS
SSH server sends keepalives to keep a connection open.

Telnet path:
Setup > Config > SSH

Possible values:
0 ... 99999 Seconds

Special values:

0
This value disables the function.

Default:
60

2.11.29 Telnet-SSL

The parameters for Telnet-SSL connections are specified here.

Telnet path:
Setup > Config

2.11.29.2 Versions

This bitmask specifies which versions of the protocol are allowed.

Telnet path:
Setup > Config > Telnet-SSL

Possible values:
SSLv3
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TLSv1
TLSv1.1
TLSv1.2

Default:
TLSv1

2.11.29.3 Key-exchange algorithms

This bitmask specifies which key-exchange methods are available.

Telnet path:
Setup > Config > Telnet-SSL

Possible values:

RSA
DHE
ECDHE

Default:
RSA
DHE
ECDHE

2.11.29.4 Crypro algorithms

This bitmask specifies which cryptographic algorithms are allowed.

Telnet path:
Setup > Config > Telnet-SSL

Possible values:
RC4-40
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RC4-56
RC4-128
DES40
DES
3DES
AES-128
AES-256

AESGCM-128
AESGCM-256

Default:
3DES
AES-128
AES-256

AESGCM-128
AESGCM-256

2.11.29.5 Hash algorithms

This bit mask specifies which hash algorithms are allowed and implies what
HMAC algorithms used to protect of the integrity of the messages.

Telnet path:

Setup > Config > Telnet-SSL

Possible values:

MD5
SHA1
SHA2-256
SHA2-384

Default:
MD5
SHA1
SHA2-256
SHA2-384
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2.11.29.6 Prefer PFS

When setting the cipher suite, the device usually takes over the same setting
as the requesting client. Certain client applications by default require a con-
nection without perfect forward secrecy (PFS), even though both the device
and the client are PFS-capabile.

This option means that your device always prefers to connect with PFS,
regardless of the default setting of the client.

Telnet path:
Setup > Config > Telnet-SSL

Possible values:

On
Off

Default:
On

2.11.29.7 Renegotiations

This setting gives you control over whether the client can trigger a renegotiation
of SSL/TLS.

Telnet path:
Setup > Config > Telnet-SSL

Possible values:

Forbidden
The device disconnects from the remote station if this requests a
renegotiation.

Allowed
The device permits renegotiations with the remote station.

Ignored
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The device ignores the request to renegotiate sent by the remote
station.

Default:
Allowed

2.11.29.10 PORT

This port is used for encrypted configuration connections via telnet.

Telnet path:
Setup > Config > Telnet-SSL

Possible values:
0...65535

Default:
992

2.11.32 Reset-button

The reset button offers two basic functions—boot (restart) and reset (to the
factory settings)—which are called by pressing the button for different lengths
of time.

Some devices simply cannot be installed under lock and key. There is con-
sequently a risk that the configuration will be deleted by mistake if a co-
worker presses the reset button too long. The behavior of the reset button is
controlled with this setting.

SNMP ID: 2.11.32
Telnet path: Setup/Config
Possible values:

Ignore: The button is ignored.
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Boot only: With a suitable setting, the behavior of the reset button can be
controlled; the button is then ignored or a press of the button prompts a
restart only, however long it is held down.

Reset or boot (default setting): With this setting, the reset button fulfills
different functions depending upon how long the key remains pressed:

Less than 5 seconds: Boot (restart), whereby the user-defined config-
uration is loaded from the configuration memory. If the user-defined
configuration is empty, then the customer-specific standard settings
(first memory space) are loaded instead. The loading of the customer-
specific standard settings is visible when all LEDs on the device light
up briefly in red. Similarly, the factory settings are loaded if the first
memory space is empty.

Longer than 5 seconds until the first time that all device LEDs light up:
Configuration reset (deletes the configuration memory) followed by a
restart. In this case the customer-specific standard settings (first memory
space) are loaded instead. The loading of the customer-specific
standard settings is visible when all LEDs on the device light up briefly
in red. The factory settings are loaded if the first memory space is empty.
Longer than 15 seconds until the second time that all device LEDs light
up: Activating the rollout configuration and deleting the user-defined
configuration After restarting, the rollout configuration is started from
memory space 2. The loading of the rollout configuration is visible when
all LEDs on the device light up twice briefly in red. The factory settings
are loaded if the second memory space is empty.

Note: Further information about the different boot configurations are to be
found in the reference manual.

Default: reset or boot

Note: After areset, the access point returns to managed mode, in which case
the configuration cannot be directly accessed via the WLAN interface!

Note: After resetting, the device starts completely unconfigured and all settings
are lost. If possible be sure to backup the current device configuration before
resetting.
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Note: The settings 'Ignore' or 'Boot only' makes it impossible to reset the
configuration to the factory settings or to load the rollout configuration with a
reset. If the password is lost for a device with this setting, there is no way to
access the configuration! In this case the serial communications interface can
be used to upload a new firmware version to the device—this resets the device
to its factory settings, which results in the deletion of the former configuration.
Instructions on firmware uploads via the serial configuration interface are
available in the HILCOS reference manual.

2.11.33 Outband-Aging-Minutes

Specify here the number of minutes after which an inactive serial connection
(e.g. via Hyper Terminal) is automatically terminated.

SNMP ID: 2.11.33
Telnet path: Setup/Config
Possible values:

Max. 10 characters
Default: 1

2.11.35 Monitor trace

This menu contains the settings for monitor tracing.
SNMP ID: 2.11.35

Telnet path: Setup/Config

2.11.35.1 Tracemask1
This parameter is for support purposes only.

SNMP ID: 2.11.35.1
Telnet path: /Setup/Config/Monitortrace
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2.11.35.2 Tracemask2
This parameter is for support purposes only.

SNMP ID: 2.11.35.2
Telnet path: /Setup/Config/Monitortrace

2.11.39 License-Expiry-Email

The license to use a product can be restricted to a set validity period. You will
be reminded of the license expiry date 30 days, one week and one day before
it actually expires by an e-mail to the address configured here.

Telnet path:Setup/Config//License-Expiry-Email
Possible values:

Valid e-mail address
Default: Blank

2.11.40 Crash-Message

Here you specify the message that appears in the bootlog when the device
crashes.

SNMP ID: 2.11.40
Telnet path: /Setup/Config/Crash-Message
Possible values:

Maximum 32 alphanumerical characters
Default: HILCOS-Watchdog

2.11.41 Admin-Gender

Enter the sex of the Admin.

SNMP ID: 2.11.41

Telnet path: /Setup/Config/Admin-Gender

Possible values:
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Unknown
Male
Female

Default: Unknown

2.11.42 Assert-Action

This parameter affects the behavior of the device when it checks the firmware
code.

SNMP ID: 2.11.42
Telnet path: /Setup/Config/Assert-Action
Possible values:

log_only
reboot

Default: log_only

Note: The settings for this parameter are intended exclusively for development
and support purposes. Do not alter the pre-set values for these parameters.
An irregular configuration may cause the devices to behave unexpectedly
during operations.

2.11.43 Function keys

The function keys enable the user to save frequently used command
sequences and to call them easily from the command line. In the appropriate
table, commands are assigned to function keys F1 to F12 as they are entered
in the command line.

SNMP ID: 2.11.43
Telnet path: Setup/Config

2.11.43.1 Key

Name of function key.
SNMP ID: 2.11.43.1
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Telnet path: Setup\Config\Function-Keys
Possible values:

Selection from function keys F1 to F12.
Default: F1

2.11.43.2 Mapping

Description of the command/shortcut to be run on calling the function key in
the command line.

SNMP ID: 2.11.43.2
Telnet path: Setup\Config\Function-Keys
Possible values:
All commands/shortcuts possible in the command line
Default: Blank

Special values: The caret symbol # is used to represent special control
commands with ASCII values below 32.%a

AA stands for Ctrl-A (ASCII 1)
AZ stands for Ctrl-Z (ASCII 26)
Al stands for Escape (ASCII 27)

AM stands for Return/Enter This character is useful if you enter a command
with the function key and wish to send it immediately.

AN A double caret symbol stands for the caret symbol itself.

Note: If a caret symbol is entered in a dialog field or editor followed directly
by another character, the operating system may possibly interpret this
sequence as another special character. By entering caret + A the Windows
operating system outputs an A. To enter the caret character itself, enter a
space in front of the subsequent characters. Sequence *A is then formed from
caret symbol + space + A.
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2.11.45 Configuration date

This parameter allows LANconfig to be used to set the date of a configuration.

Note: This value exists only in the SNMP chain.

Telnet path:
Setup > Config > Config-Date

Possible values:
Valid configuration date

2.11.50 LL2M

The menu contains the settings for LANCOM layer-2 management.
SNMP ID: 2.11.50

Telnet path: Setup/Config

2.11.50.1 Enabled

Enables/disables the LL2M server. An LL2M client can contact an enabled
LL2M server for the duration of the time limit following device boot/power-on.

SNMP ID: 2.11.50.1
Telnet path: /Setup/Config/LL2M
Possible values:

Yes
No

Default: Yes

2.11.50.2 Time-Limit

Defines the period in seconds during which an enabled LL2M server can be
contacted by an LL2M client after device boot/power-on. The LL2M server is
disabled automatically after expiry of the time limit.
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SNMP ID: 2.11.50.2
Telnet path: /Setup/Config/LL2M
Possible values:
0 to 4294967295
Default: 0

Special values: 0 disables the time limit. The LL2M server stays permanently
enabled in this state.

2.11.51 Sync

In this directory, you configure the automatic configuration synchronization.

Telnet path:
Setup > Config

2.11.51.1 Operating
Activates or deactivates the automatic configuration synchronization.

Telnet path:
Setup > Config > Sync

Possible values:

No
Yes

Default:
No
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2.11.51.2 New cluster
Here you can configure the scope of a configuration synchronization.

Telnet path:
Setup > Config > Sync

2.11.51.2.1 Name
Enter an identifier for this entry.

Telnet path:
Setup > Config > Sync > New Cluster

Possible values:
Max. 254 characters from
[A-Z][0-9]1 @ |}~ $9&' () +-,/:;<=>?[\]"_.

Default:
Default

2.11.51.2.2 Cluster members

This table lists devices that participate in the automatic configuration synchron-
ization.

Telnet path:
Setup > Config > Sync > New Cluster
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2.11.51.2.2.1 Idx.
Index for this entry in the list.

Telnet path:
Setup > Config > Sync > New Cluster > Group Members

Possible values:
Max. 5 characters from 0123456789

Default:
empty

2.11.51.2.2.2 Address
IP address of the corresponding device.

Telnet path:
Setup > Config > Sync > New Cluster > Group Members

Possible values:
Max. 63 characters from
[A-Z][0-9]1 @ |}~ $9&' () +-,/:;<=>?[\]"_.

Possible arguments:

IPv4 address
IPv6 address

Default:
empty

396

RM CLI HILCOS
Release 10.12 12/2018



2 Setup 2.11 Config

2.11.51.2.3 Menu nodes

Here you configure which configuration items are to be contained in the
automatic configuration synchronization. This enables you to include or exclude
values, tables, and entire menus.

Telnet path:
Setup > Config > Sync > New Cluster

2.11.51.2.3.1 Idx.
Index for this entry in the list.

Telnet path:
Setup > Config > Sync > New Cluster > Menu Nodes

Possible values:
Max. 5 characters from 0123456789

Default:
empty

2.11.51.2.3.2 Include

Specify here whether the specified menu node is included in or excluded from
the automatic configuration synchronization.

Telnet path:
Setup > Config > Sync > New Cluster > Menu Nodes

Possible values:

Include
Exclude
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Default:
Include

2.11.51.2.3.3 Path

Enter the path to the menu node. This can be a value, a table, or a complete
menu.

Telnet path:
Setup > Config > Sync > New Cluster > Menu Nodes

Possible values:
Max. 127 characters from
[A-Z][a-z][0-9] @} ~! $%& () +-,/:;<=>?[\]"_.~

Default:
/Setup

2.11.51.2.3.4 SNMP OID
Show the SNMP-ID of the specified menu node.

Note: The display is updated after you save the entry.
Telnet path:
Setup > Config > Sync > New Cluster > Menu Nodes

Possible values:
2

Default:
2
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2.11.51.2.4 Ignored rows

If you include a table into the automatic configuration synchronization, this
item is used to determine which rows of this table are to be excluded from it.

Telnet path:
Setup > Config > Sync > New Cluster

2.11.51.2.4.1 Idx.
Index for this entry in the list.

Telnet path:
Setup > Config > Sync > New Cluster > Ignored Rows

Possible values:
Max. 5 characters from 0123456789

Default:
empty

2.11.51.2.4.2 Row index

Here you specify the row number (index) to be excluded from the automatic
configuration synchronization.

Telnet path:
Setup > Config > Sync > New Cluster > Ignored Rows

Possible values:

Max. 127 characters from

[A-Z][a-z][0-9] #@ | } ~! "$U& () *+-,/:;<=>?[\]"_.
Default:
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empty

2.11.51.2.4.3 Path

Specify the path to the node of the table that is contained in the automatic
configuration synchronization.

Telnet path:
Setup > Config > Sync > New Cluster > Ignored Rows

Possible values:
Max. 127 characters from
[A-Z][a-2][0-9] @ |}~ $%&' () +-,/:;<=>?[\]"~_.~

Default:
/Setup

2.11.51.2.4.4 SNMP OID
Show the SNMP-ID of the specified table node.

Note: The display is updated after you save the entry.

Telnet path:
Setup > Config > Sync > New Cluster > Ignored Rows

Possible values:
2

Default:
2
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2.11.51.2.5 Home
Starts the automatic configuration synchronization for this entry.

Telnet path:
Setup > Config > Sync > New Cluster

2.11.51.3 TLS connections

In this directory, you specify the address and port to be used by the device to
accept incoming configuration changes.

Telnet path:
Setup > Config > Sync

2.11.51.3.1 Port

Specify the port to be used by the device to receive incoming configuration
changes.

Telnet path:
Setup > Config > Sync > TLS-Connections

Possible values:
Max. 5 characters from [ 0- 9]

0 ... 65535

Default:
1941
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2.11.51.3.2 Loopbhack address

Specify the loopback address to be used by the device to receive incoming
configuration changes.

Telnet path:
Setup > Config > Sync > TLS-Connections

Possible values:
Max. 39 characters from [A-Z][a-z][0-9].-: %

Possible arguments:

Name of the IP networks whose address should be used
“INT” for the address of the first Intranet

“DMZ” for the address of the first DMZ

LBO ... LBF for the 16 loopback addresses

Any valid IPv4 or IPv6 address

Default:
empty

2.11.51.4 Renew snapshot

In this directory you configure the snapshots.

Telnet path:
Setup > Config > Sync > Renew-Snapshot

2.11.51.4.1 Modification limit
Enter the modification limit here.

Telnet path:
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Setup > Config > Sync > Renew-Snapshot

Possible values:
Max. 10 characters from 0123456789

Special values:

0
This value disables the function.

Default:
2048

2.11.51.4.2 Kept modifications

This value specifies the number of kept modifications.

Telnet path:
Setup > Config > Sync > Renew-Snapshot

Possible values:
Max. 10 characters from 0123456789

0 ... 4294967295 Powers of two

Special values:

0
This value disables the function.

Default:
256

2.11.51.4.3 Renew snapshot
This action renews the snapshot.
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Telnet path:

Setup > Config > Sync > Renew-Snapshot

2.11.51.5 Local configuration

In this directory you specify the number of applied and detected modifications.

Telnet path:
Setup > Config > Sync > Local Config

2.11.51.5.1 Detected modifications
Specify the number of detected modifications.

Telnet path:
Setup > Config > Sync > Local Config

Possible values:
Max. 10 characters from 0123456789

2.11.51.5.2 Applied modifications
Specify the number of applied modifications.

Telnet path:
Setup > Config > Sync > Local Config

Possible values:
Max. 10 characters from 0123456789
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2.11.60 CPU-Load-Interval

You can select the time interval for averaging the CPU load. The CPU load
displayed in LANmonitor, in the status area, in the display (if fitted), or by
SNMP tools is a value which is averaged over the time interval set here. The
status area under WEBconfig or CLI additionally display the CPU load values
for all four of the optional averaging periods.

Meaned values for CPU load are available in the following time intervals:
SNMP ID: 2.11.60

Telnet path: Setup/Config

Possible values:

T1s (arithmetic mean)

T5s (arithmetic mean)

T60s (moving average)

T300s (moving average)

Default: T60s

2.11.65 Error aging minutes

Here you set the length of time in minutes after which the device deletes VPN
errors from the status table.

Note: To document sporadic errors, disable this option with the entry 0.

Telnet path:
Setup > Config

Possible values:
Max. 4 characters from 0123456789

Default:
0
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Special values:

o
Disables this option. Errors will remain in the status table.

2.11.73 Sort-menu

Using this parameter, you specify whether the device displays menu items in
ascending alphabetical order on the console by default. The setting corres-
ponds to the option switch - s when listing menu or table contents.

Telnet path:
Setup > Config

Possible values:

No
Yes

Default:
No

2.11.80 Authentication

Various options are available to authenticate with the device and access the
management interface.

internal: The device manages the users internally in the table Setup >
Config > Admins.

Radius: A RADIUS server handles the management of the users.
Tacacs+: A TACACS+ server handles the management of the users.

Note: To manage the necessary data for the RADIUS server, go to Setup >
Config > Radius > Server. To manage the necessary data for the TACACS+
server, go to Setup > Tacacs+ > Server.

Note: Since the RADIUS protocol does not allow for a change of passwords,
the users logged in via RADIUS cannot change their password in the device.
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Telnet path:
Setup > Config

Possible values:
Internal
Radius
TACACS+

Default:
Internal

2.11.81 Radius

If the user has to login to the management interface by authenticating via a
RADIUS server, you enter the related server data and the user/administration
data here.

Telnet path:
Setup > Config

2.11.81.1 Server

This table contains the settings for the RADIUS server.

Telnet path:
Setup > Config > Radius

2.11.81.1.1 Name
Enter a name for the RADIUS server.

Telnet path:
Setup > Config > Radius > Server

Possible values:
Max. 16 characters

Default:
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Blank

2.11.81.1.2 Server
Enter the IPv4 address of the RADIUS server here.

Telnet path:
Setup > Config > Radius > Server

Possible values:
Max. 64 characters

Default:
Blank

2.11.81.1.3 Port

Specify here the port used by the RADIUS server to communicate with the
device.

Telnet path:
Setup > Config > Radius > Server

Possible values:
Max. 5 characters

Default:
1812

2.11.81.1.4 Protocol

Specify here the protocol used by the RADIUS server to communicate with
the device.

Telnet path:
Setup > Config > Radius > Server

Possible values:
RADIUS

RADSEC
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Default:
RADIUS

2.11.81.1.5 Loopbhack-Address

Here you can optionally specify a source address for the device to use as the
target address instead of the one that would normally be selected automatic-
ally.

Telnet path:
Setup > Config > Radius > Server
Possible values:
Name of the IP networks whose addresses are to be used by the device.
"INT" for the address of the first intranet.
"DMZ" for the address of the first DMZ.

Note: If the list of IP networks or loopback addresses contains an entry
named "DMZ", then the associated IP address will be used.

LBO — LBF for one of the 16 loopback addresses
Any valid IP address.

Default:
Blank

2.11.81.1.6 Secret

Enter the password for accessing the RADIUS server and repeat it in the
second input field.

Telnet path:
Setup > Config > Radius > Server

Possible values:
Max. 64 characters

Default:
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Blank

2.11.81.1.7 Backup

Specify the name of the alternative RADIUS server to which the device for-
wards requests when the first RADIUS server cannot be reached.

Note: The backup server requires an additional entry in the Server table.

Telnet path:
Setup > Config > Radius > Server

Possible values:
Max. 16 characters

Default:
Blank

2.11.81.1.8 Category
Set the category for which the RADIUS server applies.

You can select No, one or both categories.

Telnet path:
Setup > Config > Radius > Server

Possible values:
Authentication
Accounting

Default:
Authentication

2.11.81.1.9 Attribute-Values
With this entry you configure the RADIUS attributes of the RADIUS server.

The attributes are specified in a semicolon-separated list of attribute numbers
or names (according to RFC 2865, RFC 3162, RFC 4679, RFC 4818, RFC
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7268) and a corresponding value in the form
<Attribute_1>=<Val ue_1>, <Attri bute_2>=<Val ue_2>.

Variables can also be used as values (such as % for the device name).
Example: NAS- | denti fi er =%n.

Telnet path:
Setup > Config > Radius > Server

Possible values:
Max. 128 characters from
[A-Z][a-z][0-9] #@ | } ~' $%&' () *+-,/:;<=>?[\]"_.

Default:
empty

2.11.81.2 Access rights transfer

The RADIUS server stores the user authorization. When a request arrives,
the RADIUS server returns the access rights, privileges and the login data to
the device, which then logs in the user with the appropriate rights.

Normally access rights are set in the RADIUS management privilege level
(attribute 136), so that the device only needs to map the returned value to its
internal access rights (option mapped). The attribute can have the following
values, which are mapped by the device:

Attribute Access rights
1 User, read-only
3 User, write-only
5 Admin, read-only, no trace rights
7 Admin, read and write, no trace rights
9 Admin, read-only
1" Admin, read and write
15 Supervisor
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Note: The device maps all other values to 'no access'.

However, it may be that the RADIUS server additionally needs to transfer
privileges, or that attribute 136 is already used for other purposes and/or for
vendor-specific authorization attributes. If this is the case, you should select
Vendor-Specific attributes. These attributes are specified as follows, based
on the vendor ID '2356":

Privileges ID: 11
Function rights ID: 12

The values transferred for access rights are identical to those mentioned
above. If the RADIUS server should also transfer privileges, you achieve this
as follows:

1. Open the device console.

2. Change to the directory Setup > Config > Admins.

3. The command set ? shows you the current mapping of privileges to the
corresponding hexadecimal code (e.g. Devi ce- Sear ch (0x80)).

4. In order to combine privileges, you add their hex values.

5. You can use this decimal value as the Privileges ID to transfer the corres-
ponding privileges.

6. You can use this decimal value as the Privileges ID to transfer the corres-
ponding privileges.

Telnet path:
Setup > Config > Radius

Possible values:

Vendor specific
Mapped
Shell privilege

Default:
Vendor specific
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2.11.81.3 Account IP

Here you specify whether the device should record the user's session. In this
case it stores the session data including the start time, end time, user name,
authentication mode and, if available, the port used.
Telnet path:

Setup > Config > Radius

Possible values:
No

Yes

Default:
No

2.11.90 LED mode

You set the operating mode of the device LEDs here.

Notice: The "LED-Test" function is available despite the LEDs being disabled.

Telnet path:
Setup > Config

Possible values:
On
The LEDs are always enabled, also after rebooting the device.

Off
The LEDs are all off. Even after restarting the device, the LEDs remain
off.

Timed off
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After a reboot, the LEDs are enabled for a certain period of time and
are then turned off. This is useful for the LEDs to indicate critical errors
during the restart process.

Default:
On

2.11.91 LED off seconds

You specify the delay in seconds after which the LEDs are disabled following
a restart.

Note: If you change this value and save it within the previously set time, you
should restart the timer.

Telnet path:
Setup > Config

Possible values:
Max. 4 characters 0123456789

Default:
300

2.12 WLAN

This menu contains the settings for wireless LAN networks
SNMP ID: 2.12
Telnet path: /Setup

414 RM CLI HILCOS
Release 10.12 12/2018



2 Setup 2.12 WLAN

2.12.3 Heap-Reserve

The heap reserve specifies how many blocks in the LAN heap can be reserved
for direct communication (Telnet) with the device. If the number of blocks in
the heap falls below the specified value, received packets are dropped
immediately (except for TCP packets sent directly to the device).

SNMP ID: 2.12.3
Telnet path: /Setup/WLAN
Possible values:

Max. 3 numbers
Default: 10

2.12.8 Access mode

You can limit the data traffic between the wireless LAN and its local network
by excluding certain stations from transferring data, or you can approve spe-
cific stations only.

SNMP ID: 2.12.8
Telnet path: /Setup/WLAN
Possible values:

Filter out data from listed stations, transfer all other

transfer data from the listed stations, authenticate all other via RADIUS or
filter them out

Default: Filter out data from listed stations, transfer all other

2.12.12 1APP-Protocol

Access points use the Access Point Protocol (IAPP) to exchange information
about their associated clients. This information is used in particular when clients
roam between different access points. The new access point informs the
former one of the handover, so that the former access point can delete the
client from its station table.

SNMP ID: 2.12.12
Telnet path: /Setup/WLAN
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Possible values:

Yes
No

Default: Yes

2.12.13 IAPP-Announce-Interval

This is the interval (in seconds) with which the access points broadcast their
SSIDs.

SNMP ID: 2.12.13
Telnet path: /Setup/WLAN
Possible values:

Max. 10 numbers
Default: 120

2.12.14 I1APP-Handover-Timeout

If the handover is successful, the new access point informs the former access
point that a certain client is now associated with another access point. This
information enables the former access point to delete the client from its station
table. This stops packets being (unnecessarily) forwarded to the client. For
this time space (in milliseconds) the new access point waits before contacting
the former access point again. After trying five times the new access point
stops these attempts.

SNMP ID: 2.12.14
Telnet path: /Setup/WLAN
Possible values:

Max. 10 numbers
Default: 1000

2.12.26 Inter-SSID-Traffic

Depending on the application, it may be required that the WLAN clients con-
nected to an access point can—or expressly cannot—communicate with other
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clients. Communications between clients in different SSIDs can be allowed
or stopped with this option. For models with multiple WLAN modules, this
setting applies globally to all WLANs and all modules.

SNMP ID: 2.12.26
Telnet path: /Setup/WLAN
Possible values:

Yes
No

Default: Yes

Note: Communications between clients in a logical WLAN is controlled sep-
arately by the logical WLAN settings (Inter-Station-Traffic). If the Inter-SSID-
Traffic is activated and the Inter-Station-Traffic deactivated, a client in one
logical WLAN can communicate with clients in another logical WLAN. This
option can be prevented with the VLAN settings or protocol filter.

2.12.27 Supervise-Stations

In particular for public WLAN access points (public spots), the charging of
usage fees requires the recognition of stations that are no longer active.
Monitoring involves the access point regularly sending packets to logged-in
stations. If the stations do not answer these packets, then the charging systems
recognizes the station as no longer active.

SNMP ID: 2.12.27
Telnet path: /Setup/WLAN
Possible values:

On
Off

Default: Off

2.12.29 RADIUS-Access-Check

This menu contains the settings for the RADIUS access checking
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SNMP ID: 2.12.29
Telnet path: /Setup/WLAN

2.12.29.2 Auth.-Port

Port for communication with the RADIUS server during authentication
Telnet path:/Setup/WLAN/RADIUS-Access-Check
Possible values:
Valid port specification
Default: 1812

2.12.29.3 Key

Password used to access the RADIUS server
Telnet path:/Setup/WLAN/RADIUS-Access-Check
Possible values:

Max. 64 characters
Default: Blank

2.12.29.5 Backup-Auth.-Port
Port for communication with the backup RADIUS server during authentication

Telnet path:/Setup/WLAN/RADIUS-Access-Check
Possible values:

Valid port specification
Default: 1812

2.12.29.6 Backup-Key

Password used to access the backup RADIUS server

Telnet path:/Setup/WLAN/RADIUS-Access-Check
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Possible values:
Max. 64 characters
Default: Blank

2.12.29.7 Response-Lifetime

This value defines the lifetime for an entry stored on the device for a MAC
check that was rejected by the RADIUS server.

If a RADIUS server is used to check the MAC addresses of wireless clients,
the device forwards all requests from wireless clients to the RADIUS server.
If a MAC address is listed in the RADIUS server as blocked, then the reject
response from the RADIUS server is stored in the device for the time set here.
If the device receives repeated requests from blocked MAC addresses, the
requests are not forwarded to the RADIUS server.

Telnet path:/Setup/WLAN/RADIUS-Access-Check
Possible values:

Max. 10 numeric characters ranging from 0 to 4294967295 (2/32-1)
Default: 15

Note: Recently cached MAC address entries can be viewed in the table
'1.3.48 RADIUS-Cache .

2.12.29.8 Password-Source

Here you specify whether the device uses the shared secret or the MAC
address as the password during authentication at the RADIUS server.

Telnet path:/Setup/WLAN/RADIUS-Access-Check
Possible values:

Secret
MAC address

Default: Secret
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2.12.29.9 Recheck-Cycle

If you select a value greater than zero, the device checks your MAC address
not only at login but also during the connection in the specified cycle in
seconds. If you specify zero, the MAC address is only checked at login. Cyc-
lical rechecking enables the device to recognize, for example, a change in
bandwidth limits for a MAC address. In this case the client remains logged on
and the connection remains intact.

Telnet path:/Setup/WLAN/RADIUS-Access-Check
Possible values:

Max. 10 numeric characters ranging from 0 — 4294967295 (2*32-1)
Default: 0

2.12.29.10 Provide-Server-Database
Activate this option if the MAC address list is provided by a RADIUS server.

Telnet path:/Setup/WLAN/RADIUS-Access-Check
Possible values:

No
Yes

Default: Yes

2.12.29.11 Loopback-Address

This is where you can configure an optional sender address to be used instead
of the one otherwise automatically selected for the destination address.

If you have configured loopback addresses, you can specify them here as
source address.

Telnet path:/Setup/WLAN/RADIUS-Access-Check
Possible values:

Name of the IP networks whose address should be used
"INT" for the address of the first intranet
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"DMZ" for the address of the first DMZ
LBO to LBF for the 16 loopback addresses
Any valid IP address

Default: Blank

Note: If there is an interface named "DMZ", then its address is used.

2.12.29.12 Backup-Loopback-Address

This is where you can configure an optional sender address to be used instead
of the one otherwise automatically selected for the destination address.

If you have configured loopback addresses, you can specify them here as
source address.

Telnet path:/Setup/WLAN/RADIUS-Access-Check
Possible values:

Name of the IP networks whose address should be used
"INT" for the address of the first intranet

"DMZ" for the address of the first DMZ

LBO ... LBF for the 16 loopback addresses

Any valid IP address

Default: Blank

2.12.29.13 Protocol

Protocol for communication between the RADIUS server and the clients.
SNMP ID: 2.12.29.13

Telnet path: /Setup/WLAN/RADIUS-Access-Check

Possible values:

RADSEC
RADIUS

Default: RADIUS
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2.12.29.14 Backup-Protocol

Protocol for communication between the backup RADIUS server and the cli-
ents.

Telnet path:/Setup/WLAN/RADIUS-Access-Check/Backup-Protocol
Possible values:

RADIUS
RADSEC

Default: RADIUS

2.12.29.15 Force-Recheck

Using this action you manually trigger an immediate RADIUS access check.
You can enter optional parameters for the command in the input field. The
command expects one or more MAC addresses of registered clients as an
argument. For these clients, the initial check of their MAC address using the
RADIUS server will be repeated. Multiple MAC addresses can be separated
with spaces.

Telnet path:
Setup > WLAN > RADIUS-Access-Check

Possible values:
MAC address(es) of registered clients using spaces as separators

2.12.29.16 Server host name

Here you enter the IP address (IPv4, IPv6) or hosthname of the backup
RADIUS server used by the RADIUS client to check the authorization of WLAN
clients by means of the MAC address (authentication).

Note: The RADIUS client automatically detects which address type is involved.

Note: To use the RADIUS functionality for WLAN clients, in LANconfig you
go to Wireless LAN > Stations and, for the Filter stations parameter, you
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select the option "Transfer data from the listed stations, authenticate all others
via RADIUS or filter them out®. You also need to set the general values for
retry and timeout in the RADIUS section.

Note: In the RADIUS server, you must enter the WLAN clients as follows:

The user name is the MAC address in the format AABBCC-DDEEFF.

The password for all users is identical to the key (shared secret) for the
RADIUS server.

Telnet path:
Setup > WLAN > RADIUS-Access-Check

Possible values:
Max. 64 characters from [A-Z][a-z][0-9].-: %

Default:
empty

2.12.29.17 Backup server hostname

Here you enter the IP address (IPv4, IPv6) or hostname of the backup
RADIUS server used by the RADIUS client to check the authorization of WLAN
clients by means of the MAC address (authentication).

Note: The RADIUS client automatically detects which address type is involved.

Telnet path:
Setup > WLAN > RADIUS-Access-Check

Possible values:
Max. 64 characters from [ A-Z][a-z][0-9].-: %
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Default:
empty

2.12.29.18 Attribute-Values
With this entry you configure the RADIUS attributes of the RADIUS server.

The attributes are specified in a semicolon-separated list of attribute numbers
or names (according to RFC 2865, RFC 3162, RFC 4679, RFC 4818, RFC
7268) and a corresponding value in the form
<Attribute_1>=<Val ue_1>, <Attri bute_2>=<Val ue_2>.

Variables can also be used as values (such as % for the device name).
Example: NAS- | dent i fi er =%n.

Telnet path:
Setup > WLAN > RADIUS-Access-Check

Possible values:
Max. 128 characters from
[A-Z][a-z][0-9]#@ | } ~' $9&' () *+-,/:;<=>?[\]"_.

Default:
empty

2.12.29.19 Backup attribute values

With this entry you configure the RADIUS attributes of the RADIUS server.
The attributes are specified in a semicolon-separated list of attribute numbers
or names (according to RFC 2865, RFC 3162, RFC 4679, RFC 4818, RFC

7268) and a corresponding value in the form
<Attribute_1>=<Val ue_1>, <Attribute_2>=<Val ue_2>.
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Variables can also be used as values (such as % for the device name).
Example: NAS- | denti fi er =%n.

Telnet path:
Setup > WLAN > RADIUS-Access-Check

Possible values:
Max. 128 characters from
[A-Z][a-z][0-9] #@ | } ~' $%&' () *+-,/:;<=>?[\]"_.

Default:
empty

2.12.36 Country

The device needs to be set with the country where it is operating in order for
the WLAN to use the parameters approved for the location.

Telnet path:
Setup > WLAN

Possible values:
Select from the list of countries

Note: If you select the value unknown, the device allows only those
parameters that are approved worldwide!

Default:
Europe

2.12.38 ARP-Handling

A station in the LAN attempting to establish a connection to a WLAN station
which is in power-save mode will often fail or only succeed after a considerable
delay. The reason is that the delivery of broadcasts (such as ARP requests)
to stations in power-save mode cannot be guaranteed by the base station.

If you activate ARP handling, the base station responds to ARP requests on
behalf of the stations associated with it, thus providing greater reliability in
these cases.
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SNMP ID: 2.12.38
Telnet path: /Setup/WLAN
Possible values:

On
Off

Default: On

Note: As of HILCOS version 8.00, this switch activates a similar treatment
for IPv6 neighbor solicitations.

2.12.41 Mail-Address
Information about events in the WLAN is sent to this e-mail address.
SNMP ID: 2.12.41
Telnet path: /Setup/WLAN
Possible values:
Valid e-mail address
Default: Blank

Note: An SMTP account must be set up to make use of the e-mail function.

2.12.44 Allow-lllegal-Association-Without-Authentication

The ability of the device to associate with a WLAN without authentication is
enabled or disabled with this parameter.

SNMP ID: 2.12.44
Telnet path: /Setup/WLAN
Possible values:

Yes
No

Default: No
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2.12.45 RADIUS-Accounting

The accounting function in the device can be used to check the budgets of
associated wireless LAN clients, among other things. Wireless Internet Service
Providers (WISPs) use this option as a part of their accounting procedure.
Accounting periods generally switch at the end of the month. A suitable action
will cause the accounting session to be restarted at this time. Existing WLAN
connections remain intact. A cron job can be used to automate a restart.

SNMP ID: 2.12.45
Telnet path: /Setup/WLAN

2.12.45.8 Interim-Update-Period

This value sets the time interval in seconds after which the device sends an
interim update to the accounting server.

SNMP ID: 2.12.45.8
Telnet path: /Setup/WLAN/RADIUS-Accounting
Possible values:
Max. 10 numeric characters in the range 0 — 4289999999
Default: 0

2.12.45.9 Excluded-VLAN

Here you enter the ID of the VLAN that the device is to exclude from RADIUS
accounting. The RADIUS server then receives no information about the traffic
in that VLAN.

SNMP ID: 2.12.45.9
Telnet path: /Setup/WLAN/RADIUS-Accounting
Possible values:

Max. 4 numeric characters in the range 0 — 9999
0 deactivates this function.

Default: 0
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2.12.45.14 Restart-Accounting

This feature allows the device to end all running wireless LAN accounting
sessions by sending an 'accounting stop' to the RADIUS server. This is helpful,
for example, at the end of a billing period.

Telnet path:/Setup/WLAN/RADIUS-Accounting/Restart-Accounting

2.12.45.17 Servers

This table provides the option to specify alternative RADIUS accounting
servers for logical WLAN interfaces. This means that you can use special
accounting servers for selected WLAN interfaces instead of the globally spe-
cified server.

Telnet path:
Setup > WLAN > RADIUS-Accounting

2.12.45.17.1 Name

Name of the RADIUS server performing the accounting for WLAN clients. The
name entered here is used to reference that server from other tables.

Telnet path:
Setup > WLAN > RADIUS-Accounting > Servers

Possible values:
Max. 16 characters from
[0-9][A-Z] @}~ $%& () +-,/:;<=>?[\]"_.

Default:
empty
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2.12.45.17.3 Port
Port for communication with the RADIUS server during accounting

Telnet path:
Setup > WLAN > RADIUS-Accounting > Servers

Possible values:

0...65535
Default:
0

2.12.45.17.4 Key value

Enter the key (shared secret) for access to the accounting server here. Ensure
that this key is consistent with that specified in the accounting server.

Telnet path:
Setup > WLAN > RADIUS-Accounting > Servers

Possible values:
Any valid shared secret, max. 64 characters from
[A-Z][a-z][0-9] #@| } ~! W& () *+-,/:; <=>?[\]"_.

Default:
empty

2.12.45.17.5 Loopback-Addr.

You have the option to enter a different address here (name or IP) to which
the RADIUS accounting server sends its reply message. To do this, select
from:
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Name of the IP network (ARF network), whose address should be used.
I NT for the address of the first Intranet
DVE for the address of the first DMZ

Note: If an interface with the name "DMZ" already exists, the device will
select that address instead.

LBO..LBF for one of the 16 loopback addresses or its name
Any IPv4 address

Note: If the source address set here is a loopback address, these will be
used on the remote client. unmasked !

By default, the server sends its replies back to the IP address of your device
without having to enter it here. By entering an optional loopback address you
change the source address and route used by the device to connect to the
server. This can be useful, for example, when the server is available over
different paths and it should use a specific path for its reply message.

Telnet path:
Setup > WLAN > RADIUS-Accounting > Servers

Possible values:
Max. 16 characters from
[A-Z][0-9] @ |}~ $U&' () +-,/:;<=>?[\]"_.

Default:
empty

2.12.45.17.6 Protocol
Using this item you specify the protocol that the accounting server uses.

Telnet path:
Setup > WLAN > RADIUS-Accounting > Servers
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Possible values:

RADIUS
RADSEC

Default:
RADIUS

2.12.45.17.7 Backup

Enter the name of the RADIUS backup server used for the accounting of
WLAN clients if the actual accounting server is not available. This allows you
to specify a backup chaining of multiple backup servers.

Telnet path:
Setup > WLAN > RADIUS-Accounting > Servers

Possible values:
Name from Setup > WLAN > RADIUS-Accounting > Server

Max. 16 characters from
[A-Z][0-9]1 @ |}~ $%& () +-,/:;<=>?[\]"_.

Default:
empty

2.12.45.17.8 Host name

Here you enter the IPv4 or IPv6 address or the hostname of the RADIUS
server used by the RADIUS client for the accounting of WLAN clients.

Note: The RADIUS client automatically detects which address type is involved.
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Note: You also need to set the general values for retry and timeout in the
RADIUS section.

Telnet path:
Setup > WLAN > RADIUS-Accounting > Servers

Possible values:
IPv4/IPv6 address or hostname, max. 64 characters from
[A-Z][a-2][0-9].-:%

Default:
empty

2.12.45.17.9 Attribute-Values
With this entry you configure the RADIUS attributes of the RADIUS server.

The attributes are specified in a semicolon-separated list of attribute numbers
or names (according to RFC 2865, RFC 3162, RFC 4679, RFC 4818, RFC
7268) and a corresponding value in the form
<Attribute_1>=<Val ue_1>, <Attri bute_2>=<Val ue_2>.

Variables can also be used as values (such as % for the device name).
Example: NAS- | denti fi er =%n.

Telnet path:
Setup > WLAN > RADIUS-Accounting > Servers

Possible values:

Max. 128 characters from
[A-Z][a-z][0-9] #@ | } ~!' $9Y& () *+-,/:;<=>?[\]"_. °

Default:
empty
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2.12.46 Indoor-Only-Operation

If indoor-only operation is activated, the 5-GHz-band channels are limited to
the 5.15 - 5.25 GHz spectrum (channels 36-48) in ETSI countries. Radar
detection (DFS) is switched off and the mandatory interruption after 24 hours
is no longer in effect. This mode reduces the risk of interruption due to false
radar detections. In the 2.4-GHz band in France, the channels 8 to 13 are
also permitted, meaning that more channels are available.

SNMP ID: 2.12.46
Telnet path: /Setup/WLAN
Possible values:

On
Off

Default: Off

Note: Indoor operation may only be activated if the base station and all other
stations are operated within an enclosed space.

Note: Indoor operation may only be activated if the base station and all other
stations are operated within an enclosed space.

2.12.47 Idle-Timeout

This is the time in seconds during which the access point cannot receive any
packets after a client is disconnected.

SNMP ID: 2.12.47
Telnet path: /Setup/WLAN/Idle-Timeout
Possible Telnet values:

Max. 10 numerical characters
Default: 3600 seconds
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2.12.50 Signal averaging

This menu contains the settings for signal averaging.
SNMP ID: 2.12.50

Telnet path: /Setup/WLAN

Note: The settings for signal averaging are intended exclusively for develop-
ment and support purposes. Do not alter the pre-set values for these paramet-
ers. An irregular configuration may cause the devices to behave unexpectedly
during operations.

2.12.50.1 Method

Method for signal averaging.

SNMP ID: 2.12.50.1

Telnet path: /Setup/WLAN/Signal-Averaging
Possible values:

Standard
Filtered

Default: Standard

Note: The settings for signal averaging are intended exclusively for develop-
ment and support purposes. Do not alter the pre-set values for these paramet-
ers. An irregular configuration may cause the devices to behave unexpectedly
during operations.

2.12.50.2 Standard-Parameters

This menu contains the configuration of the default parameters for signal
averaging.

SNMP ID: 2.12.50.2
Telnet path: /Setup/WLAN/Signal-Averaging
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Note: The settings for signal averaging are intended exclusively for develop-
ment and support purposes. Do not alter the pre-set values for these paramet-
ers. An irregular configuration may cause the devices to behave unexpectedly
during operations.

2.12.50.2.1 Factor
Factor for the signal averaging.

Telnet path:/Setup/WLAN/Signal-Averaging/Standard-Parameters
Possible values:

Max. 3 numerical characters
Default: 4

Note: The settings for signal averaging are intended exclusively for develop-
ment and support purposes. Do not alter the pre-set values for these paramet-
ers. An irregular configuration may cause the devices to behave unexpectedly
during operations.

2.12.51 Rate-Adaption

This menu contains the settings for the rate-adaption algorithm.

SNMP ID:
2.12.51

Telnet path:
Setup > WLAN

2.12.51.2 Initial rate

The initial rate determines the starting bit rate that the algorithm uses to
determine the optimal bit rate.

Telnet path:
Setup > WLAN > Rate-Adaptation
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Possible values:
Minimum
RSSI-dependent

Default:
Minimum

2.12.51.3 Minstrel averaging factor

The averaging factor used for recalculating the net rates for each bit rate
according to the Minstrel method.

Telnet path:
Setup > WLAN > Rate-Adaptation

Possible values:

0to 99

Default:
75

2.12.51.4 Standard averaging factor

The averaging factor used for recalculating the net rates for each bit rate
according to the standard method.

Telnet path:
Setup > WLAN > Rate-Adaptation

Possible values:
0to 99

Default:
0
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2.12.51.5 Method
Sets the method of rate adaptation.

Telnet path:
Setup > WLAN > Raten-Adaptation > Method

Possible values:
Standard
Minstrel

Default:
Minstrel

2.12.60 IAPP-IP-Network

Here you select the ARF network which is to be used as the IAPP-IP network.
SNMP ID: 2.12.60

Telnet path: /Setup/WLAN

Possible values:

Select from the list of ARF networks defined in the device
Maximum 16 alphanumerical characters

Default: Blank

Special values: Blank: If no IAPP-IP network is defined, IAPP announcements
are transmitted on all of the defined ARF networks.

2.12.70 VLAN-Groupkey-Mapping

This table contains the mapping of VLAN group keys to the logical WLAN
networks.

Telnet path:
Setup > WLAN > VLAN-groupkey-mapping
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2.12.70.1 Network
Contains the name of a WLAN network registered in the device.

Telnet path:
Setup > WLAN > VLAN-groupkey-mapping

2.12.70.2 VLAN-Id
Contains the VLAN ID assigned to the logical WLAN network.

Telnet path:
Setup > WLAN > VLAN-groupkey-mapping

Possible values:
1 to 4094

Default:
1

2.12.70.3 Group key index

The table contains the group key index.

Telnet path:
Setup > WLAN > VLAN-groupkey-mapping

Possible values:
1t03

2.12.80 Dual-Roaming

Here is where you manage the roaming behavior of devices with multiple
WLAN modules.

Telnet path:
Setup > WLAN > Dual-Roaming
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2.12.80.1 Group

Determines whether all WLAN modules participate in dual-roaming.

Telnet path:
Setup > WLAN > Dual-Roaming

Possible values:
Off

WLAN-1 + WLAN-2

Default:
Off

2.12.80.2 Lockout-Period-ms

Using this setting you specify the lockout period for time-staggered roaming
of the WLAN modules in dual-radio clients.

If you enable dual roaming, your dual-radio device operates both WLAN
modules in client mode. With dual roaming, this increases the probability that
at least one of the modules has a connection when changing between two
cells. The lockout time describes the time (in milliseconds) within which a
WLAN module does not perform any roaming operation or background scan-
ning after the other WLAN module has successfully established a new con-
nection.

Telnet path:
Setup > WLAN > Dual-Roaming

Possible values:
0 to 4294967295

Default:
100

2.12.85 PMK-Caching
Manage PMK-caching here.
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Telnet path:
Setup > WLAN > PMK-Caching

2.12.85.1 Default-Lifetime

Specifies the duration in seconds that the WLAN client stores the negotiated

PMK.

Note: Make sure that the time set here matches the session timeout in the
accept message that the access point or RADIUS server sends to the WLAN
client. Once this time has expired, the access point or RADIUS server requires

a re-authentication.

Telnet path:
Setup > WLAN > PMK-Caching

Possible values:
0 to 4294967295

Default:
0

Special values:
0: The negotiated PMK expires immediately.

2.12.86 Paket-Capture

This menu contains the settings for packet capturing.

Telnet path:
Setup > WLAN
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2.12.86.1 WLAN-Capture-Format

Using this setting you specify the format used by the packet capture function
to store the WLAN-specific information in the capture file.

The selection of the appropriate capture format depends on the transmission
standard in your WLAN network and the scope of the information that you
would like to capture. The IEEE 802.11 standard with its numerous extensions
has grown over many years. However, the capture formats that were developed
in parallel are not flexible enough to cater optimally for every extension (par-
ticularly 802.11n). For this reason there is no universal capture format which
is equally suitable for all standards. However, there are recommendations
that cover a wide spectrum of standards: Radiotap and PPI.

Telnet path:
Setup > WLAN > Packet-Capture

Possible values:

Radiotap
Uses the radiotap header. Radiotap is a widely accepted format on
Linux and BSD WLAN drivers which enables the creation of compact
captures due to its flexible structure. With radiotap you can record a
large amount of WLAN-specific information with a high compression
rate. This also applies to data packets from 802.11n compliant
connections. Limitations only arise when recording antenna-specific
RSSI and signal strength as well as aggregations (A-MPDU). If you
do not require detailed WLAN-specific information for this, choose
the PPI format instead.

AVS
Uses the AVS header. The AVS header is a newer development of
the PRISM header, and is used by HiLCOS as the standard header
up to version 8.60. However, since AVS is also unable to process
information from 802.11n compliant connections, you should choose
the more powerful radiotap header.

PPI
Uses the Wireshark priority PPI header. Use this setting if you want
to analyze the capture file with Wireshark. PPI offers similar functions
as radiotap but can also bypass its limitations on the recording of

RM CLI HILCOS 441
Release 10.12 12/2018



2.12 WLAN 2 Setup

information about 802.11n compliant connections. A disadvantage to
radiotap is, however, the weaker compression and less detailed
header structure.

PRISM
Uses the classic PRISM header. Only use this setting if you want to
analyze the capture file with a program which does not support any
of the other formats. PRISM is not suitable for recording information
from 802.11n compliant connections. In the meantime this is
considered obsolete and should no longer be used.

Plain
Disables all headers. Use this setting if you are only interested in the
packet data itself.

Default:
Radiotap

2.12.87 Client-Steering

This is where you specify the 'WLAN band steering' settings of the WLAN cli-
ents registered at the access point.

Telnet path:
Setup > WLAN

2.12.87.1 Enabled

This option enables 'client steering' in the access point.

Telnet path:
Setup > WLAN > Client-Steering

Possible values:
Yes

No

Default:
No
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2.12.87.3 Preferred-Band

Set here the preferred frequency band to which the access point steers the
WLAN client.

Telnet path:
Setup > WLAN > Client-Steering

Possible values:
5GHz
2.4GHz

Default:
5GHz

2.12.87.4 Proberequest-Ageout-Seconds

Set the time (in seconds) that the WLAN client connection should be stored
in the access point. When this time expires, the access point deletes the entry
from the table.

Note: This value should be set to a low value if you are using clients in the
WLAN that frequently switch from dual-band to single-band mode.

Telnet path:

Setup > WLAN > Client-Steering
Possible values:

Max. 10 characters

From0to 9

Special values:
0: The visible probe requests are deemed invalid immediately.

Default:
120
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2.12.87.5 Initial block time

If an access point with a 5-GHz DFS radio module is put into operation for the
first time, and also following a restart, it cannot detect any dual-band capable
WLAN clients during the DFS scan. As a result, the access point cannot direct
a WLAN client to a preferred 5-GHz band. Instead, the 2.4-GHz radio module
would answer the client request and forward it to the 2.4-GHz band.

By setting an initial block time, the radio module that is configured to 2.4-GHz
only starts after the specified delay.

Note: Registration of a purely 2.4-GHz WLAN client also occurs after this
delay time. If no 5-GHz WLAN clients are present in the network, the delay
time should be set to 0 seconds.

Telnet path:
Setup > WLAN > Client-Steering

Possible values:
Max. 10 characters from 0123456789

Special values:

o
This value disables the delay.

Default:
10

2.12.88 Error-Monitoring

This is where you determine the 'Error-Monitoring' settings. Using the error
monitoring the user may define, how many errors of dedicated error types are
allowed during a give time range, before the chosen recovery action will be
triggered. The recovery action will be executed in order to get the device back
to a normal operation status.

Telnet path:
Setup > WLAN
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2.12.88.1 Errors
Select the type or error, which should trigger the selected recovery action.

Telnet path:
Setup > WLAN > Error-Monitoring

Possible values:
Bus-Errors
NIC-Errors
AGC-Calibrate-Failures
Stuck-Interrupts
Default:
AGC-Calibrate-Failures

Stuck-Interrupts

2.12.88.2 Time

Select the time interval for the error monitoring. If the defined limit for an active
error type is reached during this time, the selected recovery action will be
triggered.

Telnet path:

Setup > WLAN > Error-Monitoring

Possible values:
0 to 4294967295 seconds

Default:
60 seconds

2.12.88.3 Bus-Error-Count

Select the amount of bus errors, which should trigger the selected recovery
action.
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Telnet path:
Setup > WLAN > Error-Monitoring

Possible values:
Oto9

Default:
5

2.12.88.4 Boot-Type

Select the appropriate recovery action, which should be executed once the
defined limit for an active error type is reached.

Telnet path:

Setup > WLAN > Error-Monitoring
Possible values:

Warm-Boot

Cold-Boot

Default:
Warm-Boot

2.12.88.5 NIC-Error-Count

Select the amount of nic errors, which should trigger the selected recovery
action.

Telnet path:
Setup > WLAN > Error-Monitoring

Possible values:
0to9

Default:
5
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2.12.88.6 AGC-Cal-Failure-Count

Select the amount of AGC calculation errors, which should trigger the selected
recovery action.

Telnet path:
Setup > WLAN > Error-Monitoring

Possible values:
Oto9

Default:
5

2.12.88.7 Stuck-Interrupt-Count

Select the amount of stuck interrupts, which should trigger the selected
recovery action.

Telnet path:
Setup > WLAN > Error-Monitoring

Possible values:
Oto9

Default:
5

2.12.89 Access rules

You can limit the data traffic between the wireless LAN and its local network
by excluding certain stations from transferring data, or you can approve spe-
cific stations only.

Telnet path:
Setup > WLAN
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2.12.89.1 MAC address pattern
Enter the MAC address of a station.

Note: It is possible to use wildcards.

Telnet path:
Setup > WLAN > Access rules

Possible values:
Max. 20 characters from
[A-Z][a-z][0-9]#@ | } ~' $Y&' () *+-,/:;<=>?[\]*_. °

Possible arguments:
MAC address

MAC address of the WLAN client for this entry. The following entries
are possible:

Individual MAC address
A MAC address in the format 00a057112233,
00-a0-57-11-22-33 0r00: a0: 57: 11: 22: 33.
Wildcards
The wildcards ™' and '?' uses to specify MAC address ranges,
e.g. 00a057*, 00- a0- 57- 11- ??-?? or 00: a0: ??: 11: *.
Vendor ID

The device contains a list of the major manufacturer OUls (organiza-
tionally unique identifier). The MAC address range is valid if this entry
matches the first three bytes of the MAC address of the WLAN client.

Note: It is possible to use wildcards.
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2.12.89.2 Name

You can enter any name you wish for any station. This enables you to assign
MAC addresses more easily to specific stations or users.

Telnet path:
Setup > WLAN > Access rules

Possible values:
Max. 32 characters from
[A-Z][a-z][0-9] #@ | } ~' $%&' () *+-,/:;<=>?[\]"_.

2.12.89.3 Comment

You can enter any comment you wish for any station. This enables you to
assign MAC addresses more easily to specific stations or users.

Telnet path:
Setup > WLAN > Access rules

Possible values:
Max. 30 characters from
[A-Z][a-z][0-9]#@ | } ~!' $%&' () *+-,/:;<=>?[\]"_.

2.12.89.4 WPA passphrase

Here you may enter a separate passphrase for each entry that is used in a
802.11i/WPA/AES-PSK-secured network. If no separate passphrase is spe-
cified for this MAC address, the passphrases stored in the 802.11i/WEP area
will be used for each logical wireless LAN network.
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Important: The passphrases should consist of a random string at least 22
characters long, corresponding to a cryptographic strength of 128 bits.

Note: This field has no significance for networks secured by WEP.

Telnet path:
Setup > WLAN > Access rules

Possible values:
Max. 63 characters from
[A-Z][a-z][0-9]#@ | } ~' $9& () *+-,/:;<=>?[\]"_.

2.12.89.5 Tx-Limit

Bandwidth restriction for registering WLAN clients. A client communicates its
setting to the AP when logging on. This then uses uses these two values to
set the minimum bandwidth.

Note: The significance of the Rx and Tx values depends on the device's
operating mode. In this case, as an AP Rx stands for "Send data" and Tx
stands for "Receive data".

Telnet path:
Setup > WLAN > Access rules

Possible values:
Max. 9 characters from 0123456789

0 ... 999999999

Default:
0

Special values:
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0
No limit

2.12.89.6 Rx-Limit

Bandwidth restriction for registering WLAN clients. A client communicates its
setting to the AP when logging on. This then uses uses these two values to
set the minimum bandwidth.

Note: The significance of the Rx and Tx values depends on the device's
operating mode. In this case, as an AP Rx stands for "Send data" and Tx
stands for "Receive data".

Telnet path:
Setup > WLAN > Access rules

Possible values:
Max. 9 characters from 0123456789

0 ... 999999999

Default:
0

Special values:

0
No limit

2.12.89.7 VLAN-ID

The device assigns this VLAN ID to packets received by the WLAN client and
containing the MAC address entered here.
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Telnet path:
Setup > WLAN > Access rules

Possible values:
Max. 4 characters from 0123456789

0...4096
Default:
0

Special values:

0
No limit

2.12.89.9 SSID pattern

For WLAN clients with the appropriate MAC addresses, this entry allows them
to access this SSID or it restricts them to it.

Note: The use of wildcards makes it possible to allow access to multiple
SSIDs.

Telnet path:
Setup > WLAN > Access rules

Possible values:
Max. 40 characters from
[A-Z][a-z][0-9]#@ | } ~!' $9Y& () *+-,/:;<=>?[\]"_. °

Special values:
*

Placeholder for any number of characters

Placeholder for exactly one character
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Default:
empty

2.12.100 Card-Reinit-Cycle

In this interval (in seconds) the internal WLAN cards in older access points
are reinitialized in order to keep point-to-point connections active. This function
is handled by the "alive test" in newer models.

SNMP ID: 2.12.100
Telnet path: /Setup/WLAN
Possible values:

Max. 10 numbers
Default: 0

Special values: 0: Deactivates this function.

2.12.101 Noise-Calibration-Cycle

WLAN cards fitted with the Atheros chipset measure noise levels on the
medium in this interval (in seconds).

SNMP ID: 2.12.101
Telnet path: /Setup/WLAN
Possible values:

Max. 10 numbers
Default: 0

Special values: 0: Deactivates this function.

2.12.103 Trace-MAC

The output of trace messages for the WLAN-Data-Trace can be set for a
certain client. The corresponding MAC address is entered here.

SNMP ID: 2.12.103
Telnet path: /Setup/WLAN
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Possible values:
Max. 12 hexadecimal characters
Default: 000000000000

Special values: 000000000000: Deactivates this function and outputs trace
messages for all clients.

2.12.105 Therm.-Recal.-Cycle

In this interval (in seconds) WLAN cards fitted with the Atheros chipset adjust
their transmission power to compensate for thermal variations.

SNMP ID: 2.12.105
Telnet path: /Setup/WLAN
Possible values:

Max. 10 numbers
Default: 20

Special values: 0: Deactivates this function.

Note: Please note that deactivating the thermal recalibration cycle for these
cards means that they cannot react to changes in temperature.

2.12.109 Noise-Offsets

This table is used to define the correction factors which adjust the displayed
signal values.

SNMP ID: 2.12.109
Telnet path: /Setup/WLAN

2.12.109.1 Band

The noise-offset value is applied to the frequency band selected here.
SNMP ID: 2.12.109.1
Telnet path: /Setup/WLAN/Noise-Offsets
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Possible values:

Choose from the frequency bands supported by the device, e.g. 2.4 GHz
or 5 GHz.

Default: 2.4 GHz

2.12.109.2 Channel

The noise-offset value is applied to the channel selected here.
SNMP ID: 2.12.109.2
Telnet path: /Setup/WLAN/Noise-Offsets
Possible values:
Max. 5 numerical characters
Default: Blank

2.12.109.3 Interface

The noise-offset value is applied to the WLAN interface selected here.
SNMP ID: 2.12.109.3
Telnet path: /Setup/WLAN/Noise-Offsets
Possible values:

Depend on the hardware capabilities, e.g. WLAN-1 or WLAN-2
Default: WLAN-1

2.12.109.4 Value

This numeric value is added to the current noise value.
SNMP ID: 2.12.109.4

Telnet path: /Setup/WLAN/Noise-Offsets

Possible values:

Max. 3 numeric characters in the range 0 — 127
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Default: 0

2.12.110 Trace-Level

The output of trace messages for the WLAN data trace can be restricted to
contain certain content only. The messages are entered in the form of a bit
mask for this.

SNMP ID: 2.12.110
Telnet path: /Setup/WLAN
Possible values:

0 to 255.

0: Reports that a packet has been received/sent

1: Adds the physical parameters for the packets (data rate, signal
strength...)

2: Adds the MAC header

3: Adds the Layer-3 header (e.g. IP/IPX)

4: Adds the Layer-4 header (TCP, UDP...)

5: Adds the TCP/UDP payload

Default: 255

2.12.111 Noise-Immunity

The settings for noise-immunity (Adaptive Noise Immunity - ANI) can be
adjusted here.

SNMP ID: 2.12.111
Telnet path: /Setup/WLAN/Noise-Immunity

Note: Under most conditions the settings for noise immunity are controlled
automatically by the WLAN module driver according to the radio-field condi-
tions. Do not alter the pre-set values for these parameters. An irregular con-
figuration may cause the devices to behave unexpectedly during operations.
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2.12.111.1 Noise-Immunity
This item sets the threshold value to be used for noise immunity.

Telnet path:/Setup/WLAN/Noise-Immunity/Noise-Immunity-Level
Possible values:

Numerical characters from 0 to 255
Default: 255

Note: Under most conditions the settings for noise immunity are controlled
automatically by the WLAN module driver according to the radio-field condi-
tions. Do not alter the pre-set values for these parameters. An irregular con-
figuration may cause the devices to behave unexpectedly during operations.

2.12.111.2 OFDM-Weak-Signal-Detection

This item sets the threshold value to be used for detecting weak OFDM signals.
Telnet path:/Setup/WLAN/Noise-Immunity/OFDM-Weak-Signal-Detection
Possible values:

Numerical characters from 0 to 255
Default: 255

Note: Under most conditions the settings for noise immunity are controlled
automatically by the WLAN module driver according to the radio-field condi-
tions. Do not alter the pre-set values for these parameters. An irregular con-
figuration may cause the devices to behave unexpectedly during operations.

2.12.111.3 CCK-Weak-Signal-Detection-Threshold
This item sets the threshold value to be used for detecting weak CCK signals.

Telnet  path:/Setup/WLAN/Noise-Immunity/CCK-Weak-Signal-Detection-
Threshold
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Possible values
Numerical characters from 0 to 255
Default: 255

Note: Under most conditions the settings for noise immunity are controlled
automatically by the WLAN module driver according to the radio-field condi-
tions. Do not alter the pre-set values for these parameters. An irregular con-
figuration may cause the devices to behave unexpectedly during operations.

2.12.111.4 Fir-Step-Level

This item sets the value to be used for the fir step.
Telnet path:/Setup/WLAN/Noise-Immunity/Fir-Step
Possible values:

Numerical characters from 0 to 255
Default: 255

Note: Under most conditions the settings for noise immunity are controlled
automatically by the WLAN module driver according to the radio-field condi-
tions. Do not alter the pre-set values for these parameters. An irregular con-
figuration may cause the devices to behave unexpectedly during operations.

2.12.111.5 Spurious-Immunity-Level
This item sets the threshold value to be used for spurious immunity.

Telnet path:/Setup/WLAN/Noise-Immunity/Spurious-Immunity-Level
Possible values

Numerical characters from 0 to 255
Default: 255
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Note: Under most conditions the settings for noise immunity are controlled
automatically by the WLAN module driver according to the radio-field condi-
tions. Do not alter the pre-set values for these parameters. An irregular con-
figuration may cause the devices to behave unexpectedly during operations.

2.12.111.6 MRC-CCK

With this parameter, the Maximum Ratio Combining (MRC) for 802.11b rates
(1 to 11 Mbit) on devices with an Osprey WLAN module (AR93xx) can be
enabled (value !'= 0) or disabled (value = 0). The default value 255 means
that the WLAN driver presetting is not overridden. In certain cases it may be
reasonable to set this value to 0 in order to artificially "deafen" the receiver in
the device.

Telnet path:
Setup > WLAN > Noise-Immunity

Possible values:
0 to 255

Default:
255

2.12.114 Aggregate retry limit

This parameter specifies how many times a set of packets to be sent by the
hardware may be repeated until it is deferred while other packets waiting to
be sent are transmitted. Restricting the number of repeat attempts to a small
amount, e.g. in VoIP environments, limits the maximum delay for VoIP packets

SNMP ID: 2.12.114
Telnet path: /Setup/WLAN/Aggregate-Retry-Limit
Possible values:
0 to 255
Default: 255
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Note: The absolute value set under 'Hard-Retries' for transmission attempts
remains unaffected by the setting here.

2.12.115 Omit-Global-Crypto-Sequence-Check
This is where you set the value for the crypto sequence check.
SNMP ID: 2.12.115

Telnet path: /Setup/WLAN

Possible values:

Auto
Yes
No

Default: Auto

Special values: Auto: HILCOS contains a list of relevant devices. In the 'Auto’
setting, the global sequence check is disabled. For other devices not included
in this list, the global sequence check has to be disabled manually.

2.12.116 Trace-Packets

Similar to Trace MAC and Trace level, the output from WLAN DATA traces
can be restricted by the type of packet sent or received, e.g. management
(authenticate, association, action, probe-request/response), control (e.g.
powersave poll), EAPOL (802.1x negotiation, WPA key handshake).

SNMP ID: 2.12.116
Telnet path: /Setup/WLAN
Possible values:
One or more values from Management, Control, Data, EAPOL, All
Default: All

2.12.117 WPA-Handshake-Delay-ms

This setting sets the time (in milliseconds) that the device delays the WPA
handshake when roaming. A value of 0 means that there is no delay.
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Telnet path:
Setup > WLAN

Possible values:
0 to 4294967295

Default:
0

2.12.118WPA-Handshake-Timeout-Override-ms

This setting sets the time (in milliseconds) that the device overrides the WPA
handshake timeout when roaming. A value of 0 means that there is no override.

Telnet path:
Setup > WLAN > WPA-Handshake-Timeout-Override-ms

Possible values:
0 to 4294967295

Default:
0

2.12.120 Rx-Aggregate-Flush-Timeout-ms

Using this setting you determine the time (in milliseconds) after which the
device views parts of aggregates that were not received as "lost", and the
subsequent packets are no longer retained.

Telnet path:
Setup > WLAN

Possible values:
0 to 4294967295

Default:
40
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2.12.121 HT-Fairness

HT fairness is used for mixed operation with devices that do support 802.11n
and those that do not, in order to ensure approximately equal access to
broadcast facilities for both types of clients. The devices uses a different
strategy when selecting which packets are to be transmitted.

Telnet path:
Setup > WLAN

Possible values:
Yes

No

Default:
Yes

2.12.124 Trace-Mgmt-Packets

With this selection it is possible to set which type of management frames
should automatically appear in the WLAN-DATA trace

Telnet path:
Setup > WLAN

Possible values:

Association
(Re)association request/response
Disassociate

Authentication
Authentication
Deauthentication

Probes
Probe request
Probe response

Action
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Beacon
Other
All other management frame types

Default:
Association
Authentication
Probes
Action
Other

2.12.125 Trace-Data-Packets

With this selection it is possible to set which type of data frames should
automatically appear in the WLAN-DATA trace

Telnet path:
Setup > WLAN

Possible values:

Normal
All normal data packets

NULL
All empty data packets

Other
All other data packets

2.12.130 DFS

This menu is used to configure the Dynamic Frequency Selection (DFS). DFS
enables an access point to change channels if another system, such as such
as a weather radar, should become active on the current channel.

Telnet path:
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Setup > WLAN

2.12.130.1 Use-Full-Channelset

When 5 GHz and DFS are operated and you are operating DFS according to
EN 301893-1.3 or earlier, this parameter allows the use of channels 120, 124,
128, which are otherwise blocked for weather radar. EN 301893 currently
does not support these channels; this parameter has no effect.

Important: Please not that activating this option constitutes a breach of ETSI
regulations because no approval has been granted for HILCOS.

Telnet path:
Setup > WLAN > DFS

Possible values:

No
The access point ignores channels 120, 124 and 128 when changing
the channel.

Yes
The access point includes channels 120, 124 and 128 when changing
the channel.

Default:
No

2.12.130.2 Radar-Load-Threshold

This value indicates the percentage utilization of the WLAN module at which
the access point reduces the accuracy of radar detection.

Telnet path:
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Setup > WLAN > DFS

Possible values:
Max. 3 characters from 0123456789

0 ... 100 Percent

Default:
80

2.12.130.3 Direct-Channelswitching

Use this parameter to determine how the device performs the channel avail-
ability check (CAC) as required by DFS.

Telnet path:
Setup > WLAN > DFS

Possible values:

No
The device observes a randomly selected channel (country-specific
choice) for at least 60 seconds to see if it is free of radar before
broadcasting on this channel. In order to be able to quickly change
channel if radar is detected during operations, the device determines
a minimum number of alternative channels that are expected to be
vacant (also see 2.23.20.8.27 DFS-Rescan-Num-Channels on page
750).

Yes
Within a period of 60 seconds, the device gathers information about
all of the channels by jumping between them at 500ms intervals. If
the device subsequently detects a radar during its operations, it
immediately switches to another channel.

Important: Note that this mode currently no longer complies with the
approval, so the switch is disabled by default.
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Default:
No

2.12.130.4 DFS test mode

You enable or disable the DFS test mode with this setting. If it is enabled, the
device only reports known radar bursts and does not switch radio channels
— contrary to normal operation.

Important: This parameter is required exclusively for development tests and
is not relevant for normal operations. Never change this default setting!

Telnet path:
Setup > WLAN > DFS

Possible values:

No
The DFS test mode is disabled.

Yes
The DFS test mode is enabled.

Default:
No

2.12.130.5 Ignore CRC errors

With this parameter you specify whether the device ignores radar pulses that
are reported by the system at the same time as a CRC error.

Telnet path:
Setup > WLAN > DFS
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Possible values:

No
Yes

Default:
Yes

2.12.130.6 Trace ignored pulses

This parameter specifies whether HILCOS conducting the DFS pulse trace
reports radar pulses that are reported by the WLAN hardware but are rejected
by the software as being invalid.

Telnet path:
Setup > WLAN > DFS

Possible values:

No
Yes

Default:
No

2.12.130.7 Go for highest bandwidth

This parameter specifies whether the device selects the channels that offer
the highest bandwidth, assuming that the eligible channels are stored as radar-
free.

Telnet path:
Setup > WLAN > DFS

Possible values:
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No
The device will start operating immediately, although with a reduced
channel bandwidth (e.g. 20 instead of 40 MHz).

Yes
The device initially performs a channel availability check to find groups
of channels that support operations at the full or at least with an
increased channel bandwidth.

Default:
Yes

2.12.130.8 Prefer fast switch

This parameter is a placeholder and currently has no function.

Telnet path:
Setup > WLAN > DFS

Possible values:

No
Yes

Default:
Yes

2.12.130.9 Channel change delay

Here you specify how long an access point, which has detected a radar, waits
until it changes to a different channel.

Telnet path:
Setup > WLAN > DFS
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Possible values:
Max. 3 characters from [ 0- 9]

Default:
0

Special values:

0
The value 0 disables this function.

2.12.130.10 Radar-Pattern-Thresholds

In this table, you specify the threshold values for radar detection.

Telnet path:
Setup > WLAN > DFS

2.12.130.10.1 Pattern-pps

Select one of the predefined radar patterns here to change the threshold value
for the radar pattern recognition.

Telnet path:
Setup > WLAN > DFS > Radar-Pattern-Thresholds

Possible values:
Pattern-pps
EN301893-1.2-700pps
EN301893-1.2-1800pps
EN301893-1.2-330pps
EN301893-1.3-750pps
EN301893-1.3-200pps
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EN301893-1.3-300pps
EN301893-1.3-500pps
EN301893-1.3-800pps
EN301893-1.3-1000pps
EN301893-1.3-1200pps
EN301893-1.3-1500pps
EN301893-1.3-1600pps
EN301893-1.3-2000pps
EN301893-1.3-2300pps
EN301893-1.3-3000pps
EN301893-1.3-3500pps
EN301893-1.3-4000pps
EN302502-200pps
EN302502-300pps
EN302502-500pps
EN302502-750pps
EN302502-800pps
EN302502-1000pps
EN302502-1200pps
EN302502-1500pps
EN302502-1600pps
EN302502-2000pps
EN302502-2300pps
EN302502-3000pps
EN302502-3500pps
EN302502-4000pps
EN302502-4500pps

2.12.130.10.2 Threshold

The value entered here describes the accuracy with which the corresponding
radar pattern is detected.
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Important: Changing these default values may cause the device to operate
in violation of the standard ETSI EN 301 893 version 1.3.

Telnet path:
Setup > WLAN > DFS > Radar-Pattern-Thresholds

Possible values:
0 ... 4294967295

Default:
depending on the selected radar pattern

2.12.248 Wireless-IDS

The Wireless Intrusion Detection System (Wireless IDS) provides APs with
the ability to detect potential intrusion attacks and provide warnings to the
network management software when the attack activities exceed the corres-
ponding user-defined threshold value/interval.

Telnet path:
> Setup > WLAN

2.12.248.9 IDS-Operational

Enable or disable Wireless IDS here.

Telnet path:
Setup > WLAN > Wireless-IDS

Possible values:

No
Wireless IDS disabled
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Yes
Wireless IDS enabled

Default:
No

2.12.248.10 Syslog-Operational

Enable or disable the creation of syslog entries via Wireless IDS here.

Telnet path:
Setup > WLAN > Wireless-IDS

Possible values:

No
Creation of syslog entries via Wireless IDS disabled

Yes
Creation of syslog entries via Wireless IDS enabled

Default:
Yes

2.12.248.11 SNMPTraps-Operational

Enable or disable the sending of traps via Wireless IDS.

Telnet path:
Setup > WLAN > Wireless-IDS

Possible values:

No
Sending traps via Wireless IDS disabled
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Yes
Sending traps via Wireless IDS enabled

Default:
No

2.12.248.12 E-Mail

Enable or disable e-mail notifications via Wireless IDS here.

Telnet path:
Setup > WLAN > Wireless-IDS

Possible values:

No
E-mail notifications via Wireless IDS disabled

Yes
E-mail notifications via Wireless IDS enabled

Default:
No

2.12.248.13 E-Mail-Receiver

Specify the e-mail destination address here.

Telnet path:
Setup > WLAN > Wireless-IDS

Possible values:
Max. 63 characters from
[A-Z][0-9][a-z] @ |}~ $%& () +-,/:;<=>?[\]"_.
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2.12.248.14 E-Mail-Aggregate-Interval

Here you specify the period of time between the initial receipt of a Wireless
IDS event and the e-mail being sent. This functions helps to prevent a flood
of attacks causing an e-mail flood.

Telnet path:
Setup > WLAN > Wireless-IDS

Possible values:
Max. 4 characters from [ 0- 9]

Special values:

o
E-mail sending for each event

Default:
10

2.12.248.43 Intruder-ldentification
Enable or disable Wireless IDS intruder identification here.

Telnet path:
Setup > WLAN > Wireless-IDS

Possible values:
No
Wireless IDS intruder identification is disabled

Yes
Wireless IDS intruder identification is enabled

Default:
No
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2.12.248.44 Timeout-Intruder-Activity

Here you specify the time following an attack after which the status of the
attacker is set to inactive.

Telnet path:
Setup > WLAN > Wireless-IDS

Possible values:
Max. 4 characters from [ 0- 9]

Default:
60

2.12.248.45 Store-Intruder-DHCP-Requests
Enable or disable the storage of intruder DHCP requests here.

Telnet path:
Setup > WLAN > Wireless-IDS

Possible values:
No
The storage of intruder DHCP requests is disabled

Yes
The storage of intruder DHCP requests is enabled

Default:
No
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2.12.248.50 Signatures

Here you define the threshold values/intervals that provide the ability to help
detect different kinds of potential intrusion attacks.

Telnet path:
Setup > WLAN > Wireless-IDS

2.12.248.50.1 AssociateReqFlood

An attacker continually sends association frames to the AP. This overloads
the AP's association table.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures

2.12.248.50.1.1 CounterLimit
Set the threshold value for associate request frames here.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > AssociateReqFlood

Possible values:
Max. 4 characters from [ 0- 9]

Default:
250
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2.12.248.50.1.2 Counterinterval

Here you specify the period of time in which the associate request frames are
counted. If the device counts more associate request frames within the interval
than are specified in the threshold value, then the program triggers an alarm.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > AssociateReqgFlood

Possible values:
Max. 4 characters from [ 0- 9]

Special values:

0
Switches the function off.

Default:
10

2.12.248.50.2 ReassociateReqFlood
Attacks using re-associate request frames

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures

2.12.248.50.2.1 CounterLimit
Set the threshold value for re-associate request frames here.

Telnet path:
Setup >WLAN > Wireless-IDS > Signatures > ReassociateReqFlood
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Possible values:
Max. 4 characters from [ 0- 9]

Default:
250

2.12.248.50.2.2 Counterinterval

Here you specify the period of time in which the re-associate request frames
are counted. If the device counts more re-associate request frames within the
interval than are specified in the threshold value, then the program triggers
an alarm.

Telnet path:
Setup >WLAN > Wireless-IDS > Signatures > ReassociateReqFlood

Possible values:
Max. 4 characters from [ 0- 9]

Special values:

0
Switches the function off.

Default:
10

2.12.248.50.3 AuthenticateReqFlood

An attacker continually sends authentication frames to the AP. This overloads
the AP's authentication table.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures
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2.12.248.50.3.1 CounterLimit
Set the threshold value for authenticate request frames here.

Telnet path:
Setup >WLAN > Wireless-IDS > Signatures > AuthenticateReqFlood

Possible values:
Max. 4 characters from [ 0- 9]

Default:
250

2.12.248.50.3.2 Counterinterval

Here you specify the period of time in which the authenticate request frames
are counted. If the device counts more authenticate request frames within the
interval than are specified in the threshold value, then the program triggers
an alarm.

Telnet path:
Setup >WLAN > Wireless-IDS > Signatures > AuthenticateReqFlood

Possible values:
Max. 4 characters from [ 0- 9]

Special values:

0
Switches the function off.

Default:
10
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2.12.248.50.4 EAPOLStart

If an AP receives an EAPOL-Start frame, it starts the identification process
and allocates resources internally to the new client. An attacker can generate
a lot of EAPOL-Start frames to exhaust the access point interval resource and
overload the RADIUS server.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures

2.12.248.50.4.1 CounterLimit
Set the threshold value for the EAPOL-Start frames here.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > EAPOLStart

Possible values:
Max. 4 characters from [ 0- 9]

Default:
250

2.12.248.50.4.2 Counterinterval

Specify the period of time in which the EAPOL-Start frames are counted here.
If the device counts more EAPOL-Start frames within the interval than are
specified in the threshold value, then the program triggers an alarm.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > EAPOLStart

Possible values:
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Max. 4 characters from [ 0- 9]

Special values:

0
Switches the function off.

Default:
10

2.12.248.50.5 ProbeBroadcast

An attacker continually sends probe requests to the network. Basically, probe
requests are frames used by clients to ask: "Is there a WLAN here?" Probe
responses are sent by the APs to reply "Yes, there's a WLAN here with SSID".
This is a mechanism for discovering WLAN services in WLAN networks. If the
attacker sends sufficient probe requests, the AP will be overloaded with these
probe requests and the wireless medium will be flooded with probe responses.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures

2.12.248.50.5.1 CounterLimit
Set the threshold value for the broadcast probe frames here.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > ProbeBroadcast

Possible values:
Max. 4 characters from [ 0- 9]

Default:
500
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2.12.248.50.5.2 Counterinterval

Specify the period of time in which the broadcast probe frames are counted
here. If the device counts more broadcast probe frames within the interval
than are specified in the threshold value, then the program triggers an alarm.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > ProbeBroadcast

Possible values:
Max. 4 characters from [ 0- 9]

Special values:

0
Switches the function off.

Default:
10

2.12.248.50.6 DisassociateBroadcast

An attacker sends a spoof disassociation frame with broadcast destination
address to the network. Clients that receive the frame will be diassociated
and re-association to the AP is required. Management frames that include
disassociation are not protected and are sent in clear text. The described
attack is thus easy to carry out. Data communication between the AP and the
clients is not possible until the clients reassociate.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures
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2.12.248.50.6.1 CounterLimit
Set the threshold value for broadcast disassociate frames here.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures >
DisassociateBroadcast

Possible values:
Max. 4 characters from [ 0- 9]

Default:
2

2.12.248.50.6.2 Counterinterval

Here you specify the period of time in which the broadcast disassociate frames
are counted. If the device counts more broadcast disassociate frames within
the interval than are specified in the threshold value, then the program triggers
an alarm.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures >
DisassociateBroadcast

Possible values:
Max. 4 characters from [ 0- 9]

Special values:

0
Switches the function off.

Default:
1
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2.12.248.50.7 DeauthenticateBroadcast

An attacker sends a spoof deauthentication frame with broadcast destination
address to the network. Clients that receive the frame will be deauthenticated
and re-authentication to the AP is required. Management frames that include
deauthentication are not protected and are sent in clear text. The described
attack is thus easy to carry out. Data communication between the AP and the
clients is not possible until the clients reauthenticate.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures

2.12.248.50.7.1 CounterLimit
Set the threshold value for broadcast deauthenticate frames here.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures >
DeauthenticateBroadcast

Possible values:
Max. 4 characters from [ 0- 9]

Default:
2

2.12.248.50.7.2 Counterinterval

Here you specify the period of time in which the broadcast deauthenticate
frames are counted. If the device counts more broadcast deauthenticate
frames within the interval than are specified in the threshold value, then the
program triggers an alarm.

Telnet path:
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Setup > WLAN > Wireless-IDS > Signatures >
DeauthenticateBroadcast

Possible values:
Max. 4 characters from [ 0- 9]

Special values:

0
Switches the function off.

Default:
1

2.12.248.50.8 DisassociateReqgFlood

An attacker spoofs disassociation frames in order to log off a client from the
AP. All clients affected then attempt to reassociate with the AP. No data
communication is possible until the clients reassociate.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures

2.12.248.50.8.1 CounterLimit
Set the threshold value for dis-associate request frames here.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures >
DisassociateReqFlood

Possible values:
Max. 4 characters from [ 0- 9]

Default:
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250

2.12.248.50.8.2 Counterinterval

Here you specify the period of time in which the dis-associate request frames
are counted. If the device counts more dis-associate request frames within
the interval than are specified in the threshold value, then the program triggers
an alarm.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures >
DisassociateReqFlood

Possible values:
Max. 4 characters from [ 0- 9]

Special values:

0
Switches the function off.

Default:
10

2.12.248.50.9 BlockAckOutOfWindow
Block-Ack DoS attack

An attacker spoofs the MAC address of the client and is able to conduct the
following attacks:

1. During the setup phase of a block-ACK session, the attacker sends an
ADDBA frame with a manipulated starting sequence number to the AP. In
this way, the attacker causes the AP to discard legitimate frames.

2. The attacker sends manipulated A-MPDU frames, which overload of the
re-ordering buffer on the AP.
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Telnet path:
Setup > WLAN > Wireless-IDS > Signatures

2.12.248.50.9.1 CounterLimit

Here you set the threshold value on the out-of-window frames that are received
during a block-ack session.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > BlockAckOutOfWindow

Possible values:
Max. 4 characters from [ 0- 9]

Default:
200

2.12.248.50.9.2 Counterinterval

Here you specify the time interval for counting the out-of-window frames. If
the device counts more out-of-window frames within the time interval than are
specified in the threshold value, then the program triggers an alarm.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > BlockAckOutOfWindow

Possible values:
Max. 4 characters from [ 0- 9]

Special values:

0
Switches the function off.

Default:
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2.12.248.50.10 BlockAckAfterDelBA

Block-Ack DoS attack

An attacker spoofs the MAC address of the client and is able to conduct the
following attacks: The attacker stops the block-ACK session with a fake
DELBA frame from the client to the AP, resulting in the loss of buffered frames

on the AP. An attack with manipulated DELBA frames can also reduce
throughput, because the client is forced to re-establish the block-ACK session.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures

2.12.248.50.10.1 CounterLimit

Here you set the threshold value for block-ACK-session frames that arrive
after receiving the DELBA frame.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > BlockAckAfterDelBA

Possible values:
Max. 4 characters from [ 0- 9]

Default:
100
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2.12.248.50.10.2 Counterinterval

Here you specify the time interval for counting the Block-Ack-session frames.
If the device counts more Block-Ack-session frames within the time interval
than are specified in the threshold value, then the program triggers an alarm.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > BlockAckAfterDelBA

Possible values:
Max. 4 characters from [ 0- 9]

Special values:

0
Switches the function off.
Default:
5

2.12.248.50.11 NullDataFlood
Null-data DoS attack

If a client is inactive for a long period, the AP is unable to decide whether the
client is switched off or merely outside of the radio cell. One consequence
could be for the AP to deauthenticate the client. To prevent accidental deau-
thentication, the client sends null-data frames to the AP after a period of
inactivity in order to keep the session alive. The AP then acknowledges the
receipt of the null-data frame. An attacker can take advantage of this scenario
in the following way:

The attacker sends large numbers of null-data frames to the AP. Because the
AP is forced to acknowledge the receipt of every individual null-data frame,
the bandwidth on the radio channel is reduced to such an extent that legitimate
client requests are discarded.

Telnet path:
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Setup > WLAN > Wireless-IDS > Signatures

2.12.248.50.11.1 CounterLimit
Here you set the threshold value for received null-data frames.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > NullDataFlood

Possible values:
Max. 4 characters from [ 0- 9]

Default:
500

2.12.248.50.11.2 Counterinterval

Here you specify the time interval for counting the null-data frames. If the
device counts more null-data frames within the time interval than are specified
in the threshold value, then the program triggers an alarm.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > NullDataFlood

Possible values:
Max. 4 characters from [ 0- 9]

Special values:

0
Switches the function off.
Default:
5
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2.12.248.50.12 NullDataPSBufferOverflow
Null-data PS attack

A client can use null-data frames to inform the AP that it is entering into the
sleep mode. In this case, the AP buffers the packets that arrive for the client
in sleep mode, and it informs the client that packets are buffered at the AP by
using the TIM field of beacon frames. Upon receipt of beacon frames that
have the corresponding TIM bit set, the client uses a PS-poll frame to request
the packets from the buffer of the AP. An attacker can take advantage of this
scenario in the following way:

The attacker spoofs the MAC address of the client and sends the AP a fake
notification about going into sleep mode. The AP now buffers the incoming
packets for the client and these packets will be dropped after a certain timeout.
This continues as long as the client does not send a PS-poll frame. Because
in reality the client is not in the sleep mode at all, it will not send a PS-poll
frame to request buffered packets from the AP. This leads to the loss of the
packets addressed to the client.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures

2.12.248.50.12.1 CounterLimit

Here you set the threshold value for the data frames that were deleted due
to a buffer overflow.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures >
NullDataPSBufferOverflow

Possible values:
Max. 4 characters from [ 0- 9]

Default:
200
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2.12.248.50.12.2 Counterinterval

Here you specify the time interval for counting the deleted data frames. If the
device counts more data frames within the time interval than are specified in
the threshold value, then the program triggers an alarm.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures >
NullDataPSBufferOverflow

Possible values:
Max. 4 characters from [ 0- 9]

Special values:

0
Switches the function off.
Default:
5

2.12.248.50.13 PSPoliTiMInterval
PS-poll attack
The attacker spoofs the MAC address of the client in sleep mode and sends

fake PS-poll frames to the AP in order to request the buffered packets. The
attacker now retrieves the packets that were intended for the client.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures
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2.12.248.50.13.1 CounterLimit

Here you set the threshold value for the PS-poll frames that are received after
the listen interval difference is exceeded.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > PSPollTIMInterval

Possible values:
Max. 4 characters from [ 0- 9]

Default:
100

2.12.248.50.13.2 Counterinterval

Here you specify the time interval for counting the PS-poll frames. The program
triggers an alarm if, within this time interval, the device counts any additional
PS-poll frames arriving after the "PSPollTIMIntervalDiff" is exceeded and that
exceed the limit set for the "PSPollTIMIntervalDiffCounter".

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > PSPollTIMInterval

Possible values:
Max. 4 characters from [ 0- 9]

Special values:

0
Switches the function off.

Default:
5
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2.12.248.50.13.3 Interval-Diff

Here you specify when, at the earliest, the client is allowed to send a PS-poll
frame to the AP before the specified TIM interval expires.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > PSPolITIMInterval

Possible values:
Max. 4 characters from [ 0- 9]

Default:
5

2.12.248.50.14 SMPSMultiStream

The use of multiple antennas on the same transmission channel enhances
data throughput and improves the signal coverage. The operation of multiple
antennas is energy intensive, so in times of low data throughput a client
switches into static spatial multiplexing power save mode (SM power save
mode) and just one antenna remains active. The client uses SM-power-save-
action frames to inform the AP about a change into SM power save mode or
the end of the SM power save mode. An attacker can take advantage of this
scenario in the following way: The attacker spoofs the MAC address of a client
in static SM power save mode with just one active antenna and uses a fake
SM-power-save-action frame to inform the AP that it is ending its static SM
power save mode. The AP then communicates with the client via multiple
spatial streams, which the client is not able to receive using only one active
antenna.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures
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2.12.248.50.14.1 CounterLimit

Here you specify the threshold value for the number of data frames the client
transmits using multiple spatial streams after the client has switched into the
static SM power save mode.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > SMPSMultiStream

Possible values:
Max. 4 characters from [ 0- 9]

Default:
100

2.12.248.50.14.2 Counterinterval

Here you specify the time interval for counting the data frames the client
transmits using multiple spatial streams. If the device counts more data frames
within the time interval than are specified in the threshold value, then the
program triggers an alarm.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > SMPSMultiStream

Possible values:
Max. 4 characters from [ 0- 9]

Special values:

0
Switches the function off.

Default:
5
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2.12.248.50.15 DeauthenticateReqgFlood

An attacker continually sends spoof deauthentication frames from the AP to
a client. Similarly, the client will be deauthenticated and data communication
will be terminated until the client reassociates to the AP.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures

2.12.248.50.15.1 CounterLimit
Set the threshold value for deauthenticate frames here.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures >
DeauthenticateReqgFlood

Possible values:
Max. 4 characters from [ 0- 9]

Default:
250

2.12.248.50.15.2 Counterinterval

Here you specify the period of time in which the deauthenticate frames are
counted. If the device counts more deauthenticate frames within the interval
than are specified in the threshold value, then the program triggers an alarm.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures >
DeauthenticateReqgFlood

Possible values:
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Max. 4 characters from [ 0- 9]

Special values:

0
Switches the function off.

Default:
10

2.12.248.50.18 SMPSSingleStream

The use of multiple antennas on the same transmission channel enhances
data throughput and improves the signal coverage. The operation of multiple
antennas is energy intensive, so in times of low data throughput a client
switches into static spatial multiplexing power save mode (SM power save
mode) and just one antenna remains active. The client uses SM-power-save-
action frames to inform the AP about a change into SM power save mode or
the end of the SM power save mode. An attacker can take advantage of this
scenario in the following way: The attacker spoofs the MAC address of a client
with multiple active antennas and uses a fake SM-power-save-action frame
to inform the AP that it is going into the static SM power save mode. The AP
then communicates with the client over a single spatial stream, which signific-
antly reduces the throughput.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures

2.12.248.50.18.1 CounterLimit

Here you specify the threshold value for the number of failed data frame
transmissions from the AP using multiple spatial streams to the client after
the client has disabled the static SM power save mode.

Telnet path:
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Setup > WLAN > Wireless-IDS > Signatures > SMPSSingleStream

Possible values:
Max. 4 characters from [ 0- 9]

Default:
100

2.12.248.50.18.2 Counterinterval

Here you specify the time interval for counting the failed data frame transmis-
sions from the AP using multiple spatial streams. If the device counts more
failed data frame transmissions within the time interval than are specified in
the threshold value, then the program triggers an alarm.

Telnet path:
Setup > WLAN > Wireless-IDS > Signatures > SMPSSingleStream

Possible values:
Max. 4 characters from [ 0- 9]

Special values:

0
Switches the function off.
Default:
5

2.12.248.101 WIDS-White-List-Table

By entering certain stations into in a white list here, you exclude them from
the intruder identification.
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Telnet path:
Setup > WLAN > Wireless-IDS

2.12.248.101.1 Station-Id
Here you specify the station ID as the index of the table.

Telnet path:
Setup > WLAN > Wireless-IDS > WIDS-White-List-Table

Possible values:
Max. 4 characters from [ 0- 9]

2.12.248.101.2 Station-MAC

Here you specify the MAC address of the station that is to be excluded from
intruder identification.

Telnet path:
Setup > WLAN > Wireless-IDS > WIDS-White-List-Table

Possible values:
Max. 17 characters from [0-9] [a-f]

2.12.249 WLAN link status log

Use this item to make the settings for the WLAN link status log. The WLAN
link status log enables you to capture and monitor information about the
quality of the WLAN links.

Telnet path:
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Setup > WLAN

2.12.249.10 Active

You activate or deactivate the WLAN link status log function here.

Telnet path:
Setup > WLAN > WLAN-Link-Status-Log

Possible values:

No
WLAN link status log function disabled

Yes
WLAN link status log function enabled

Default:
No

2.12.249.11 SNMP-Traps-Active

Here you enable or disable the transmission of SNMP traps by the WLAN link
status log.

Telnet path:
Setup > WLAN > WLAN-Link-Status-Log

Possible values:
No

SNMP trap transmission by the WLAN link status log disabled

Yes
SNMP trap transmission by the WLAN link status log enabled
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Default:
No

2.12.249.12 Syslog-Active

Here you enable or disable the creation of syslog entries by the WLAN link
status log.

Telnet path:
Setup > WLAN > WLAN-Link-Status-Log

Possible values:
No
Creation of syslog entries by the WLAN link status log is disabled

Yes
Creation of syslog entries by the WLAN link status log is enabled

Default:
No

2.12.249.13 USB-Logging-Active

This is where you enable or disable the storage of information about the WLAN
link status logs on the USB storage device ACA21 under the following file
name: W r el essW anLi nkSt at usLogReports.t xt

Telnet path:
Setup > WLAN > WLAN-Link-Status-Log

Possible values:
No
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Disables storage on the USB storage device ACA21

Yes
Enables storage on the USB storage device ACA21

Default:
No

2.12.249.14 Sampling-Iinterval

Here you set the time intervals at which information about the quality of WLAN
links is written to the WLAN link status log. The time interval is derived from
the added values for hours, days, and months.

Telnet path:
Setup > WLAN > WLAN-Link-Status-Log

2.12.249.14.1 Months
Specify the time interval in months here.

Telnet path:
Setup > WLAN > WLAN-Link-Status-Log > Sampling-Interval

Possible values:
Max. 1 characters from [ 0- 9]

Default:
1
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2.12.249.14.2 Days
Specify the time interval in days here.

Telnet path:
Setup > WLAN > WLAN-Link-Status-Log > Sampling-Interval

Possible values:
Max. 3 characters from [ 0- 9]

Default:
0

2.12.249.14.3 Hours
Specify the time interval in hours here.

Telnet path:
Setup > WLAN > WLAN-Link-Status-Log > Sampling-Interval

Possible values:
Max. 3 characters from [ 0- 9]

Default:
10

2.12.249.15 Link-Age-Out-Time

Here you specify the time interval after which the monitoring of an inactive
WLAN link is stopped. The time interval is derived from the added values for
hours, days, and months.

Telnet path:
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Setup > WLAN > WLAN-Link-Status-Log

2.12.249.15.1 Months
Specify the time interval in months here.

Telnet path:
Setup > WLAN > WLAN-Link-Status-Log > Link-Age-Out-Time

Possible values:
Max. 3 characters from [ 0- 9]

Default:
2

2.12.249.15.2 Days
Specify the time interval in days here.

Telnet path:
Setup > WLAN > WLAN-Link-Status-Log > Link-Age-Out-Time

Possible values:
Max. 3 characters from [ 0- 9]

Default:
0

2.12.249.15.3 Hours
Specify the time interval in hours here.
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Telnet path:
Setup > WLAN > WLAN-Link-Status-Log > Link-Age-Out-Time

Possible values:
Max. 3 characters from [ 0- 9]

Default:
20

2.12.250 Roaming-Statistics-Timeout

Here you specify the timeout value for an entry in the roaming statistics table.
If an entry is not updated within the timeout period, the entry is deleted.
Rebooting the device also resets the entries.

Telnet path:
Setup > WLAN

Possible values:
Max. 10 characters from [ 0- 9]

Special values:

o
None of the entries in the roaming statistics table are deleted.

Default:
86400

2.12.251 Prioritized-Channel-Scan

The prioritized channel scan function optimizes roaming by including previous
roaming decisions. This is suitable for scenarios with recurring movements
of the clients within the WLAN. The prioritized channel scan function selects
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channels where potential roaming candidates are most likely to be found. This
results in accelerated roaming, reduced handover times, and less packet loss.

Telnet path:
Setup > WLAN

2.12.251.1 Minimum-Roam-Count

Here you specify the minimum roam count for the roaming entries. Only when
the minimum roam count has been reached is the prioritized channel scan
function enabled. The minimum roam count helps to prevent premature
channel prioritization.

Telnet path:
Setup > WLAN > Prioritized-Channel-Scan

Possible values:
Max. 10 characters from [ 0- 9]

Default:
2

2.12.251.2 Normal-Scan-Cycle-Period

Here you specify the number of scan cycles to perform before a regular,
complete scan cycle takes place.

Telnet path:
Setup > WLAN > Prioritized-Channel-Scan

Possible values:
Max. 3 characters from [ 0- 9]

506 RM CLI HILCOS
Release 10.12 12/2018



2 Setup 2.14 Time

Special values:

o
No regular, complete scan cycle is performed but exclusively prioritized
channel scans instead.
1
Regular, complete scan cycle is performed for all scan cycles.
Default:
4
2.14 Time

This menu contains the configuration of the device time settings.
SNMP ID: 2.14
Telnet path: /Setup

2.14.1 Fetch-Method

Select here if and how the device synchronizes its internal real-time clock.

Telnet path:
Setup > Time

Possible values:
None
NTP

Default:
NTP

2.14.2 Current-Time
Display of current time.
SNMP ID: 2.14.2
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Telnet path: /Setup/Time

2.14.7 UTC-in-Seconds

This parameter is used by LANmonitor to read the time.

Telnet path:
Setup > Time

2.14.10 Timezone

This item sets the timezone for the location of your device. The time zone is
the difference between local time and Coordinated Universal Time (UTC) in
hours. This is especially important for the Network Time Protocol (NTP)

SNMP ID: 2.14.10
Telnet path: /Setup/Time
Possible values:

0
+1
+2
+3
+4
+5
+6
+7
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-10
-1
-12

Default: +1

2.14.11 Daylight-saving-time

The time change between local standard time and daylight-saving time can
be set here manually or automatically. For automatic daylight saving time
adjustment, enter the appropriate time region for the location of your device.
If your device is located outside the specified time regions, the use of automatic
time adjustment requires you to select 'User defined' and for you to enter the
following values into the table for automatic time adjustment.

SNMP ID: 2.14.11
Telnet path: /Setup/Time
Possible values:

Yes

No

Europe (EU)
Russia

USA
Userdefined

Default: Europe (EU)

2.14.12 DST-clock-changes

Here you configure the individual values for the automatic clock change
between summer and winter time, assuming that the local daylight-saving
time settings have been selected as 'User defined'.

SNMP ID: 2.14.12
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Telnet path: /Setup/Time

2.14.12.1 Event

Defines the beginning and end of daylight saving time
Telnet path: /Setup/Time/DST-Clock-Changes

2.14.12.2 Index

First or last day of month for switching to daylight-saving time (summertime).
Telnet path: /Setup/Time/DST-Clock-Changes

2.14.12.3 Day

Defines on which recurring weekday of the month the time change is carried
out.

Telnet path: /Setup/Time/DST-Clock-Changes

2.14.12.4 Month

The month in which the change is carried out.
Telnet path: /Setup/Time/DST-Clock-Changes

2.14.12.5 Hour

The hour at which the change is carried out.
Telnet path: /Setup/Time/DST-Clock-Changes

2.14.12.6 Minute

The minute at which the change is carried out.
Telnet path: /Setup/Time/DST-Clock-Changes
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2.14.12.7 Time-type
Time standard, such as UTC (Coordinated Universal Time).

Telnet path: /Setup/Time/DST-Clock-Changes

2.14.13 Get-Time

This command causes the device to fetch the current time from the specified
time server.

SNMP ID: 2.14.13
Telnet path: /Setup/Time

2.14.15 Holidays

This table contains the holidays that have been defined.
SNMP ID: 2.14.15

Telnet path: /Setup/Time/Holidays

2.14.15.1 Index

This describes the position of the entry in the table.
SNMP ID: 2.14.15.1
Telnet path: /Setup/Time/Holidays/Index
Possible values:
0 to 9999
Default: Blank

2.14.15.2 Date

If you have created entries in the least-cost table or the timed control table
that should apply on public holidays, enter the days here.

SNMP ID: 2.14.15.2
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Telnet path: /Setup/Time/Holidays/Date
Possible values:

Valid date
Default: Blank

2.14.16 Timeframe

Timeframes are used to define the periods when the content-filter profiles are
valid. One profile may contain several lines with different timeframes. Different
lines in a timeframe should complement one another, i.e. if you specify
WORKTIME you will should probably specify a timeframe called FREETIME
to cover the time outside of working hours.

SNMP ID: 2.14.16
Telnet path: /Setup/Time

2.14.16.1 Name

Enter the name of the timeframe for referencing from the content-filter profile.
SNMP ID: 2.14.16.1

Telnet path: /Setup/Time/Timeframe

Possible values:

Name of a timeframe
Maximum 31 characters

Default: Blank

2.14.16.2 Start

Here you set the start time (time of day) when the selected profile becomes
valid.

SNMP ID: 2.14.16.2
Telnet path: /Setup/Time/Timeframe

Possible values:
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Max. 5 characters
Format HH:MM

Default: 00:00

2.14.16.3 Stop

Here you set the end time (time of day) when the selected profile becomes
invalid.

SNMP ID: 2.14.16.3
Telnet path: /Setup/Time/Timeframe
Possible values:

Max. 5 characters
Format HH:MM

Default: 23:59

2.14.16.4 Weekdays

Here you select the weekday on which the timeframe is to be valid.
SNMP ID: 2.14.16.4
Telnet path: /Setup/Time/Timeframe
Possible values:

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

Public holiday
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Default: Activated for Monday, Tuesday, Wednesday, Thursday, Friday,
Saturday, Sunday, Holiday

2.15LCR

This menu contains the configuration of the least-cost router.
SNMP ID: 2.15
Telnet path: /Setup

2.15.1 Router-Usage

A router is an intelligent network component; comparable with a post office,
it uses the logical target address of a packet to determine which network
component should transmit the packet next; it knows the overall topology of
the network. If this option is activated, all connections made by the router are
controlled by least-cost routing.

SNMP ID: 2.15.1
Telnet path: /Setup/LCR
Possible values:

Yes
No

Default: No

2.15.4 Time-List

In this table you can define the Call-by-Call numbers to be used for telephone
calls depending on the time, day and area code.

SNMP ID: 2.15.4
Telnet path: /Setup/LCR

2.15.4.1 Index

Index for this entry in the table.
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SNMP ID: 2.15.4.1
Telnet path: /Setup/LCR/Time-List
Possible values:
Max. 10 characters
Default: 0

2.15.4.2 Prefix

Enter the prefix (e.g. area code) or the first few digits of a group of prefixes
to which the entry will apply. If, for example, you enter 030 for Berlin, all calls
with this prefix will be redirected as indicated here. Optionally you may wish
to enter only 03 and then all calls to any place that begins with the prefix 03
will be redirected accordingly.

SNMP ID: 2.15.4.2
Telnet path: /Setup/LCR/Time-List
Possible values:
Max. 10 characters
Default: Blank

2.15.4.3 Days

The days on which this entry should apply. You can create multiple entries
for a given prefix, each applying to different periods or different days.

SNMP ID: 2.15.4.3
Telnet path: /Setup/LCR/Time-List
Possible values:

Monday
Tuesday
Wednesday
Thursday
Friday
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Saturday
Sunday
Public holiday

Default: Blank

2.15.4.4 Start
The start of the period during which this entry should apply.

SNMP ID: 2.15.4.4
Telnet path: /Setup/LCR/Time-List
Possible values:
Max. 5 characters
Default: Blank

2.15.4.5 Stop
The end of the period during which this entry should apply.

SNMP ID: 2.15.4.5
Telnet path: /Setup/LCR/Time-List
Possible values:
Max. 5 characters
Default: Blank

2.15.4.6 Number list

Enter here the prefix for the call-by-call provider to be used for calls matching
this entry.

Multiple prefixes can be separated by semi-colons. If no connection can be
established with the first prefix, the following prefixes will be tried in sequence.

Leave this field empty if calls that match this entry are not to be re-directed.
SNMP ID: 2.15.4.6
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Telnet path: /Setup/LCR/Time-List
Possible values:

Max. 29 characters
Default: Blank

2.15.4.7 Fallback

Automatic fallback: If no connection can be established on any of the supplied
call-by-call numbers, the least-cost router will connect to your regular telephone
service provider. Switch this option off if you do not want this to happen.

SNMP ID: 2.15.4.7
Telnet path: /Setup/LCR/Time-List
Possible values:

Yes
No

Default: No

2.16 NetBIOS

This menu contains the configuration of the NetBIOS.
SNMP ID: 2.16
Telnet path: /Setup

2.16.1 Operating

When this option is enabled, the device will also be able to forward NetBIOS
packets directly to specific stations in remote networks. Without this option
enabled, these packets often cause unnecessary connections, since the
individual computers of NetBIOS-based networks (e.g. Microsoft Windows
networks) continuously exchange status information.

SNMP ID: 2.16.1

RM CLI HILCOS 517
Release 10.12 12/2018



2.16 NetBIOS 2 Setup

Telnet path: /Setup/NetBIOS
Possible values:

Yes
No

Default: No

2.16.2 Scope-ID

The device appends this string to the NetBIOS name for all TCP/IP connections
using NetBIOS.

SNMP ID: 2.16.2
Telnet path: /Setup/NetBIOS
Possible values:

Max. 64 characters
Default: Blank

2.16.4 Peers

Enter the name for the remote stations to which NetBIOS is to be transmitted
over IP. These remote sites also have to be entered into the IP routing table.

SNMP ID: 2.16.4
Telnet path: /Setup/NetBIOS

2.16.4.1 Name

Enter the name for the remote station here. This remote station must also be
present in the routing table of the IP router.

SNMP ID: 2.16.4.1
Telnet path: /Setup/NetBIOS/Peers
Possible values:
Max. 16 characters
Default: Blank
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2.16.4.3 Type

Specify whether the remote station is a router or an individual workstation
with a dial-up remote-access connection.

SNMP ID: 2.16.4.3
Telnet path: /Setup/NetBIOS/Peers
Possible values:

Workstation
Router

Default: Router

2.16.5 Group list

This list displays all NetBIOS groups.
SNMP ID: 2.16.5

Telnet path: /Setup/NetBIOS

2.16.5.1 Group/Domain

Name of the workgroup communicated by NetBIOS.
SNMP ID: 2.16.5.1
Telnet path: /Setup/NetBIOS/Group-List

2.16.5.2 Type

NetBIOS defines a certain amount of server types, and these are displayed
by hexadecimal numbers. The most important of these types are:

Standard-Workstation 00
Win PopUp service 03
RAS-Server 06

Domain master browser or PDC 1B
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Master-Browser 1D
NetDDE service 1F
File or printer service 20
RAS-Client 21
Network monitor agent BE
Network monitor utility BF
SNMP ID: 2.16.5.2
Telnet path: /Setup/NetBIOS/Group-List

2.16.5.3 IP-Address

The station's IP address.
SNMP ID: 2.16.5.3
Telnet path: /Setup/NetBIOS/Group-List
Possible values:
Valid IP address

2.16.5.4 Peer

Name of the remote device that can be used to access this NetBIOS group.
SNMP ID: 2.16.5.4

Telnet path: /Setup/NetBIOS/Group-List

Possible values:

Select from the list of defined peers.

2.16.5.5 Timeout
Period of validity (lease) of this entry in minutes.

SNMP ID: 2.16.5.5
Telnet path: /Setup/NetBIOS/Group-List
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2.16.5.6 Flags

Flags as additional identifiers for the station or group.
SNMP ID: 2.16.5.6
Telnet path: /Setup/NetBIOS/Group-List

2.16.5.7 Network name

Name of the IP network where the client is located.
SNMP ID: 2.16.5.7
Telnet path: /Setup/NetBIOS/Group-List

2-1 6-5-8 Rtg-Tag
Routing tag for this entry.

SNMP ID: 2.16.5.8
Telnet path: /Setup/NetBIOS/Group-List

2.16.6 Host List

This list displays all NetBIOS hosts.
SNMP ID: 2.16.6

Telnet path: /Setup/NetBIOS

2.16.6.1 Name

Name of the station communicated by NetBIOS.
SNMP ID: 2.16.6.1
Telnet path: /Setup/NetBIOS/Host-List
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2.16.6.2 Type

NetBIOS defines a certain amount of server types, and these are displayed
by hexadecimal numbers. The most important of these types are:

Standard-Workstation 00
Win PopUp service 03
RAS-Server 06
Domain master browser or PDC 1B
Master-Browser 1D
NetDDE service 1F
File or printer service 20
RAS-Client 21
Network monitor agent BE
Network monitor utility BF
SNMP ID: 2.16.6.2
Telnet path: /Setup/NetBIOS/Host-List

2.16.6.3 IP-Address

The station's IP address.
SNMP ID: 2.16.6.3
Telnet path: /Setup/NetBIOS/Host-List
Possible values:
Valid IP address

2.16.6.4 Peer
Name of the remote site that can be used to access this station.
SNMP ID: 2.16.6.4
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Telnet path: /Setup/NetBIOS/Host-List
Possible values:

Select from the list of defined peers.

2.16.6.5 Timeout

Period of validity (lease) of this entry in minutes.
SNMP ID: 2.16.6.5
Telnet path: /Setup/NetBIOS/Host-List

2.16.6.6 Flags

Flags as additional identifiers for the station or group.
SNMP ID: 2.16.6.6
Telnet path: /Setup/NetBIOS/Host-List

2.16.6.7 Network name
Name of the IP network where the client is located.

SNMP ID: 2.16.6.7
Telnet path: /Setup/NetBIOS/Host-List

2.16.6.8 Rtg-Tag

Routing tag for this entry.

SNMP ID: 2.16.6.8

Telnet path: /Setup/NetBIOS/Host-List

2.16.7 Server-List
This list displays all NetBIOS servers.
SNMP ID: 2.16.7
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Telnet path: /Setup/NetBIOS

2.16.7.1 Host
Displays the host's NetBIOS name

SNMP ID: 2.16.7.1
Telnet path: /Setup/NetBIOS/Server-List

2.16.7.2 Group/Domain

Displays the workgroup/domain where the NetBIOS host is located.
SNMP ID: 2.16.7.2
Telnet path: /Setup/NetBIOS/Server-List

2.16.7.4 IP-Address
Displays the IP address of the NetBIOS host.

SNMP ID: 2.16.7.4
Telnet path: /Setup/NetBIOS/Server-List

2.1 6-7-5 os-ver-
Displays the NetBIOS host's operating system.

SNMP ID: 2.16.7.5
Telnet path: /Setup/NetBIOS/Server-List

2-1 6-7-6 SMB'ver-
Displays the SMB version of the NetBIOS host.

SNMP ID: 2.16.7.6
Telnet path: /Setup/NetBIOS/Server-List
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2.16.7.7 Server-Type
Displays the NetBIOS host's server type.

SNMP ID: 2.16.7.7
Telnet path: /Setup/NetBIOS/Server-List

2.16.7.8 Peer

Remote device over which the NetBIOS host can be reached.
SNMP ID: 2.16.7.8

Telnet path: /Setup/NetBIOS/Server-List

Possible values:

Select from the list of defined peers.

2.16.7.9 Timeout
Displays the time in minutes until the NetBIOS information is updated.

SNMP ID: 2.16.7.9
Telnet path: /Setup/NetBIOS/Server-List

2.16.7.10 Flags
Displays the NetBIOS flags detected for the NetBIOS host.

SNMP ID: 2.16.7.10
Telnet path: /Setup/NetBIOS/Server-List

2.16.7.11 Network name
Displays the IP network where the NetBIOS host is located.

SNMP ID: 2.16.7.11
Telnet path: /Setup/NetBIOS/Server-List
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2.1 6-7-1 2 Rtg-Tag
Routing tag for the connection to the NetBIOS host.

SNMP ID: 2.16.7.12
Telnet path: /Setup/NetBIOS/Server-List

2.16.8 Watchdogs

Some stations send watchdog packets from time to time to check whether
other stations in the network can be reached. Watchdogs of this type can
cause unnecessary connections to be established. Here you can specify
whether the device should intercept watchdogs of this type and answer them
itself to prevent these connections from being established.

SNMP ID: 2.16.8
Telnet path: /Setup/NetBIOS
Possible values:

Spoof
Route

Default: Spoof

2.16.9 Update

The device has to exchange routing information with other NetBIOS routers
from time to time. To avoid unnecessary connections being established, select
when this should occur.

SNMP ID: 2.16.9
Telnet path: /Setup/NetBIOS
Possible values:

pBack
Trig
Time

Default: pBack
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2.16.10 WAN-Update-Minutes

If you have specified that routing information should be exchanged at particular
intervals, enter this interval here in minutes.

SNMP ID: 2.16.10
Telnet path: /Setup/NetBIOS
Possible values:

Max. 10 characters
Default: 60

2.16.11 Lease time
The maximum time in minutes for which NetBIOS names remain valid.

A host registers with the device with a NetBIOS name. When this period
expires, then the host must re-register with its name.

SNMP ID: 2.16.11
Telnet path: /Setup/NetBIOS
Possible values:

Max. 10 numerical characters
Default: 500

2.16.12 Networks

This table is used to adjust NetBIOS settings and to select the network that
they apply to.

SNMP ID: 2.16.12
Telnet path: /Setup/NetBIOS

2.16.12.1 Network name
Select here the name of the network to which the settings are to apply.

SNMP ID: 2.16.12.1
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Telnet path: /Setup/NetBIOS/Networks
Possible values:

Max. 16 characters
Default: Blank

2.16.12.2 Operating

Select here whether or not the NetBIOS proxy is to be used for the selected
network.

SNMP ID: 2.16.12.2
Telnet path: /Setup/NetBIOS/Networks
Possible values:

Yes
No

Default: No

2.16.12.3 NT-Domain

Enter the name of the workgroup used by the computers in your network. If
several workgroups exist within your network, entering one name is sufficient.

SNMP ID: 2.16.12.3
Telnet path: /Setup/NetBIOS/Networks
Possible values:
Max. 16 characters
Default: Blank

2.16.13 Browser-List

This table shows you an overview of the master browsers known to the Net-
BIOS proxy.

Telnet path:
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Setup > NetBIOS

2.16.13.1 Browser

This entry shows the computer name (master browser).

Telnet path:
Setup > NetBIOS > Browser-List

2.16.13.2 Group/Domain

This entry shows the workgroups/domains.

Telnet path:
Setup > NetBIOS > Browser-List

2.16.13.4 IP-Address
This entry shows the IP addresses.

Telnet path:
Setup > NetBIOS > Browser-List

2.16.13.5 OS-Ver.

This entry shows the OS version.

Telnet path:
Setup > NetBIOS > Browser-List

2.16.13.7 Server-Type

This entry shows the server type.

Telnet path:
Setup > NetBIOS > Browser-List
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2.16.13.8 Peer
This entry shows the name of the remote station.

Telnet path:
Setup > NetBIOS > Browser-List

2.16.13.9 Timeout

This entry shows the number of timeouts.

Telnet path:
Setup > NetBIOS > Browser-List

2.16.13.10 Flags

This entry shows the flags.

Telnet path:
Setup > NetBIOS > Browser-List

2.16.13.11 Network name
This entry shows the network name.

Telnet path:
Setup > NetBIOS > Browser-List

2.16.13.12 Rtg-Tag

This entry shows the routing tag used.

Telnet path:
Setup > NetBIOS > Browser-List
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2.16.14 Support-Browsing

Windows uses the browser service or search service to discover the network
environment. Since the browser service works with broadcasts, the network
environment in routed networks is incomplete if no domains are used. Support
of the search service closes this gap by propagating the master browser for
each local workgroup to the remote side, or by using broadcasts in the LAN
to propagate the master browsers located on the remote side. The list of
master browsers known to the NetBIOS proxy can be viewed under
/Status/TCP-IP/NetBIOS/Browser-List. Support of the search service only
needs to be activated in workgroup networks. Domain networks operate without
broadcasts, and the master browser is always the domain controller.

Telnet path:/Setup/NetBIOS/Support-Browsing
Possible values:

Yes
No

Default: Yes

2.17 DNS

This menu contains the domain-name system (DNS) configuration.
SNMP ID: 2.17
Telnet path: /Setup

2.17.1 Operating

Activates or deactivates DNS.
SNMP ID: 2.17.1

Telnet path: /Setup/DNS/Operating
Possible values:

Yes
No
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Default: Yes

2.17.2 Domain
Device's own domain.
SNMP ID: 2.17.2
Telnet path: /Setup/DNS
Possible values:

Max. 64 characters

Default: Internal

2.17.3 DHCP-Usage

The DNS server can resolve the names of the stations that have requested
an IP address by DHCP.

Use this switch to activate this option.
SNMP ID: 2.17.3

Telnet path: /Setup/DNS

Possible values:

Yes
No

Default: Yes

2.17.4 NetBlOS-Usage

The DNS server can resolve the names of the clients that are known to the
NetBIOS router.

Use this switch to activate this option.
SNMP ID: 2.17.4

Telnet path: /Setup/DNS

Possible values:

Yes
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No
Default: Yes

2.17.5 DNS-List

Enter the station names and the associated IP addresses here.
SNMP ID: 2.17.5

Telnet path: /Setup/DNS

2.17.5.1 Hostname
Enter the name of a station here.

For example, if you have a computer named myhost and your domain name
is myhome.internal, then you should enter the station name here as
myhost.myhome.intern.

SNMP ID: 2.17.5.1
Telnet path: /Setup/DNS/DNS-List
Possible values:
Max. 64 characters
Default: Blank

2.17.5.2 IP-Address

Enter the IP address of the station.

If a client needs to resolve the name of a station, it sends a request with that
name to the DNS server. The server responds by communicating the IP
address entered here.

SNMP ID: 2.17.5.2
Telnet path: /Setup/DNS/DNS-List
Possible values:

Valid IP address
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Default: 0.0.0.0

2.17.5.3 IPV6-Address

Enter the IPv6 address of the station.

If a client needs to resolve the name of a station, it sends a request with that
name to the DNS server. The server responds by communicating the IPv6
address entered here.

SNMP ID: 2.17.5.3
Telnet path: /Setup/DNS/DNS-List
Possible values:
Valid IPv6 address.
Default: Blank

2.17.5.4 Rtg-Tag

When resolving a station name, the device uses the routing tag to set the tag
context for that station.

Telnet path:
Setup > DNS > DNS-List
Possible values:

0 to 65535

Default:
0

2.17.6 Filter-List

Use the DNS filter to block access to certain stations or domains.
SNMP ID: 2.17.6

Telnet path: /Setup/DNS
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2-1 7-6-1 Idxl
Index for the filter entries.

SNMP ID: 2.17.6.1
Telnet path: /Setup/DNS/Filter-List
Possible values:
Max. 4 characters
Default: Blank

2.17.6.2 Domain

Enter the name of a station or a domain that you want to block. The characters
""and '?' can be used as wildcards.

SNMP ID: 2.17.6.2
Telnet path: /Setup/DNS/Filter-List
Possible values:
Max. 64 characters
Default: Blank

2.17.6.3 IP-Address

If you want this access restriction to only apply to a specific workstation or
subnetwork, enter the IP address of the workstation or subnetwork here.

SNMP ID: 2.17.6.3
Telnet path: /Setup/DNS/Filter-List
Possible values:
Valid IP address
Default: 0.0.0.0
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2.17.6.4 Netmask

If you have entered the address of a subnetwork for access restriction, you
must enter the associated subnet mask here.

SNMP ID: 2.17.6.4
Telnet path: /Setup/DNS/Filter-List
Possible values:
Valid IP address
Default: 0.0.0.0

2.17.6.5 IPv6-Prefix

Using this setting you set the IPv6 addresses for which the device filters the
domain. If you want to apply the filter to all IPv6 addresses, select the prefix
21 /0.
Telnet path:

Setup > DNS > Filter-List

Possible values:
Valid IPv6 prefix

Default:

2.17.6.6 Rtg-Tag

The routing tag determines which filters apply in each tag context.

Telnet path:
Setup > DNS > Filter-List

Possible values:
0 to 65535

Default:
0
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2.17.7 Lease time

Some computers store the names and addresses of clients that they have
queried from a DNS server in order to be able to access this information more
quickly in the future.

Specify here how long this data may be stored before becoming invalid. After
this time the computer in question must issue a new request for the information.

SNMP ID: 2.17.7
Telnet path: /Setup/DNS
Possible values:

Max. 10 characters
Default: 2000

2-1 7-8 Dyn--DNs'List

The Dyn DNS list records names that were registered via a register request.
Windows does this when, for example, under Advanced TCP/IP Settings,
"DNS", the network-connection options "Register this connection's addresses
in DNS" and "Use this connection's DNS suffix in DNS registration" have been
activated and the stations register in the domain.

SNMP ID: 2.17.8
Telnet path: /Setup/DNS

2.17.8.1 Hostname

Name of the station that registered via a register request.
SNMP ID: 2.17.8.1
Telnet path: /Setup/DNS/Dyn.-DNS-List

2.17.8.2 IP-Address

IP address of the station that registered via a register request.
SNMP ID: 2.17.8.2
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Telnet path: /Setup/DNS/Dyn.-DNS-List
Possible values:
Valid IP address

2.17.8.3 Timeout

Lease period for this entry.
SNMP ID: 2.17.8.3
Telnet path: /Setup/DNS/Dyn.-DNS-List

2.17.8.4 IPV6-Address

Displays the IPv6 address of the corresponding host (if available).

Telnet path:
Setup > DNS > Dyn.-DNS-List

2.17.8.5 Network-name
Displays the name of the network in which the host is located.

Telnet path:
Setup > DNS > Dyn.-DNS-List

2.17.9 DNS-Destinations

Requests for certain domains can be explicitly forwarded to particular remote
sites.

SNMP ID: 2.17.9
Telnet path: /Setup/DNS
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2.17.9.1 Domain name

Here you can enter the domain and assign it a dedicated remote device or a
DNS server in order to resolve the name of a certain domain from another
DNS server.

SNMP ID: 2.17.9.1
Telnet path: /Setup/DNS/DNS-Destinations
Possible values:
Max. 64 characters
Default: Blank

2.17.9.2 Peer

Specify the remote station for DNS forwarding.
SNMP ID: 2.17.9.2
Telnet path: /Setup/DNS/DNS-Destinations
Possible values:

Max. 31 characters
Default: Blank

2.17.9.3 Rtg-Tag

The routing tag makes it possible to specify multiple forwarding definitions
that are independent of each other (especially general wildcard definitions
with "*"). Depending on the routing context of the requesting client, the router
considers only the forwarding entries that are identified accordingly and the
general entries marked with "0".

Telnet path:
Setup > DNS > DNS-Destinations

Possible values:
0 to 65535
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Default:
0

2.17.10 Service-Location-List

Here you configure if and to which station certain services are to be resolved.
SNMP ID: 2.17.10

Telnet path: /Setup/DNS

2.17.10.1 Service-Name
Specify here which service should be resolved by DNS, and how.

The service ID is the service that is to be resolved in accordance with RFC
2782.

By way of illustration, the following example lists several entries used to resolve
SIP services: (Service ID, station name, port)

_sips._tcp.myhome.intern . 0
_sip._tcp.myhome.intern myhost.myhome.intern 5060
_sip._udp.myhome.intern [self] 5060
Telnet path: /Setup/DNS/Service-Location-List
Possible values:
Max. 64 characters
Default: Blank

2.17.10.2 Hosthname

The station name indicates which station provides the indicated service. For
example, if you have a computer named myhost and your domain name is
myhome.internal, then you should enter the station name here as
myhost.myhome.intern. The station name '[self]' can be specified as the name
if it is the device itself. A period '.' can be entered if this service is blocked and
therefore should not be resolved. (In this case any definition in the following
port field will be ignored).
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Telnet path: /Setup/DNS/Service-Location-List
Possible values:

Max. 64 characters
Default: Blank

2.17.10.3 Port

The service port denotes the port number used for the defined service at the
named client.

Telnet path: /Setup/DNS/Service-Location-List
Possible values:

Max. 10 characters
Default: 0

2.17.10.4 Rtg-Tag

The routing tag determines whether and how the device should resolve spe-
cific service requests within the current tag context.

Telnet path:
Setup > DNS > Service-Location-List
Possible values:

0 to 65535

Default:
0

2.17.11 Dynamic-SRV-List

The dynamic SRV list stores service location records that the device uses
itself. For example, the VolP module enters itself here.

SNMP ID: 2.17.11
Telnet path: /Setup/DNS
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2.17.11.1 Service-Name
Name of the service.

SNMP ID: 2.17.11.1
Telnet path: /Setup/DNS/Dynamic-SRV-List

2.17.11.2 Hostname

Name of the station providing this service.
SNMP ID: 2.17.11.2
Telnet path: /Setup/DNS/Dynamic-SRV-List

2.17.11.3 Port

Port used to register this service.
SNMP ID: 2.17.11.3
Telnet path: /Setup/DNS/Dynamic-SRV-List

2.17.12 Resolve-Domain

If this option is active, the device answers queries about its own domain with
its own IP address.

SNMP ID: 2.17.12
Telnet path: /Setup/DNS
Possible values:

Yes
No

Default: Yes

2.17.13 Sub-Domains

Here a separate domain can be configured for each logical network.
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SNMP ID: 2.17.13
Telnet path: /Setup/DNS

2.17.13.1 Network name

IP network for which a dedicated domain is to be defined.
SNMP ID: 2.17.13.1
Telnet path: /Setup/DNS/Sub-Domains
Possible values:
Select from the list of defined IP networks.
Default: Blank

2.17.13.2 Sub-Domain
Sub-domain that is to be used for the selected IP network.

SNMP ID: 2.17.13.2
Telnet path: /Setup/DNS/Sub-Domains
Possible values:
Max. 64 characters
Default: Blank

2.17.14 Forwarder

Using this setting you specify whether your device forwards or rejects unre-
cognized DNS requests.

To recognize an address, the device DNS server checks the tables in Setup >
DNS

DNS-List
Dyn.-DNS-List
Service location list
Dynamic SRV list
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and requests the corresponding addresses from the DHCP server and from
the NetBIOS proxy, if necessary and if you allow it.

Telnet path:
Setup > DNS

Possible values:
Yes

No

Default:
Yes

2.17.15 Tag-Configuration

You manage the specific DNS settings for the individual tag contexts in this
table. If an entry for a tag context exists, then only the DNS settings in this
table apply for this context. However, if there is no entry in this table, then the
global settings of the DNS server apply.

Telnet path:
Setup > DNS

2.17.15.1 Rtg-tag

Unique interface or routing tag, its settings will override the global settings of
the DNS server.

Telnet path:
Setup > DNS > Tag-Configuration

Possible values:
Valid routing tag, 1 to 65534

Default:

2.17.15.2 Active

Enables the DNS server of the device for the corresponding tag context.

Telnet path:
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Setup > DNS > Tag-Configuration

Possible values:
No

Yes

Default:
Yes

2.17.15.3 Forwarder

Using this setting you specify whether your device forwards or rejects DNS
requests that are not recognized for the specified tag context.

To recognize an address, the device DNS server checks the tables in Setup >
DNS

DNS-List
Dyn.-DNS-List
Service location list
Dynamic SRV list

and requests the corresponding addresses from the DHCP server and from
the NetBIOS proxy, if necessary and if you allow it.

Telnet path:
Setup > DNS > Tag-Configuration

Possible values:
No

Yes

Default:
Yes

2.17.15.4 DHCP-usage

For the corresponding tag context, enables or disables the resolution of station
names which have requested an IP address via DHCP.

Telnet path:
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Setup > DNS > Tag-Configuration

Possible values:
No

Yes

Default:
Yes

2.17.15.5 NetBIOS usage

For the corresponding tag context, enables or disables the resolution of station
names which are recognized by the NetBIOS router.

Telnet path:
Setup > DNS > Tag-Configuration

Possible values:
No

Yes

Default:
Yes

2.17.15.6 Resolve-Domain

For the corresponding tag context, enables or disables the response of DNS
requests to its own domain with the IP address of the router.

Telnet path:
Setup > DNS > Tag-Configuration

Possible values:
No

Yes

Default:
Yes
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2.18 Accounting

This menu contains the configuration of the Accounting.
SNMP ID: 2.18
Telnet path: /Setup

2.18.1 Operating

Turn accounting on or off.
SNMP ID: 2.18.1

Telnet path: /Setup/Accounting
Possible values:

Yes
No

2.18.2 Save-to-Flashrom

Turn accounting data in flash memory on or off. Accounting data saved to
flash will not be lost even in the event of a power outage.

SNMP ID: 2.18.2
Telnet path: /Setup/Accounting
Possible values:

Yes
No

2.18.3 Sort-by

Select here whether the data should be sorted in the accounting table
according to connection times or data volume.

SNMP ID: 2.18.3
Telnet path: /Setup/Accounting
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Possible values:

Time
Data

2.18.4 Current user
Displays an accounting list for all current users.

SNMP ID: 2.18.4
Telnet path: /Setup/Accounting

2.18.4.1 Username
Displays the username.

SNMP ID: 2.18.4.1
Telnet path: /Setup/Accounting/Current-User

2.18.4.3 Peer

Displays the name of the remote station.
SNMP ID: 2.18.4.3
Telnet path: /Setup/Accounting/Current-User

2.18.4.4 Conn.-Type

Displays the connection type (e.g. DSL connection)
SNMP ID: 2.18.4.4
Telnet path: /Setup/Accounting/Current-User

2.18.4.5 Rx-KBytes

The number of bytes received.
SNMP ID: 2.18.4.5
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Telnet path: /Setup/Accounting/Current-User

2.18.4.6 Tx-KBytes

The number of bytes sent.
SNMP ID: 2.18.4.6
Telnet path: /Setup/Accounting/Current-User

2.18.4.8 Total-Time

Shows the total time of the corresponding connection.
SNMP ID: 2.18.4.8
Telnet path: /Setup/Accounting/Current-User

2.18.4.9 Connections
Displays the number of connections.

SNMP ID: 2.18.4.9
Telnet path: /Setup/Accounting/Current-User

2.18.5 Accounting-List

Information on connections between clients in the local network and various
remote sites is saved in the accounting table with entries for the connection
time and the transferred data volume. Using accounting snapshots, accounting
data can be regularly saved at specific times for later evaluation.

SNMP ID: 2.18.5
Telnet path: /Setup/Accounting

2.18.5.1 Username
Displays the username.

Telnet path:/Setup/Accounting/Accounting-List
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2.18.5.3 Peer
Displays the name of the remote station.

Telnet path:/Setup/Accounting/Accounting-List

2.18.5.4 Conn.-Type

Displays the connection type (e.g. DSL connection)

Telnet path:/Setup/Accounting/Accounting-List

2.18.5.5 Rx-KBytes

The number of bytes received.

Telnet path:/Setup/Accounting/Accounting-List

2.1 8-5-6 Tx-KBytes
The number of bytes sent.

Telnet path:/Setup/Accounting/Accounting-List

2.18.5.8 Total-Time

Shows the total time of the corresponding connection.

Telnet path:/Setup/Accounting/Accounting-List

2.18.5.9 Connections
Displays the number of connections.

Telnet path:/Setup/Accounting/Accounting-List

2.18.6 Delete-Accounting-List

This option allows you to delete the parameters.
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SNMP ID: 2.18.6
Telnet path: /Setup/Accounting

2.18.8 Time-Snapshot

When configuring the snapshot, the interval is set at which the accounting
data are temporarily saved into a snapshot.

SNMP ID: 2.18.8
Telnet path: /Setup/Accounting

2.18.8.1 Index

Displays the system's internal index.
Telnet path:/Setup/Accounting/Time-Snapshot
Default: 1

2.18.8.2 Operating

Turn intermediate storage of accounting data on or off.
Telnet path:/Setup/Accounting/Time-Snapshot
Possible values:

Yes
No

Default: No

2.18.8.3 Type

Here you can set the interval at which the snapshot will be generated.
Telnet path:/Setup/Accounting/Time-Snapshot
Possible values:

Daily
Weekly
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Monthly
Default: Monthly

2.18.8.4 Day

The day of the month on which caching is performed. Only relevant if the
interval is 'monthly'.

Telnet path:/Setup/Accounting/Time-Snapshot
Possible values:

0 to 31
Default: 1

2.18.8.5 DayOfWeek

The weekday on which caching is performed. Only relevant if the interval is
'weekly'.

Telnet path:/Setup/Accounting/Time-Snapshot
Possible values:
Oto7

Default: Unknown

2.18.8.6 Hour
The hour of day at which caching will be performed.

Telnet path:/Setup/Accounting/Time-Snapshot

Possible values:

0to 23
Default: 0
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2.18.8.7 Minute
The minute in which caching will take place

Telnet path:/Setup/Accounting/Time-Snapshot
Possible values:

0to 59
Default: 0

2.18.9 Last snapshot
Displays the last snapshot.
SNMP ID: 2.18.9

Telnet path: /Setup/Accounting

2.18.9.1 Username
Displays the username.

Telnet path:/Setup/Accounting/Last-Snapshot

2.18.9.3 Peer

Displays the name of the remote station.

Telnet path:/Setup/Accounting/Last-Snapshot

2.18.9.4 Conn.-Type

Displays the connection type (e.g. DSL connection)

Telnet path:/Setup/Accounting/Last-Snapshot

2.18.9.5 Rx-KBytes

The number of bytes received.
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Telnet path:/Setup/Accounting/Last-Snapshot

2.18.9.6 Tx-KBytes

The number of bytes sent.

Telnet path:/Setup/Accounting/Last-Snapshot

2.18.9.8 Total-Time

Shows the total time of the corresponding connection.

Telnet path:/Setup/Accounting/Last-Snapshot

2.18.9.9 Connections
Displays the number of connections.

Telnet path:/Setup/Accounting/Last-Snapshot

2.18.10 Discriminator

This is where you can select the feature according to which accounting data
are to be gathered. MAC address: The data are collected according to the
client's MAC address. IP address: The data are collected according to the
client's IP address. --> see information

SNMP ID: 2.18.10
Telnet path: /Setup/Accounting
Possible values:

MAC address
IP address

Note: When varying IP addresses are in use, e.g. when using a DHCP
server, the option 'IP address' can lead to inaccurate accounting data. In this
case, it may not be possible to accurately assign the data to users. Conversely,
with this setting, data can be separated for clients that are behind another
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router and therefore appear in the accounting list with the same MAC address
as the router.

2.19 VPN

This menu contains the configuration of the Virtual Private Network (VPN).

Telnet path:
Setup

2.19.3 Isakmp

This menu contains the configuration of the Isakmp.

Telnet path:
Setup > VPN

2.19.3.4 Timer
This table contains values that affect the timing of IKE negotiations.

The values are passed to the IKE job with each full VPN configuration (setting
up all VPN rules). Each time an IKE job is used it reads these values from its
configuration. This means that the expiry timeout will be used immediately for
every new negotiation (incl. rekeying of old connections). The retry limit is
also used immediately, even during the ongoing repeats of negotiation packets.

SNMP ID: 2.19.3.4
Telnet path: /Setup/VPN/Isakmp

2.19.3.4.1 Retr-Lim

The retry limit specifies the maximum number of times that an IKE negotiation
packet will be repeated if there is no response to it. The default value is '5'".
The time interval between repeats currently cannot be configured and is 5, 7,
9, 11, 13... seconds. The overall time for IKE negotiation is also capped by
the expiry limit.
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SNMP ID: 2.19.3.4.1
Telnet path: /Setup/VPN/Isakmp/Timer
Possible values:
Maximum 5 characters
Default: 5

2.19.3.4.2 Retr-Tim

Note: These settings are included to maintain compatibility to earlier firmware
versions. Do not alter the pre-set values for these parameters. An irregular
configuration may cause the devices to behave unexpectedly during opera-
tions.

SNMP ID: 2.19.3.4.2
Telnet path: /Setup/VPN/Isakmp/Timer

2.19.3.4.3 Retr-Tim-Usec

Note: These settings are included to maintain compatibility to earlier firmware
versions. Do not alter the pre-set values for these parameters. An irregular
configuration may cause the devices to behave unexpectedly during opera-
tions.

SNMP ID: 2.19.3.4.3
Telnet path: /Setup/VPN/Isakmp/Timer

2.19.3.4.4 Retr-Tim-Max

Note: These settings are included to maintain compatibility to earlier firmware
versions. Do not alter the pre-set values for these parameters. An irregular
configuration may cause the devices to behave unexpectedly during opera-
tions.

SNMP ID: 2.19.3.4.4
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Telnet path: /Setup/VPN/Isakmp/Timer

2.19.3.4.5 Exp-Tim
Maximum duration of the IKE negotiation phase in seconds.

SNMP ID: 2.19.3.4.5
Telnet path: /Setup/VPN/Isakmp/Timer
Possible values:

0 to 65535

Default: 30 seconds

Note: These settings are included to maintain compatibility to earlier firmware
versions. Do not alter the pre-set values for these parameters. An irregular
configuration may cause the devices to behave unexpectedly during opera-
tions.

2.19.3.4.6 ldx.
The table contains only one line, so the index only has the value '1'.

SNMP ID: 2.19.3.4.6
Telnet path: /Setup/VVPN/Isakmp/Timer

2.19.3.29 DH-Groups

This menu contains the configuration for the precalculation of DH keys.

Telnet path:
Setup > VPN > Isakmp

2.19.3.29.1Precalculation
This option enables or disables the precalculation of DH keys.

Telnet path:
Setup > VPN > Isakmp > DH-Groups
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Possible values:
Yes

No

Default:
Yes

2.19.3.29.2 Group config
This table specifies the number of DH keys to calculate for each DH group.

Telnet path:
Setup > VPN > Isakmp > DH-Groups

2.19.3.29.2.1 DH-Group
This value displays the corresponding DH group.

Telnet path:
Setup > VPN > Isakmp > DH-Groups > Group-config

Possible values:
Selection from the list of predefined DH groups

2.19.3.29.2.2 Precalculation target
This value specifies the number of DH keys to be calculated for this DH group.

Note: If you specify the value O here but you have enabled precalculation,
the device will take the number from the policies stored in the SPD table
(Security Policy Database) as a basis for calculation.

Telnet path:
Setup > VPN > Isakmp > DH-Groups > Group-config

Possible values:
0 to 999999999

Default:
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2.19.4 Proposals

This menu contains the configuration of the Proposals.
SNMP ID: 2.19.4

Telnet path: /Setup/VPN

2.19.4.9 IKE-Proposal-Lists

Here you can display and add IKE proposal lists.
SNMP ID: 2.19.4.9
Telnet path: /Setup/VPN/Proposals

2.19.4.9.1 IKE-Proposal-Lists
Name for the combination of IKE proposals

Telnet path:/Setup/VPN/Proposals/IKE-Proposal-Lists
Possible values:

Max. 64 characters
Default: Blank

2.19.4.9.2 IKE-Proposal-1
Proposal to be used for this list.

Telnet path:/Setup/VPN/Proposals/IKE-Proposal-Lists
Possible values:

Select from the defined IKE proposals
Default: Blank

2.19.4.9.3 IKE-Proposal-2
Proposal to be used for this list.
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Telnet path:/Setup/VPN/Proposals/IKE-Proposal-Lists
Possible values:

Select from the defined IKE proposals
Default: Blank

2.19.4.9.4 IKE-Proposal-3
Proposal to be used for this list.

Telnet path:/Setup/VPN/Proposals/IKE-Proposal-Lists
Possible values:

Select from the defined IKE proposals
Default: Blank

2.19.4.9.5 IKE-Proposal-4
Proposal to be used for this list.

Telnet path:/Setup/VPN/Proposals/IKE-Proposal-Lists
Possible values:

Select from the defined IKE proposals
Default: Blank

2.19.4.9.6 IKE-Proposal-5
Proposal to be used for this list.

Telnet path:/Setup/VPN/Proposals/IKE-Proposal-Lists
Possible values:

Select from the defined IKE proposals
Default: Blank

2.19.4.9.7 IKE-Proposal-6
Proposal to be used for this list.
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Telnet path:/Setup/VPN/Proposals/IKE-Proposal-Lists
Possible values:

Select from the defined IKE proposals
Default: Blank

2.19.4.9.8 IKE-Proposal-7
Proposal to be used for this list.

Telnet path:/Setup/VPN/Proposals/IKE-Proposal-Lists
Possible values:

Select from the defined IKE proposals
Default: Blank

2.19.4.9.9 IKE-Proposal-8
Proposal to be used for this list.

Telnet path:/Setup/VPN/Proposals/IKE-Proposal-Lists
Possible values:

Select from the defined IKE proposals
Default: Blank

2.19.4.10 IPSEC-Proposal-Lists
Here you combine previously-defined proposals to form proposal lists.

SNMP ID: 2.19.4.10
Telnet path: /Setup/VPN/Proposals

2.19.4.10.1 IPSEC-Proposal-Lists
Name for the combination of IPSec proposals

Telnet path:/Setup/VPN/Proposals/IPSEC-Proposal-Lists

Possible values:
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Max. 64 characters
Default: Blank

2.19.4.10.2 IPSEC-Proposal-1
Proposal to be used for this list.

Telnet path:/Setup/VPN/Proposals/IPSEC-Proposal-Lists
Possible values:

Select from the defined IPSec proposals
Default: Blank

2.19.4.10.3 IPSEC-Proposal-2
Proposal to be used for this list.

Telnet path:/Setup/VPN/Proposals/IPSEC-Proposal-Lists
Possible values:

Select from the defined IPSec proposals
Default: Blank

2.19.4.10.4 IPSEC-Proposal-3
Proposal to be used for this list.

Telnet path:/Setup/VPN/Proposals/IPSEC-Proposal-Lists
Possible values:

Select from the defined IPSec proposals
Default: Blank

2.19.4.10.5 IPSEC-Proposal-4
Proposal to be used for this list.

Telnet path:/Setup/VPN/Proposals/IPSEC-Proposal-Lists

Possible values:
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Select from the defined IPSec proposals
Default: Blank

2.19.4.10.6 IPSEC-Proposal-5
Proposal to be used for this list.

Telnet path:/Setup/VPN/Proposals/IPSEC-Proposal-Lists
Possible values:
Select from the defined IPSec proposals

Default: Blank

2.19.4.10.7 IPSEC-Proposal-6
Proposal to be used for this list.

Telnet path:/Setup/VPN/Proposals/IPSEC-Proposal-Lists
Possible values:

Select from the defined IPSec proposals
Default: Blank

2.19.4.10.8 IPSEC-Proposal-7
Proposal to be used for this list.

Telnet path:/Setup/VPN/Proposals/IPSEC-Proposal-Lists
Possible values:

Select from the defined IPSec proposals
Default: Blank

2.19.4.10.9 IPSEC-Proposal-8
Proposal to be used for this list.

Telnet path:/Setup/VPN/Proposals/IPSEC-Proposal-Lists

Possible values:
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Select from the defined IPSec proposals
Default: Blank

2.19.4.11 IKE

In this table you can define the proposals for administration of the SA negoti-
ation.

SNMP ID: 2.19.4.11
Telnet path: /Setup/VPN/Proposals

2.19.4.11.1 Name

Name for the combinations of IKE parameters that should be used as the
proposal.

SNMP ID: 2.19.4.11.1
Telnet path: /Setup/VPN/Proposals/IKE
Possible values:
Max. 64 characters
Default: Blank

Note: The Internet Key Exchange (IKE) is a protocol for authentication and
key exchange.

2.19.4.11.2 IKE-Crypt-Alg
Encryption algorithm for this proposal

SNMP ID: 2.19.4.11.2
Telnet path: /Setup/VPN/Proposals/IKE
Possible values:

AES
Blowfish
CAST128

564 RM CLI HILCOS
Release 10.12 12/2018



2 Setup 2.19 VPN

3DES
DES
NULL

Default: AES-CBC

2.19.4.11.3 IKE-Crypt-Keylen
Key length for this proposal
SNMP ID: 2.19.4.11.3
Telnet path: /Setup/VPN/Proposals/IKE
Possible values:
0 to 65535
Default: 128

2.19.4.11.4 IKE-Auth-Alg

Hash algorithm for the encryption. The available values depend on the device
you want to configure.

Telnet path:
Setup > VPN > Proposals > IKE

Possible values:

MD5
SHA1
SHA2-256
SHA2-384
SHA2-512

Default:
MD5

2.19.4.11.5 IKE-Auth-Mode
Authentication method for this proposal

SNMP ID: 2.19.4.11.5
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Telnet path: /Setup/VPN/Proposals/IKE
Possible values:

Pre-shared key: Symmetrical PSK requires the key to be known at both
ends of the connection.

RSA-Signature: Asymmetrical method with private and public keys, known
from Rivest, Shamir Adleman.

Default: Preshared key

2.19.4.11.6 Lifetime-Sec

Validity of the connections negotiated with this proposal with respect to con-
nection duration

SNMP ID: 2.19.4.11.6
Telnet path: /Setup/VPN/Proposals/IKE
Possible values:
0 to 65535
Default: 8000 seconds

Special values: 0: No limit on connection time

2.19.4.11.7 Lifetime-KB

Validity of the connections negotiated with this proposal with respect to
transmitted data volume.

SNMP ID: 2.19.4.11.7
Telnet path: /Setup/VPN/Proposals/IKE
Possible values:
0 to 65535
Default: 0 kBytes

Special values: 0: No limit on data volume
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2.19.4.12 IPSEC

You define the defaults for encryption, authentication or compression here.
SNMP ID: 2.19.4.12

Telnet path: /Setup/VPN/Proposals

2.19.4.12.1 Name

Name for the combinations of IPSec parameters that should be used as the
proposal.

SNMP ID: 2.19.4.12.1
Telnet path: /Setup/VPN/Proposals/IPSEC
Possible values:
Max. 64 characters
Default: Blank

Note: IPsec stands for “IP Security Protocol” and was originally the name
used by a working group of the IETF, the Internet Engineering Task Force.
Over the years, this group has developed a framework for a secure IP protocol
that today is generally referred to as IPSec.

2.19.4.12.2 Encaps-Mode
Connection mode selection

SNMP ID: 2.19.4.12.2
Telnet path: /Setup/VVPN/Proposals/IPSEC
Possible values:

Transport: In transport mode, the IP header of the original packet is left
unchanged and the ESP header, encrypted data and both trailers are
inserted. The IP header contains the unchanged IP address. Transport
mode can therefore only be used between two end points, for example for
the remote configuration of a router. It cannot be used for the connectivity
of networks via the Internet — this would require a new IP header with the
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public IP address of the recipient. In such cases, ESP can be used in tunnel

mode.

Tunnel: In tunnel mode, the entire packet including the original IP header
is encrypted and authenticated and the ESP header and trailers are added
at the entrance of the tunnel. A new IP header is added to this new packet,
this time with the public IP address of the recipient at the end of the tunnel.

Default: Tunnel

2.19.4.12.3 ESP-Crypt-Alg
Encryption algorithm for this proposal

SNMP ID: 2.19.4.12.3
Telnet path: /Setup/VPN/Proposals/IPSEC
Possible values:

AES
Blowfish
CAST128
3DES
DES
NULL

Default: AES-CBC

2.19.4.12.4 ESP-Crypt-Keylen
Key length for this proposal

SNMP ID: 2.19.4.12.4
Telnet path: /Setup/VPN/Proposals/IPSEC
Possible values:
0 to 65535
Default: 128

2.19.4.12.5 ESP-Auth-Alg
ESP authentication method for this proposal
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Telnet path:
Setup > VPN > Proposals > IPSEC

Possible values:
No authentication
HMAC-MD5
HMAC-SHA1
HMAC-SHA2-256

Default:
No authentication

2.19.4.12.6 AH-Auth-Alg
AH authentication method for this proposal

Telnet path:
Setup > VPN > Proposals > IPSEC

Possible values:
No authentication
HMAC-MD5
HMAC-SHA1
HMAC-SHA2-256

Default:
No authentication

2.19.4.12.7 IPCOMP-Alg
Compression method for this proposal

SNMP ID: 2.19.4.12.7
Telnet path: /Setup/VPN/Proposals/IPSEC

Possible values:
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No IPCOMP
Deflate
LZS

Default: No IPCOMP

2.19.4.12.8 Lifetime-Sec

Validity of the connections negotiated with this proposal with respect to con-
nection duration

SNMP ID: 2.19.4.12.8
Telnet path: /Setup/VPN/Proposals/IPSEC
Possible values:
0 to 65535
Default: 8000 seconds

Special values: 0: No limit on connection time

2.19.4.12.9 Lifetime-KB

Validity of the connections negotiated with this proposal with respect to
transmitted data volume.

SNMP ID: 2.19.4.12.9
Telnet path: /Setup/VPN/Proposals/IPSEC
Possible values:
0 to 65535
Default: 0 kBytes

Special values: 0: No limit on data volume

2.19.5 Certificates-and-Keys

This menu contains the configuration of the certificates and keys.
SNMP ID: 2.19.5

Telnet path: /Setup/VPN
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2.19.5.3 IKE-Keys

Entered here are the shared key for preshared-key authentication and the
identities for preshared-key- and RSA signature authentication.

Telnet path: /Setup/VVPN/Certificates-and-Keys

2.19.5.3.1 Name
Name for the combination of identities and keys

Telnet path: /Setup/VPN/Certificates-and-Keys/IKE-Keys
Possible values:

Max. 64 characters
Default: Blank

2.19.5.3.2 Remote-ldentity
Remote ID that the entered key is to be valid for.

Telnet path: /Setup/VPN/Certificates-and-Keys/IKE-Keys
Possible values:

Max. 64 characters
Default: Blank

2.19.5.3.3 Shared-Sec
Key/secret that should apply to this combination.

Telnet path: /Setup/VPN/Certificates-and-Keys/IKE-Keys
Possible values:

Max. 64 characters
Default: Blank

2.19.5.3.4 Shared-Sec-File
[obsolete, not used: File with PSK]
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Telnet path: /Setup/VPN/Certificates-and-Keys/IKE-Keys

2.19.5.3.5 Remote-ID-Type
Type of remote ID that the entered key is to be valid for.

Telnet path: /Setup/VPN/Certificates-and-Keys/IKE-Keys
Possible values:

No identity

IP address

Domain name (FQDN)
E-mail address (FQUN)
ASN.1-Distinguished Name

Default: No identity

2.19.5.3.6 Local-ID-Type
Type of local ID that the entered key is to be valid for.

Telnet path: /Setup/VPN/Certificates-and-Keys/IKE-Keys
Possible values:

No identity

IP address

Domain name (FQDN)
E-mail address (FQUN)
ASN.1-Distinguished Name

Default: No identity

2.19.5.3.7 Local-ldentity
Local ID that the entered key is to be valid for.

Telnet path: /Setup/VPN/Certificates-and-Keys/IKE-Keys
Possible values:

Max. 64 characters
Default: Blank
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2.19.7 Layer
Here you define further parameters for individual VPN connections.

Telnet path:
Setup > VPN

2.19.7.1 Name
Name for the combination of connection parameters
SNMP ID: 2.19.7.1
Telnet path: /Setup/VPN/Layer
Possible values:
Max. 64 characters
Default: Blank

2.19.7.3 PFS-Grp

Perfect Forward Secrecy (PFS) is a security feature of encryption algorithms.
The PFS group specifies the length of the Diffie-Hellman key used to encrypt
the IKE negotiation.

Telnet path:
Setup > VPN > Layer

Possible values:

0
No PFS
1
MODP-768
2
MODP-1024
5
MODP-1536
14
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MODP-2048

15
MODP-3072

16
MODP-4096

Default:
2

2.19.7.4 IKE-Grp

The IKE group specifies the length of the Diffie-Hellman key used to encrypt

the IKE negotiation.

Telnet path:

Setup > VPN > Layer

Possible values:

1
MODP-768

2
MODP-1024

5
MODP-1536

14
MODP-2048

15
MODP-3072

16
MODP-4096

Default:
2
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2.19.7.5 IKE-Prop-List
IKE proposal list for this connection.

SNMP ID: 2.19.7.5
Telnet path: /Setup/VPN/Layer
Possible values:
Select from the list of defined IKE proposal lists.
Default: Blank

2.19.7.6 IPSEC-Prop-List

IKE key for this connection.
SNMP ID: 2.19.7.6
Telnet path: /Setup/VPN/Layer
Possible values:
Select from the list of defined IKE keys.
Default: Blank

2.19.7.7 IKE-Key

IPsec proposal list for this connection.
SNMP ID: 2.19.7.7
Telnet path: /Setup/VPN/Layer
Possible values:
Select from the list of defined IPSec proposal lists.
Default: Blank

2.19.8 Operating

Switches the VPN module on or off.
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SNMP ID: 2.19.8
Telnet path: /Setup/VPN
Possible values:

Activated
Deactivated

Default: Deactivated

2.19.9 VPN-Peers

In this table you define the VPN connections to be established by your device.
SNMP ID: 2.19.9

Telnet path: /Setup/VPN

2.19.9.1 Peer

Name of the VPN connection.
SNMP ID: 2.19.9.1
Telnet path: /Setup/VPN/VPN-Peers
Possible values:

Select from the list of defined peers.
Default: Blank

2.19.9.2 Extranet address

In HILCOS versions before 9.10, this field contained the IPv4 address used
by the local stations to mask their own IP address in certain scenarios.

As of HILCOS version 9.10, masquerading uses the entry under Setup >
WAN > IP-List in the field Masq.-IP-Addr..

Telnet path:
Setup > VPN > VPN-Peers

Possible values:
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Max. 15 characters from [ 0- 9] .

Default:
empty

2.19.9.4 Layer

Combination of connection parameters (PFS, IKE and IPSec parameters) that
should be used for this connection.

SNMP ID: 2.19.9.4
Telnet path: /Setup/VPN/VPN-Peers
Possible values:
Select from the list of defined connection parameters.
Default: Blank

2.19.9.5 Dynamic

Dynamic VPN is a technology which permits VPN tunnels to be connected
even to remote sites that do not have a static IP address, but a dynamic one
instead.

SNMP ID: 2.19.9.5
Telnet path: /Setup/VPN/VPN-Peers
Possible values:

No dynamic VPN

Dynamic VPN: A connection is established to transmit IP addresses
Dynamic VPN: IP addresses are transmitted without establishing a connec-
tion if possible:

Dynamic VPN: An ICMP packet is sent to the remote site to transmit the
IP address

Dynamic VPN: A UDP packet is sent to the remote site to transmit the IP
address

Default: No dynamic VPN
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2.19.9.6 SH-Time

This value specifies the number of seconds that pass before a connection to
this remote site is terminated if no data is being transferred.

SNMP ID: 2.19.9.6
Telnet path: /Setup/VPN/VPN-Peers
Possible values:
0 to 9999
Default: 0

Special values: With the value 9999, connections are established immediately
and without a time limit.

2.19.9.7 IKE-Exchange

Selects the IKE exchange mode
SNMP ID: 2.19.9.7

Telnet path: /Setup/VPN/VPN-Peers
Possible values:

Main mode
Aggressive mode

Default: Main mode

Note: Main Mode exchanges significantly more unencrypted messages during
the IKE handshake than the Aggressive Mode. This is why main mode is far
more secure than the aggressive mode.

2.19.9.8 Remote-Gw

DNS name or IP address of the remote gateway which is to be used to set
up the VPN connection.

SNMP ID: 2.19.9.8
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Telnet path: /Setup/VPN/VPN-Peers
Possible values:

Max. 64 characters
Default: Blank

2.19.9.9 Rule creation

On/off switch and type of rule creation
SNMP ID: 2.19.9.9

Telnet path: /Setup/VPN/VPN-Peers
Possible values:

Off: No VPN rule is created for the remote site.

Automatic: Automatically created VPN rules connect the local IP networks
with the IP networks entered into the routing table for the remote site.
Manually: VPN rules are only created for the remote site for IP network
relationships specified "Manually" in the firewall configuration.

Default: Automatic

2.19.9.10 DPD-Inact-Timeout

Dead peer detection is used when VPN clients dial in to a VPN gateway or
when 2 VPN gateways are connected. This is designed to ensure that a peer
is logged out if there is an interruption to the VPN connection, for example
when the Internet connection is interrupted briefly. If the line were not to be
monitored, then the VPN gateway would continue to list the client or the other
VPN gateway as logged-on. This would prevent the peer from dialing in again
as, for example, the LANCOM Advanced VPN Client does not allow a simul-
taneous dial-in using the same serial number.

With dead-peer detection, the gateway and peer regularly exchange "keep
alive" packets. If no replies are received, the gateway will log out the peer so
that this ID can be registered anew once the VPN connection has been re-
established. The DPD time for VPN clients is typically set to 60 seconds.

SNMP ID: 2.19.9.10
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Telnet path: /Setup/VPN/VPN-Peers
Possible values:

0 to 9999 numerical characters
Default: 0

Note: Without line monitoring, a user with the same "identity" (user name)
would be prevented from dialing in because the associated user would still
be in the list for the logged-in peer.

2.19.9.11 IKE-CFG

When configuring VPN dial-in connections, there is as an alternative to fixed
IP addresses for the remote sites that dial in, in that a pool of IP addresses
can be made available to them. To this end, the "IKE-CFG" mode is additionally
added to the entries in the connection list.

SNMP ID: 2.19.9.11
Telnet path: /Setup/VPN/VPN-Peers
Possible values:

Off: If the IKE-CFG mode is switched off, no IP addresses will be assigned
for the connection. Fixed IP addresses must be defined for both ends of
the connection.

Client: With this setting, the device functions as the client for this VPN
connection and requests an IP address from the remote site (server). The
device acts in a similar manner to a VPN client.

Server: With this setting, the device functions as the server for this VPN
connection. The assignment of an IP address to the client can take place
in two ways:

If the remote site is entered in the routing table, the IP address defined
here will be assigned to the client.

If the remote site is not entered in the routing table, an IP address which
is available from the IP pool will be taken for the dial-in connections.

Default: Off
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Note: When set as server, the remote site must be configured as IKE-CFG
client, and thus has to request an IP address from the server. To dial in with
a LANCOM Advanced VPN Client, the option "Use IKE Config Mode" has to
be activated in the connection profile.

2.19.9.12 XAUTH
Enables the use of XAUTH for the VPN remote site selected.

SNMP ID: 2.19.9.12
Telnet path: /Setup/VPN/VPN-Peers
Possible values:

Client: In the XAUTH client operating mode, the device starts the initial
phase of IKE negotiation (Main mode or Aggressive mode) and then waits
for the authentication request from the XAUTH server. The XAUTH client
responds to this request with the user name and password from the PPP
table entry in which the PPP remote site corresponds to the VPN remote
site defined here. There must therefore be a PPP remote site of the same
name for the VPN remote site. The user name defined in the PPP table
normally differs from the remote site name.

Server: In the XAUTH server operating mode, the device (after successful
negotiation of the initial IKE negotiation) starts authentication with a request
to the XAUTH client, which then responds with its user name and password.
The XAUTH server searches for the user name in the PPP table and, if a
match is found, it checks the password. The user name for this entry in
the PPP table is not used.

Off: No XAUTH authentication is performed for the connection to this remote
site.

Default: Off

Note: If XAUTH authentication is enabled for a VPN remote site, the IKE-
CFG option must be set to the same value.
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2.19.9.13 SSL-Encaps.

With this option you activate IPsec-over-HTTPS technology when actively
establishing a connection to this remote site.

SNMP ID: 2.19.9.13
Telnet path: /Setup/VPN/VPN-Peers
Possible values:
Yes, No
Default: No

Note: Please note that when the IPsec-over-HTTPS option is activated, the
VPN connection can only be established when the remote site also supports
this technology and when the remote site is set up to receive passive VPN
connections that use IPsec over HTTPS.

2.19.9.15 Rtg-Tag

Routing tags are used on the device in order to evaluate criteria relevant to
the selection of the target route in addition to the IP address. The only routes
in the routing table to be used are those with a matching routing tag. The
routing tag for each VPN connection can be specified here. The routing tag
is used to determine the route to the remote gateway.

SNMP ID: 2.19.9.15
Telnet path: /Setup/VPN/VPN-Peers
Possible values:
0 to 65535
Default: 0

2.19.10 AggrMode-Proposal-List-Default

This IKE proposal list is used for aggressive-mode connections when the
remote address cannot be identified by its IP address but by a subsequently
transmitted ID.
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SNMP ID: 2.19.10
Telnet path: /Setup/VPN
Possible values:
Select from the list of defined IKE proposal lists.
Default: IKE_RSA_SIG

2.19.11 AggrMode-lIKE-Group-Default

This IKE group is used for aggressive-mode connections when the remote
address cannot be identified by its IP address but by a subsequently transmit-
ted ID.

Telnet path:
Setup > VPN

Possible values:

1
MODP-768

2
MODP-1024

5
MODP-1536

14
MODP-2048

15
MODP-3072

16
MODP-4096

Default:
2

2.19.12 Additional-Gateways

This table is used to specify a list of possible gateways for each remote site.
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SNMP ID: 2.19.12
Telnet path: /Setup/VPN

2.19.12.1 Peer

Name of the VPN connection that works with the additional gateway defined
here.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

Select from the list of defined VPN connections.
Default: Blank

2.19.12.2 Gateway-1

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

Max. 63 characters
Default: Blank

2.19.12.3 Gateway-2

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

Max. 63 characters
Default: Blank
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2.19.12.4 Gateway-3

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

Max. 63 characters
Default: Blank

2.19.12.5 Gateway-4

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

Max. 63 characters
Default: Blank

2.19.12.6 Gateway-5

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

Max. 63 characters
Default: Blank

2.19.12.7 Gateway-6

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.
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Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

Max. 63 characters
Default: Blank

2.19.12.8 Gateway-7

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:
Max. 63 characters

Default: Blank

2.19.12.9 Gateway-8

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

Max. 63 characters
Default: Blank

2.19.12.10 Begin-With

Here you select the first gateway that is to be used for establishing the VPN
connection.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

First: Start with the first entry in the list.
Random: Selects a random entry from the list.
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Last used: Selects the entry for the connection which was successfully
used most recently.

Default: Last used

2.19.12.11 Rtg-Tag-1

Enter the routing tag for setting the route to the relevant gateway.
Telnet path: /Setup/VPN/Additional-Gateways
Possible values:
0 to 65535
Default: 0

2.19.12.12 Rtg-Tag-2

Enter the routing tag for setting the route to the relevant gateway.
Telnet path: /Setup/VPN/Additional-Gateways
Possible values:
0 to 65535
Default: 0

2.19.12.13 Rtg-Tag-3
Enter the routing tag for setting the route to the relevant gateway.
Telnet path: /Setup/VPN/Additional-Gateways
Possible values:
0 to 65535
Default: 0

2.19.12.14 Rtg-Tag-4

Enter the routing tag for setting the route to the relevant gateway.
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Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

0 to 65535
Default: 0

2.19.12.15 Rtg-Tag-5

Enter the routing tag for setting the route to the relevant gateway.
Telnet path: /Setup/VPN/Additional-Gateways
Possible values:
0 to 65535
Default: 0

2.19.12.16 Rtg-Tag-6

Enter the routing tag for setting the route to the relevant gateway.
Telnet path: /Setup/VPN/Additional-Gateways
Possible values:
0 to 65535
Default: 0

2.1 9-1 2-1 7 Rtg-Tag-7
Enter the routing tag for setting the route to the relevant gateway.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

0 to 65535
Default: 0
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2.19.12.18 Rtg-Tag-8

Enter the routing tag for setting the route to the relevant gateway.
Telnet path: /Setup/VPN/Additional-Gateways
Possible values:
0 to 65535
Default: 0

2.19.12.19 Gateway-9

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

Max. 64 characters
Default: Blank

2.19.12.20 Gateway-10

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

Max. 63 characters
Default: Blank

2.19.12.21 Gateway-11

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path: /Setup/VPN/Additional-Gateways
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Possible values:
Max. 63 characters
Default: Blank

2.19.12.22 Gateway-12

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

Max. 63 characters
Default: Blank

2.19.12.23 Gateway-13

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

Max. 63 characters
Default: Blank

2.19.12.24 Gateway-14

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

Max. 63 characters
Default: Blank
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2.19.12.25 Gateway-15

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

Max. 63 characters
Default: Blank

2.19.12.26 Gateway-16

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

Max. 63 characters
Default: Blank

2.19.12.27 Rtg-Tag-9

Enter the routing tag for setting the route to the relevant gateway.
Telnet path: /Setup/VPN/Additional-Gateways
Possible values:
0 to 65535
Default: 0

2.19.12.28 Rtg-Tag-10

Enter the routing tag for setting the route to the relevant gateway.
Telnet path: /Setup/VPN/Additional-Gateways
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Possible values:
0 to 65535
Default: 0

2.19.12.29 Rtg-Tag-11

Enter the routing tag for setting the route to the relevant gateway.
Telnet path: /Setup/VPN/Additional-Gateways
Possible values:
0 to 65535
Default: 0

2.19.12.30 Rtg-Tag-12

Enter the routing tag for setting the route to the relevant gateway.
Telnet path: /Setup/VPN/Additional-Gateways
Possible values:
0 to 65535
Default: 0

2.19.12.31 Rtg-Tag-13

Enter the routing tag for setting the route to the relevant gateway.
Telnet path: /Setup/VPN/Additional-Gateways
Possible values:
0 to 65535
Default: 0

2.19.12.32 Rtg-Tag-14

Enter the routing tag for setting the route to the relevant gateway.
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Telnet path: /Setup/VPN/Additional-Gateways
Possible values:

0 to 65535
Default: 0

2.19.12.33 Rtg-Tag-15

Enter the routing tag for setting the route to the relevant gateway.
Telnet path: /Setup/VPN/Additional-Gateways
Possible values:
0 to 65535
Default: 0

2.19.12.34 Rtg-Tag-16

Enter the routing tag for setting the route to the relevant gateway.
Telnet path: /Setup/VPN/Additional-Gateways
Possible values:
0 to 65535
Default: 0

2.19.12.35 Gateway-17

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Gateway-
17

Possible values:
Max. 63 characters
Default: Blank
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2.19.12.36 Rtg-Tag-17

Enter the routing tag for setting the route to the relevant gateway.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Rtg-Tag-
17

Possible values:
0 to 65535
Default: 0

2.19.12.37 Gateway-18

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Gateway-
18

Possible values:
Max. 63 characters
Default: Blank

2.19.12.38 Rtg-Tag-18

Enter the routing tag for setting the route to the relevant gateway.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Rtg-Tag-
18

Possible values:

0 to 65535
Default: 0
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2.19.12.39 Gateway-19

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path:/Setup/VVPN/Certificates-and-Keys/Additional-Gateways/Gateway-
19

Possible values:
Max. 63 characters
Default: Blank

2.19.12.40 Rtg-Tag-19

Enter the routing tag for setting the route to the relevant gateway.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Rtg-Tag-
19

Possible values:
0 to 65535
Default: 0

2.19.12.41 Gateway-20

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Gateway-
20

Possible values:
Max. 63 characters
Default: Blank
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2.19.12.42 Rtg-Tag-20

Enter the routing tag for setting the route to the relevant gateway.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Rtg-Tag-
20

Possible values:
0 to 65535
Default: 0

2.19.12.43 Gateway-21

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Gateway-
21

Possible values:
Max. 63 characters
Default: Blank

2.19.12.44 Rtg-Tag-21

Enter the routing tag for setting the route to the relevant gateway.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Rtg-Tag-
21

Possible values:
0 to 65535
Default: 0
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2.19.12.45 Gateway-22

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path:/Setup/VVPN/Certificates-and-Keys/Additional-Gateways/Gateway-
22

Possible values:
Max. 63 characters
Default: Blank

2.19.12.46 Rtg-Tag-22

Enter the routing tag for setting the route to the relevant gateway.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Rtg-Tag-
22

Possible values:
0 to 65535
Default: 0

2.19.12.47 Gateway-23

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Gateway-
23

Possible values:
Max. 63 characters
Default: Blank
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2.19.12.48 Rtg-Tag-23

Enter the routing tag for setting the route to the relevant gateway.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Rtg-Tag-
23

Possible values:
0 to 65535
Default: 0

2.19.12.49 Gateway-24

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Gateway-
24

Possible values:
Max. 63 characters
Default: Blank

2.19.12.50 Rtg-Tag-24

Enter the routing tag for setting the route to the relevant gateway.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Rtg-Tag-
24

Possible values:
0 to 65535
Default: 0
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2.19.12.51 Gateway-25

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path:/Setup/VVPN/Certificates-and-Keys/Additional-Gateways/Gateway-
25

Possible values:
Max. 63 characters
Default: Blank

2.19.12.52 Rtg-Tag-25

Enter the routing tag for setting the route to the relevant gateway.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Rtg-Tag-
25

Possible values:
0 to 65535
Default: 0

2.19.12.53 Gateway-26

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Gateway-
26

Possible values:
Max. 63 characters
Default: Blank
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2.19.12.54 Rtg-Tag-26

Enter the routing tag for setting the route to the relevant gateway.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Rtg-Tag-
26

Possible values:
0 to 65535
Default: 0

2.19.12.55 Gateway-27

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Gateway-
27

Possible values:
Max. 63 characters
Default: Blank

2.19.12.56 Rtg-Tag-27

Enter the routing tag for setting the route to the relevant gateway.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Rtg-Tag-
27

Possible values:
0 to 65535
Default: 0

600 RM CLI HILCOS
Release 10.12 12/2018



2 Setup 2.19 VPN

2.19.12.57 Gateway-28

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path:/Setup/VVPN/Certificates-and-Keys/Additional-Gateways/Gateway-
28

Possible values:
Max. 63 characters
Default: Blank

2.19.12.58 Rtg-Tag-28

Enter the routing tag for setting the route to the relevant gateway.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Rtg-Tag-
28

Possible values:
0 to 65535
Default: 0

2.19.12.59 Gateway-29

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Gateway-
29

Possible values:
Max. 63 characters
Default: Blank
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2.19.12.60 Rtg-Tag-29

Enter the routing tag for setting the route to the relevant gateway.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Rtg-Tag-
29

Possible values:
0 to 65535
Default: 0

2.19.12.61 Gateway-30

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Gateway-
30

Possible values:
Max. 63 characters
Default: Blank

2.19.12.62 Rtg-Tag-30

Enter the routing tag for setting the route to the relevant gateway.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Rtg-Tag-
30

Possible values:
0 to 65535
Default: 0
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2.19.12.63 Gateway-31

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path:/Setup/VVPN/Certificates-and-Keys/Additional-Gateways/Gateway-
31

Possible values:
Max. 63 characters
Default: Blank

2.19.12.64 Rtg-Tag-31

Enter the routing tag for setting the route to the relevant gateway.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Rtg-Tag-
31

Possible values:
0 to 65535
Default: 0

2.19.12.65 Gateway-32

DNS name or IP address of the remote gateway to be used as an alternative
to the connection.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Gateway-
32

Possible values:
Max. 63 characters
Default: Blank
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2.19.12.66 Rtg-Tag-32

Enter the routing tag for setting the route to the relevant gateway.

Telnet path:/Setup/VPN/Certificates-and-Keys/Additional-Gateways/Rtg-Tag-
32

Possible values:
0 to 65535
Default: 0

2.19.13 MainMode-Proposal-List-Default

This IKE proposal list is used for main-mode connections when the remote
address cannot be identified by its IP address but by a subsequently transmit-
ted ID.

SNMP ID: 2.19.13
Telnet path: /Setup/VPN
Possible values:
Select from the list of defined IKE proposal lists.
Default: IKE_PRESH_KEY

2.19.14 MainMode-IKE-Group-Default

This IKE group is used for main-mode connections when the remote address
cannot be identified by its IP address but by a subsequently transmitted ID.

Telnet path:
Setup > VPN

Possible values:

1
MODP-768

2
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MODP-1024

5

MODP-1536
14

MODP-2048

15
MODP-3072

16
MODP-4096

Default:
2

2.19.16 NAT-T-Operating

Enables the use of NAT-Traversal. NAT Traversal eliminates the problems
that occur when establishing a VPN connection at the end points of the VPN
tunnel.

SNMP ID: 2.19.16
Telnet path: /Setup/VPN
Possible values:

On
Off

Default: Off

Note: NAT-T can only be used with VPN connections that use ESP (Encap-
sulating Security Payload) for authentication. Unlike AH (Authentication
Header), ESP does not consider the IP header of the data packets when
determining the hash value for authentication. The hash value calculated by
the receiver is therefore also equivalent to the hash value entered in the
packets.

Note: If the device functions as a NAT router between the VPN end points,
ensure that UDP ports 500 and 4500 are enabled in the firewall when you use
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NAT-T! This port is activated automatically if you use the firewall assistant in
LANconfig.

2.19.17 Simple-Cert-RAS-Operating

Enables simplified dial-in with certificates. The simplification is that a shared
configuration can be made for incoming connections, as long as the certificates
of the remote peers are signed by the issuer of the root certificate in the device.
In this case a configuration has to be made for each remote peer. You find
the shared configuration necessary for this with the settings for default para-
meters. Individual remote peers can only be excluded from this function by
having their certificates revoked in a CRL (Certificate Revocation List).

SNMP ID: 2.19.17
Telnet path: /Setup/VPN
Possible values:

On
Off

Default: Off

2.19.19 QuickMode-Proposal-List-Default
This IPSec proposal list is used for simplified dial-in with certificates.
SNMP ID: 2.19.19
Telnet path: /Setup/VPN
Possible values:
Select from the list of defined IPSec proposal lists.

Default: ESP_TN

2.19.20 QuickMode-PFS-Group-Default

This IPSec group is used for simplified dial-in with certificates.
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Telnet path:
Setup > VPN

Possible values:

0
No PFS

MODP-768

2
MODP-1024

5
MODP-1536

14
MODP-2048

15
MODP-3072

16
MODP-4096

Default:
2

2.19.21 QuickMode-Shorthold-Time-Default
This hold time is used for simplified dial-in with certificates.
SNMP ID: 2.19.21
Telnet path: /Setup/VPN
Possible values:

0 to 65535
Default: 0

2.19.22 Allow-Remote-Network-Selection

If simplified dial-in with certificates is activated for the device at headquarters,
then the remote routers can suggest a network to be used for the connection
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during the IKE negotiation in phase 2. This network is entered, for example,
when setting up the VPN connection on the remote router. The device at
headquarters accepts the suggested network when this option is activated.
Moreover, the parameters used by the client during dial in must agree with
the default values in the VPN router.

SNMP ID: 2.19.22
Telnet path: /Setup/VPN
Possible values:

On
Off

Default: Off

Note: When configuring the dial-in remote sites, be sure to note that each
remote site requests a specific network so that no network address conflicts
arise.

2.19.23 Establish-SAs-Collectively

Security Associations (SAs) are the basis for establishing a VPN tunnel
between two networks. The establishment of Security Associations is normally
initiated by an IP packet which is to be sent from a source network to a des-
tination network.

The establishment of Security Associations is normally initiated by an IP
packet which is to be sent from a source network to a destination network.
This allows the setup of network relationships to be precise controlled
according to the application.

SNMP ID: 2.19.23
Telnet path: /Setup/VPN
Possible values:

Separately: Only the SA which corresponds explicitly to a packet waiting
for transfer is to be established.

Collectively: All SAs defined in the device will be established.

608 RM CLI HILCOS
Release 10.12 12/2018



2 Setup 2.19 VPN

Collectively with KeepAlive All of the defined SAs will be established for
remote sites in the VPN connection list with a hold time set to '9999' (Keep
Alive).

Default: Separately

2.19.24 Max-Concurrent-Connections
This setting determines how many VPN connections the device can establish.
Telnet path: /Setup/VPN/Max-Concurrent-Connections
Possible values:
The maximum value is limited by the relevant license.
Default: 0

Note: With a value of 0, the device may take fully advantage of the maximum
number permitted by the license. Values above the license limits are ignored.

2.19.25 Flexibler-ID-Comparison

This flexible method of identification comparison is activated or deactivated
in the VPN configuration.

SNMP ID: 2.19.25
Telnet path: /Setup/VPN
Possible values:

Yes

No
Default: No

Note: Flexible identity comparison is used when checking the (received)
remote identity and also for selecting the certificate based on the local identity.
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2.19.26 NAT-T-Port-for-Rekeying

This item sets whether the IKE packets are sent to port 500 (no) or the port
4500 (yes) during rekeying.

Telnet path: /Setup/VPN/NAT-T-Port-For-Rekeying
Possible values:

Yes
No

Default: No

2.19.27 SSL encapsulation allowed

Activate the 'SSL encaps' option in the general VPN settings to enable passive
connection establishment to a VPN device from another VPN remote device
using IPsec-over-HTTPS technology (VPN device or LANCOM Advanced
VPN client).

SNMP ID: 2.19.27
Telnet path: /Setup/VPN
Possible values:

Yes, No
Default: No

Note: The LANCOM Advanced VPN Client supports automatic fallback to
IPsec over HTTPS. With this setting, the VPN client initially attempts to
establish a connection without using the additional SSL encapsulation. If the
connection cannot be made, the device then tries to connect with the additional
SSL encapsulation.

2.19.30 Anti-Replay-Window-Size

Used for detecting replay attacks, this parameter defines the size of the window
(i.e. number of packets) within which a VPN device considers the sequential
number of the received packets to be up-to-date. The VPN device drops
packets that have a sequence number older than or duplicated within this
window.
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Telnet path:
Telnet path:Setup > Vpn > myVPN

Possible values:

Max. 5 numbers

Default:
0

Special values:
A value of 0 disables replay detection.

2.20 LAN-Bridge

This menu contains the settings for the LAN bridge.
SNMP ID: 2.20
Telnet path: /Setup

2.20.1 Protocol-Version

Select the desired protocol here. Depending on the choice made here, the
device uses either the classic protocol or the rapid protocol, as defined in the
IEEE 802.1D-1998, chapter 8 and IEEE 802.1D-2004 chapter 17 respectively.

Telnet path:/Setup/LAN-Bridge/Protocol-Version
Possible values:

Classic
Rapid

Default: Classic

2.20.2 Bridge-Priority

This value sets the priority of the bridge in the LAN. This value influences
which bridge the spanning tree protocol takes to be the root bridge. This is a
16-bit value (0 .. 65535), where higher values mean lower priority. You should
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only change the default value if you prefer a certain bridge. The selection
process still works even if all the values are the same because, if the priorities
are identical, the device uses the MAC address of the bridge to make the
decision.

Telnet path: /Setup/LAN-Bridge/Bridge-Priority
Possible values:

Max. 5 numerical characters
Default: 32768

Note: Even though an entire 16-bit parameter is available for configuring this
parameter, special care should be taken where newer versions of the rapid
or multiple spanning tree protocol are involved. The priority value should only
be changed in increments of 4096, because the lower 12 bits are used for
other purposes. This could mean that these values may be ignored by future
firmware releases.

2.20.4 Encapsulation-Table

This table is used to add the encapsulation methods.
SNMP ID: 2.20.4

Telnet path: /Setup/LAN-Bridge

2.20.4.1 Protocol

A protocol is identified by its 16-bit protocol identifier carried in the Ethernet
[I/SNAP type field (often referred to as the Ethertype). The protocol type is
written as a hexadecimal number from 0001 to ffff. Even if the table is empty,
some protocols are implicitly assumed to be listed in this table as type SNAP
(such as IPX and AppleTalk). This can be overridden by explicitly setting their
protocol to Ethernet II.

Telnet path: /Setup/LAN-Bridge/Encapsulation-Table
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2.20.4.2 Encapsulation

Here you can specify whether or not data packets are to be given an Ethernet
header when being transmitted. Normally you should enter the option
"Transparent”". The "Ethernet" option should only be chosen if you wish to
combine a layer for use with the bridge.

Telnet path: /Setup/LAN-Bridge/Encapsulation-Table
Possible values:

Transparent
Ethernet

Default: Transparent

2.20.5 Max-Age

This value defines the time (in seconds) after which a bridge drops messages
received through Spanning Tree as 'outdated'. This defines how quickly the
spanning-tree algorithm reacts to changes, for example due to failed bridges.
This is a 16-bit value (0 .. 65535).

SNMP ID: 2.20.5
Telnet path: /Setup/LAN-Bridge/Max-Age
Possible values:
Max. 5 numerical characters
Default: 20

2.20.6 Hello-Time

This parameter specifies the time interval in seconds in which the device
operating as the root bridge sends information to the LAN.

SNMP ID: 2.20.6
Telnet path: /Setup/LAN-Bridge/Hello-Time
Possible values:

Max. 5 numerical characters
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Default: 2

2.20.7 Forward-Delay

This value determines the time (in seconds) that passes before a port should
change from 'listening' to 'learning’ or from 'learning' to 'forwarding'. However,
now that rapid spanning tree offers a method of determining when a port can
be switched into the 'forwarding state' without a long wait, this setting in many
cases no longer has any effect.

SNMP ID: 2.20.7
Telnet path: /Setup/LAN-Bridge/Forward-Delay
Possible values:
Max. 5 numerical characters
Default: 6

2.20.8 Isolierter-Mode

This item allows connections to be switched on or off, such as those between
layer-2 forwarding and the LAN interfaces.

SNMP ID: 2.20.8
Telnet path: /Setup/LAN-Bridge
Possible values:
Bridge or router (isolated mode)
Default: Bridge
Note: Please note that other functions relating to the connection (e.g. spanning

tree, packet filters) continue to function, independent of whether the interfaces
are switched on or off.

2.20.10 Protocol-Table
You can add the protocols to be used over the LAN bridge here.
SNMP ID: 2.20.10
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Telnet path: /Setup/LAN-Bridge

2.20.10.1 Name

This name should describe the rule. Note that this is also the content column
(index column) of the table, i.e. the content of the table is a string.

Telnet path:/Setup/LAN-Bridge/Protocol-Table
Possible values:

Max. 15 characters
Default: Blank

2.20.10.2 Protocol

The identifier of the protocol is entered here. The identifier is a 4-digit hexa-
decimal number that uniquely identifies each protocol. Common protocols
include 0800, 0806 for IP and ARP (Internet), EOEO, 8137 for IPX (Novell
Netware), FOFO for NetBEUI (Windows networks), or 809B, 80F 3 for AppleTalk
(Apple networks). If you set the protocol field to zero, this rule affects all
packets. Other protocols are referred to in the documentation.

Telnet path:/Setup/LAN-Bridge/Protocol-Table
Possible values:

4-digit hexadecimal number
Default: Blank

2.20.10.3 Sub-protocol

Enter the sub-protocol here. Common sub-protocols within the IP protocol
(0800) include 1 ICMP, 6 TCP, 17 UDP, 50 ESP (IPsec). This field specifies
the ARP frame type (ARP request/reply, RARP request/reply) for ARP packets.
If this value is unequal to 0, the rule will only match if either the packet is an
IPv4 packet and the IP protocol (UDP, TCP, ICMP.,...) matches the given
value, or if it is an ARP packet and the ARP type matches the given value. If
the protocol field is set, but the sub-protocol field is set to 0, then the rule
applies to all packets of the specified protocol (e.g. for all IP packets for pro-
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tocol 0800). Note: Further information is to be found at www.iana.org under
the section "Protocol Number Assignment Services", documents "Protocol
Numbers" and "Port Numbers".

Telnet path:/Setup/LAN-Bridge/Protocol-Table
Possible values:

Maximum 65,535
Default: 0

2.20.10.4 Port

This specifies the range of port numbers for the TCP or UDP protocols. For
example, UDP port 500 corresponds to the IKE used by IPsec.

If this value is not equal to 0, then the rule only applies when an IPv4 TCP or
UDP packet arrives or when the source of the target TCP/UDP port is within
the range defined by these two values.

If'0" is entered as the end port, the rule applies only for the start port. The port
numbers of the receiving port and the target port are compared, and a rule
applies if just one of these is within the defined range. If the protocol and the
sub-protocol are set, but the port fields have the value 0, then the rule applies
to all packets of the specified sub-protocol (e.g. for all packets for protocol
0800/6). Note: Further information is to be found at www.iana.org under the
section "Protocol Number Assignment Services", documents "Protocol Num-
bers" and "Port Numbers".

Telnet path:/Setup/LAN-Bridge/Protocol-Table
Possible values:

Maximum 65,535
Default: 0

2.20.10.5 Port-End

This specifies the range of port numbers for the TCP or UDP protocols. For
example, UDP port 500 corresponds to the IKE used by IPsec.
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If this value is not equal to 0, then the rule only applies when an IPv4 TCP or
UDP packet arrives or when the source of the target TCP/UDP port is within
the range defined by these two values.

If'0'is entered as the end port, the rule applies only for the start port. The port
numbers of the receiving port and the target port are compared, and a rule
applies if just one of these is within the defined range. If the protocol and the
sub-protocol are set, but the port fields have the value 0, then the rule applies
to all packets of the specified sub-protocol (e.g. for all packets for protocol
0800/6). Note: Further information is to be found at www.iana.org under the
section "Protocol Number Assignment Services", documents "Protocol Num-
bers" and "Port Numbers".

Telnet path:/Setup/LAN-Bridge/Protocol-Table
Possible values:

Maximum 65,535
Default: 0

2.20.10.6 Ifc-List

This list contains the LAN interfaces for which the rule applies. The syntax of
the interface list is specified the in addenda/supplements/attachments.

The following pre-defined interface descriptors are used to specify the relevant
interfaces in a comma-separated expression:

LAN-1,

WLAN-1, WLAN-1-2, WLAN-1-3, WLAN-1-4, WLAN-1-5, WLAN-1-6, WLAN-
1-7, WLAN-1-8, WLAN-2, WLAN-2-2, WLAN-2-3, WLAN-2-4, WLAN-2-5,
WLAN-2-6, WLAN-2-7, WLAN-2-8,

P2P-n-m ('n' refers to the interface of the wireless LAN network and 'm' is
the number of the P2P connection on this WLAN).

Numerically consecutive interface identifiers can be described by the following
abbreviations: P2P-4~P2P-10. If no interface is specified here, the selected
action will never be executed.

Telnet path:/Setup/LAN-Bridge/Protocol-Table

Possible values:
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All LAN interfaces
DMZ interfaces
Logical WLAN networks and the point-to-point bridges in the WLAN

Default: Blank

2.20.10.7 Action

This field defines the action to be taken on a packet if it matches the rule. A
packet may be dropped, passed unchanged, or redirected to a different IP
address. For redirection, the IP address that the packet is to be redirected to
must be specified in the following field. The redirect feature is only available
for packets that support TCP, UDP, or ICMP echo requests. The device will
modify the destination MAC and IP address fields before forwarding the
packet, and will put an entry in the Connection Table to allow back translation
of possible answers.

Telnet path:/Setup/LAN-Bridge/Protocol-Table
Possible values:

Transmit
Drop
Redirect

Default: Drop packets

2.20.10.8 Redirect-IP-Address

If the rule is a redirect rule, this field must be used to specify which IP address
the appropriate packets are to be redirected to.

Telnet path:/Setup/LAN-Bridge/Protocol-Table
Possible values:

Valid IP address
Default: 0.0.0.0
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2.20.10.9 Dest-MAC-Addr.

The physical address (MAC) of a destination station in the wireless LAN is
entered here. Every network card has its own MAC address that is unique in
the world. The address is a 12-character hexadecimal number (e.g.
00A057010203). This address can generally be found printed on the network
card. If you enter no MAC address (or zero), this rule affects all packets.

Telnet path:/Setup/LAN-Bridge/Protocol-Table
Possible values:

12-digit hexadecimal number
Default: Blank

2.20.10.10 IP-Network

If the first field is set to a value unequal to 0.0.0.0, a packet will match this
rule only if it is an IPv4 packet and either the packet’'s source or destination
address are contained in the IP network defined by these two values.

Telnet path:/Setup/LAN-Bridge/Protocol-Table
Possible values:

Valid IP address
Default: 0.0.0.0

2.20.10.11 IP-Netmask

If the first field is set to a value unequal to 0.0.0.0, a packet will match this
rule only if it is an IPv4 packet and either the packet’'s source or destination
address are contained in the IP network defined by these two values.

Telnet path:/Setup/LAN-Bridge/Protocol-Table
Possible values:

Valid IP address
Default: 0.0.0.0
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2.20.10.12 DHCP-Src-MAC

meine Ubersetzung: This setting decides whether matching of the rule shall
depend on a packet’s source MAC address, i.e. whether it is the MAC address
of a host that received its IP address via DHCP.

Aus anderer Quelle (Aurelia): DHCP tracking on a particular (W)LAN interface
only takes place when protocol filters for the interface have been defined with
the parameter "IP allocated by DHCP" set to Yes or No. Additionally, a network
can be specified for a filter rule. However, if a rule has the parameter "IP
allocated by DHCP" set to Yes, then a given network could be ignored.

Telnet path:/Setup/LAN-Bridge/Protocol-Table
Possible values:

Irrelevant
No
Yes

Default: Irrelevant

2.20.11 Port-Data

This table can be used to set further bridge parameters for each port.
SNMP ID: 2.20.11

Telnet path: /Setup/LAN-Bridge

2.20.11.2 Port

Selects the port for which the spanning tree parameters are to be set.
SNMP ID: 2.20.11.2

Telnet path: /Setup/LAN-Bridge/Port-Data

Possible values:

Select from the list of the device's logical interfaces, e.g. LAN-1, WLAN-1
or P2P-1-1
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2.20.11.3 Active

This can be used to block a port completely, i.e. the port will always have the
'disabled' status.

SNMP ID: 2.20.11.3
Telnet path: /Setup/LAN-Bridge/Port-Data
Possible values:

Up
Down

Default: Activated

2.20.11.5 Bridge-Group

Assigns the logical interface to a bridge group to enable bridging from/to this
logical interface via the LAN bridge. If assigned to a common bridge group,
several logical interfaces can be addressed at once and they appear to the
device to be a single interface. This can then be used for Advanced Routing
and Forwarding, for example.

SNMP ID: 2.20.11.5
Telnet path: /Setup/LAN-Bridge/Port-Data
Possible values:

BRG-1 to BRG-8
None

Default: BRG - 1

Special values: If the interface is removed from all bridge groups by setting
'none’, then there is no communication between the LAN and WLAN via the
LAN bridge (isolated mode). With this setting, LAN/WLAN data transfers over
this interface are only possible via the router.

Note: A requirement for data transfer from/to a logical interface via the LAN
bridge is the deactivation of the global "isolated mode" which applies to the
whole of the LAN bridge. Furthermore, the logical interface must be assigned
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to a bridge group. With the setting 'none’, no transfers can be made via the
LAN bridge.

2.20.11.6 DHCP-Limit

Number of clients which can be handled by DHCP. If the limit is exceeded,
the oldest entry is dropped. This feature can be used in combination with the
protocol filer table to limit access to just one logical interface.

SNMP ID: 2.20.11.6
Telnet path: /Setup/LAN-Bridge/Port-Data
Possible values:
0 to 255
Default: 0

2.20.11.7 Point-To-Point-Port

This item corresponds to the "adminPointToPointMAC" setting as defined in
IEEE 802.1D. By default, the "point-to-point" setting for the LAN interface is
derived from the technology and the concurrent status:

An Ethernet port is assumed to be a P2P port if it is operating in full-duplex
mode.

A token ring port is assumed to be a P2P port if it is operating in full-duplex
mode.

A WLAN SSID is never considered to be a P2P port.
A WLAN P2P connection is always assumed to be a P2P port.

However, this automatic setting can be revised if this is unsuitable for the
required configuration. Interfaces in "point-to-point" mode have various spe-
cialized capabilities, such as the accelerated port status change for working
with the rapid spanning tree protocol.

SNMP ID: 2.20.11.7
Telnet path: /Setup/LAN-Bridge/Port-Data
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Possible values:

Automatic
Yes
Off

Default: Automatic

2.20.11.9 Private mode

You have the option to enable or disable the private mode for each individual
interface.

Telnet path:
Setup > LAN-Bridge > Port-Data

Possible values:

No
The private mode is disabled.

Yes
The private mode is enabled.

Default:
No

2.20.12 Aging-Time

When a client requests an IP address from a DHCP server, it can also ask
for a lease period for the address. This values governs the maximum length
of lease that the client may request. When a client requests an address without
asking for a specific lease period, the value set here will apply.

SNMP ID: 2.20.12
Telnet path: /Setup/LAN-Bridge
Possible values:
1 to 99,999 minutes
Default: Max. validity 6,000 min., default validity: 500 min.
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2.20.13 Priority-Mapping

This table assigns a user priority to each IP packet due to be sent, based on
a ToS/DSCP value as per 802.1D. An example of how user priority can be
used concerns wireless LANs with activated QoS, where the packets are
allocated to access categories (voice/video/best-effort/background).

Telnet path:/Setup/LAN-Bridge/Priority-Mapping

2.20.13.1 Name

Enter a name for a combination of DSCP value and priority.
Telnet path:/Setup/LAN-Bridge/Priority-Mapping/Name
Possible values:

Maximum 16 alphanumerical characters
Default: Blank

2.20.13.2 DSCP-Value

Enter the DSCP value that is used for this priority assignment.
Telnet path:/Setup/LAN-Bridge/Priority-Mapping/DSCP-Value
Possible values:

Numerical characters from 0 to 255
Default: 0

2.20.13.3 Priority

Enter the priority that is used for this priority assignment.
Telnet path:/Setup/LAN-Bridge/Priority-Mapping/Priority
Possible values:

Best-Effort
Background
Two
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Excellent-Effort
Controlled latency
Video

Voice
Network-Control

Default: Best-Effort

2.20.20 Spannning-Tree

This menu contains the settings for the spanning tree.
SNMP ID: 2.20.20

Telnet path: /Setup/LAN-Bridge

2.20.20.1 Operating

Here you can switch the Spanning-Tree support on and off. When Spanning
Tree is turned off, the router does not send any Spanning Tree packets and
passes received packets along instead of processing them itself.

SNMP ID: 2.20.20.1
Telnet path: /Setup/LAN-Bridge/Spanning-Tree
Possible values:

Up
Down

Default: Disabled

2.20.20.2 Bridge-Priority

This value sets the priority of the bridge in the LAN. This can influence which
bridge should preferably be made root bridge by the spanning tree protocol.
This is a 16-bit value (0 .. 65535), where higher values mean lower priority.
The default value should only be changed if a certain bridge is to be preferred.
The selection process still works even if all the values are the same because,
if the priorities are identical, the bridge's MAC address is used to make the
decision. Even though an entire 16-bit parameter is available for configuring
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a parameter, special care should be taken where newer versions of the rapid
or multiple spanning tree protocol are involved. The priority value should only
be changed in increments of 4096, because the lower 12 bits are used for
other purposes. This could mean that these values may be ignored by future
firmware releases.

SNMP ID: 2.20.20.2
Telnet path: /Setup/LAN-Bridge/Spanning-Tree
Possible values:
Maximum 65,535
Default: 32768

2.20.20.5 Max-Age

This value defines the time (in seconds) after which a bridge drops messages
received through Spanning Tree as 'outdated'. This defines how quickly the
spanning-tree algorithm reacts to changes, for example due to failed bridges.

SNMP ID: 2.20.20.5
Telnet path: /Setup/LAN-Bridge/Spanning-Tree
Possible values:

Max. 65535 seconds

Default: 20 seconds

2.20.20.6 Hello time

The Hello Time specifies the time interval (in seconds) for sending root-bridge
information to the LAN. Note that the non-root bridge can adopt values from
the root bridge. This value might be ignored depending on the topology of the
network.

SNMP ID: 2.20.20.6
Telnet path: /Setup/LAN-Bridge/Spanning-Tree
Possible values:

Max. 32768 seconds
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Default: 2 seconds

2.20.20.7 Forward-Delay

This value determines the time (in seconds) that passes before a port should
change from 'listening' to 'learning’ or from 'learning' to 'forwarding'. However,
now that rapid spanning tree offers a method of determining when a port can
be switched into the "forwarding state" without a long wait, this setting in many
cases no longer has any effect. o not change this value without detailed
knowledge of spanning tree, since it may increase the risk of temporary loops
in the network.

SNMP ID: 2.20.20.7
Telnet path: /Setup/LAN-Bridge/Spanning-Tree
Possible values:

Max. 32768 seconds

Default: 6 seconds

2.20.20.11 Port-Data

This table can be used to set further spanning-tree parameters for each port.
SNMP ID: 2.20.20.11

Telnet path: /Setup/LAN-Bridge/Spanning-Tree

2.20.20.11.2 Port
The name of the LAN interface.

Telnet path:/Setup/LAN-Bridge/Spanning-Tree/Port-Data

2.20.20.11.4 Priority

The priority of the port set as an 8-bit value. If more than one port is available
as a path to a LAN and the distance to both ports is the same, then this value
decides which port is to be selected. If two ports have the same priority, then
the port with the smaller number is selected.
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Telnet path:/Setup/LAN-Bridge/Spanning-Tree/Port-Data
Possible values:
Maximum 255

Default: 128

Note: Rapid spanning tree uses only the upper 4 bits of this value, for
example, if a value is increased and decreased in 16 steps. Lower values
take a higher priority.

2.20.20.11.6 Edge-Port
A port can be labeled as an edge port

Telnet path:/Setup/LAN-Bridge/Spanning-Tree/Port-Data
Possible values:

On
Off

Default: No label

2.20.20.11.7 Path-Cost-Override
Specifies the influence of path cost.

Telnet path:/Setup/LAN-Bridge/Spanning-Tree/Port-Data
Possible values:

Maximum 4,294,967,295
Default: 0

2.20.20.12 Protocol-Version

This item selects the spanning-tree protocol version to be used. Setting this
switch to ’Classic’ will engage the algorithm defined in IEEE 802.1D-1998
chapter 8, while setting it to 'Rapid’ will engage the rapid spanning three
scheme defined by IEEE 802.1D-2004 chapter 17.
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SNMP ID: 2.20.20.12
Telnet path: /Setup/LAN-Bridge/Spanning-Tree
Possible values:

Classic
Rapid

Default: Classic

Note: Note the upward compatibility of this protocol. Rapid spanning tree will
automatically fall back to classic spanning tree data elements and schemes
if other bridges are detected that do not support rapid spanning tree.

2.20.20.13 Transmit-Hold-Count

Determines the number of BPDUs (Bridge Protocol Data Units) that may be
sent when using rapid spanning tree, before a second break is inserted. (With
classic spanning tree, this value has no effect.)

SNMP ID: 2.20.20.13
Telnet path: /Setup/LAN-Bridge/Spanning-Tree
Possible values:
Maximum 999
Default: 6

2.20.20.14 Path-Cost-Computation

This item sets the protocol to be used for calculating the path cost. While the
rapid spanning tree method uses the full 32-bit value range, the classic
algorithm only works with a 16-bit value range. The rapid spanning tree
method is only useful if it is supported by all bridges in the network and it is
consistently configured.

SNMP ID: 2.20.20.14
Telnet path: /Setup/LAN-Bridge/Spanning-Tree
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Possible values:

Classic
Rapid

Default: Classic

2.20.30 IGMP-Snooping
Telnet path: /Setup/LAN-Bridge/IGMP-Snooping
WEBconfig English: Setup/LAN-Bridge/IGMP-Snooping

2.20.30.1 Enabled

Activates or deactivates IGMP snooping in the device and all of the defined
querier instances. Without IGMP snooping the bridge functions like a simple
switch and forwards all multicasts to all ports.

Note: If this function is deactivated, the bridge sends all IP multicast packets
on all ports. With a change of the operating mode, the device completely
resets the IGMP snooping function, i.e. it deltes all dynamically learned values
(memberships, router-port properties).

Telnet path:
Setup > LAN-Bridge > IGMP-Snooping

Possible values:
No
Yes
Auto

Default:
No

2.20.30.2 Port-Settings
This table defines the port-related settings for IGMP snooping.
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Telnet path: /Setup/LAN-Bridge/IGMP-Snooping

2.20.30.2.1 Port
The port for which the settings apply.

Telnet path: /Setup/LAN-Bridge/IGMP-Snooping/Port-Settings/Port
Possible values:

Selects a port from the list of those available in the device.

2.20.30.2.2 Router-Port

This option defines the port's behavior.

Telnet path: /Setup/LAN-Bridge/IGMP-Snooping/Port-Settings/Router-Port
Possible values:

Yes: This port will always work as a router port, irrespective of IGMP
queries or router messages received at this port.

No: This port will never work as a router port, irrespective of IGMP queries
or router messages received at this port.

Auto: This port will work as a router port if IGMP queries or router messages
are received. The port loses this status if no packets are received for the
duration of "Robustness*Query-Interval+(Query-Response-Interval/2)".

Default: Auto

2.20.30.3 Unregistered-Data-Packet-Handling

This setting defines the handling of multicast data packets with a destination
address outside the 224.0.0.x range and for which neither static memberships
were defined nor were dynamic memberships learned.

Telnet path: /Setup/LAN-Bridge/IGMP-Snooping
WEBconfig English: Setup/LAN-Bridge/IGMP-Snooping
Possible values:

Router-Ports-only: Sends these packets to all router ports.
Flood: Sends these packets to all ports.

RM CLI HILCOS 631
Release 10.12 12/2018



2.20 LAN-Bridge 2 Setup

Discard: Discards these packets.

Default: Router-Ports-only

2.20.30.4 Simulated-Queriers

This table contains all of the simulated queriers defined in the device. These
units are employed if IGMP functions are required but there is no multicast
router in the network. The querier can be limited to certain bridge groups or
VLANSs by defining multiple independent queriers to support the corresponding
VLAN IDs.

Telnet path: /Setup/LAN-Bridge/IGMP-Snooping
WEBconfig English: Setup/LAN-Bridge/IGMP-Snooping
Name
Name of the querier instance
Possible values:

8 alphanumerical characters.
Default: Blank
Operating
Activates or deactivates the querier instance
Possible values:

Yes

No
Default: No
Bridge group
Limits the querier instance to a certain bridge group.
Possible values:

Select from the list of available bridge groups.

Default: None
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Special values: If bridge group is set to "none", the IGMP queries will the sent
via all bridge groups.

VLAN-ID
Limits the querier instance to a certain VLAN.
Possible values:
0 to 4096.
Default: 0

Special values: If "0" is selected as VLAN, the IGMP queries are sent without
a VLAN tag. For this reason, this value only makes sense when VLAN is
deactivated in general.

2.20.30.4.1 Name
Name of the querier instance

Telnet path:/Setup/LAN-Bridge/IGMP-Snooping/Simulated-Queriers/Name
Possible values:

8 alphanumerical characters.
Default: Blank

2.20.30.4.2 Operating
Activates or deactivates the querier instance

Telnet path:/Setup/LAN-Bridge/IGMP-Snooping/Simulated-Queriers/Operating
Possible values:

Yes
No

Default: No

2.20.30.4.3 Bridge-Group
Limits the querier instance to a certain bridge group.

Telnet path:/Setup/LAN-Bridge/IGMP-Snooping/Simulated-Queriers/Bridge-
Group
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Possible values:

Select from the list of available bridge groups.
None

Special values: If bridge group is set to "none", the IGMP queries will the
sent via all bridge groups.

Default: None

2.20.30.4.4 VLAN-Id
Limits the querier instance to a certain VLAN.

Telnet path:/Setup/LAN-Bridge/IGMP-Snooping/Simulated-Queriers/\VLAN-
Id

Possible values:
0 to 4096

Special values: If "0" is selected as VLAN, the IGMP queries are sent without
a VLAN tag. For this reason, this value only makes sense when VLAN is
deactivated in general.

Default: 0

2.20.30.5 Query-interval

Interval in seconds in which a multicast-capable router (or a simulated querier)
sends IGMP queries to the multicast address 224.0.0.1, so prompting the
stations to transmit return messages about multicast group memberships.
These regular queries influence the time in which memberships age, expire,
and are then deleted.

After the startup phase, the querier sends IGMP queries in this interval.

A querier returns to the querier status after a time equal to "Robustness*Query-
Interval+(Query-Response-Interval/2)".

A port loses its router-port status after a time equal to "Robustness*Query-
Interval+(Query-