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1. Preface

HILCOS is the operating system for the Hirschmann OpenBAT, BAT450-F, BAT867, BAT-WLC and
BAT Controller Virtual product. This document provides an overview of important information
regarding HiLCOS software release 10.34-Rel.

Please note the HILCOS 10.34-Rel does only support the 11ac based products in this release:
BAT867-R BAT867-F and BAT450-F with 11ac modules. The remaining portfolio will receive the
update to the HILCOS 10.34 software in a later release.

2. Known Issues

The use of RSTP together with AutoWDS can lead to an unstable AutoWDS network. It is
recommended to use AutowDS with RSTP disabled.

In very rare cases when adding a new Access Point (AP) in the AutoWDS network interactions
between neighboring AutoWDS APs can occur. This can cause short-term disruptions of wireless
links.

If APs are added in an AutowDS network before enabling Auto-Accept, these APs must be accepted
manually after switching Auto-Accept.

In rare cases the configuration rollout to a managed AP might take around 30 seconds longer when
there is a configuration exchange in a redundant WLAN-Controller architecture.

Using the WLC redundancy feature access points do not re-distribute automatically to the preferred
controller.

Broadcast attacks are invisible to the Wireless IDS in the actual HILCOS release.

LANconfig can use SSH, TFTP, HTTP and HTTPS protocols to communicate with the devices.
However due to changes regarding force password change, SSH cannot be used with devices which
still have a default password. As soon as the default password is changed on the device, SSH will
start working normally.
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3. Overview on new features as of version 10.34.5250-Rel

WPAZ3 - State-of-the-art Wi-Fi security

The latest generation of Wi-Fi encryption - WPA3 (Wi-Fi Protected Access) - now offers you more
security for your WLAN infrastructure. As the successor of WPA2, WPA3 offers important extensions
and security features for small (,WPA3-Personal“) and large networks (,WPA3-Enterprise®). With
HILCOS 10.34, all Hirschmann BAT access points and WLAN routers support the new Wi-Fi security
standard.

Client Management — for best-ever Wi-Fi

Client Management steers Wi-Fi clients to the best available access point and frequency band. This
feature improves the quality of wireless networks of all sizes. The popular Band Steering and Client
Steering, which so far were separate features, have now been combined and even operate without a
WLAN controller if desired.

TLS 1.3
Support of the new TLS 1.3 protocol increases the security of device access via WEBconfig.

Enhanced Open
Thanks to the introduction of additional data encryption, Enhanced Open improves the security of
clients in open Wi-Fis.

Elliptic Curve Digital Signature Algorithm (ECDSA)
IKEv2 now supports the Elliptic Curve Digital Signature Algorithm (ECDSA) authentication method.
Shorter keys combined with high-efficiency encryption provide the same security.

IKEv2 split DNS
Split DNS allows DNS to resolve specific internal domains to a VPN tunnel, with other DNS requests
using a public DNS server.

IKEv2 fragmentation
Fragmentation of IKEv2 messages (per RFC 7383) is handled by the VPN router itself, eliminating the
need for the transport network to fragment IKE packets.

Enhanced client reservations in the DHCPv6 server
In the DHCPV6 server, client addresses or prefixes can now be assigned either by means of DUID,
MAC address, interface ID (as per RFC 3315) or remote ID (as per RFC 4649).

LEPS-U & LEPS-MAC

Keep control of who is in your Wi-Fi. With LEPS-U (LANCOM Enhanced Passphrase Security — User),
individual clients or entire groups each receive a unique Wi-Fi password for an SSID. Using LEPS-
MAC, you additionally authenticate the clients by their MAC address—ideal for secure corporate
networks.

WAN Policy-Based NAT

WAN Policy-Based NAT allows an easy assignment of static WAN IPv4 addresses to desired
services. Due to a NAT action in the firewall rules internal addresses are masked behind a WAN
address from the Internet access provider. Ideal for scenarios e.g. for the operation of mail servers
and web servers with different WAN addresses.

OCSP responder — more power for Smart Certificate

Maximum security with VPN access: Smart Certificate is the easy way to create digital certificates with
your Hirschmann device—without any need for an external certificate authority. This feature has now
been extended to include the OCSP (Online Certificate Status Protocol) network protocol, which
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enables clients to automatically and efficiently query the integrated CA for the status of X.509
certificates.

LISP (Locator / ID Separation Protocol) support

The Locator / ID Separation Protocol (LISP) is a new routing architecture. LISP allows the
implementation of highly scalable networks with an integrated routing protocol, tunneling, and
overlays. Ideal for service providers or enterprise networks.

Public Spot CSV import
Public Spot management is now even easier: Hotspot users are easily imported and exported by text
file (CSV).

4.

Detailed list of new features in HILCOS 10.34.5250-Rel

General

WEBconfig: Requests for the unencrypted site on port 80 are automatically redirected to the
secure site (port 443). This behavior is activated automatically after a device reset.
“Boot-Cause” is available as an environment variable.

The RADIUS server supports user-defined RADIUS attributes per RADIUS user.

A search on the CLI is possible via “find” command.

Administrators from the table “Further administrators” do no longer have read- or write
permission within this table.

The readscript option “-0” suppresses the output of passwords within scripts.

The new command “ssldefaults” can be executed from the CLI. After answering a confirmation
promt, the SSL/TLS settings in all submenus of the current configuration are reset to default
values.

,clear® command for deleting the current console display

A target interface can now be specified for the CLI command “li2mdetect (parameter “-i).
The output of the CLI command “show job* now shows the complete CPU load.

The DSCP tag for internal services can now be configured.

Physical Ethernet ports are now enclosed within the Ifx- and If-tables of the SNMP-IF-MIB.
The timeout for UDP connections in the firewall was increased to 120 seconds.

The SMTP client’s internally used SSL/TLS version can now be configured.

Support for TLS 1.3 in WEBconfig

Support for RSA-PSS signing in the SCEP-CA

A loopback- / sender address is now configurable for use in the alive test.

The table “Status / Config / Event log“ has been extended to 256 rows.

Routing & VPN

The configuration logic of the IPv6 WAN interfaces has been changed.

WAN Policy-Based NAT: WAN Policy-Based NAT allows address translation (masking) of
connections based on firewall rules.

OCSP responder/server for online certificate check

Support for LISP (Locator/ID Separation Protocol)

Configurable target port for IKEv2 and switchable encapsulation (UDP, HTTPS)
Adaption of the IKEv1/IPSec default crypto algorithms to current standards
Adaption of the TLS default crypto algorithms to current standards

Adaption of the SCEP default crypto algorithms to current standards

BGP: Support for LISP route redistribution

BGP: The administrative routing distance can be configured per policy.
Redistribution of RIP routes in BGP

A particular sender address can be configured for DNS forwarding.
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Besides the Rollout wizard another four programmable WEBconfig wizards can be uploaded.
The form for Dynamic VPN registration is no longer available

Enhanced support for DHCP option 43 in the DHCPv4 server

Support for DHCP option 82 in the DHCPv4 server

A sender address (loopback address) can be configured via the DHCP relay agent.

The function automatic WAN tag creation has been omitted

Option for automatic WAN tag generation omitted.

The switch for configuring the building of the IPSec SAs is no longer available. IPSec SAs are
now built combined.

Application routing and -control in the IPv4- and IPv6 firewall

Evaluation of DSCP tags in the IPv6 firewall

IKEv2 IPv6 CFG mode addresses can be assigned to clients based on the prefix allocated by
the provider.

Support for address allocation in the DHCPvV6 server

Support for IKEv2 cookie notification

Support for IKEv2 Split DNS

Support for IKEv2 fragmentation

ECDSA support for IKEv2 authentication

Support for 802.11r in WiFi client mode

Support for 802.11k

Support for 802.11v

Support for WPAS

Enhanced Open for improved client security in open Wi-Fis

WLAN Client Management

WLAN Client Management permanently directs Wi-Fi clients to the ideal access point and
frequency band. As a consequence, this feature improves the quality of wireless networks
regardless of their dimension. The popular, but so far separated functions Band Steering and
Client Steering are hereby combined and provided even without operating a WLAN controller.
LEPS-U

LEPS-U (LANCOM Enhanced Passphrase Security - User) gives you the opportunity to
specify an individual Wi-Fi password for an SSID for individual clients or whole groups.

Public Spot user accounts / RADIUS user accounts can be imported and exported via CSV
files.

Public Spot with login after statement of agreement: The point of time for the the day account
limits reset is now configurable.

Active Public Spot sessions are terminated when deleting the user via the “Manage user”
wizard.

The former Public Spot user list has been removed and is no longer supported. Existing
configurations are converted to RADIUS entries automatically.

Support for a dynamic negotiation of the POE power via LLDP instead of class-based

The configuration item “Transfer only unicasts, suppress broad- and multicast” is now
available for BAT-Controller devices.

The controller based automatic radio field optimization now considers DFS channels, too.
The e-mail notification for Wi-Fi events can now be enabled/disabled via button.

The 802.11n Wi-Fi module rate adaption now considers the configured transmission power
limitation when selecting rates.

As an alternative to transmission power limitation the target EIRP (transmission power) is now
configurable for Wi-Fi.

Added a configuration option for reducing the sensitivity for received Wi-Fi packets
Passwords for already existing users are now editable in the Public Spot user management.
If a channel preference is configured in the 5 GHz band, the access point falls back to the
preferred channel after radar detection and the expiration of the respective lock wait.
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5. Comments

Backing up the current configuration

Before upgrading your BAT devices to a new HiLCOS version it is essential to backup the configuration data!

Due to extensive features it is not possible to downgrade to a previous firmware without using the backup
configuration.

If you want to upgrade devices which are only accessible via router connections or Wi-Fi bridges, please keep in
mind to upgrade the remote device first and the local device afterwards.

Please see the HiLCOS reference manual for instructions on how to upgrade the firmware.
We strongly recommend updating productive systems only after internal tests in client environment.

Despite intense internal and external quality assurance procedures possibly not all risks can be eliminated by
Hirschmann Automation and Control GmbH



