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List of Issues HiView

Since Fix ety q
ID Date Description Workaround Correction
Release Release
1 71412017 HiVew display the saved "Software Version" instead of the running “Software Version" for The running software version can be verified via No fix in HiView. The fix
Classic Software < 09.0.13 Web-based interface will be done in the
firmware of the devices
2 02.0.00 9/12/2013 Not able to access menu entries with some Linux versions. Update to the latest Linus version No fix
Ubuntu 64bit in VM kernel 13.04
Debian Sid 64bit kernel 3.9.10
3 01.0.00 03.0.00 3/9/2016 The web based interface of devices with HIOS from release 05.0.04 upwards can't be - Fixed
opened with HiView.
4 01.0.00 03.0.00 3/16/2015 Wrong 'Device Image' in ‘Devices Tab' for RED25 device - Fixed
5 01.0.00 03.0.03 716/2017 The JRE-versions installed with all HiView applications are affected by a sideloading - An update is strongly
vulnerability in the Windows version of Oracle Java. It allows any local user to inject code in recommended
Java processes of other users. The detailed information is available in the CVE 2017-3511
(https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3511)
6 02.0.00 02.0.01 10/9/2013 When Java 6 JRE or older is installed on a Windows System, it is not possible to open a GUI. | Uninstall JRE or use Java 7 HiView 02.0.01 is
With no JRE or the Java 7 JRE on the Windows System, the function works as desired. independent of installed
Java versions.
7 8/10/2016 Parameters set via HiDiscovery v2 protocol are not saved persistently Save parameters via Web based interface No fix in HiView. Fix in
HiOS firmware planned
8 03.0.00 12/20/2016 A terminal window with the message "IOException while connecting /log on to Server" is - This message is
displayed when trying to connect to a device via ssh or telnet. displayed if ssh or telnet
has been disabled on the
device
9 03.1.00 7/22/2013 WLAN interfaces are not listed in the interface list of Discovery Tab - Fixed
10 6/20/2018 The Fingerprint acknowledge dialog for Gecko devices is displayed 2 times. Click 2 times in the Acknowledge dialog. There will be no fix for this
issue. The GECKO and
HiOS devices handle the
fingerprint
acknowledgement
differently. For Gecko
devices, the user has to
"accept” the fingerprint
twice.
11 03.0.00 03.0.04 7/21/2017 Multiple vulnerabilities published by Oracle. See - JRE was updated to Java
http://www.oracle.com/technetwork/security-advisory/cpujul2017-3236622.html for details. 8 Update 141 in release
3.0.04
CVE-2017-10110 CVE-2017-10089 CVE-2017-10086 CVE-2017-10096 CVE-2017-10101
CVE-2017-10087 CVE-2017-10090 CVE-2017-10111 CVE-2017-10107 CVE-2017-10102
CVE-2017-10114 CVE-2017-10074 CVE-2017-10116 CVE-2017-10078 CVE-2017-10067
CVE-2017-10115 CVE-2017-10118 CVE-2017-10176 CVE-2017-10104 CVE-2017-10145
CVE-2017-10125 CVE-2017-10198 CVE-2017-10243 CVE-2017-10121 CVE-2017-10135
CVE-2017-10117 CVE-2017-10053 CVE-2017-10108 CVE-2017-10109 CVE-2017-10105
CVE-2017-10081 CVE-2017-10193
12 03.0.01 03.0.04 8/1/2017 Multiple vulnerabilities published by Oracle. See - JRE was updated to Java
http://www.oracle.com/technetwork/security-advisory/cpujul2017-3236622.html for details. 8 Update 141 in release
03.0.04
CVE-2017-10110 CVE-2017-10089 CVE-2017-10086 CVE-2017-10096 CVE-2017-10101
CVE-2017-10087 CVE-2017-10090 CVE-2017-10111 CVE-2017-10107 CVE-2017-10102
CVE-2017-10114 CVE-2017-10074 CVE-2017-10116 CVE-2017-10078 CVE-2017-10067
CVE-2017-10115 CVE-2017-10118 CVE-2017-10176 CVE-2017-10104 CVE-2017-10145
CVE-2017-10125 CVE-2017-10198 CVE-2017-10243 CVE-2017-10121 CVE-2017-10135
CVE-2017-10117 CVE-2017-10053 CVE-2017-10108 CVE-2017-10109 CVE-2017-10105
CVE-2017-10081 CVE-2017-10193
13 02.0.00 8/8/2013 SSH does not work for devices with a 'Classic Switch Software’ release before 09.0. Use an external SSH application or update switch No fix
software to release 09.0 or higher.
14 03.0.00 03.0.01 12/5/2016 Win10: Ping reachability may be incorrect on PCs with multiple network interfaces - Fixed for Win7
Linux: ICMP is not used for reachability checks. Instead, the echo port (7) of the device is
contacted which may fail if the device does not support this.
15 02.0.00 03.1.00 7/29/2013 BAT devices do not open in a Browser Window Use separate Web Browser BAT-C not supported
16 04.0.00 04.2.00 5/27/2021 Message "TLSv1.3 SSLContext not available" was displayed when attempting to run the - JRE was updated and
Applet Launcher. now supports TLS 1.3
17 04.2.00 04.2.01 4/20/2022 New vulnerabilities found in Java 11.0.14 - Replaced Java 11.0.14
with Java 11.0.15
18 01.0.00 04.2.00 11/15/2021 JavaFX vulnerability CVE-2021-3517 might affect HiView versions 03.2.02 and older No workarounds for user available Fixed in version 04.2.00
19 01.0.00 04.2.01 6/21/2022 In networks with many devices HiView gets unresponsive when receiving many HiDiscovery - Information was added to
V2 responses. the release notes.
20 03.2.00 04.2.01 6/21/2022 Password phishing/exfiltration possible during Initial Password Change. Perform only in a trusted network. Dialog for accepting the
fingerprint of the device's
Web certificate was
added.
21 04.2.00 04.2.01 6/21/2022 Risk of malicious Java code execution involved when accepting a certificate without trusted Verify by comparing with a fingerprint from a Dialog was added for the
validation. trusted environment. user to accept the risk.
22 04.2.01 04.2.02 7/20/2022 New vulnerabilities found in Java 11.0.15 - Replaced Java 11.0.15
with Java 11.0.16
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