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Release Notes Versions 

Rev Date Owner Author Description 

Rev 1 March 2021 Moshe Alvoer Jodie Quinn Initial Version 
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1 New Features and Enhancements 

Version 4.2.4 of Tripwire Industrial Visibility is a maintenance release that 

improves on the quality of the previous release and includes several Critical and 

High priority bug fixes. It does not contain new features. 

For details, see Bug Fixes on page 8. 

 



  Released Components 

 

  

 

Tripwire Tripwire Industrial Visibility Release Notes Confidential & Proprietary 
April 2021 Version 4.2.4  
  Page 5 of 12 
   
 

2 Released Components 

Table 1: Released Components  

Component Version Internal Build # Comments 

Enterprise Management Console 4.2.4 4.2.4.26423  

Tripwire Industrial Visibility 
Server 

4.2.4 4.2.4.26423  

Claroty OS 1.3.3 25287  
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3 Changes in System Requirements 

There are no changes in the system requirements in this version. 
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4 Who Should Install This Version? 

Tripwire recommends that all customers upgrade to this version. 

4.1 Installation and Upgrade Notes 

No changes. 
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5 Bug Fixes 

Table 2: Bug Fixes  

Item ID Related 
Case ID 

Area Description Fixed in 
version 

1.  RNEW-14778  Integrations Error when exporting data to the Check Point 
integration 

4.2.4 

2.  RNEW-15202  Integrations When disabling the Check Point integration and 
then re-enabling it, the Update button must be 
clicked twice before the data flow begins. 

4.2.4 

3.  RNEW-15011  Integrations Sent asset amount gap between TIV and Check 
Point. 

4.2.4 

4.  RNEW-15008  Integrations Data exported to Check Point does not contain 
Zone tags. 

4.2.4 

5.  RNEW-15235 SF 9677 Infrastructure Site is bridge looping in some cases. 4.2.4 

6.  RNEW-15176 SF 9546 Performance Preprocessor might get overloaded due to 
baselines being iterated with each subsequent 
packet. 

4.2.4 

7.  RNEW-15238 SF 9657 Infrastructure Sync malfunction between EMC and Site. 4.2.4 

8.  RNEW-13651   To improve the usability, integrity, and 
reliability of the Dashboard and the Overviews, 

28 bugs were fixed. 

4.2.3 

9.  RNEW-13662  Widgets Visibility Overview - Data in Asset Breakdown 
widget does not update when switching 
between sites. 

4.2.3 

10.  RNEW-13691  Threat 
Detection 

Threat Detection Overview - Shows events that 
are not alerts. 

4.2.3 

11.  RNEW-13670 SF 8957 Dashboard Graph navigation issue - Clicking graphs in 
Dashboard and Overviews leads to wrong 

results. 

4.2.3 

12.  RNEW-14528  Visibility Settings > Log Configuration > Email 
Notifications - Alert emails are not sent 

consistently. 

4.2.3 

13.  RNEW-13742  Alerts Threat Detection > Alerts > Alert View - Asset 
Information Change alerts cause errors on page 
open 

4.2.3 

14.  RNEW-15063  Alerts Settings > Alerts > Alert Severity - The slider 
does not move. (The score value does change). 

4.2.3 

15.  RNEW-15023 SF 9355 (1/2) Logging and 
Debugging 

Net sniffer produces .error files, filling up HDD 4.2.3 

16.  RNEW-15023 SF 9355 (2/2) Logging and 
Debugging 

Net sniffer logs fill up with websocket errors 4.2.3 

17.  RNEW-15022 SF 9357 Infrastructure DB Integrity error causing bridge loops on EMC 4.2.3 

18.  RNEW-15020 SF 9304 Stability Looping Preprocessors after upgrade 4.2.3 

19.  RNEW-14988 SF 9305 Alerts Cannot merge assets in Conflict Asset Alert. UI 

controller is unclickable. 
4.2.3 

20.  RNEW-14644  Active 

Discovery 

History log files that have been automatically 
deleted by the system still have the Log icon 
enabled. Clicking this icon causes an error.  

4.2.3 
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Item ID Related 
Case ID 

Area Description Fixed in 
version 

21.  RNEW-13851  Active 

Discovery 

In History, the side panel that appears when 
clicking a completed Get Info task should 
display different info than the one for the 
Discover Disconnected task. 

4.2.3 

22.  RNEW-13229 SF 7570 Policies Duplicated rules on Zone Rules page. 4.2.3 

23.  RNEW-15074  Settings and 

Configurations 

Settings > Data Sources > Interface 
Configuration – Changes not saved after 
enabling sniffer. 

4.2.3 

24.  RNEW-15036 SF 9098 UX The Network Analytics widget - which appears 
in the Dashboard, Visibility Overview, and 
Detailed Asset page - does not display.  

4.2.3 

25.  RES-1020 SF 9009 Active 
Discovery 

Not able to extract serial number of Cisco 
device 

4.2.3 

26.  RES-734 SF 8002 Sensor Nested assets that use the ROC Plus protocol 
are marked as Ghosts. 

4.2.3 

27.  RES-211 SF 5917 Visibility Configuration files are not displaying in Asset 
Details page > Device Information tab > 

Configuration table. 

4.2.3 

28.  RNEW-14025 SF 8491 Alerts Missing source asset of Host Scan Alert 4.2.3 

29.  RNEW-14983 SF 9288 Syslog After version upgrade, Syslog alert notification 
still contains old URL. 

4.2.3 

30.  RES-666 SF 8176 Alerts Large PCAPs caused alerts not to trigger 
properly. 

4.2.3 

31.  RES-736 SF 7836 Alerts Improve the WannaCry signature 4.2.3 

32.  RES-618 SF 7569 Subnets Subnets shown as Internal when the subnets 
contain public IPs 

4.2.3 

33.  RNEW-15099 SF 7574 Active 
Discovery 

No answer on Active API requests -  
"active_queries_names" and 

"active_tasks_names" 

4.2.3 

34.  RNEW-14985  Alerts Alert retention does not function properly. 4.2.3 

35.  RNEW-13797  UX Date Display - Dashboard displays date in US 
format (MM/DD/YYYY); rest of product displays 
in EUR format (DD/MM/YYYY) 

4.2.2 

36.  RNEW-14357  Active 
Discovery 

Active Queries – Queries that run other queries 
fail, due to timeout mechanism 

4.2.2 

37.  RNEW-13797  UX Date Display - Dashboard displays date in US 
format (MM/DD/YYYY); rest of product displays 

in EUR format (DD/MM/YYYY) 

4.2.2 

38.  RNEW-14422  UX/UI In the EMC, Threat Detection > Events – If the 
Site column is empty, clicking it causes the 
entire page to display blank. 

4.2.2 

39.  RNEW-14396 SF 8666 Work from Site Random client disconnections 4.2.2 

40.  RNEW-14382  UI Scrolling in a table is slow when there is a lot 
of data. 

4.2.2 

41.  RNEW-14313 SF 8673 Reports Settings > Management > Subnets – In the 
downloaded .csv file, the Assets column is not 

included. 

4.2.2 
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Item ID Related 
Case ID 

Area Description Fixed in 
version 

42.  RNEW-14290 SF 8677 Reports In the EMC, Settings > Management > Subnets – 
The downloaded .csv file is not filtered 
according to applied filter. 

4.2.2 

43.  RNEW-13452  Active 

Discovery 

Settings > Data Sources > Active Detection - 
When editing a repeating Task or reviewing its 
History, the unit in the "Run Every" field is 

"Undefineds" 

4.2.2 

44.  
RNEW-13451 

 
 Active 

Discovery 

Settings > Data Sources > Active Detection - 
Errors might occur when clicking the Queries 
tab. 

4.2.2 

45.  RNEW-14289  Process Values Investigation > Process Values –Tags using the 
GOOSE protocol do not reliably display detailed 

tracking information. 

4.2.2 

46.  RNEW-14352  Active 
Discovery 

Settings > Data Sources > Active Detection – 
Edits to non-recurring Tasks are not saved. 

4.2.2 

47.  RNEW-13852  Active 
Discovery 

Settings > Data Sources > Active Detection > 
Smart Discovery – Two “Save & Exit” buttons. 

4.2.2 

48.  RNEW-14522 SF 8934 UI Visibility > Assets – Only 10 Preset filters are 
displayed even if there are more. 

4.2.2 

49.  RNEW-14020 SF 7773 Insights Insights previously marked as Completed do not 
display. 

4.2.2 

50.  RNEW-13394  Activities Settings > Activity Log - The Activity Log does 
not display the Username of the user who 

added or changed a Custom Attribute. 

4.2.2 

51.  RNEW-7940  Visibility Visibility > Assets – A “Permission denied” error 
message is displayed instead of an “Already 
deleted” message if, because of slow system 
performance, you attempt to re-delete an asset 
that you just deleted.  

4.2.2 

52.  RNEW-14261 SF 8383 Data 
Enrichment 

“Mimikatz” Yara signature is re-enabled despite 
being disabled before a bundle update. 

4.2.2 

53.  RNEW-14250  Active 
Discovery 

Active task scheduler - Wrong day translation 
to UTC. When translating the time to UTC, if 
the day should shift due to time zone 
translation, it won’t shift. This means that 
tasks may run on the day before/after the 

configured day. 

4.2.2 

54.  RNEW-14119 SF 8445 Integrations Not all assets updated during Cisco ISE 

integration. 
4.2.2 

55.  RNEW-13981 SF 8323 Reports Asset Report download times out at 90,000 

assets.  
4.2.2 

56.  RNEW-13919  User 

Management 

When editing details of existing user, the Name 
does not appear in the Username field of the 
Edit User dialog. 

4.2.2 

57.  RNEW-12363 SF 6874 Subnets Subnet tags not displayed correctly and cannot 
be edited when viewed from EMC. 

4.2.2 

58.  RNEW-11028  Dashboard In the System Health Dashboard, the Traffic 
Sources Status widget stalls when clicking a 
time frame button. 

4.2.2 

59.  RNEW-13920 SF 8276 Baselines Baselines are not accurately reflected in the 
Network Communication graph for the MMS 

protocol. 

4.2.2 
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Item ID Related 
Case ID 

Area Description Fixed in 
version 

60.  RNEW-13420 SF 7860 Asset 

Management 

TIV did not log information about assets that 

failed TCP handshake. 
4.2.2 

61.  RNEW-11011  Dashboard Alerts colors should be: Critical – Dark red, High 
– Red, Medium – Orange, Low – Gray. 

4.2.2 

62.  RNEW-13570 SF 8957 Dashboard More than 80 Dashboard widget integrity and 
filtering bugs were fixed. 

4.2.2 

63.  RES-969  App DB Missing assets in parsed project. 4.2.2 

64.  RNEW-14674  Reports Risk Assessment Report displays UI Activity Bar 

and Logged-in User menu. 
4.2.2 

65.  RNEW-14493 SF 8844 System 

Management 
Upgrade to v4.2.1 showed critical errors 4.2.2 

66.  RNEW-14274  Protocols After enabling the Protocol List for a site from 
Settings > Data Sources > Interface 
Configuration > Advanced Settings, the list is 
not viewable for the site from the EMC. 

4.2.2 

67.  RNEW-14413 SF 8302 Active 
Directory, 

Performance 

If one LDAP server is disconnected, other LDAP 
servers become disconnected as well. 

4.2.2 

68.  RNEW-14372  Integrations, 
Work from 
EMC 

SRA-TIV Integration - Cannot see alert details 
from the site, only from the EMC view of the 
site. 

4.2.2 

69.  INT-1921 SF 8623 Logging and 
Debugging 

Logrotate does not work properly. 4.2.2 

70.  RES-922  Protocols Issues with the Beckhoff AMS protocol. 4.2.2 

71.  RNEW-13286 SF 7661 Alerts New Asset alert occurs repeatedly for a deleted 

asset because of scans. 
4.2.2 

72.  RES-923  Active 
Discovery 

Running a CIP Query on a Windows engineering 
station with RSLinx returns Rockwell as the 

Vendor instead of Windows. 

4.2.2 

73.  RNEW-14704  UI Settings > Data Sources > Play PCAPS - PCAP file 

does not stop playing. 
4.2.2 

74.  RES-969  AppDB Many assets missing in parsed projects for 

specific customers. 
4.2.2 

75.  RES-926 SF 8351 AppDB Windows Server 2019 missing from possible 

Windows versions. 
4.2.2 
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6 Known Issues 

Table 3: Known Issues  

Issue ID Area Description 

1.  RNEW-14427 Integrations Settings > Integrations > Third Party > Check Point – The EMC does not 
properly send updates to Check Point. 

2.  RNEW-14326 Reports Unable to export 96K activities to CSV from the EMC.  

3.  RNEW-14164 System Management Upgrade from 4.1.X to 4.2.X - Unexpected entities error - clean training 
rollback 

4.  RNEW-14437 Alerts Alerts missing Primary Assets due to asset information type conflicts. 

5.  RNEW-14431 Alerts Under a specific set of circumstances, Alerts and Events are not displayed. 

6.  RNEW-14504 Integrations Settings > Integrations > Secure Remote Access – Drop-down lists do not 

display properly. 

7.  RNEW-14322 Reports Settings > Management > Subnets - Exporting the Subnets report via EMC 

shows site_id instead of site name. 

8.  RNEW-12957 UX Cannot choose another Preset if a different Preset is already applied. 

9.  RNEW-14791 UI CQL – UI needs a valid example for BETWEEN operator. 

10.  RNEW-14571 Subnets Settings > Management > Subnets- Two error messages appear after clicking 
Reclassify Subnets. 

11.  RNEW-14451 UX Settings > Data Sources > Interface Configuration – Non-user-friendly text 
when trying to insert data without a license. 

12.  RNEW-14322 Tables Risk & Vulnerabilities > Insights – The Search Any Row Value inside of an 
asset does not work. 

 




