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1.1

1.2

1.3

About this Document

About this Document

Tripwire Industrial Visibility (TTV) provides broad visibility across multi-vendor
Operational Technology (OT) environments. It uncovers network configuration
issues and threats to critical control systems.

Purpose

This User Guide provides instructions for operating Tripwire Industrial Visibility,
version 4.2.4.

Audience

The intended audience is Tripwire customers (IT and OT professionals): users,
representatives, and partners.

Note Functionality for Administrators is marked as Only Admins in the section
heading.

Related Documents

Table 1 Related Documents

TIV Quick Installation Guide
TIV Installation Guide

TIV ClarotyOS Guide

TIV Reference Guide

TIV Web API User Guide
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2 Introducing TIV

TIV provides agentless security for OT networks providing real-time visibility
over assets and systems. It alerts users of known or unknown security incidents.

2.1 Key Benefits

Customers can quickly detect industrial operations risk, enhance cyber resiliency,
and minimize unplanned downtime. TIV prevents damage to physical processes,

industrial equipment, injury or death. It reduces management costs because it can
be quickly deployed and scaled across multiple sites.

TIV has built-in integration with:
®  SIEM systems

®  Log management systems

®  Asset management systems
®  Ticketing systems.

The integration of TIV with existing security tools provides Security Operations
Center (5OC) teams with real-time alerts and threat hunting capabilities. Its
visibility features improve network segmentation. Security Operators monitor the
industrial network and can identify network vulnerabilities. This saves time and
improves cyber resiliency.

2.1.1 Visibility with Active and Passive Methods

With both active and passive methods, TIV offers visibility of assets within
minutes. It actively monitors the entire network and it passively reads network
communications without interfering with operations or industrial processes. TIV
displays the assets and asset architecture on the web interface dashboard.

In the active mode, TIV uses active querying for asset information. TIV scans and
performs queries of the assets. TIV’s Active solution is detailed in the TIV
Reference Guide.

When passively sniffing the network, mapping it, and gathering information, TIV
identifies and exposes security threats. TIV uses network behaviors (a “baseline”)
by examining network communication through a Switched Port Analyzer (SPAN)
port. It separates valid communication from security threats.

With Deep Packet Inspection (DPI), TIV identifies:
m  The specific assets on the network
m  The lines of asset communication
®  Communication timing
Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire
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®  Protocols between assets

®m  The types of commands and registers used
m  The values of valid responses.

Baselines may be changed if required.

TIV closely inspects every network communication and collects all events to
identify a possible threat. All related events go into a single alert that notifies of a
possible threat to the process, such as an operational anomaly or a security attack.
One alert per threat rather than one alert per event avoids alert-overload.

You can then
®  assign
m  address

B handle the alert.

2.1.2 Root Cause Analytics and ML Algorithm
Root cause analytics (RCA) examines each alert based on:
®m  TIV’s machine learning (ML) algorithms
®  Indicators
m  User preferences.
RCA reduces noise and presents the user with relevant data as alerts.
The ML algorithm distinguishes legitimate minor events from alerts that are a risk
to the environment. Every change is logged in the system and classified as an
event, but only the highest alerts are shown to the end-user. These alerts are
enriched by Claroty’s Threat Intelligence (CTT). Risk-based indicators and a
proprietary scoring index prioritize these ML-generated alerts within an end-
user’s queue. Alerting sensitivity is customizable to assist different organizations’
risk acceptance criteria.
2.2 Architecture
TIV’s scalable architecture supports a variety of hierarchies and use cases:
Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire
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Rev 1



Introducing TIV

Secunty Operations Center |50

[yorves

Level &

Corpoante Netwaws

Levai 35
AT DN Lo

Lavei 3 [R—

Operatsorn

Leved 2

Frone Mt h

Levet 1

Compind Wetwork

Level 0 &7 o (00

Fald Dewices L0

Fieid Lacaton

Figure 1 TIV Architecture

TIV can be configured as a simple standalone server or in a distributed model
where lower components are connected to an Enterprise Management Console
(EMCQ). It can accommodate widely geographically dispersed environments with a
sizeable number of assets across multiple remote sites. It can also be configured to
support installations in extreme environments across isolated sites that have low
network bandwidth or satellite connectivity.

The TIV solution is made of several components as shown in Figure 1. A TIV
Server is located at each site and performs sniffing and DPI. The TIV Server is
connected through a span port to sniff the network. Additionally, for isolated
network segments, one or more TIV Sensors may be used to collect and process
network traffic and send it to the TIV Server for incorporation into its database.
Information from all TIV Servers are sent to the Enterprise Management Console.
The EMC gathers all the relevant information and displays the security posture of
all sites.

2.3 Scalability

TIV is designed with scalable architecture to support deployments in
environments across multiple remote sites — often in extreme environmental
conditions.

TIV can be configured with

®  sensors withlimited computing power

®  asmallerphysical footprint

®m  virtual environments

®m  specific scenarios requiring communication over low bandwidth networks.

TIV supports deployments in refineries, power generation, electric
transmission grids, oil and gas pipelines, manufacturing, etc. Thisunique

Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire
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architecture can be deployed atlarge, distributed installations, monitoring
thousands of devices.

2.4 TIV Server

The TIV Server, also called the TIV Site, is a physical or virtual server that
provides real-time cybersecurity and visibility of industrial control networks
within distributed network environments and architectures. It exists at each
location and is the only mandatory component. Other components are required
depending on the use case and type of implementation.

2.4.1 DPI Processing

The TIV Server performs the DPI processing as shown below:

Processing Correlation Visualization

Figure 2  Processes in the TIV Server
The TIV Server performs:

®  Sniffing

m  Dissection

®  Processing

m  Correlation

®m  Visualization.

TIV collects all the data in the network and builds the asset inventory. Based on
what the system learned, it creates security and integrity alerts like policy
deviation.

It creates a risk assessment report with all the risks and analysis of the network,
including;:

m  Unsecure protocols
®m  Unpatched vulnerabilities
m  Open alerts

B Protocols distribution.
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2.4.2 Distributed Configuration

Alternatively, it is possible to split the work done by TIV Server into distributed
components (including TIV Sensor, TIV Sensor Light — see section 14), each
located in different areas but all communicating to a TIV Server. The TIV server
performs correlation and visualization functions.

The distributed configuration is useful for assets not accessible to a TIV Server or
to balance the load on a single TIV Server.

2.5 Enterprise Management Console (EMC)

The Enterprise Management Console (EMC) is TIV’s central appliance, usually
located at the Security Operations Center (SOC) or in the corporate site. It displays
information collected from all TIV sites on its web interface.

It displays the:

®  network diagram
m  statistics

m  alerts for each site.

The EMC interface provides a global dashboard that consolidates data from
multiple sites, showing their:

m  Assets

B Activities

m Alerts

®m  Access requests.

The EMC also manages the TIV Servers, like upgrading the TIV application on the
TIV Servers and if present, their attached TIV Sensors.

The EMC is versatile and integrates with
m  SIEM solutions

m  firewalls

®m  Active Directory

B SMTP servers.

2.6 TIV Sensor

A TIV Sensor component performs sniffing, dissection, and part of the processing.
When working in operational mode, the TIV Sensor will only send the anomalies
it identified and some metadata to the TIV Server, lowering the bandwidth
required to the TIV Server.
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Introducing TIV

The TIV Sensor operates as a remote extension of the TIV Server. It is used in sites
with limited physical connectivity or across multiple remote sites with limited
out-of-band aggregation.

= =G 3

' CTD Sensor

- G
CTD Server
‘\__ -//n

\
\

Figure 3 Processes in the TIV Sensor

2.7 TIV Sensor Light
The TIV Sensor Light performs only sniffing and initial compression (typically
50% compression) of the sniffed packets. It does not create alerts or build the asset
inventory. It sends the sniffed information to the TIV Server for dissection and
processing. TIV Sensor Light is designed primarily for use cases in which a
minimal hardware footprint is required.
" CTD Sensor Light \
1S / CTD Server
Figure 4 Processes in the TIV Sensor Light
Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire
April 2021 Version 4.2.4 Page 15 of 299

Rev 1



TIV Interface

3 TIV Interface
TIV provides

®  extreme visibility
®  continuous threat and vulnerability monitoring
m  deep insights into ICS networks.

It was designed to ensure safe, secure, and reliable operations in large, complex
industrial networks — ensuring zero impact to the operational processes and
improved cyber resiliency.

TIV:

®m  extractsprecisedetails about each asset on the industrial network
m  profiles all communications and protocols

m  generates a behavioral baseline of legitimate traffic.

It alerts you to

= network changes

m  vulnerabilities

®  threats.

The alerts the system generates provides the context you need to investigate and
respond quickly.

3.1 Login

Login to TIV with your username and password provided by your Administrator,
and click Login:

Username

Password

Figure 5 TIV Login screen
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TIV Interface

¢  The Dashboard appears:

78% "

e o 22%

Figure 6 EMC Dashboard

3.2 Navigating the Interface

TIV is based on a hierarchical navigation system that supports finding and
navigating to specific information or configurations down to a desired page.
Instead of needing to recall the exact hierarchy of a page in the system, you can
simply search for it.

This is especially helpful if your role and responsibilities require you to use
different parts of TIV at different times.

This navigation system, from which all TIV pages can be accessed, includes:

® A hierarchical menu, structured according to the core TIV focus areas: Threat
Detection, Risk and Vulnerability, Investigation, Visibility, and System
Settings

®  Quick page search and navigation
®m A Navigation Path for clear indication of your location

m  The option to show or hide the menu to save screen space for the main
content
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TIV Interface

3.2.1 Main TIV Menu

Click the three-line menu icon H on the top left corner of the interface to hide the
Main Menu for the TIV Platform. Click again to show it.

Enterprise Overview
Dashboard

Visibality

Risk & ulnerabilibies
Threat Detection
Investigaton

Reports

o

Figure 7: Main Menu

Enterprise Overview — A high level overview for all multiple site
deployments. Relevant only for Admins. Available on the EMC only. See
section 3.3.

Dashboard — Provides an overview of the network with dynamic graphs
and metrics; see section 4.1.

Visibility — Gives comprehensive visibility of assets and their exposures.

Risk & Vulnerabilities —Identifies which aspects of the network can be
fortified to achieve a more robust network architecture and enhance
protection of the system.

Threat Detection — Used to identify threats early in their process.
Relying on its in-depth knowledge of protocols, configuration, and
communication flows, the system identifies known threat attacks and
zero-day attacks as well as ones with sophisticated OT payloads.

Investigation —Used to investigate alerts or events in the network. Gives
deeper visibility and tools for understanding the network and its
behavior.

Reports — Generates the summarized and configurable Risk Assessment

report; see section 9.6.

o (Settings) — Primarily used for Admins to set up and customize TIV
features as needed; see chapters 10 through 16.

3.2.2 Search in Menu

The search window in the top left corner of the screen makes navigating TIV easy.
Type the name of any TIV page, or part of it, and as you type, any matched results
are highlighted and clickable as shown below.
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TIV Interface

MY I

Figure 8: Searching in the menu
3.2.2.1 Search Keyboard Shortcut

You can open the search window from anywhere in TIV by typing Shift + F.

3.2.3 Activity Bar

After you log in, the Activity Bar appears at the top of your screen:

The Activity Bar consists of the following parts:

1. Hide/Show Main Menu — Click to hide or show the Main Menu and search
window.

2. Site Selector — For sites connected to an EMC, enables you to view and
perform TIV functions on an individual site on all sites collectively.

3. Navigation Path — Indicates where in the TIV navigational hierarchy you are.
Underlined items in the path indicate a table.
(In the example, you are currently viewing the details of Event #155. Clicking
Events in the path brings you one level up to the entire Events list).

4. System Mode — When the system is in Training Mode, the Training Mode
indicator displays.

5. Logged-in User Menu — Opens a menu for viewing and performing
functions related to the logged in user.

3.2.3.1 Site Selector
This drop-down menu and search are only available when connected with an
EMC:
Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire
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Figure 9 Site Navigation Dropdown

Depending on your configuration, expand the site selector dropdown to select:

®m  The EMC showing data for all sites in one display

®  Individual sites

For organizations with many sites, use the Site Name search to find a specific site.

See section 4.2 for details about the EMC and the TIV Site.

3.2.3.2 Logged-in User Menu

Clicking on your Username opens this dropdown, displaying the details of your
login history including:
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Admin

4.2.0-22484

04/10/2020 12:46

04/10/2020 12:55

API Explorer

Change Timezone

Change Password

Sign Out

Figure 10 Login, Time Zone, Password & Sign-Out Controls
=TIV Version — Currently-installed version of TIV

m  Last Login - Displays your last login date and time

m  Failed Logins - The number of failed logins

m  Last Failed Login - The date and time of the last failed login

m  API Explorer (Admin user only) — Click on API Explorer and it will bring
you to the API documentation.

®m  Change Time Zone — For managing sites in a time zone different from where
you are physically located. This setting affects only the time zone you see on
your browser. Each user can set a different time zone, while the browser time
zone is the Default:
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CHANGE TIMEZONE

TIME ZONE
Hebron - Asia (UTC+02:00)

CURRENT TIME

Tunsday, fan 21, 2020, 1019

CHANGETO

ACT - Austrakia +11:00 v

Ho_Chi_Minh - Asla +07:00

Hobart - Australia +11:00

' ‘ Cancel E Save

Hong_Kong - Asia +08:00

Hangkong +038:00

Honobulu - Pacific -10:00

Figure 11 Change Time Zone dialog

6. Change Password - Reset your password. The Change Password popup
opens, and you need to provide your correct current password and your new
password:

CURRENT PASSWORD

Current password

This feld is requiesd

NEW PASSWORD REPEAT NEW PASSWORD
New password Repeat password
This fiedd is required This fleid Is requirad,
Cancel

Figure 12 Change Password dialog

7. Sign Out - Click to exit your session.

3.3 Browser Back Navigation

You can use the browser’s back button to navigate to the previous page.

Note Internal page changes are not considered for back navigation.
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3.4 Enterprise Overview

The EMC Enterprise Overview offers a quick overview of all sites in the
enterprise. You can observe all the sites in the network and access any specific site
down to the level of individual assets (provided you have at least ‘Read” System
Permissions).

The Enterprise Overview provides visibility into your sites, including site status,
installed version, IP address, number of assets, and alerts. The top bar of the All
Sites page provides the statistics aggregated from all the connected sites.

Croovpsae Dverwem

lesttnad 503

1081902 Ste-2 1097104 STe-3 1091103

Figure 13 Enterprise Overview: Example

site-1 10.91.46.167
o 2]

v &.2.0.22&8&0 e CONNECTED

Process Security
Integrity o Z] Assets o u Events

Figure 14 Enterprise Overview - Information per site
Each window displays the following data for its site:
1. Site name
2. The TIV Mode (Training or Operational)
3. Site address
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TIV version number

Connection status

Number of Process Integrity alerts

4
5
6. A map of the site’s geographic location
7
8.  The total number of assets

9

Number of Security Event alerts

Click any information in the window to view more details.
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4.1

Dashboards

Dashboards

Site Dashboard

The TIV Dashboard provides an at-a-glance assessment of key information for an
individual site. (When selecting a specific site from the EMC, the Dashboard
displayed is the same as when viewed from the TIV Site directly.)

After logging into the system, the Dashboard appears:

i o 23%

Figure 15 TIV Dashboard

Proprietary & Confidential

April 2021

The Dashboard consists of three panels, grouped by the core functions of TIV —
Threat Detection, Risk & Vulnerabilities, and Visibility. They emphasize real time
characteristics for a standalone site for the last day, week, month, or year,
displaying predefined widgets per topic.

Clicking an Overview link opens a page with key information about the core
function. Clicking the data in a widget enables you to drill down to deeper levels
of detail.

m  Threat Detection — Focuses on potential threats to the system, displaying:

¢ Alert Status - A color-coded bar graph of Alert Stories and Alerts with a
count of each alert severity level.
Clicking the graph opens the Alerts page filtered for the alert count and

severity in the graph.
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4.2

L

Dashboards

Top Alerted Zones - A list of the top Zones with alerts.
Clicking a zone opens the Zone View page with details about the
selected zone.

Risk & Vulnerabilities — Highlights the key risks and vulnerabilities,

displaying:

L

Hygiene Score - The current cumulative risk level posed to the system.
This score comprises the critical security insights, CVEs, and anomalies
that were detected, as well as how many critical assets were identified. A
low score indicates that the system is highly vulnerable to attacks.

e The Hygiene Score also includes an upward or downward trend
over the selected timeframe. See section 4.3 for details.

e To improve the Hygiene Score, see section 6.3.1.

Top Insights - Derived from your entire security posture and producing
a holistic picture and risk assessment, this window displays the top,
critical-level Insights.

Clicking an Insight opens the Insights page giving you the ability to drill
down further to the information contained in the Insight.

Visibility— Provides a high-level view of assets and network activity

L

Discovered Assets — Displays the total number of IT vs. OT vs. IoT
assets, as well as the number of external assets, ghost assets, and out of
scope assets.

Clicking a number opens the Assets page filtered by the information
clicked in the Dashboard.

Network Analytics — Shows superimposed graphs of the Top 8 protocols
in use, charting their throughput over the selected time frame, broken
down and color-coded per protocol. All protocols in use are shown in a
stacked popup.

Clicking an end point in the graph opens the Zone Rules page filtered by
the selected protocol.

The Dashboard is also accessible in the Main Menu by clicking Dashboard. For
the EMC dashboard, see section 4.2.

EMC Dashboard

The EMC Dashboard aggregates key information from all the sites across the
enterprise and displays it in the same manner as for an individual site, with two
exceptions:

Instead of the Network Analytics graph in the Site Dashboard, the EMC
Dashboard contains a Number of Assets graph that displays the total
number of assets discovered for each site in the enterprise.
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Clicking a site opens its Assets page.

Number of assets

2000

1000

Figure 16 Number of Assets - EMC Dashboard

The Hygiene Score is calculated according to all sites in the enterprise and the

|
trend is broken down per site. See section 4.3 for details.
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Figure 17 Multiple Site Configuration - EMC Dashboard

4.3 Hygiene Score Trend
The hygiene score trend shows, in percentage, changes based on the timeframe

selected in the timeframe selector:

Tripwire
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Last Day MEERVEAS Last Month LastYear @

Figure 18 Dashboard Timeframe Selector

The following colors show in the trend:

Green - change was good, and the hygiene score improved.

HYGIENE SCORE

40 5|° 60
0 .\ g
N 7,
R Z
20 S ? 80
= 89% =
10 — = %
= £ 4
0 100
TRENDS

Figure 19: Hygiene Score - Site View

Hyglene score

82%

TRENDS

SITES SCORE

sited -

site-3

Figure 20: Hygiene Score - EMC View
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Red - the network became riskier and the hygiene score decreased.
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5.1

5.2

Visibility

Visibility

Overview

The Visibility Overview displays TIV’s comprehensive visibility of assets and
exposures. It allows users to create customized widgets as needed, presenting
extreme visibility into your network. TIV manages the assets by monitoring traffic
and collecting data passively, actively, and via the App DB. The Visibility tools
reveal the entire OT, IT, and IoT inventories in the environment, throughout all
layers of the network. They enable deep visibility into the ICS assets, including
down to the card/rack slot data where applicable.

The Visibility widgets present the network topology showing the assets and the
network analytics. Network-based diagrams show the communication patterns
and dataflows. They are according to the Purdue model format, both line and
plant level, depending on the deployment architecture. Users can use them to
identify all the details of the individual components, as well as their operating
systems, firmware, device classifications, and more. Potential misconfiguration
issues are flagged quickly. By automatically clustering assets and baselines into
virtual zones, users have the advantage of managing them more effectively.

Visibility Overview
To access the Visibility Overview, click Visibility > Overview in the Main Menu.

The Visibility Overview appears as follows for a standalone TIV Server (see
section 5.3 for the EMC Overview):
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1.

Visibility

Use the Time Frame Selector to display information based on the time period
of your preference (day/week/month/year/date range). All widgets described
below represent the results per the selected duration.

Site Visibility Widgets

2. Visibility Info Bar — Displays the total assets, zones, IT/OT/IoT assets, new
assets and inactive assets.

3. Discovered Assets — Displays the breakdown of prominent assets discovered,
subdivided into asset types: OT, IT, External, Broadcast/Multicast, Ghosts,
etc.

4. IT vs OT Policies — This widget presents bar graphs of IT vs. OT policies.

5. Asset Breakdown: Types — Pie chart showing each asset breakdown per asset
Type.

6. OT Assets Distribution — The breakdown of the OT assets per type (e.g. PLC,
HMI, Engineering Station).

7. IT Assets Distribution — The breakdown of the IT assets per type (e.g.
Endpoint, Printer, Networking).

8. IoT Assets Distribution — The breakdown of the IoT assets per type (e.g.
Camera, VOIP Phone).

9. DNS Queries Over Time — A time graph of the number of DNS queries that
have occurred.

10. Most Frequent DNS Queries— Provides a listing of the most frequent DNS
Queries and how often each has occurred.

11. Most Common Domain Names by Assets— Provides a listing of the most
frequent DNS Queries and how often each has occurred.

12. Network Analytics — Graph of bandwidth breakdown per most prevalent
protocols.

13. Summary - A count of OT Assets, OT Operations, and Write and Execute
type OT Operations.

14. OT Operations by type — Breaks down the number of alerts for each type of
OT operation.

15. Latest OT Operation — Lists the top 10 most recent OT asset alerts.

16. Top Assets by Process Value Requests — Lists the top 10 assets with the
highest Read/Publish or Write counts.

Note: These Visibility breakdown widgets are not affected by the timeframe.
Clicking on any portion of the pie chart leads you to the corresponding
filtered Asset Page.
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5.3 EMC Visibility Overview

To access the EMC Visibility Overview, with EMC selected, click Visibility >
Overview in the Main Menu.

The EMC Visibility Overview appears as follows:
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EMC Visibility Widgets

1.

Visibility Info Bar — Displays the total assets, IT/OT/IoT assets, new assets
and inactive assets across all sites.

2. Discovered Assets — Displays the breakdown of prominent assets discovered,
subdivided into asset types: OT, IT, External, Broadcast/Multicast, Ghosts,
etc. across all sites.

3.  Number of Assets — Shows the total number of assets per site.

4. Sites with the Largest Amount of Assets — Displays up to 10 sites with the
largest amount of assets, subdivided into asset types: OT, IT, External,
Broadcast/Multicast, Ghosts, etc. The vertical bar graphs are per site. A color
legend is displayed for distinguishing the most prominent types of assets in
each site.

5. IT vs OT Policies — Shows horizontal bar graphs of IT vs. OT policies per
site.

6. Asset Breakdown: Types — Pie chart showing each asset breakdown per asset
Type per site. Use the < > arrows to navigate to the < Previous or Next >
sites.

7. Asset Breakdown: Zones — Pie chart showing each asset breakdown per asset
Zone per site. Use the arrows to navigate to the other sites.

8. Asset Breakdown: Subnets — Pie chart showing each asset breakdown per
asset Subnet per site. Use the arrows to navigate to the other sites.

Note These Visibility breakdown widgets are not affected by the timeframe.
Clicking on any portion of the pie chart leads you to the corresponding
filtered Asset Page.

9. OT Assets Distribution — The breakdown of the OT assets per type (e.g. PLC,
HMI, Engineering Station).

10. IT Assets Distribution — The breakdown of the IT assets per type (e.g.
Endpoint, Printer, Networking) per site.

11. IoT Assets Distribution — The breakdown of the IoT assets per type (e.g.
Camera, VOIP Phone) per site.

12. Summary - A count of OT Assets, OT Operations, and Write and Execute
type OT Operations.

13. OT Operations by type — Breaks down the number of alerts for each type of
OT operation.

14. Latest OT Operation — Lists the top 10 most recent OT asset alerts.

Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire

April 2021

Version 4.2.4 Page 34 of 299
Rev 1



Visibility

5.4 Assets

You can manage your asset inventory from the Assets page.
To access the Assets page, click Visibility > Assets from the main menu.

This page enables monitoring of network and asset information, activities, and
statuses. You can view operational statistics, baseline details, and your asset
inventory. You can follow the asset’s alerts, activities, and statuses.

Any filters that you set apply to each viewing mode:

- =] e

Table 2 Asset Views

Icon Name Description
- Layered The Layered Topology View divides all assets into Purdue model
Topology levels, showing the connections between assets. The lines that
View connect the assets represent the communication between
them.
=] List view The List View displays a customizable table of all assets,
— divided into configurable fields.
4 Network The Network Topology View visualizes all assets that are
 — graph currently filtered and positions them by the communication

between them. Assets that communicate with each other are
shown closer together.

5.4.1 Asset Classes

An asset class indicates whether the asset is essentially an (IT) device, an OT
device such as those in an industrial network, or an Internet of Things (IoT) asset.
This property can be used throughout the system to distinguish between various
types of assets, e.g. to create asset inventory filters, widgets, reports, and exports.
TIV derives the Class from the communications or protocols used.

To view the asset Class column:

®  Go to Assets page (see Figure 23).
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X c AESULTS M) .

Figure 23 Asset Classes

5.4.2 Asset Types

TIV sniffs packets from the network, analyzes them, and extracts information
using Deep Packet Inspection (DPI).

The following Device Types are identified from the traffic:
m PLCs

= HMIs

®  Remote I/Os

®  Engineering Stations

m  OPC-Servers

. OTs

= Gateways

Some additional asset types TIV identifies include networking assets, printer
assets, and endpoint assets. TIV determines an asset type to be a networking asset,
extracted from the protocol dissectors, according to the asset’s usage of the STP
protocol. TIV determines the Printer asset type according to the specific SNMP
queries performed on this asset. When no asset type can be readily identified, TIV
classifies its asset type as an endpoint. TIV categorizes each asset as a specific
type, which can be edited.

To see the asset types:

1. First go to the Assets View page.
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2. Go to the Laygzad or Network graph views to see them listed in the Asset
Type Legend .
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Table 3

5.4.3

Asset Types & Symbols

Visibility

Access Control {&) Gateway T Printer =

Access Point L= GPS Device =] Robot rf’“

Autonomous [y Historian =] Router

Vehicle

Camera S HMI [ RTU B

Controller IED SCADA Client -

Data Logger == Nested Devices/ [7) SCADA Server LLL
Remote 10 o

Domain Controller (1] Networking/Scan Switch

Endpoint — OPC-Server = UPS El]

Engineering Station  [7] oT E Video Recorder =

File Server EE PLC 51K VOIP Phone

Refer to the TIV Reference Guide for the full list of Supported Asset Types.

List View

To access the Assets List view:

m  Navigate to Visibility > Assets in the Main Menu. The List view is displayed

as follows:

o Resat
Chearat Query Vew
- et pla o
Seloct Class olect Type Sesct Vencor Seloct Proteco Seloct Criticasity
Lo By
Avanosd Oprongs
ER A o RESULTS (517) * =]
HAME () ML T A 1 WeE N CRITEAUTY 1 REKLEVEL W VENDOR 11 NETWOR N MET SEEN
~ 1L o1 o7 PLC . High . Hig Semer artive 221072020 1536
Cheenvical_plare (Active) 10.1.30.1 1 PLC * High . Hign Rockwel Automation active 22111020 15:36
an 0000 o e
Chiserical _pl. FE0) 101040 101 301 5 T PL * Hign . Hig Rockwul Autamation Defaul ] ) 48
101000 10.1.0.00,1 X EASOESATFOCF o7 PLC * Hizn * Hig fockwel Automation Default 22702020 2036
Figure 24 Assets - List View
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The Assets table displays the following columns by default:

Name — Asset name

IP - IP address

MAC - MAC address

Class — IT, OT, or IoT

Type — Endpoint, Broadcast, PLC, HM]I, etc.

Criticality — Low, Medium, or High. These values represent how critical the
asset itself is to the operation. TIV assigns criticality automatically to certain
types of assets but enables you to edit the value in the list and on the Asset
Page.

Risk Level — Calculated score of how much risk the asset poses to the system
Vendor — Name of the equipment vendor
Network — Network to which the asset belongs

Last Seen — Date and time the asset was last detected

Additional columns, accessed through More III > Select Columns, include:

m  Active Queries — Active Detection Queries associated with the asset

= Discovered by — Method used to discover the asset, such as Profinet scan,
WMI ping

m  Site - TIV site

m  Address — Device address

m  Hostname

m  Purdue Level

®m  Operating System

®  Firmware

m Model

m  Virtual Zone

m  Serial Number

m  Parsed Asset — Indicates that the asset was imported by parsing configuration
project files from App DB

m  First Seen

m  Protocols - Communication protocols used by the asset

m  Vian

®  Mode - PLC operating mode
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m  Tag- Subnet tag associated with the asset
®  Subnet Type — External, Internal, or Out of Scope
®  Custom Information — Additional information about the asset

®=  Display Name - Alternate name given to asset after discovery

5.4.4 Layered Topology View
To access the assets’ layered topology view:

m  In List view, click the Layered Topology View button.

® O « O I m ASSET RESUATS (32) -

tad

i
1
=1
i

Figure 25 Asset View - Layered Topology

5.4.5 Network Topology View

The Network Topology View includes the connectivity between assets and
communication directions.

To access the assets” network topology view:
®m  In List view, click the Layered Topology View button.

See below for an example of a filter applied in the Network Topology:
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Figure 26 Asset View - Network Topology: Filtered for Endpoints

5.4.6 Asset Color By

The Asset Color By feature allows you to color the assets to see useful information
at a glance. You can emphasize the most critical assets or highlight differences
between subnets.

You can choose to color assets by: Type, Criticality, Risk level, New assets, Zone,
VLAN, or Subnet.

To use Asset Color By:
1. In List view, click the Layered Topology or Network Topology button.

2. Click the color assets by an attribute icon and select the attribute from the
dropdown menu.
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Figure 27: Asset Color by

Group By

All the assets are grouped by a selected attribute.
You can choose to group assets by:

= Type

m  Criticality

m  Risk level

m  Vendor
m  Tag

m  Subnet
= VLAN
m Zone

®m  Discovered By

To use group by:

1. In List view, click the Layered Topology or Network Topology button.

2. Click the group assets by an attribute icon and select the attribute from the

dropdown menu.
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Figure 28: Group By

Showing Asset Neighbors
Asset Neighbors are two or more assets that communicate with one another.

You can use asset neighbors to understand communication patterns between
groups of assets. For example, you might want to see with which assets HMIs are
communicating or see the communication between assets with high criticality and
their neighbors. You can even identify with which assets a specific asset is
communicating by searching for it and viewing its neighbors.

To view Asset Neighbors:
1. In List view, click the Layered Topology or Network Topology button.
2. Apply filters as needed. For example, from the Type filter, select HMI.
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Figure 29: Assets - Layered Topology View, Filtered for Type HMI

W,
3. In the toolbar, click Show Asset Neighbors .

The asset neighbors are shown.
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Figure 30: Assets - Layered Topology View, Showing All Neighbors of HMIs
Using Asset Filters
Using Basic Filters
To use basic filters:
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1. First, go to the Assets page.

2. Use the following filters listed:

L

L

Class — Whether the asset is an OT, IT, or IoT device.

Site — (EMC only) The site to which the asset belongs.

Type — The asset type (Endpoint, Broadcast, PLC, HMI, etc.)
Vendor - The equipment vendor.

Protocol — The protocol in which the asset communicates.

Criticality — Low, Medium, or High. These values represent how critical
the asset itself is to the operation. TIV assigns criticality automatically to
certain types of assets but enables you to edit the value in the list and on
the Asset Page.

Use the basic filters to manipulate the assets in the various viewing modes. You

can search for a filter option in the dropdown lists:

o
L2 Meaarsiam
Figure 31 Basic Filters
m  The OR filter contains either results.
m  The AND filter must contain both results which is more restrictive.
5.5.2 Using Advanced Filters
To access advanced filters:
1. Go to the Assets page.
2. Click Advanced Options to access the Advanced Filters:
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Figure 32 Advanced Filters
3. Select the required options from each of the dropdown lists.

¢ Select the Search Attributes:

...........

e Action - The type of action (include or exclude).

e  Filter Name/Filter Value — The attribute by which you want to
filter. For example, address, baseline, protocol, and so on.
Some filters allow you to specify items in a free text field. This
enables you to exclude a specific name, such as that of a certain
vendor.
Examples: Site, Virtual Zone, Primary Asset, Non-Primary Asset

¢ Assetsin TIV are classified into subnets of the following types:

e Address type — Multi-select address filter; select from the following:
Broadcast, External assets, Multicast, and/or Unicast.

Auto-Calculation of Subnets

TIV automatically calculates your subnets and classifies them as Internal or
External as follows:

®  Internal - Subnets that are in-scope for the system. This will automatically
include all the subnets the system discovered using the TIV software. By
default, every subnet that we see its Broadcast domain / Internal Subnets / OT
traffic from or to it is classified as internal. In addition, you will be able to
manually add new subnets and classify them as Internal.

m  External — Subnets that are external to the customer sites. Usually internet
subnets. Those subnets are not part of the client network and can be
considered as external subnets. By default, any subnets that will not be
classified as Internal subnets will be classified as External. You can manually
add new subnets and classify them as External.
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®  Out-of-Scope —Subnets that are included in the environment but are not part
of the Internal or External network. Classifying subnets as Out-Of-Scope can
only be done manually as detailed in section 10.4.1.

While you are in Training mode you can choose to Approve these subnets so they

will be validated after the system moves to Operational Mode.

Note After you upgrade your system, all remote subnets will be classified as
Internal

e Ghost Assets — Displays “ghost assets”, i.e. assets that process assets
attempted to communicate with, seen on the SPAN, but the target
asset did not respond. These assets could be the result of a
misconfiguration or indicate a security problem.

o Don’t Show Ghost Assets — This is the default

o Only Show Ghost Assets — Display only ghost assets in the
asset table

o  Show Ghost Assets — Include ghost assets in the asset table

e ARP Baselines — This attribute is only relevant for graph views:

o Reat
=8 O « O I m RSSET RESULTS [134) e
Figure 33 Advanced Filters
4. Click Add Filter to apply each filter and repeat the process for as
many filters as needed.
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5.5.3 Advanced Graph Filter Options
The advanced Graph Filter options only appear when you are in Layer or
Network Graph view mode. The graph filters apply to the asset communications
while the other filters are on the nodes. Use these fields to create sophisticated
queries by choosing various filter names and whether to include or exclude
selected data. To access the advanced graph filter options, follow the steps below.
1. Inthe Assets page, click Layered Graph or Network Graph.
2. Click the Graph Options on the top right:
¢ Anew set of filters fields is added:
e Action
e  Filter Name
e  Filter Value
O Reart
oyt hams ) == n
[ |
? <« O I m ASSET RESLATS (134) e
Figure 34 Layered Graph - Graph Options
3. Add multiple filters via “AND’ for a more complex query.
¢ The graph will show assets that apply to all filters.
5.5.4 Searching for an Asset
m  Search for a specific asset by name, IP, or MAC address in the Search by
field.
Note To search for a specific address, specify the address in quotation marks.
Otherwise, the results will be any asset that contains the entered
value.
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5.5.5 Creating Predefined Filters (Presets)

You can save your preferred asset filters, search criteria, and selected advanced
options as a Preset view that can be easily accessed later.

Note Presets are deleted when a system reset is performed.

1. Setup your filters, search criteria and selected Advanced Options with the
preferences that you use frequently and want to save between sessions.

2. Click the Preset button in upper right corner of the screen:

<> Reset
X c RESULTS (1) s 8
Figure 35 Filtering Presets
3. Name your Preset filter and click Save.
SHVE PRESET
Cricical CIP Wirke n
Sava
Figure 36 Save Preset
4. To change your Preset preferences, click Reset.
5. Select << Advanced Options to revert to the basic Filter page.
5.5.5.1 Clearing Filters
m  To clear all filtering, click Clear All.
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Figure 37 Clearing filtering

5.6 Editing Assets
Assets can be edited individually and in bulk.

5.6.1 Editing Individual Assets
To edit individual assets:
1.  Go to the Assets page.
2. Select the checkbox on the left side of the row of the asset:

Visibility

Select Class Seject Type Sedmct Venudor Selact Protocat Sedect Criccaiity
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Figure 38 Selecting an Asset on the Asset Page
3. Click the Edit Asset ~®  button from the toolbar | *
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Figure 39 Edit Asset Details popup
5.6.2 Editing Assets in Bulk
1. Select multiple rows of assets of interest:
Baon 1 (K| Q@ G 8 RESULTS {32 s B
1] Crermzal_phat x m1 AR s ( . righ o g Brcowsd | Autieriatien Owlngt 12102000 14098
-} 01041 10.0 0 &1 sl or ne Mg * Metum Rdeand| Autizmation Dilaiet 121002000 1441
a 030 1-Card 2\ Adcr 235 o ne . Mgh * Mydum Rocoast | Autemation Owlaunt 12102000 1428
= 101,041 10,1 041 QOO BC C7HF 0 of ne . Hgh » My Pzoeand! Autoen T Oelauh 1202000 14:29
Figure 40 Bulk Asset Modification
2. After selecting numerous assets, select the Edit button = &
3. Choose the Types, Criticalities, Virtual Zones and/or Purdue Levels to
modify for the selected assets, and click Change:
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5.7 Detailed Asset Page

EDIT DETAILS FOR A ASSETS

Hemowe custom attriiutes »

Change

Figure 41

Edit Details - Bulk Change

To access the detailed asset page:

1. In the Main Menu, navigate to Visibility > Assets.
2. Click on the desired asset from the Assets table.

An example of a detailed asset page is shown below.
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After changing the Criticality of all the assets through a bulk Criticality
change, the system will no longer attempt to automatically assign a
Criticality value to these assets.
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Figure 45 Detailed Asset Page - Threat Detection
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Figure 47 Detailed Asset Page - Communication

5.7.1 Physical Connections

The Detailed Asset Page provides information about physical connections
between assets. A Physical Connection area in the Asset page displays any
existing physical connection or switch. The switch is gathered via SNMP protocol.

To access the Physical Connection area:
1. Inthe Assets page, click the desired asset to open its detailed asset page.

2. Click the Device Information tab.
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Figure 48 Asset Page: Physical Connection in the Device Information Tab

In this example, Asset LKPO-LAB.t82.co has Physical Connections. The table lists
all the assets physically connected to the asset.

5.7.2 Changing Purdue Model Levels

The Layered Graph view features a Purdue model graph, displaying the assets
according to their Purdue model layers. The changing of an asset Purdue level
also is reflected in the Purdue Level of the Virtual Zone the assets exist in.

Users can change the Purdue model level defined for a specific asset manually.
Generally, the Purdue model level for a specific asset is automatically determined
based on the various characteristics of the asset and its purpose. Sometimes the
automatically determined level needs to be adjusted to reflect the true asset
behavior. This can be useful in cases where the system has placed the asset in a
level that does not properly describe its criticality. Note that interim Purdue levels
can also be applied, e.g. 1.5, 2.5, 3.5.

To change the Purdue model levels:

1. Navigate to the detailed asset page.

2. Click Device Information.

3. Click Edit for the Purdue Level and choose the desired level.
4. Click the check mark.
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Figure 49 Changing an Asset’s Purdue Level

Risk Score Widgets

Visibility

The risk score widgets give a score on the risk level parameters. They provide a
calculation showing the parameter’s effect on the score. These widgets can help
you to reduce risks on the asset/zone, by being aware of the vulnerabilities and

resolving them.

To access the risk score widgets:

1. Navigate to Visibility > Assets in the Main Menu and click on an asset.

2. Click the Risk & Vulnerabilities tab.
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Figure 50: Risk Score Widgets

Tripwire Industrial Visibility (TIV) User Guide
Version 4.2.4
Rev 1

Tripwire
Page 57 of 299




5.7.4

5.7.5
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Network Communication Map

The network communication map shows the communication to and from the
asset, the subnet, protocol, zone, and the asset it communicates with. The width of
the lines represents the flow of the most bandwidth for a protocol.

To access the network communication map:
1. Navigate to Visibility > Assets in the Main Menu and click on an asset.

2. Navigate to Network Analytics > Network Communication Map.

AETIORN AR TICY

Uik

v
TR

- #0023
S W01

Figure 51: Network Communication Map

The network communication map displays:

®  Internal or external subnets

®m  Protocol

m  Talking with destination assets

Effects of clicking on the network communication map:

®  On hover - you see the bandwidth for each protocol.

The system shows up to 10 connected assets or protocols with an option to click
load more. There is an option to filter the assets that communicate by clicking To
or From. You can also filter by time frame.

Cross Site Correlations

When operating on a large-enterprise network, the EMC is required to act as a
single point of truth where information from sites will be correlated and shown
without duplications. Users handling asset inventory and alerts in the EMC need
a coherent image of the entire network, regardless of how different sites capture
their network behavior and inventory.

This Cross-Site Correlation behaves as follows:

®  Only Internal assets are shown in the EMC
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m  For each asset, a user can see a list of “correlated assets” from different sites
where the associated asset appears in subnets that are defined as "external" or
"out of scope".

The table can be accessed through the Device Information tab of the Asset View
page.

Figure 52 Correlated Assets

5.8 Custom Attributes

TIV offers the ability to add asset Custom Attributes for internal information that
cannot be detected directly from the network traffic.

The attributes are available for use throughout the system in the same manner as
the built-in fields, providing you with a tool for applying custom criteria to
manage asset inventories more effectively.

Custom attributes can be shared on multiple sites and can be viewed from the
EMC or the Site level.

The attributes are included in CSV import and export of assets.

The Admin sets up the Custom Attributes and can modify or remove them, as
described in section 5.8.5.

5.8.1 Displaying Custom Attributes in the Assets Page

The Assets page enables you to apply custom attributes to both individual assets
and groups of assets. In order for custom attributes to display in the Assets page
along with the built-in data, you must add a column to the Assets page table for

each custom attribute to be used.

®m  To display custom attributes in the Assets page:

1. In the Main Menu navigate to Visibility > Assets.

2. In the toolbar, click the More III icon and then click Select Columns.

3. In the Select Columns dialog, select the custom attributes to be displayed in
the table.
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Figure 53 Choosing Custom Attributes - Asset Page Column Selector
4. Click Apply.

¢ The columns with the custom attributes you chose are added to the right

side of the table.
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Figure 54 Custom Attributes Added to Asset List
5.8.2 Applying Custom Attributes in the Detailed Asset Page

To apply a custom attribute to an asset directly in its Detailed Asset page:

1. Click the +Add a custom attribute link.

2. Select a custom attribute from the drop-down list and then add a value.
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Figure 55 Choosing a Custom Attribute in the Asset Page

3.  Click the checkmark next to the Custom Attributes heading to save your
selection.
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Figure 56 Saving a Custom Attribute in the Asset Page

5.8.3 Applying Custom Attributes to Multiple Assets

In the Assets page you can choose several assets and apply custom attributes as
follows:

1. Select the relevant row/s of assets and click the Edit Assets icon in the

— r
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Figure 57 Bulk Editing of Custom Attributes - Selecting Assets
¢  The Edit details dialog is displayed:
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Figure 58 Dialog for Bulk Editing of Custom Attributes

2. Inthe Custom Attributes subsection of the dialog, click the Set custom
attributes link 5t customatirioutes sk gpen the custom attribute list.

3. Select a custom attribute from the drop-down list and enter a value for the
custom attribute.

4. To apply another custom attribute to the selected asset(s), click +Set another

St aather custoe abribe

custom attribute “ and then set values.

5. To remove the custom attribute(s) just applied, click the X next to the
attribute.

6. Click Change.

5.8.4 Removing Custom Attributes from Multiple Assets

Custom Attributes can be removed from one or more assets in the Assets list as
follows:

1. Select the relevant row/s of assets from which you want to remove a custom
attribute. Then click the Edit Assets icon in the toolbar.

2. Inthe Custom Attributes section of the dialog, click the Remove custom
attributes link.
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Figure 59 Remove Custom Attributes
3. Select the custom attributes to be removed from the assets.

4. Click Change.

5.8.5 Setting Up Custom Attributes

Custom Attributes can be created from either the Site or the EMC. Because all
Custom Attributes created on a specific site also appear in the EMC, they can be
easily shared with other sites as needed.

All Custom Attributes with the same name are assumed to be identical.

For information about applying custom attributes to assets, see Section 5.7.51

5.8.5.1 Adding Custom Attributes to a Site
To add a Custom Attributes to a site:

1. Navigate to Settings E > Management > General and click the Custom
Attributes tab:
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Figure 60 Custom Attributes Tab

2. Click Create new I:I
3. Provide the following input in the Add Custom Attribute dialog:

ARO CUSTEN ATTRGSTE

BESCRPTION

Figure 61 Custom Attributes Dialog

¢ Name — Enter the name of the attribute you are adding (this is a
mandatory field).

¢ Description — Add a description for clarification. This description only
appears the Custom Attributes tab.

4. Click OK to save the new attribute or Cancel to revert to the prior setup.

¢ After the Attribute is added to the system, a new row appears on the tab
with its Name, Description (if applied), and an Action column (see
Figure 60).

5. Click Edit “* ' on the row of any Custom Attribute that you want to modify.

5.8.5.2 Adding Custom Attributes to Multiple Sites from the EMC

To add custom attributes to multiple sites from the EMC:

1. Navigate to Settings E > Management > General and click the Custom
Attributes tab:
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Figure 62 Custom Attributes Tab

2. Click Create new I:I
3. Provide the following input in the Add Custom Attribute dialog:

ADD CUSTOM ATTRISUTE

NAME

DESCRIPTION (cpbona}

SITE

Select Sites

AUTOMATICALLY INCLUDE NEW SITES

©

Figure 63 Add Custom Attribute Dialog - EMC

¢ Name — Enter the name of the attribute you are adding (this is a
mandatory field).

¢ Description — Add a description for clarification that is useful across
multiple sites. This description only appears in the Custom Attributes
tab.

¢  Site — Select the sites to which the custom attribute should apply from
the drop-down list.

¢ Automatically Include New Sites — Slide to the right to apply the
custom attribute to new sites added to the enterprise.

4. Click OK to save the new attribute or Cancel to revert to the prior setup.
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Applying a Custom Attribute Created on One Site to Another Site via the
EMC

You might want to use a custom attribute created for one site on another site. For
example, you might create a Warranty Expiration Date custom attribute for Site 1
and later decide to use it on Site 2 as well.

To apply a custom attribute created for one site to another site:

1. Click the Edit icon of the custom attribute you want to apply to

another site.

2. Inthe Site drop-down list of the Add Custom Attribute Dialog (Figure 63),
select the site to which you want to apply the custom attribute.

SITE

All
® site-1

B site-2

3. Click OK.

Note: TIV recognizes that custom attributes with the same name from
different sites are identical, so the name will only appear once in the
Site drop-down list.

Exporting Assets with Custom Attributes

When exporting assets to a CSV file, any custom attributes that appear in the grid
are automatically included in the export. When exporting to a PDF format, all
custom attributes appear in a single cell separated by a column.

To export these assets, click the download icon in the toolbar.

CSV Imports with Custom Attributes

When importing assets from a CSV file, attributes not assigned should be left
empty.

CSV Importing - Merging and Splitting Assets

Note that when two assets with the same custom attribute are automatically
merged, the custom attributes are unified. If both have the same custom attribute
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both values appear, separated by a comma. Similarly, when assets are split, each
split asset obtains both values until revised by the user.

5.9 Import CSV (Optional) [Only Admins]

TIV provides an asset inventory capability that enables Administrators to
manually onboard assets from a CSV file. This Import Assets feature is valuable
for Administrators that want to perform bulk onboarding of assets manually or to
perform bulk changes to their Asset Inventory, such as changing their asset
names.

The process starts with an export of asset information with the relevant columns
included. Then, select a CSV file that contains one or more assets. After the CSV is
selected for import, the system parses it and starts analyzing all the information
from the input file. The system notifies the Administrator of the summary results,
reporting how effective the import was, while providing information on any rows
of data that were not imported successfully.

Note that while an asset is being successfully onboarded, several seconds may
elapse while the system is validating the data from the queue before the asset is
accessible from the Ul The Importing Assets feature is available for users with
Administrator privileges. For full detailed instructions refer to the TIV Reference
Guide: Importing Assets via CSV.

For IoT Matchers, see section 11.5.

5.10 Zones

When in training mode, the system automatically allocates discovered assets into
Zones, based on the assets’ type and communication patterns. The communication
links between zones are known as conduits. These zones and conduits are
detailed in ISA/IEC-62443.

5.10.1 Zone Behavior

By default, Zones are groups of logically related assets. When in training mode (or when
new assets are approved during operational mode), the system creates Zones according
to the discovered asset types and their learned communication patterns.

Zones can also be edited, modified, or created manually to match a specific network
segmentation defined by the end user.

By design, a Zone represents a group of assets that are similar or related in the type of
function they serve within the OT network such as a PLC, HMI, or Engineering Station
Endpoint, the other groups of assets they communicate with, and their profile of
communication patterns.
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As such, Zones serve as a segmentation and micro-segmentation design tool by providing
users with a real view of how their network is logically segmented. They also offer a good
base of understanding of what may be required to segment it properly and securely.

TIV’s Zone Rules are based on Zone grouping and segmentation to define a security
detection policy system. With its firewall-like management page, Zone Rules allow the
user to review, modify, and validate system-generated policy rules. Zone Rules identify
which traffic is allowed within and between Zones and should be alerted on.

This section focuses on the Zones and their management. Zone Rules are covered in
section 5.10.77.5.

5.10.2 Creating Zones

Zones graphically display the communication between OT and IoT zones, and

visualizations of inter-zone communications also known as conduits. These Zones
are calculated automatically both in training and in operational mode. After a new
asset is discovered or information is changed, the system calculates to which zone
it should be assigned or creates a new virtual zone if a relevant one does not exist.

TIV’s vast and growing range of firewall integrations enable users to enforce
network segmentation policy violations by identifying and restricting anomalous
or non-compliant communications across zones.

m  The system calculates the optimal zones that will be used, and automatically
creates them. Learned or approved assets are assigned to the most
appropriate virtual zone.

m  The system automatically creates rules that define the allowed or alerted
communication within and between zones.

®  You can modify the zone where the asset was assigned. Use the Assets page
or use bulk editing (see section 5.6.2).

5.10.3 Zone Graph Views

There are two views to display the zones graphically: Layered Topology View

- p]

and Network Topology View

To view the zone graph views:

®m  Open the Zone list by clicking Visibility > Zones from the main menu. Then
click on either layered or network graph.
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Figure 64 Layered Topology View of Zones

5.10.3.1 Zones - Network Topology View
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Figure 65 Virtual Zones - Network Topology View of Zones
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5.10.3.2 Zones - Layered Topology View

The Layered Topology View features a Purdue model graph, displaying the zones
in their relevant layers:
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Figure 66 Zones - Layered Topology View
In both the Layered Topology and Network Topology views, you can use Communication

Direction to dynamically display the direction of the communication in the zones
and view the dominant network communication at a glance:
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Figure 67 Zones - Communication Direction

You can pan to different areas and zoom in and out by hovering your mouse over
the graphic and pressing the + or — keys on your keyboard.
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Figure 68 Policies & Zones - Zoom In

Communication between a pair of virtual zones (a conduit) is represented by a
segment with the zone icon at each end.

Zone List

The Zone List displays all the zones in list form and is accessed by clicking
Visibility > Zones.

Clicking on a zone leads you to more details. Each zone is assigned a zone Risk
Level and a zone Criticality.

®  Admins and Users with Write permissions can
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¢ create zone/s
¢ generate automatic zones
¢ rename zones

¢ delete zones

Vet

NESEATS f14) e =]

Figure 69: Zone List

5.10.5

5.10.5.1

Editing Zones
You can add, rename, and delete zones.

m  All the columns are displayed by default: Name, Assets, Risk Level,

Criticality, and Actions. To show or hide columns, click More EI > Select
Columns.

Adding a Zone

B Click Add to create a new Zone.

ZONES

virtkal Zone Name Risk Leval

NAVE b

groadcast/Multicast

Figure 70  Adding a Zone
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m  After adding the new Zone, associate assets with it by editing the details on
the Assets page.

m  Select the relevant row and click Edit to rename it.

5.10.5.2 Renaming a Zone
1. To rename a Zone, click the row’s EditL____ button.
2. Apply your change to the Zone name and click Update:
EDIT VIRTUAL ZONE
VIRTUAL ZONE NAME
Update
Figure 71 Updating a Virtual Zone
Deleting a Zone
B Toremove a Zone, select the checkbox next to each row to be deleted and
click Delete * .
5.10.6 Customized Auto-Grouping of Zones
The Zone feature helps to manage the assets and the Zone rules. When you have
many assets with the same kind of attributes, you want to be able to see and
manage them in an easy way and at a high-level. You can create rules according to
those zones, manage the zone risk, and manage the asset inside the zone.
Customized Auto-Grouping allows you to choose which grouping method to
group the zones by, which attribute; you can choose to group them by the default
algorithm, subnets, or custom attributes.
®  To modify the default Zone grouping:
1. Navigate to Settings > Management > General > Virtual Zones tab.
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Figure 72 Virtual Zone Management
2. Choose the grouping method. Zones are grouped by:

¢ Default Behavioral Grouping Algorithm - uses the asset type and
protocol to group the zones (for example, PLC: Rockwell)

¢  Subnets - groups the zones by the detected subnets in the network (each
zone is another subnet)

¢ Custom attribute - the user can define custom attributes for each asset,
for example, the custom attribute that represents a process in the factory.
By grouping assets by custom attribute, the user is able to create zones
from these attributes.

¢ Default behavior & subnets/custom attributes - are combining the default
algorithm with subnets or custom attributes. It can be used if you want
to create a zone of the default algorithm and consider the subnet or
custom attribute in the zone calculation as well.

3. Click Save.

5.10.7 Zone View Page

Exploring a Virtual Zone is done with the Zone View Page, which enables users to
investigate all the information in one place.

To access the Zone View page:
1. Navigate to Visibility > Zones in the main menu.

2. Click the name of the desired zone.
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Figure 73 Zone View Page - Overview

The Zone View page features the following headers:

m Overview

m  Zone Information

m  Risk & Vulnerabilities
m  Threat Detection

m  Network Statistics

m  Communication
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6 Risk & Vulnerabilities

6.1 Overview

The Risk & Vulnerabilities Overview shows which aspects of the network can be
fortified to achieve a more robust network architecture and enhance protection of
the system. It highlights if the system is sufficiently patched by showing gaps in
network security.

TIV generates Insights that reveal particular exposures and vulnerabilities,
empowering users to investigate both operational (process) and security insights.
This tool provides deep insights based on the analysis of your entire security
posture, producing a holistic picture and risk assessment across your entire ICS
network. These insights are collected from traffic by SPAN monitoring, ingesting
PCAP, AppDB, or Active query.

This Overview provides a summary of the entire asset inventory and all
communications discovered on the industrial network, pinpointing vulnerable
assets and resolutions, while revealing network configuration and other “network
hygiene” issues that can provide attackers with a means for interfering in critical
processes.

TIV’s key Insights show how to proactively enhance your ICS security posture,
shedding light on mission critical assets and misconfigurations. Security and OT
teams can easily use and act upon them. The system generates a summary score
and detailed analysis of the weaknesses in your ICS environment. Some insights
expose a list of protocols and the assets using these protocols. Others divulge
assets that communicate with external assets, including assets that are performing
data acquisition write actions on PLCs and thus have potential for impacting the
process. Insights are calculated automatically and frequently. The Overview leads
you to the full Insights page. A listing of potential Insights is provided in the TIV
Reference Guide.

Users receive periodic packages for updating their Common Vulnerability and
Exposure (CVE) databases to detect vulnerable models/firmware plus new threat
signatures to detect attacks at the network level. TIV reports CVE matches for the
devices in the network with a list of network hygiene and other configuration
issues that can potentially open an attack path. TIV regularly adds Incident of
Compromise (IOCs) that expand detection coverage even further to guard against
CVEs that have yet to be addressed. By applying CVE updates, users can uncover
compromised devices.

6.2 Risk & Vulnerabilities Overview

To access the Risk & Vulnerabilities Overview, click Risk & Vulnerabilities >
Overview in the main menu.
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The Risk & Vulnerabilities Overview appears as follows for a TIV Site (see
section 6.2.1 for the EMC Overview):
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Figure 74 Risk & Vulnerabilities Overview
The Risk & Vulnerabilities Overview includes:

1. The Time Frame Selector to show information based on the time period of
your choice (day/week/month/other). All widgets described below represent
the results per the selected duration.

2. Hygiene Score
3. Asset Insight Numbers — Summarizes the prominent Insight findings:

¢ Assets with Unsecure Protocols — Lists the total assets identified as
having unsecure protocols.

¢ Assets Communicating with External Assets — Lists the total assets
communicating with External Assets.

¢ Assets with Full Match CVEs — Lists the total vulnerabilities detected.
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e  For an EMC, an additional Top Info bar appears, displaying the
Hygiene Score per site:

¢  When there are more sites than the amount shown on a single line,
the Top Info bar is extended.

4. Assets Vulnerabilities by Severity — Lists the assets per name, sorted per
severity level

5. Zones by Criticality — A pie chart widget of the distribution of the zones per
Criticality.
Clicking an area of the pie links to the associated Virtual Zones page with the
relevant Criticality filter.

6. Top Insights — Shows the most significant insights. Slide the bar on the right
side downward to see the lower part of the list. Click Show More to open the
Insights page.

7. Just to Let You Know - List of Insights that highlight the potential issues that
were investigated and do not exist in your system (e.g. Dangerous Protocols,
Unpatched Vulnerabilities)

8. High Risk Assets by Criticality— Widget showing the distribution of high-
risk assets per criticality.
Click an area of interest in the pie chart to reach the detailed Asset list with
the appropriate filters (by both Risk and Criticality). When no high-risk assets
exist, the widget heading changes to “No High-Risk Assets Found'.

6.2.1 EMC Risk & Vulnerabilities Overview

The EMC Risk & Vulnerabilities Overview appears as follows:
Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire
April 2021 Version 4.2.4 Page 78 of 299

Rev 1



Risk & Vulnerabilities

RS & VUINERABILITIES DVERVIEW Lot Ty Last ek - Luven B Dvfand) hew |

el Mo Mo 2

.
IVC e Vagune j—:] Vhpsens - Vrgey [ oo

scorw v 5
Sezew orw

Top Vidrerante Stes Uy Yoty 0

-
o
L
1,760
Ercerprise ideeralre
Asets
——— —

.
< '
H |

N L1 we
.g s [ < W
- —”n
® we 100 1200

Meurrier of Afuts

o P
W Bty are using  umsecured prosacons AL TETE ) Dxt et desmct Cheras renetaly masaged

[V TpT— 5 L0 bt et #LLS Gl g 1T ooy

&) 0u not dmac Samaes deskisp appEation
WV S mants tenw S it mabinalebues - Pl Mach

v S0t a5 unganthed skt abeoes - Vendor dnd Nodel Mach

w4 e howe TR te0wr b biinifaces

Hgh Bhb Asumy Iy Crivcadey “ <

¥ hos

el

Figure 75 EMC Risk & Vulnerabilities Overview
1. Hygiene Score - This widget shows the Hygiene Score for each site.

2. Top Vulnerable Sites by Severity — Shows the volume of top enterprise
vulnerable assets, sorted per site and per Severity level (High, Medium, and
Low).

3. Asset Vulnerabilities by Severity — Shows the volume of top vulnerable
assets per site, sorted per Severity level.
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4.  Zones by Criticality — A pie chart widget of the distribution of the zones per
Criticality per site. Each pie chart represents a single site. Use the < > arrows
to navigate to the < Previous or Next > site. Clicking an area of the pie links
to the associated Virtual Zones page with the relevant risk filter. See Risk
Calculation.

5.  Top Insights — Shows the most significant insights, sorted by importance.
Slide the bar on the right side downward to see the lower part of the list.
Click Show More to open the Insights page.

6. Just to Let You Know — List of Insights that highlight the potential issues that
that were investigated and do not exist in your system (e.g. Dangerous
Protocols, Unpatched Vulnerabilities)

7. High Risk Assets by Criticality — Widget showing the distribution of high-
risk assets per criticality per site. Each site is represented with its own pie
chart. Click an area of interest in the pie chart to reach the Assets list with the
appropriate filters (by both Risk and Criticality).

Click the right arrow > to navigate to the next site.

6.3 Risk Calculation

TIV uses a granular risk mechanism for classifying assets and zones. It is a self-
learning algorithm that enables users to detect risky areas and assets in the
network. Then users will understand the nature of the risk in order to take the
necessary steps to remediate it.

The Risk calculation impacts the assets, zones, and the Hygiene Score of the site,
and its level is defined as High, Medium, or Low, based on the following
parameters. Each parameter has its own score and impacts the asset risk level as
follows:

m  Risk Algorithm for Assets — The Asset Risk Score is based on the asset's
Vulnerabilities, Insights, Alerts, Policies, Asset Criticality, and network
locations.

m  Risk Algorithm for Zones — The Zone Risk Score is based on an average of the
asset parameters and the asset criticality of the zone; the number of zones
communicating with this zone, and the number of zones that this zone is
communicating with.

= Hygiene Score Algorithm — The Zone Risk has an impact on the Hygiene
Score of all the sites. The Hygiene Score decreases when more zones are at
high risk. When you want to improve the Hygiene Score, see section 6.3.1.

Note that Risk calculations occur continuously in the background; when you
change the Criticality, the risk will be impacted directly, however the results are
not shown in real time.

For more details refer to the TIV Reference Guide: Risk Score Specification.
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6.3.1 Improving the Hygiene Score

1. Identify the assets with high risk scores by checking Insights of Top Risky
Assets and checking their number of vulnerabilities.

2. Filter for high risk zones.

3. Resolve all the risk and vulnerabilities:
¢  From the zones
¢  From the assets

¢ From the open alerts associated with those zones and assets.

Note Completing Insight vulnerabilities will improve the overall network
Hygiene Score. A “Hidden” or “Completed” Insight would not appear by
default when showing the list of Insights and would not affect the
network Hygiene Score.

For more information, see section 7.3.7.1 for resolving alerts and section 6.4.2 for
approving and rejecting Insights.

6.4 Insights

Insights are derived from your entire security posture, producing a holistic
picture and risk assessment. Both operational (process) and security insights are
produced from a network switch. This page provides a detailed analysis of the
assets and communications discovered on the industrial network. It pinpoints
vulnerable assets and resolutions and uncovers network configuration that can
provide attackers a pathway or impact critical processes.

TIV generates dozens of insights on how to enhance your ICS security posture,
shedding light on critical assets and misconfigurations. Security and OT teams can
easily use and act upon them. Some insights expose a list of protocols and the
assets using these protocols. Other insights reveal assets that communicate with
external assets, including assets performing data acquisition write actions on
PLCs and have the potential to impact the process.

Note Insight calculations are continuously calculated in the background, but
the results are not shown in real time.

Insight operations are synchronized with the EMC, enabling users to view in the
EMC relevant Insights from Sites. It also enables users to perform operations on
the Insights from the EMC and vice versa.

The complete list of Insights is detailed in the TIV Reference Guide.
To access the Insights page:

®  From the Main Menu, select Risk & Vulnerabilities > Insights.
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Figure 76 Insights Page

6.4.1 Insights for a Specific Asset
To view all Insights that effect a specific asset:
1. In the Main Menu, click Visibility > Assets. The Assets View page opens.
2. Click on a specific asset. The asset page opens.

3. Click the Risk & Vulnerabilities tab and then navigate to the Insights
section of the asset page.
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Figure 77 Insights under Risk & Vulnerabilities on the Asset page
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Approving and Rejecting Insights

Users can update network insights with statuses. Supported statuses are
“Completed”, “Hidden”, or “Open”, where “Open” is the default status.

Comments can be applied to Insights, so the handling of the Insight could be
managed per need. This allows the user to keep track of the vulnerabilities in their
networks and statuses. This also ensures the Hygiene Score metrics are based only
on relevant data.

To mark insights with statuses:
1. First go to the Insights section (see 6.4.1).
2. Mark status as completed, hidden, or open (see Figure 78).

Both Hidden and Completed act in the same manner. Both affect the hygiene
score.

Full Masch CVEs Tup Risky Axsets Priviteged Oparations [Operated MLCy) Manages FLCs (by Roclowwll users) Data Acquisition Write (Operated PLCs)|

Data Acguisition Write (Operating HMIs]  Opes Perts
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Figure 78 Marking Insights as Completed - Example

6.4.3 CVE Matching
With the Common Vulnerabilities and Exposures (CVE) discovery mechanism,
asset vulnerabilities are differentiated between various types of matches: ‘Full’,
“Vendor’, ‘Model’, and “Windows’. Vulnerabilities are displayed according to their
criticality level (High, Medium, and Low) as follows:
m A full match is displayed with Red (high criticality)
®  The model and installed program matches are displayed with
(medium criticality)
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m  Windows and vendor matches are displayed with Grey (low criticality)

To view CVE matching, go to the Insights View page (see 6.4).

! INSIGHTS (13)
¥, i5561 was communicating with 2 external 1Ps (2 of them are ghost)
',;’ 3 255215 have 16 unpatched vulnerabilities - Full Match
¥ Sausets are using 2 unsecured protocols; SMB, TFTP
,;' Top .

performed data-acquisition write operations on

have multiple network interfaces

Figure 79 Insights Page - CVE Examples

TIV matches a CVE (vulnerability) to an asset based on gathered information. A
match can be classified as a full match, vendor match, model match, or Windows
match. For details, refer to the TIV Reference Guide.

Threat Definition Updates

Users receive regular update packages from Tripwire, providing the latest threat
definitions discovered by TIV’s Research team. These Threat Definition Updates
include new CVEs as well as network traffic signatures and Yara signatures.

The update packages allow users to stay up to date with the latest threats without
requiring a full upgrade of the entire TIV software. For more information, refer to
the TIV Reference Guide.

Exporting Insights

For more information see section 9.6.9.3, Insights Page.

Attack Vectors

Attack Vectors are used to proactively mitigate risks in your ICS networks. By
establishing a consolidated view of your security risks, this feature visualizes the
impact of potential risks and other security gaps to your most vulnerable assets.
Without impacting critical OT Infrastructure, Attack Vector simulation provides
an attack analysis, which illustrates mitigation recommendations based on the
most likely attack scenarios for your security teams.
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6.5.1 Using Attack Vectors
Select Risk & Vulnerabilities > Attack Vectors from the Main Menu.
m  The default view represents the most threatened Attack Vector identified
from all the potential possibilities calculated, which is in the riskiest zone.
®  You can choose other target zone/s from which additional attack vectors can
be calculated from the Target Zone dropdown.
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Figure 80 Attack Vector Simulation
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The results display the scenarios that could potentially compromise your critical
assets (especially OT assets), providing your security teams with the needed
visibility to proactively mitigate risk and prioritize activities. TIV leverages
proprietary analytics to reveal the most prominent attack scenarios an attacker
could use to propagate between assets and zones in the network.

This empowers users to quickly visualize and simulate likely attack vectors based
on risks and other security gaps. The system enables users to effectively mitigate
and remediate against these critical potential paths an attacker would leverage to
penetrate the environment.

Note Due to the sensitivity of this capability, its access is limited to only
those users with Administrator rights.

Attack Vectors will not be calculated by default when using the
Enterprise Management Console (EMC).
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The lateral movements that TIV considers an attack vector are:

®  Internal asset communicating with external assets (except NTP, ghost
assets)

®  Same subnets - when an asset has a connection to an external network, the
algorithm assumes that all assets in the network also have a connection to the
external network

B Remote connections - if a remote communication between assets accrued
(like RDP connection)

= OT protocols - running OT commands to change configurations

= Domain controllers — an attacker gaining control over a domain controller
can execute commands
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Threat Detection

7.1 Introduction
TIV is designed to identify threats early in their process. Relying on its in-depth
knowledge of protocols, configuration, and communication flows, the system
identifies known threat attacks and zero-day attacks as well as ones with
sophisticated OT payloads.
The system uses deep packet inspection (DPI) analysis technology to
®  protect critical infrastructures
®  gain visibility into the network
®  implement virtual network segmentation.
It continuously monitors for threats and policy violations.
TIV provides you with visibility to immediately focus on the network’s vital signs
to allow a quick response.
5 Detection Engines
TIV generates alerts based on anomalies, rules, signatures, and behaviors using
the following engines:
®m  Behavior Anomalies Detector — This core engine alerts on baseline
deviations. Baselines are generated from the protocols and communications
the system has identified. Baseline deviations are behaviors that do not match
the collection of traffic patterns that TIV has machine learned.
This system translates this information into alerts to focus the operator’s
attention on
¢ network changes
e vulnerabilities
e threats
e  zero-day exploits
e malware
e  attacks in the ciphered traffic
e  resource misuse or misconfiguration.
®m  Signature Based Detector — This detector works on Yara and network traffic
rules. TIV’s known threat database also includes signatures provided by
TIV’s research team for zero-day vulnerabilities that are under formal
disclosure. Network traffic rules allow users to create their own based on
Snort rules and manually disable or enable existing signatures. Yara rules
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provide pattern matching on data extracted from the network traffic,
enabling extraction from TFTP, SMB, HTTP, and code sections. This provides
more advanced signatures to target newer threats without requiring an
overall system upgrade.

As with the Snort Engine, it is possible to develop customized rules using a
Yara pattern language. This comprehensive set of tools identifies and alerts
on threats and exploits such as DDoS.

m  Security Behavioral Pattern Detector — This engine detects known security
attacks such as man in the middle (MITM) and port and network scans. It
also catches IT security patterns such as TAG/Address scans.

= Operational Behavioral Pattern Detector — This detector focuses on sensitive
OT-related activity such as configuration downloads / uploads, mode
changes on controllers, key state changes and firmware updates in addition
to privileged commands to the controllers. This detector combats OT-targeted
attacks and sophisticated payloads. It flags OT operations that occur within
the network over any proprietary OT protocol. By identifying and reporting
such activities, operators can make an informed decision and determine the
next steps based on their Management of Change process.

= Rule-Based Threat Detector — This rule engine alerts on the customized rules
that operators have configured to target specific events. For example,
operators can employ rules to flag on values out of range or specific
communication that is suspicious.

Correlation Engine

Based on alert indicators, the Correlation Engine compiles related, suspicious
events into a Master Event. These events display as a chain with an alert score. All
TIV alerts are correlated against the TIV indicator library. The alert score is made
up of individual indicators, each contributing points (with a maximum of 100) to
the overall alert score.

The alert score provides tools for
®  identifying

®  triaging

®  investigating attacks.

This allows operators to prioritize which events need to be mitigated first.

Training vs. Operational Mode

Training mode builds initial baselines and policies by detecting and storing all
network activity of all the assets which are being monitored. Training mode is
essentially a listening and learning mode. When ready and enabled, the system
identifies when no new activity is being recorded and automatically moves into
Operational mode, without requiring operators to track and analyze the status of
the training results manually.
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After the network is in operational mode, deviation alerts will start flowing
depending on new traffic being identified and compared to the stored baseline
and policies. TIV alerts on any threat activity early in the kill chain.

For configuring auto-transitioning into Operational mode from Training mode,
see section 10.1.1.5.

Approving Alerts

After analyzing an alert, Operators decide between several options:
®m  Approving the alert to add it to the TIV baseline

®m  Delegating the alert to another operator

®  Archiving the alert to remove it from the screen unless it reoccurs.

7.2 Threat Detection Overview
To access the Threat Detection Overview, click Threat Detection > Overview in
the menu.
The Threat Detection Overview appears as follows for a standalone TIV Server
(see section 7.2.2 for the EMC Threat Detection Overview):
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Figure 81 Threat Detection Overview

1. Use the Time Frame Selector to show information based on the time period

of your preference (day/week/month/year). All widgets described below
represent the results of the selected duration.

Threat Detection Widgets

2. Threat Detection Bar — Displays the total numbers of open alert stories, open

alerts, and events for the selected time period. Click a number to display the
full list of stories, alerts, or events.
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3. Alert Status — Displays a bar graph of the open alert stories and open alerts
for the selected time period. Click a bar in the graph to open a list.

4.  Recent Alerts — A table highlighting the recent 10 alerts, displaying their
Description, Score, and Detection date, with a colored dot to indicate the
alert’s severity level. Use the scroll bar on the right edge to view earlier alerts.
Click an alert to navigate to the full details of its Alert page. Click Show More
to display all alerts on the Alerts page.

5. Top Alerted Assets — Shows a table of the top 10 alerted assets, sorted by
asset Names, its asset Type, each listing the alerted asset’s Criticality level
and the number of alert instances in the given timeframe. Assets with no
alerts are not displayed. Click on an Alerted Asset to open its detailed Asset
page.

6. Top Alerted Zones — This table shows virtual zones. Each virtual zone is
grouped according to the type of alert associated with the asset. The virtual
zones are displayed by criticality level. The top zones with open alerts are
listed; zones that have no alerts are not listed. Click a virtual zone to reach its
zone page (if there is one); otherwise, it leads to the Alerts page with the
relevant zone filter. The zone page is a table of zones with each row
displaying the zone name, its criticality, and the number of alerts in the given
timeframe.

7. Alerts by Type — A pie chart widget showing the breakdown of alerts per
type and the number of instances of each type. The top three types are
shown. Click on an alert type to navigate to the Alert Page for detailed
information.

8. Alerts by Severity — This widget displays a pie chart of the alert distribution
for each severity category in the given timeframe. Click on a portion of the
pie chart to reach the Alerts Page filtered by the specific severity and
timeframe.

9. Alerts over Time — This time graph shows the distribution and total new
alerts based on their alert types (with a line for each type) for the selected
time period. Click on a line to navigate to the Alert page. The granularity of
the alert groups displayed is relative to the selected time frame (for example,
the alerts are grouped by hour when the timeframe selected is a day).

7.2.2 EMC Threat Detection Overview

The EMC Threat Detection Overview appears as follows:
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Figure 82 EMC Threat Detection Overview

Refer to the Threat Detection Overview in section 7.2 for descriptions of these
widgets.

7.3 Alerts

Alerts appear in the Alerts page, which displays resolved and unresolved alerts
and allows you to manage them.

To navigate to the Alerts Page, click Threat Detection > Alerts.

7.3.1 Alert Types
TIV differentiates Process Integrity Alerts from Security Events Alerts.

®  Process Integrity Alert — Reflects a critical change to a process, such as
configuration, download/upload, and mode change. These alerts are
triggered by a network failure, operator error, or malicious attack.

®  Security Event Alert — Raised when a well-defined cyber-attack vector
occurs, such as a Man-in-the-Middle (MitM) attack, port or network scan
attack.

7.3.1.1 Process Integrity Alerts

The Process Integrity Alerts generally appear while in Operational Mode as
described below.

m  New Asset — A new asset has been added into the environment (vendor
laptops, virtual machines, physical servers, network switches, PLCs, etc.)

m  Policy Unmatched Violation — This type of alert is triggered when the
detected communication was not matched to any rule with an “‘Allow” action,
and as a result, the implicit “Alert on Anything” rule was hit. This means
there was no pre-existing policy rule to allow such communication.

m  Policy Rule Match — This occurs when the detected communication matches
an explicit policy rule defined with an “Alert” action.

m  Asset Information Change — Occurs when information associated with an
asset is changed (e.g. a new IP/MAC address).

®  Mode Change — When a user changes the state of a PLC from an
engineering workstation or other software application. Mode state examples:
Run, Stop, Program.

m  Configuration Upload — When a user uploads the configuration from a PLC
to an engineering workstation or other software package. Commonly
contains the following types of alert information: code segments being
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uploaded; code differences; users performing code changes; project
name/identifier.

Configuration Download — When a user downloads the configuration from
an engineering workstation or other software package to a PLC.

Monitor Debug — When a user uses an engineering workstation or other
software package to put a PLC into the monitor or debug mode (Note: This is
typically a troubleshooting function built into some PLCs).

New Asset Conflict — When new information occurs that conflicts with an
existing assets information. Usually occurs when assets have the same
IP/MAC addresses or other identical information.

Firmware Download — When the firmware is changed for an asset.
Generally performed by an engineering workstation or additional software
on a PLC.

Online Edit — When a user connects to the PLC from an engineering station
and implements changes in the settings.

Suspicious Activity — Suspicious behavior that generally indicates malware.

For more details, refer to Alert Guidelines in the TIV Reference Guide.

Security Event Alerts

Security Alerts represent malicious behavior and are not generally supposed to
occur within the OT environment. Always evaluate them with the highest
priority.

Failed Login— This occurs with specific makes / models of PLCs that
support authentication functions.

Man-in-the-Middle Attack — When an attacker inserted a new machine into
the communication pathway between two assets. This new machine will use
this position to either monitor or alter the communication between these
assets.

Network Scan — When an attacker scans either the OT network, or assets
within the OT network, looking for attack pathways. TIV shows the source of
the network scan and the affected assets. Network scans can also be detected
in training mode. The supported scans are as follows:

¢ Single Port network scan in TCP and UDP
¢ Multiport host scan in TCP and UDP
¢ Ping Sweep scan

¢ SYN flood Denial-of-Service.

When approving such an alert, the system would allow this type of scan only
from the originating host.
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®m  TCP Scan - Suspicious activity of an asset that is performing port scanning in
the network.

®m  UDP Scan - Suspicious activity of an asset that is performing port scanning
in the network.

= Known Threat Alerts — TIV uses a sophisticated signatures-based database to
enhance its capability for identifying known attacks.

B Threats — Collection of known malware commands and control servers.

For more details, refer to Alert Guidelines in the TIV Reference Guide.

7.3.2 Alert Story

An Alert Story is a set of alerts that TIV correlates after it has determined that the
events are interrelated.

To navigate to an alert story:

®  Click Threat Detection > Alerts in the main menu. The Alerts page appears.

1 suTsal

Figure 83 Alert Story Example: Story ID 5

The above Alert Story example contains several types of Alerts: New Assets, Asset
Information Change, New Conflict Asset, Configuration Download.

7.3.2.1 Alerts vs. Stories

Alerts show a chain of events that provides a rationale behind the alert. The
system employs alert mechanisms to interpret network and asset behavior into
quantifiable risk factors.

The alert’s chain of events indicates when the score has been impacted by network
activity or other related behavior. The scoring mechanism runs on a range from 0
to 100, assigning each type of alert with a score indicating its relative significance.

Stories correlate the alerts and combine those alerts into one story. The Story
graph of the alert is also displayed, showing when the score has been impacted by
network activity or other related behavior.
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7.3.3 Alert View Page
To navigate to the Alert View page:

1. Click on Threat Detection > Alerts in the main menu. The Alerts page
appears.

2. Expand a Story ID and click on the desired alert. The Alert View page opens.
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7.3.4 Alert Scoring

TIV’s Alert Scoring is a method for managing and controlling alerts. It enables
different levels of sensitivities to enforce the strictness of the detection algorithm.
The detection algorithm decides if an event is considered relevant enough to
warrant investigation. Each individual alert receives a score ranging from 0
through 100.

Admins control the sensitivity value to suit their environment. After an alert
passes the defined threshold, it is considered qualified. Until it has been approved
or archived by the user, its score can only be increased by new indicators. The
alerts are provided, with a chain of events that provide a rationale behind the alert
mechanisms, to interpret network and asset behavior into quantifiable risk factors.

The scoring provides a detailed and transparent method for assessing the real risk
involved with an alert. This enables TIV to significantly improve its ability to
differentiate severe alerts from notifications. The alert score is shown with static
indicators and each of their specific contributions to the overall alert score. An
indicator is a result of a related network activity that can potentially affect the
score of an alert and provides context.

7.3.4.1 Sensitivity

TIV’s sensitivity value differentiates notifications from alerts. The possible
sensitivity categories range between 0 and 100, as Low, Medium, Normal, or
High.

7.3.4.2 Alert Scoring Formula

In the alert scoring, the indicators are evaluated against the asset information and
communications. The alert score is then determined based on the matched
indicators. The severity is hard coded based on the alert score:

¢ Critical severity -

¢  High severity

¢  Medium severity

¢ Low severity -

Alert Score Values

Each alert can receive a score of 0-100. The alert score is capped at 100, even if the
sum of indicators exceeds 100.
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7.3.5 Alert Title

The Alert Title section contains the alert name, the summary of the alert details
and the meaning of the alert.

To navigate to an alert title:
1. Click on Alerts from the main menu. The Alerts View page appears.

2. Expand a Story ID and click on the desired alert. The Alert View page opens
with the alert title, as shown in Figure 85.

ALERT VIEW Yestorday, 1229 & Gisltssess | | SDsasiueCopiire | | Admignts || Gsctes | =

New Asset

% et ey and whwter o lagtaTuts

Figure 85 Alert Title with Description

The TIV alert description describes the alert within the context of the process.

Note  When upgrading a multi-site configuration, until all sites are migrated,
the Score will be equal to 88 for all stories of the old sites in EMC.

7.3.6 Alerts Page

Use the Alerts page for viewing and investigating your alerts.

To access the Alerts page:

®m  Navigate in the main menu to Threat Detection > Alerts.
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1. The top bar gives the total Process Integrity Alerts vs. Security Event Alerts.
2. Filter the Alerts page to display the alerts according to the following.

¢ Use the Alert Status to differentiate alerts with an Unresolved status (by
default) vs. Resolved alerts.

¢ Select specific Alert Type/s of interest. Choose to identify alerts of the
Category Integrity and/or Security. Use the Search by window to find
particular assets you suspect may be involved in this alert.
Set the alert Time range of interest.

¢ The Alert Severity level is based on the Alert score, which is determined
based on the matched Indicators that are evaluated against the asset
information and communication.

¢ Click Clear All to clear all filters. Click Query View to show the filters in
query view and edit as needed.

¢ Click Advanced Options to show more filtering options.

3. The default Alerts page picture shown in Figure 86 is in List View, = |
where the alerts are clustered into Alert Stories.

¢ Alternatively, select a Layered Graph Il or Network Graph 2 view:

¢ Use the Layered Graph Bl to view the assets impacted by the alerts in
the context of the asset’s Purdue model levels and the connections
between the assets.

¢ Use the Network Graph Ed for visualizing all assets impacted by the
currently filtered alerts. Assets that communicate with each other are
shown closer together. The arrows indicate the direction of
communication between related assets.

4. Rows of the Alert Results table are provided according to Alert Stories. They
are listed by Story ID with the corresponding Alert Score in parentheses, as
well as the total number of Alerts in each Story. Click the arrow to expand the
Story and view its Alerts.

5.  Click on an Alert name to open its Alert View page and examine its details.

6. Click Uncollapse Alerts by Story to view the alerts individually and perform
actions on them. Sort order is by ID number. To regroup the alerts, click
Collapse Alerts by Story.

7. The number of Alert Stories or individual Alerts is displayed at the top of the
table according Uncollapse Alerts by Story selection.

8.  Use the Alert toolbar to access all alert actions. You can Approve, Archive,

and Assign alerts to other users. Click More [+] for other actions: Selecting
the columns shown in the table, creating a widget from the data, creating a
scheduled report, and downloading a report.
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7.3.6.1 Alert PCAP

TIV allows users to save the .pcap file of each alert raised for in depth analysis.
This capability is configurable during setup in the Store Raw Data (PCAP)
option. After the Save PCAP capability has been set up, users can selectively
choose which alert PCAPs are of interest and then click on the Download Capture

-
1con .

®m  To download the packet, navigate to the alert’s Alert View page and click
Download Capture.

For more details, see section 7.3.7.6.

7.3.6.2 Alert Indicators

The Alert Indicators are shown in the Alert Score area of the Alert View page, as
shown below:
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Figure 87 Indicator in the Alert Score Area

m  The Significant Indicators are shown next to the alert score, with icons
representing each of the alert indicator types:
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Figure 88 Alert Score - Significant Indicators
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® A maximum of three Significant Indicators are displayed. Out of all the
evidence detected, these indicators are those most relevant for investigating
the alert. Note these are not necessarily the ones with the highest score.

®m  Additional indicators are provided to show more details about this alert.
Each indicator is assigned a different weight, representing its relative
contribution to the total score points in the alert.

®  Clicking Show Indicators EEEIEEEE] displays the full set of indicators. After
the alert is seen in context, it allows the user to view the alert score and
severity level. This list of indicators includes two types of indicators: static
and event indicators. Static indicators consist of static information that can
potentially affect the score of an alert such as the asset type, subnet or virtual
zone group. Event indicators consist of dynamic information, such as related
network activity, that can potentially affect the score and provide context to
the given alert.

m  Toggle between Show Indicators and Hide Indicators as
needed.
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Figure 89 Alert Score - List of Indicators

Note: When the indicators reach a score over 100, the alert score is capped.

Other relevant information is provided by some of the indicators, even if they
do not directly contribute to the score.
Alert Indicators for Repetitive Alerts in Training Mode

We auto-approve repetitive alerts when the system is in training mode (by using
an indicator); this will decrease the number of duplicate alerts in the system.
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Description: This alert has been repeated several times in the last 14 days with no
rejection from the user while the system is in training mode.

To see the alert indicators:

1. Go to Alerts and click on an alert.

2. From the Alert View page, look under the Alert Score section.
3. Click on Show Indicators.

All the parameters in the alert indicator configuration:

m  Enable/disable the feature

®=  number of days to check (days before)

®  number of repetitive alerts

Matnd

B ThH bt D8 D) LA W vl (U 1 T T 16 S WITY B8 T T T A il e v
VALEs 8 Ve reade

Totad Score

Rlert Scorw

Figure 90 Repetitive Alerts

Supported alert types: Failed login, Configuration Download, Configuration
Upload, Monitor Debug, Online Edit

Calculate Score

Users can prompt the system to calculate/recalculate using the Calculate Score
button:

ALERTVIEW IO 1590 [ cossssnes | e sy | f

Udp Scan

Figure 91 Alert Score - Calculate Score

By default, the alert score is automatically calculated. When needed, press
Calculate Score to recalculate the alert score; this will also update the
Indicators. A recalculated score affects the overall score of the alert and will take
the context of the previous alerts. For example, an alert on a query to the PLC for
the first time will appear as risky, but if it is supposed to repeat every day, then
you can recalculate the score and it will appear as less risky.
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Root Cause Analysis

The alerts are displayed with Root Cause Analysis, made of a chain of interrelated
events. This timeline consists of a series of events that provide rationale behind
the network and asset behavior. Admins can control the sensitivity level that
differentiates alerts from notifications. The chain of events indicates when the
score has been impacted by network activity or other related behavior.

Root cause analysis is found on the Alert View page in the area underneath the
Alert Score. The following chain of events shows an example of a series of Known
Threat Alerts:

ROOT CAUSE ANALYSIS

New asset detected Out of weeking hours : A new Endpont was detected i a non-risky <
zone: “Endpoint: Other - Remote”, performing authentication aperation communication:
192.168.0.101

View | Dpen new

New Asset 200119222339
New asset detected Out of working hours : A new Endpoint was detected @ a non-rsky
zane: “Endpeint: Other - Ramote’, perfeeming file system operation communiation:
192.1680.100

New Asset 207119222339
New asset detected Out of working hours : A new Endpomnt was detected  a non-rasky
zone: “Endpoint; Other - Remote’, performing authentication aperation communscation:
192.1680.121

Known Threat Alert 20014/19222329
Out of working hours Knawn Threat: Threat ET TROJAN Confickerd Shelicode was
detected from 192.168.0.121 to 192.1680.101

Cusrent
J

Figure 92 Root Cause Analysis: Known Threat Alerts

RCA gives users a picture of a suspected attack. This ‘zoom out’ perspective
attempts to expose the overall attack path by highlighting related events that
could enhance our understanding of the suspicious activity.

The alert’s chain of events are those the system has identified, analyzed, and
determined to have influenced the alert and its score. With this detailed
information, users can investigate the attack, including actions that preceded the
alert.

The timeline of the chain of events appears in descending order. An alert may
include the chain of events, whether or not the score is qualified.

Note An alert with no relevant events does not have a chain of events.
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7.3.7 Alert Workflow

Critical and High alerts are the most crucial alerts to resolve. The other alerts are
considered notifications and have a lower severity.

Most of the alerts will only be raised when the system is in Operational mode.

7.3.7.1 Resolving Alerts: Assign/Approve All/Approve Selected/Archive

Resolving Alerts in Bulk from the Alerts Page
1. List the alerts individually by clicking Uncollapse Alerts by Story.

2. Select the checkboxes of the alerts on which to perform a bulk change.

Resolving an Individual Alert from the Alert View Page

In the Alert View Page, the following options appear on the top right of the page
for each alert:

Asset Information Change

"
K/

Every asset Inormanan CIRNgEe 1 ot TRWOrs mist be wertfied 398 00mwnd. WOen 3 S3feare werson Canges. for FEtarce. B System wi 10001 2 SOMAWIE version [range

ALERT VIEW Yesterday, $0:07 | o coxuntescrn || 2oownmiascapons ||| Bnssignre v tpreetll || vapsroveseecss || S ||

Figure 93 Alert Options for an Individual Alert
Decide how to resolve the selected alert from the following options:

m  Assign to — Click to delegate the alert to another user for investigation and
resolution.

m  Approve — Click when the activity that caused the alert is legal and valid
communication, such as a newly-installed asset. Approving an alert as a valid
change validates only the observed activity. In some cases, it is added to the
baseline:
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& Downlvad Capture Stavignta | m Barchive (o1
Approve
All new baseines will be approved
1 ] Cancael
| N

m  Archive - Click to Archive the alert when the cause is not acceptable or is not
a legitimate network communication. The information is archived; it is not
added to the baseline.

Resolving Policy Unmatched Violation Alerts

In addition to Assigning a Policy Violation on the Alert View page, there are
three options for resolving this type of alert:

#& Calculate Score ‘ ’ & Download Capture | | & Assign To ’ ’ Resolve v ’ B

i
v Approve & Update Policy
X lgnore

! Acknowledge

bf a malicious activity in your network

Figure 94 Resolution Options for Policy Unmatched Violation Alerts

= Approve & Update Policy - This means you are approving communication
behavior. You are asked to approve the suggested rule(s) to be added to your
policy (to prevent them from raising alerts) (See Figure 95).

®  Ignore - Choose this when the event reported by the alert was expected or
accepted as a one-time event that you are aware of. In this case, no change to
the policy is required, and resolving the alert is logged as ‘Alert Ignored’

= Acknowledge - This means the alert is signaling a real security event. You
will want to continue being alerted on such events in the future, so no change
to the policy is required. The result is the same as in the “Ignore” case.
However, in this case, the resolving of the alert is logged as a true security
event for auditing purposes.
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[CIODWE POLCES

Y webmtncd

AMTION ¥ SOURCEZONE §  DESTINATION ZONE §  PROTOCOL 3 PORT §  CATEGORY 3 ACCESS 3 EXACT MATC)
= e
Pre appr 1 ¢
ALTION & SOURCE 20NE # DESYINATION ZONE & PROTOCOL ¢ PORT ¢ CATEGORY ¢ ACCESS ¢ EXACT MATCH ¢
we

Note

Figure 95 Approving & Updating a Policy

In the case of approving a New Asset alert, you can uncheck all
suggested rules, and still approve the alert. Doing so will result in the
approval of the new asset itself, but without any change to your policy,
which can result in a future Policy Unmatched Violation alert when the
newly approved asset is communicating again.

Mitigating Alerts

Mitigation steps show how to respond to and resolve each alert. These mitigations
guide SOC and OT engineers during investigation. The mitigations include
instructions for avoiding future alerts of each type. For example, with a security
alert, the mitigation steps may include how to secure the environment.

Refer to the TIV Reference Guide: Alerts & Mitigation Table for more
information.

Viewing All Events in an Alert

Drill down to reveal all events collected that comprise the current alert.

Click Event Details BEEESE from the Alert View page.
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MITIGATION STEPS
’ 1.ty s s
2.0k ing th file option, verify that the actual change s the chang: P
3.1 not. OT engineer vge fron a change wars detected
s s
. -—
7 Al
192.168,1.100 i 4
» 192.168.1,100 Crivenliny. Medium w 19216811
MAC 005056338251 ::.u : SaioncHitat Metwork  Default
Petwark  Default ik Lavel High
Vesdor  VMware, Inc.
@ ek Lewel High e Assat TypaPLC
Ste  Default Ste Default
St TypaEngineering Station Criviealiny High
Model  Tricon ¥105.2 - 3008 Main Pro...
Prmaas ey 6271
Vervion
Project: CLAROTY, On version: 14,
projucs D2t Modified:02/10/2017
18:56:22, Creator Hostname:
Manager
Figure 96 Event Details
= The Event Details pop up appears:
EVENT DETAILS x
RESULTS (2/2) Search by description x
1+] Description Type Timestamp =
RSLinx potential Heap Buffer Overflow (CVE-20
18-14821) attempt (10.20.6.64:50605 -> 10.10,
984 6.31:44818). Signature: CVE-2018-14821) attem Known Threat 19/11/2019,
pt"; content: *|00 00 00 00 |",offset:24, depth:d;  Event 16:03
content: *|00 00 00 00 b2 00| ",offset:32; depth:
6; byte_tesc2, >, 4500, 0, relative, ittle;
RSLinx potential Heap Buffer Overflow (CVE-20
18-14821) attempt (10.20.6.64:50605 -> 10.10,
7529 6.31:44818). Signature: CVE-2018-14821) attem Known Threat 19/11/2019,
pt'; content: *|00 00 00 00 | "joffser:24; depth:d,  Event 16:09
content: *| 00 00 00 00 b2 00| *,offset:32; depth;
6; byte_test:2, >, 4500, 0, relative, little;
£ B8 e (%3

Figure 97 Event Details
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7.3.7.4 Searching for an Event in the Event Details dialog

Use the Search by Description field e to search for an event
(see Figure 97). This can be useful for forensic purposes.

7.3.7.5 Exporting Alerts
To export alerts:

1. Navigate to the top right corner of the Alert View page:

ALERT VIEW Yesterday, 10407 @ CacssieScore | | A Dumwnat Captars ShaignTe || Fesene s [ &

Policy Violation

Figure 98 Alerts - Export Button

-
2. Click Export B o export this alert for investigation.

¢+ The Download Report popup appears:

3. Select the report format: CSV (default) or PDF.

Foemat ® v O vor

cuee D et D artroties

[ owntosd |

Figure 99 Download Report
4.  Select whether to include Events and/or Activities in the report.

5. Click Download.

¢ The report is downloaded to your browser:
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CTD Alert Report 18-06-2019

ConfigurationUpload

C guration Upload: Config 1 Upload operation was performed for the first time by [[asset:39])
on [Insset:38])

Alert Score: 100

Status: Unresolved

windows7 Oil-Gas
10131219 00:50'56:80:DF BEDetault 101315 00:0€ 8C 84 9C SCDelaLA
Semers HMI wadows? Semend PLC PNIO

Figure 100 Cover Page of Alert Report in PDF Format

Note: TIV supports the export of up to 1K alerts with the pdf format.

7.3.7.6 Downloading Capture - Raw Alert Data

When the packet capture file is preserved for an alert, it is available for download
in PCAP format from the Alert View page.

Policy Violation

ALERT VlEW Yesterday, 1007 & Calodate Score i.twum-- | & Basign To eanton v

=

Figure 101 PCAP download

& Download Capture
®m  Click the Download Capture icon -
This packet capture file includes raw information of the current alert for
investigation. This icon only appears when there is an available PCAP file.

Note Saving the PCAP file is configured by the Admin via the Save CAPs
checkbox (refer to the Admin Manual).

m  [f the PCAP file was not saved, this icon is greyed out and appears with a
tooltip: ‘No capture file was recorded.”
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7.3.8 Creating Your Own Alerts (Custom Alerts)

7.3.8.1 Admin Alert Rules
To view alert rules:
= Navigate to Threat Detection > Rules.
Note that Administrators can set various Alert Rules to approve or archive alerts
without any user input automatically.

7.3.8.2 Baseline Rules
Admins can configure baseline rules from the Baseline Rules page. See
configuration details in section 7.6.

7.3.8.3 Yara Signatures
Users can create their own custom network traffic monitoring rules based on Yara
rules. These rules provide matching of patterns found on data blocks extracted
from network traffic. The network traffic rules feature allows the user to manually
disable or enable any existing network traffic signatures supplied by the system.
TIV extracts data from TFTP, SMB, HTTP, and code sections. This allows TIV to
provide the user with more advanced signatures, targeting newer threats without
the need for overall system upgrade. The user can create custom rules using a
Yara pattern language.

7.3.8.4 Network Signatures
Network Signatures are another TIV capability. These network traffic rules allow
users to disable or enable any existing network traffic signatures supplied
manually.
Users can create their own custom network traffic monitoring rules based on
Snort rules, similar to Yara rules, using a Snort pattern language.
See configuration details in section 7.6.

7.4 Events
A'log of all the events logged by TIV’s engines are displayed in the Events page,
regardless of whether they are considered alerts that might impose a risk.
The Status of each event can be risky (an Alert or an OT Alert) or not (a Non-
Risky Change or an OT Operation). Clicking a risky event opens an Alert View
page, and clicking a non-risky event opens a Master Event View page, where
groups of interrelated events are displayed.
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7.4.1 Events Page
To access the Events page, navigate in the menu to Threat Detection > Events.
The Events page appears as shown below.
o
.0 e @ .0 il
webect COne or More St O or MG n ) w v = 0
=) RESULTS (2.834) @ juni]
A i 1 t 0 01
Figure 102 Events Page
1. The Event Results shows the total number of events logged. It dynamically
displays a table of all events generated by TIV’s engines, regardless of
whether they are considered alerts that might impose a risk.
2. Each row of the table displays the event ID, the event Type detected (e.g.
Configuration Download, Login, Known Threat Alert), its Status, a high-level
Description and its detection timestamp.
3. To add the Site column to the table, click the More : icon, select
Selected Columns from the menu, click Site and click Apply.
4. The Type filter allows multiple selections of the available Alert Types.
5. The Status filter lets you filter for Alerts, Non-Risky Changes, OT Alerts and
OT Operation events or a combination of them:
eVENT VIEW
Select One or More ‘ Select One or More [ hr 4] W, M -]
; e RESULT

Proprietary & Confidential
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Not Risky Change
DESCRIPTION
OT Alert

54 Basellne Deviation OT Dperation ARP : Request for ipvd adadress 10.1.34.2

Figure 103 Event Status dropdown

¢ (licking an event’s ID leads to the Event view that displays information
of any correlated events:
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e Inthe case of a risky event (Events with Alert or an OT Alert
statuses), selecting the event ID leads to the relevant Alert Page to
access all the controls for managing and investigating the alert.

e  For events classified as having no risk (i.e. events Status of Not
Risky Change or OT Operation), selecting the event ID leads to the
relevant Event for investigation.

6. Select a Time frame for the Event Results to display: During the past
Hour/Day/Week/Month or any user-defined period.

7. Use the Search by field to search for an event by part of its Description.
8.  Use the Clear All and Query View controls to adjust the display as needed.
9. Use the Page Controls to navigate through the pages of the Event table.

7.4.2 Master Event View

Related events are assembled into a Master Event. The Master Event View
contains a chain of related events with an alert score.
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Figure 104 Master Event Details for a New Asset
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1. Name of the event and its description. Above is the timestamp of the event.
2. The Master Event header displays the following:

The system risk definition algorithm has classified these events as not risky

Note This Event occurs when the sensitivity value that differentiates
notifications from alerts determines that the current event is not
interesting or relevant enough to be classified as an alert.

3. Click Export ™ to generate a report for this event in PDF or CSV format, and
choose to include Events, Activities, and/or Baselines:

DOWNLOAD REPORT
Fomnag: © csv @ voF
Inchide [%] everns [®] actasties [®] vasaines

Figure 105 Downloading a Report for a Master Event

4. The Event area provides metadata of the event:
¢ The event is shown without a Score since this is a non-risky event.
¢ The Significant Indicators are displayed.

¢ Click Show Indicators to view additional event indicators. For further
details see section 7.3.6.2.

5. The Root Cause Analysis shows the chain of events leading up to every
single alert, which is essential for OT security alerts. It enables fast and easy
triage of alerts, as well as proactive threat hunting. By providing the context
surrounding the associated threat and risk, these details help users hunt for
threats and resolve security events. For further details, see section 7.3.6.3.

6. The Master Event Details provide metadata of the event, such as the primary
asset involved. The right side of the Master Event Details page shows the
details of a secondary asset/s involved in this event.

7. Click Event Details to view details of the Master Event. Each row of the table
displayed provides an event description, its ID, type and timestamp. A
window is provided for text searches of the event descriptions instead of
browsing through the Event Details results.

8. When applicable, the Asset Communication area appears for the event. This
section provides a communication summary and details of any Virtual Zones
impacted.
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9. A section with all the Baseline Details for the event is populated when
applicable. This table features filters for all aspects of the event and each
communication type.

Zone Rules [Only Admins]

Overview to Zone Rules

This mechanism provides a high level of accuracy for fine-tuning the system’s
communication rules using a familiar, easy-to-use interface, similar to a firewall
management interface.

When transitioning into operational mode, zone rules are applied to the network
traffic. At this point, you can manage the rule list and customize it as needed. You
can review, delete, validate, or modify the out-of-the-box zone rules or create new
ones based on specific needs.

You can:
B Create and control zone rules with an intuitive interface

®  Apply arule validation process to allow Admins to review and validate newly
created rules

® Investigate and resolve Policy Violation alerts, using the context provided by
the matching of detected communication to existing rules, and quickly
understand which rule was responsible for each generated alert or which rule
is required to prevent an alert from being generated again in the future.

m  Resolve an alert by updating its rule, based on new rule suggestions made by

the system.

Note: All the automatically created Zone Rules are zone-based and are
mutually exclusive.

Zone Rules Page

The Zone Rules page displays a table similar to the one shown below, enabling
you to see all rules in a firewall-type management interface. The view allows for
creating, reviewing, validating, modifying, or deleting policy rules.

To view the Zone Rules page:

m  Navigate to Threat Detection > Rules > Zone Rules in the main menu.

Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire

April 2021

Version 4.2.4 Page 116 of 299
Rev 1



Threat Detection

21 heerms
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Figure 106 Zone Rules Page

See Table 4 Policies Grid: Default Columns for the Policy Rules parameters.

Note: The Baseline Deviation alert has been deprecated and replaced with a
Policy Violation alert.

7.5.3 Zone Rule Behavior

The Zone Rules behave as a set of logical conditions set upon the network traffic
detected. When conditions are met, the system responds by taking one of the
following actions:

B Allow — When the conditions of the zone rule are met and the action is set to
"Allow", the system does not trigger an alert.

®  Alert - When the conditions of the policy rule are met and the action is set to
"Alert", the system triggers a Policy Rule Match alert.

The policy includes an implicit default “Alert on anything” rule (not visible in the
Policy Rule list). In operational mode, if the detected communication did not
match any of the existing rules, the system matches the Alert on Anything rule,
which will trigger a Policy Violation alert.

A Policy Violation alert is triggered when none or only some of the conditions set

in the Policy Rules do not match the parameters of the incoming network traffic.

Note The action to be taken is configured by Administrators.

7.5.4 Policy Alert Types
The two types of Policy alerts are as follows:

= Policy Rule Match - This occurs when the detected communication matches
an explicit policy rule defined with an “Alert” action.

m  Policy Unmatched Violation — This type of alert is triggered when the
detected communication was not matched to any rule with an “Allow” action,
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and as a result, the implicit “Alert on Anything” rule was hit. This means
there was no pre-existing policy rule for such communication.

In case the system detects a new asset, a New Asset alert will be triggered. If the
new asset’s communication is not already addressed in any existing policy rule,
the system will suggest a rule to be added to approve the new asset’s
communication.

The system will suggest a zone for the new asset and a change in policy based on
asset communication.

By definition, when a Policy rule is created, it is in an invalidated state. Only
Admins can validate a rule.

For details on validating rules, see section 7.5.5. For instructions on bulk editing
see section 5.6.2.

7.5.5 Zone Rules Columns

The table below describes the columns available in the Zone Rules grid. You can
sort the results by clicking any column header.

Table 4 Policies Grid: Default Columns

Column Name Description

ID * Identifier of the Policy Rule. Each Policy Rule is automatically
assigned with this unique number as it is created.

* (Active) Whether this Policy Rule has been enabled
Green ™ means the rule has been activated

Action * Whether this Policy Rule allows or will trigger an alert

Source Zone * The name of the source of this virtual zone

Destination Zone * The name of the destination of this virtual zone

Protocol The protocol/s used in the communication between the source

and the destination zones (can accept multiple protocols)

Port The port/s through which the communication flows for this
rule (can accept multiple ports)

Category * The categorization of this asset, such as Protocol,
Programming, Network, Data Acquisition, etc.

Access * The type of access this asset is allowed: Read, Write, Publish,
Execute, None (uncategorized). This field can accept multiple
access types.

Exact Match * Whether the policy’s communication should exactly match
(Yes) or not (No), including the Baseline Description (which
must be identical).

Description * User-defined description of this policy rule

Hit Count * The number of communications that matched (hit) this rule
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Column Name Description

Cloud Reputation * Indicates the rule’s prevalence among different sites. The Cloud
Reputation classifications are as follows:

° Rare - This policy was rarely seen in different site networks

e Uncommon- This policy was seen in a small amount of our site
networks

e  Common - This policy was seen in a large number of our site
networks

e  Universal - This policy was seen in most of our site networks

Validated * Whether the policy rule has already been validated

Wall e

or is not set to be validated |

The table below describes the additional columns to display in the Zone Rules
grid.

Table 5 Zone Rules Grid: Additional Columns

Column Name Description

Created By The username of the user that created this rule

Created On The date and timestamp of the creation of this rule

Last Modified The latest date and time that this rule was modified
Last Modified By The username of the user that last modified this rule
Last Validated The latest date and time that this rule was last validated
Validated By The username of the user that last validated this rule

®  To add additional columns to the Zone Rules table, click the More III
button in the toolbar and click Select columns.

m  Choose additional columns to display from the Select Columns dialog and
click Apply:
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} Cancel Apply

Figure 107 Select Columns Dialog

Creating a New Zone Rule

Threat Detection

To manage your system effectively, you can create as many new zone rules as
needed, or edit existing rules, as shown below. To create a new rule, select the

Create New + button from the Zone Rules toolbar:

ZONE RULES  + Rules to Validate

Source Zone Destination Zone

Select Zone.., Select Zone...
Search By

arch Description

Advanced Optionss

aan
%

o U ACTION H SOURCE ZONE I}

Frotocq

Sele|

DESTINATION ZONE N

Figure 108 Create New button on the Policy Rules toolbar
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The Add New Alert Policy dialog appears:

ADD NEW ALERT POLICY

RULE DESCRIPTION

Assets

SOURCE VIRTUAL ZONE DESTINATION VIRTUAL ZONE
Select Source ') Select Destination

Rule

ACTIVE ACTION exact MatcH (1)

() Alert () Allow Qo Yes

PROTOCOL(S) CATEGORY ACCESS TYPE
Select Protocols Select Categary Select Category

his field i

PORT

Cancel

Figure 109 New Alert Policy dialog

To incorporate the new alert policy rule, define its characteristics:

®m  Rule Description — Provide an explanation of this rule to be easily identified
in the future or by other users.

m  Source Virtual Zone of the communication

m  Destination Virtual Zone of the communication

m  Active — By default, the rule will be activated. Slide this button to the left if
you prefer to deactivate the rule.

m  Action - By default, the rule is allowed. If otherwise, select the Alert button.

m  Exact Match - By default, the rule does not require an exact match. If
otherwise, select Yes.

= Category — A drop down list of communication categories. You can choose
multiple categories, e.g. Diagnosis, Authentication, and Programming.

m  Access Type — The type of access permitted for this communication. Select
one of the following: Read, Write, None, Publish, Execute

m  Port - The communication port(s) specified by the rule. You may specify
multiple ports if required.
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Click Add MEEIN {0 commit the new policy rule.

7.5.5.2 Editing an Existing Rule

To edit an existing rule, select it from the list and click Edit Rules:

ZONE RULES Rules to Validate
Filter By
Source Zone Destination Zone Protocols Cat]
Select Zone... Select Zone.., Select Protocol...
Search By
search Rescnptior
B 1selected i [ ] + [# [c) 0]
ib N ACTION N SOURCE ZONE 1 DESTINATION ZONE T PROTOCOL 1 PORT U
( 118 (] v Allow PLC: Modbus (3) % Broadcast/Multicast (1) )

Figure 110 Edit Rules

The Edit Alert Policy popup appears, enabling editing of the rule parameters
which are the same as the New Alert Policy dialog above (see Creating a New
Zone Rule 7.5.5.1):
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EDIT ALERT 2OLICY

RULE DESCRIPTION

Assels

SOURCE VIRTUAL ZONE DESTINATION VIRTUAL ZONE
R

AcTve ACTION ExACT MaTeH (1)
«© Nert ) Mhow O
PROTOCOLIS) CATEGORY ACCESS TYPE

m selected 1 item selected 1 (term sefected

Figure 111 Edit Alert Policy dialog

Reviewing and Validating New Zone Rules

Policies are unvalidated by default until the admin validates them. After the
system moves to operational mode, the admin can choose to validate a Zone Rule
or leave it unvalidated. Zone Rules govern communication in the network that the
system has learned while in training mode. The admin can validate all of them at
once or manually validate them. If the behavior is learned, then you probably
want to validate all rules. When a new policy is found in the system, a policy
violation alert will show and need to be approved. Every new policy triggers a
policy violation in operational mode.

If there is a policy violation and if not validated, there will be an alert. This
represents a different communication that was not learned and an anomaly in the
network. A new alert can be approved or not approved on the alert page and
validated or invalidated on the policy page. Unvalidated rules are policy
violations and will trigger an alert.

Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire

April 2021

Version 4.2.4 Page 123 of 299
Rev 1



Threat Detection

ANunt CFEeee

' . + ‘ RESULYS (18)

NiBasstres
Anry Pre
ot t

y ' LOATE

Feart o 10 Rare Vadzeas
Pd Ustddate
Aile wo | L sdane
WA Vakoe

Pay WA \ridate

Figure 112 Zone Rules page with rules pending validation

7.6 Baseline Rules

Baseline Rules are a type of alert you can create based on changes to, or activities

within, Baselines. For example, you might want to be alerted when the baseline

“TCP from any port to port 5000” appears.

Baseline Rules can be viewed and edited from this page but are created in

Baselines. See section 8.7.

7.6.1 Editing a Baseline Rule

To edit a baseline rule:

1. Navigate to Threat Detection > Rules > Baseline Rules. The Baseline Rules

page appears:
#esse o to 4 page in order to creote a rule by selecting o basebne Fom the resuks st and dicking on n-ra oon
= t a RESULTS (1)
1 1ECT04 Yalue deviation 12N 72620 0434 / Ede
Figure 113 Baseline Rules Page
2.  Select a rule and in the Edit Rule column, click Edit.
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The Edit Baseline Rule dialog appears:
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Figure 114 Edit Baseline Rule Dialog

3.

Threat Detection

Make changes as needed as described in section 7.6.2 - Creating a Baseline

Rule.

Creating a Baseline Rule

Baseline Rules are created in the Baselines page.
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Figure 115 Selecting a Baseline from which to create the rule
Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire

April 2021

Version 4.2.4
Rev 1

Page 125 of 299



7.6.3

Threat Detection

To create a baseline rule:

1. Navigate to Investigation > Baselines

2. Select the relevant baseline from which you want to create the rule.

3. Click the Create Rule Elbutton.

The Create Baseline Rule dialog appears:

CREATE BASELINE RULE

o OF : Roguant for Oans 1 Cychic Conwemner on : Sasamaly Otjact
Nasmance GI) \ TamvertinPomt 1\ CanventionPane \ Smple
Seagmant 130183107, 0.1,16,3688.0

Figure 116 Create Baseline Rule popup

4.  Provide the following details for your new baseline rule:

L

L

Rule Name - Provide a name for this rule

Description — This field is populated from the baseline name and can be
changed as needed

Active Until — The duration (date and time limit) for this rule to apply
Filter type — Determine when the new alert will be triggered:

e Inactive for — Select this type if you want to deactivate the period
for this alert, and define its duration (the default is set for 1 minute):

e Upon appearance — An alert will be raised when this baseline
appears and meets the condition, whether or not there is a baseline
deviation.

5. Click Save m The rule is added to the Baseline Rules page.

See section 7.6.3 for defining Baseline Rules using Baseline Values.

Baseline Rules using Baseline Values

Baseline values can be used to construct a rule to create an alert.
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Preconditions

Before using this feature, make sure you have the following;:

1. Inthe Advanced Network Settings in the Settings |E| > Data Sources >
Interface Configuration, the administrator has enabled Show Protocols by
sliding the Show Protocol Configuration menu in the Interface Configuration
Page button to the right (see Figure 261).

Warning:  These settings can have a critical impact on the system and therefore
should only be used by an Administrator in coordination with Tripwire Support.

2. The checkbox is selected for enabling IEC 101 in the Settings > System
Management > Deployment Configuration > Protocols page (see
Figure 262).

3. The Admin identified an existing baseline to use as the basis for defining the
baseline rule which already includes relevant IEC 101 data with minimum
and maximum values.

Steps

1. To define a baseline alert to be triggered on a certain value condition, follow
the same baseline rule creation steps as in section 7.6.2.

2. Then in Filter Type select Value and enter the desired condition:

CHEATE RASTUNE At

Hevd e WL Seanving Tooe ratunsl

JLO Spanng Trew Prf

Figure 117 Setting a condition for a baseline rule
¢  Filter Type — Determines when the new alert will be triggered.
¢ Value - Sets the criteria for the deviation.
The condition is displayed in the Baseline view.

When a Baseline Alert occurs, it is displayed as follows:
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Figure 118 Baseline Rule Alert
7.7 Before Working with Network Signatures and Yara Rules

Before working with Yara or Network Signatures, ensure that your environment
is set up for sniffing with ‘Known Threat Detection” enabled on the specific
network you are working on, as shown below.

To sniff ‘Known Threat Detection’:

1. Navigate to Settings > Data Sources > Interface Configuration.

2. Click Advanced Network Settings and turn on Known Threat Alert

Detection.
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Figure 119 Configuring Known Threat Alert Detection

Network Signatures

To access network signatures:

= Navigate to Threat Detection > Rules > Network Signatures.

The Network Signatures page appears as follows:

Threat Detection
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Figure 120 Network Signatures
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7.8.1 Adding a new Network Signature Rule

1. Click Create New in the toolbar to create a new Network Signature rule.
The following dialog box appears:

CRINTE AW NITWORH QCNATUNE SULES

RULE CONTENT

Figure 121 Network Signatures - Creating New Rules

The behavior of the Network Signatures form is the same as the Yara Signatures
section.

You can edit any of the network signatures that you have provided under rule

content.
7.9 Yara Rules
7.9.1 Working with Yara Rules

To work with Yara Rules:
®  Navigate to Threat Detection > Rules > Yara Rules.

¢ The list of installed Yara rules is displayed as shown below:
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Figure 122 Yara Rules

The Results grid displays the Yara rules, listed with the following default sortable
columns:

1. Active button — The default value is Active ®Z, Click this button to
Deactivate = an existing Yara rule.

2. Name - The name of this Yara rule
3. Time of Creation — The timestamp of when this rule originated

4. Rule Source — Whether the source of the rule is from the system (TIV) or is
user created. System Rules can be disabled but you cannot edit or delete
them.

5. Options — When a Yara rule is editable, the Edit # icon appears in this
column.

In addition:

6. The toolbar contains options for adding new Yara Rules and deleting selected
ones. See sections 7.9.2 and 7.9.3 for details.

7.9.2 Adding a New Yara Rule

1. Click Create New I:I in the toolbar.

¢ The Create New Yara Signature Rule is displayed:
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Figure 123 Creating a new Yara Signature dialog
¢  The dialog prompts you to:
e  Enter a Signature Name for your new Yara Rule
e  Click or drag the Yara signature file itself
The content of the signature will be displayed in the main window.

e  Click Create to upload the Yara signature file

7.9.3 Deleting a Yara Rule
To delete a Yara rule:

1. Either select the row of the Yara Rule from the list of Results, or search for
part of the string of the Yara Rule name in the Search By field.

2.  Click Delete [ ] on the toolbar to remove the Yara Rule/s.
3. Before deleting any rules, the system requests confirmation of the deletion.

When a rule is modified, the system shows a message on the lower right corner of
the screen indicating if it was deleted or not.
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7.9.4 Yara Rule Example: Suspicious File Transfer Alert
Suspicious File Transfer Alert e
Severity Crithca
€ s sy L 3

Figure 124 Yara Signature Example

7.10 Auto Resolve

To view the Auto Resolve tab:
®=  Navigate to Threat Detection > Rules > Auto Resolve.

The Auto Resolve page appears as follows:
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Figure 125 Auto Resolve Rules Tab

7.10.1 Creating Auto Resolve Rules

1. In the toolbar, click Create New :
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Figure 126 Create Alert Rule Dialog
2. Choose a name for your new rule in the Rule Name.

3.  Specify the time limit for your rule in the Active Until box.

=~

Select the site to which the rule applies from the Site dropdown list. Once
you select a site, the Networks box opens.

Choose the applicable networks for your new rule.
Choose your required filters from the Select Type dropdown.

Provide criteria for defining the filter for your new rule:

® N o O

Define the alerts/assets/baselines in which your rule applies, while selecting
Add to provide multiple conditions.

Note You can configure multiple conditions for the same rule. The rule is
triggered only when all of the configured conditions apply (AND).

9.  Set the required alert result: Approve or Archive.

When all of the configured parameters apply, the system will automatically
Approve your rule or Archive it.

10. Click Save to commit the new rule, which is listed in the Alert Rules table.

¢ The row of each alert rule displays the following columns:
ID, Name, Active Until date & time, Action, Condition, and Edit Rule.

¢ Click Edit to modify a rule.
11. Repeat Steps 2 thru 11 for each rule.
12. To export the Auto Resolve rules and their conditions, select the relevant

row/s. Then in the toolbar click More III > Download.
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¢ The results are provided in a CSV file.

7.10.1.1 Auto Resolve Rules - Exception

In general, when Auto Resolve Rules are applied, they take effect on all future
alerts as well as on the alerts that are already in the system, with the following
exception: The Alert Types below are only supported for approving or archiving
for future alerts (and not retroactively):
m  Port Scan
m Network Scan
®  Man-In-The-Middle (MITM)
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8 Investigation

8.1 Overview

The Investigation functions of TIV are used investigate alerts or events in the
network. They also give deeper visibility and tools for understanding the network
and its behavior. For example, DNS Queries can be used to investigate if an
external domain is being used, or to detect suspicious activities. They can also
help to find configuration issues. The Network Sessions screen analyzes network
traffic, giving you more insight into how your network traffic looks and your
network health. Process Values enable you to investigate OT alerts and get
visibility into OT asset behavior in the network.

Investigation functions are valuable not only for investigation purposes; they can
help with threat hunting as well.

8.2 DNS

DNS allows you to do threat hunting to see if there is unexpected behavior on the
network, to investigate previous issues in the network, or to investigate alerts.

To access DNS view:

®  In the Main Menu, navigate to Investigation > DNS.

NESULTS (2)

Figure 127: DNS Queries View

The DNS Queries page includes the following columns:
m D

m DNS Server

B Domain

m  DNS Client

m  Status

®  Response

®m  Record Type
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m  Hit Count
m  First Seen

m  Last Seen

8.2.1 DNS Widgets

The Visibility Overview and the Asset View page have DNS widgets that describe
the DNS queries detected by the network. The widgets provide improved
analyses of the network focusing on the DNS statistics:

= The number of DNS queries over time
®  The names and volumes of the most frequent DNS queries

®m  The domains with the most assets.

Figure 128: DNS Widgets

8.3 Process Values

TIV’s Process Value tool enables sophisticated monitoring and investigation of OT
processes. Based on its data and analytic algorithms, it provides visibility of the
values that read, write or publish from an OT asset. For each asset you can see all
the tags, their values, their access types and other vital statistics.

The Process Values can be used to combat unexpected changes that can indicate
risks to process integrity and warn of an impending cyberattack.

This tool enables users to know the normal values and recognize when they are
moving towards a critical state, when they are abnormal or unexpected. You
might find behaviors related to a malware attack early in its kill chain or
determine an operational reliability issue. One example of Process Values is
temperature on a controller and observing normal behavior or any changes.
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Note This Process Values view is available by default, even before the user
has selected any tag tracking at all.

Display according to Access Types

The order of the tags in the Process Values table is according to our
recommendations for tracking tags. If a Write access type exists, it is of higher
importance than the other types, and is therefore displayed at the top of the list.
See below for further info on Access Types.

Figure 129: Investigation > Process Values

8.3.2 Viewing Process Values
1. From the Main Menu, click Investigation > Process Values.

2. By clicking a row, you can see a detailed screen with more info on the process
value (see Figure 131).
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Figure 130: Process Values Table - No Tracking

The Process Value table displays the following columns by default:

®  ID - The Process Value ID
m  Target Asset — The target (affected) asset (e.g., a Controller)
m  Tagname - The tag name that is related to the asset. This tag has a value.
®  Protocol — The related protocol running on this asset
®m  Access types — The read or write to the asset
m  Read/Publish Count — The sum of the Read/Publish requests for this tag
®m  Write Count — The sum of the Write requests for this tag
m  Last value - The last tag value that was seen on this asset.
Note When the following 3 fields are non-numeric, they will have no data:
¢  Min value — The minimum tag value seen on this asset
¢ Max value — The maximum tag value seen on this asset
¢ Average value — The average tag value seen on this asset
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Further info on tags that have no tracking

Process Values 101 Lix
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Figure 131: Detailed Process Values View: Collapsed

A screen will open on the right with a detailed page. Click the arrow @ on the
top right corner to expand this view to the entire screen.
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41006

Figure 132: Process Values View: Expanded - (No Tracking mode)
The following fields appear, including:

m  Tag Information — Includes the Tag name, the Target asset associated with
this tag, Protocol, Write Count, Read Count, Publish Count and Tagging
Mode as described above

®  Source assets — The assets that communicated with the target asset and sent
the read/write requests. The parameters includes the source asset Name, IP
address, MAC address, Class, Type, Criticality, Risk Level, Vendor,
Network, and Last Seen fields as described in Assets View, section 5.4. These
assets are sorted by decreasing Risk Level.

8.3.3 Tracking Configuration

In the Tracking Configuration dialog, accessed by selecting assets and then

clicking Edit Tracking Configuration =] in the toolbar, select the Tracking mode
and Access Type.
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Tracking Modes

Users are required to identify which tags are of interest in order for TIV to track
them and collect information on them.

TRACKINC CONFICUBATION

THALKONE MODE | |

Wy e Trecenyg

Figure 133: Tracking Mode dropdown
Choose from the following Process Value tracking modes:

®  No Tracking — In this mode, there is no tracking whatsoever. The user
obtains some data in the Process values table

®  Summary - In this intermediate level of tracking, Process Values are tracked
at a high level, including statistics and trends over time. If further
information is needed, use Detailed tracking. The statistics are summarized
on an hourly basis.

m  Detailed - This is the most extensive type of tracking. Every detail of the
process values is tracked and available for further investigation, yet it has less
history than Summary tracking. This mode provides continuous tracking
information in real time.

Access Types (relevant only for Detailed Tracking)

Users are required to identify and select tags that are of interest in order for TIV to
track them and collect Process Value information on them.

m  Select from the dropdown of trackable Access Type/s: Write, Read/Publish

TEAOINE (DUFGUSATION

TRALHING MO

ALEENS TV

Figure 134: Access Type dropdown

Note We highly recommend that users track Write access types.

Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire
April 2021 Version 4.2.4 Page 142 of 299
Rev 1



Investigation

8.3.4 Process Value Graph

This Values Over Time graph is featured in both the Detailed mode and
Summary mode expanded views:

TAL MFDRMATION L

VALLIES O Y1t o] .

Figure 135: Timeline

This timeline graph shows two aspects: a light blue block that shows the range of
values, plus an additional line graph superimposed above it:

®  In Detailed mode, a timeline of the actual value in this range dynamically.
®  In Summary mode, the average value is shown.

When hovering over the graph, further details are displayed, and the
corresponding table is marked.

8.3.5 Summary Tracking Mode

In addition to the Values over Time graph, the Summary mode view highlights
the tag information, the appropriate statistics as well as the source assets of the
asset under investigation. The statistics are summarized on an hourly basis.
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Figure 136: Summary View

The following fields are displayed in Overview page for the process values:

General Information
m  Process Values Title — The name of the Process Value being tracked
m  First seen — The first time there was a read/write/publish action on this tag

m  Last seen — The last time there was a read/write/publish action on this tag

Tag Information

m  Tag Name - The tag name that is related to the asset. This tag has a value
m  Target Asset —-The target (affected) asset (e.g., a Controller)
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®  Protocol -The related protocol running on this asset
m  The Read/Write/Publish counts, the Last Read/Write/Publish value
m  The Last Function Code — How the read/write action was done

®m  The Tracking Mode — No Tracking / Summary / Detailed

Statistics Information

®  The Site ID - Identifies the site in which the process values are being tracked
(only visible when investigating from the EMC)

m  The Source Asset/s — The asset/s that communicated with the target asset and
sent the read/write requests.

®  Min Value, Max Value, Average Value, Range: These entities are measured

from the time the system started to learn or after statistics reset.

Note When a relevant value does not exist, the corresponding field is not
displayed (for example, an average is not relevant for a Boolean or a
string)

¢ Min Value - The lower limit of a process value
¢ Max Value - The upper limit of a process value
¢ Average Value - The average of the Min Value and the Max Value
¢+ Range - The difference between the Min Value and the Max Value
B Write / Read / Publish count
m  Last access type of the last action (e.g. read or write) to the asset

m  Last function code — The last function code, how the read/write action was
done.

®  Time - The time period during which this value was tracked

Source Assets

m  Clicking on the cell of a source asset opens the Source Assets dialog with a
table listing each source asset and its corresponding request type

¢  Clicking the asset name opens the full Asset View page

¢ When there are multiple request types for a single asset source, the
request types are separated by commas

¢ The table can be sorted by the Request Type in the same manner as the
main table
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8.3.6.2

Investigation

Detailed Tracking Mode

In addition to the Values over Time graph, the Detailed Mode table displays
which Source Asset performed an operation, as well as the Value at each time
interval, along with the Access Type (Read/Write/Publish) used and the Function
Code.

The main areas of the Detailed page include:

General Information

Tag Information

Values over Time Graph

Value Information

Source Assets

Value Information

This view is similar to the Summary Mode view, with a Value Information area
instead of the Summary Mode’s Statistical Information area.

WALLIE INFORMATION

s ]

Figure 137: Detailed Mode - Value Information

Value Information Filters
The Detailed view presents the following filters for the Process Value results:
1. Asset Name for filtering the results asset name

2. Value for filtering the results by value

Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire

April 2021

Version 4.2.4 Page 146 of 299
Rev 1



Investigation

3.  Access Types — Select Write / Read / Publish for filtering the results by
access types

4. Time — Choose whether to filter the results per Hour / Day / Week / Month
These filters simplify search for something specific, such as Read Write access on a
tag that uses the Modbus protocol.

Value Information Results Table

The Detailed Results table displays the following information. Click on any
column name to sort the table by that parameter.

1. Source Asset — The name of the asset performed the operation with a link to
its Detailed asset page

2. Value - The tag’s value

3.  Access Type — Write / Read / Publish

4. Function Code — The function code

5. Time — The timestamp of the tag
8.3.7 Resetting Statistics

When it is time to reset the statistics, select a row and then either open the

Summary Side Bar and press the Reset Statistics Summary button as shown

O

below; or press the Reset button on the Process Values toolbar.

Figure 138: Resetting Statistics

Reset is used when the existing data is no longer relevant and there is a need to
start over. Reset can be performed on a single Process Value or on several ones at
once.

The values are Reset as follows:

®  The Minimum and Maximum values that had previously been learned are
now deleted

m  The Counts are deleted
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= The Averages are deleted

After Reset, new values are learned.

8.3.8 Protocol Details

Notes: Process Values are currently supported for the following protocols: CIP,
Goose (IEC-61850), IEC101, IEC104, MMS (IEC-61850/1CCP/TASE.2),
Modbus, PCS7 WinCC (Historian), S7Comm, DPI (over PCCC).

Prior to working with Process Values, make sure that the IEC-101 or IEC-
104 protocol is enabled (in Investigation > Protocols Summary).

Baselines values are still available from the baselines view and
supported for DNP3, IEC101, IEC103, IEC104, VNET (VHF), DPI (over
PCCC).

8.4 Network Sessions

Network Sessions analyzes network traffic. It gives you more insights into how
your network traffic looks and your network health. It provides another
dimension of visibility where traffic is based on the amount of data, validity of
data, and number of errors.

The related Network Health graph shows retransmissions over time and the flow
of data between assets. You can view a specific asset and determine if it has
network issues.

To access Network Sessions view:

®  In the Main Menu, navigate to Investigation > Network Sessions.

RESULLTS (7,968)

o it
Figure 139: Network Sessions
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To access the Network Health graph:

Investigation

1. InInvestigation > Network Sessions or Visibility > Assets in the Main

Menu, click on an asset.

2. Go to the Communication tab and scroll down to the Network Health graph.

Figure 140: Network Health Graph

8.5 Protocol Summary

The Protocol Summary is an investigational tool that analyzes network
communication by counting how many times each protocol in use appeared on a
port. This helps engineers and analysts understand which protocols are the most

commonly used.

To access Protocol Summary page:

®=  Navigate to Investigation > Protocols Summary in the main menu.

......

Athvetriod Optenme

Salect 2oney

ol Query View

RESULTS (31)
MDNS Y
NETRIDS NAME 37
Figure 141: Protocol Summary
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Investigation

The filters in the Protocol Summary are identical to those in Baselines, minus the
Time filter.

To use these filters, see section 8.7.1 — Baseline List Filters, and section 8.7.2 -
Baseline List Filters in Advanced Options.

8.6 Baseline Summary

The Baseline Summary is an investigational tool that analyzes network
communication. It enables engineers and analysts to understand, when
investigating an alert, how many baselines from a specific port and it protocols
were involved.

To use the Baseline Summary page:

®=  Navigate to Investigation > Baseline Summary in the main menu.

«Advanced Optsom

RESULTS (33)

Figure 142: Baseline Summary

The filters in the Baseline Summary are identical to those in Baselines, minus the
Time filter.

To use these filters, see section 8.7.1 — Baseline List Filters, and section 8.7.2 -
Baseline List Filters in Advanced Options.

8.7 Baselines

Baselines displays all the baselines from all your assets, enabling filtering
capabilities. These capabilities can be used during forensic processes done by
Security Officers or operational investigations done by OT Engineers.
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For example, OT Engineers could use this view to filter all write data acquisition
operations performed in their environment. Security Officers or SOC operators
could search for communications within a specific timeframe.

Note: In the Enterprise Management Console (EMC), this page will include an
additional Site filter to view baselines from some or all sites.

Note 2: Baselines not active for more than a month in the system are removed
automatically. This affects all the system components like insights,
assets, etc.

8.7.1 Baseline List Filters

The Baselines List can be filtered in a variety of ways. The main columns are
available in the normal view; additional columns are available in the Advanced
Options filters as listed in section 8.7.2.

Q

Figure 143 Baseline Filters

The following Baseline filters are supported:

1. Protocol — Dropdown list of all the supported protocols.
2. Access Type - Dropdown list of all the supported access types.
3. Source Asset — Filters by source of the identified asset.
4. Destination Asset —Filters by the destination of the identified asset.
5. Source Virtual Zone - Filters by the source of the virtual zone
6. Destination Virtual Zone - Filters by the destination of the virtual zone
7. Baseline Name - Filters by the name of the baseline
8. Category fields:
B Alarm B Authentication ®  Data Acquisition
B Diagnosis B File System B Firmware
B Network B Operation ®  Other
B Programming B Protocol B Remote Connection

9. Time - Filters the baselines by a set timeframe:

e 1hour/1 day/1 week/1 month
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¢ Source Address — Address of the source of an identified asset. Note this
field consists of the IP or MAC address.

¢ Destination Address — Address of the destination of an identified asset.
Note this field consists of the IP or MAC address.

Baseline Filters in Advanced Options

The following baseline filters are also supported and accessed by clicking

Advanced Options:

BASELINES

Protocol
Select Protocol.,.

Baseline Name

Lategory

11 ltems Selected.

1 Advanced Optionss

Access Type
Select Access Type.,
Time

hr

Figure 144 Selecting Advanced Options

Use the Baseline’s Advanced Options as follows:

&

Select Filter Action

Sedect Filter Name

B __

Figure 145 Baseline - Advanced Options

1. Action - Select an Include or Exclude action

2. Filter Name - Select a filter name from the following list:
Baseline Name, Destination, Destination Port, First seen (days ago),
Frequency, Last Seen (days ago), OT Protocols Only, Source, Source Port,

Transmission

3. Filter Value - Enter the value for the filter you are creating

4.  Add Filter button — Click this button to activate your filter.
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8.7.2.1 Baseline Profiles of Virtual Zones

In the Baselines page, filter the results to source virtual zone and destination
virtual zone. The baseline results are displayed as shown below:

Advanon] Cptionte

i a ¢ RESULTS (1)

Figure 146 Baselines Results from Virtual Zones

8.7.3 Working with Baseline Values

Some communication protocols contain additional values representing various
process-related information such as voltage, temperature, pressure, etc. For
selected protocols, TIV can parse the numerical or textual value and incorporate it
into the asset’s baseline. These values can be viewed on the baselines page in a
time-aggregated view, in a detailed view, or as a graph. Baseline values can also
construct a baseline rule to create a baseline alert (refer to section 7.6.2 - Creating a
Baseline Rule.)

Note Baseline values are currently supported for the DNP3, IEC101, IEC103,
IEC104, VNET (VHF), DPI (over PCCC).
Prior to working with baseline values, make sure the IEC-101 and IEC-
104 protocols are enabled (in the Protocols page, accessible from the
Configuration Menu).

There are more protocols for the baseline values supported in the Process Values,
see section 8.3.

8.7.3.1 Displaying Time-Aggregated Baseline Values
To view a time-aggregated display of IEC-101 baseline values:

1. Make sure that IEC-101 baselines are present in the table by using the
Protocol filter, or by manually searching for them in the table.

2. Click the arrow at the end of a table row to display a sub-table with baseline
values.
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Investigation

The sub-table shows the count and the size seen for the specific baseline in
each given timeframe (between Start Time and End Time), as shown below:

| & © RESULTS {7)

Figure 147 Baseline Sub-Table

Displaying Detailed Baseline Values

To display detailed baseline values, do the following:

1. Add the Show Values column to the table by clicking More III > Select
columns, choosing Show Values, and clicking Apply.

SELECT COLUMNAS

Cannt Appry

Figure 148 Selecting Show Values from the Select Columns popup

The Show Values column is added to the table.
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RESLATS (7)

Figure 149 Show Values column

2. To display the values for a given baseline, click the arrow at the end of its

table row.

The row expands downwards to display a sub-table with the count and size
seen for the specific baseline in each given timeframe (between Start Time

and End Time).

In this example, there are two baseline values and each one has a count of 1.

RESULTS {7)

Figure 150 Baseline Sub-Table

3. To see a detailed view of the baseline values, click the baseline’s Show link.

A window displays the details of the baseline values.
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RESULTS {(2)

Figure 151 Baseline Values window with baseline value details

The number of rows in the window reflect the counts of all the baseline
values. In our example, there were two baseline values with a count of 1 each.
Therefore, the Baseline Value window contains two rows.

8.8 OT Audit

The OT Audit page displays all the latest OT operations the system has detected.
This page is essential for Management of Change (MOC) in OT operations.

To access the OT Audit page:

®  In the Main Menu, navigate to Investigation > OT Audit.

RESULTS (39

Figure 152 OT Audit Page

OT Audit Results
Each row in the OT Audit table provides the following OT event information:

1. ID -The OT event ID; clicking it leads to the Event or Alert Page to access all
the information for investigating, controlling, and managing the alert.

2. Type—The OT event/alert type.
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3. Description — The description of the OT event/alert.
4. Date Detected — The timestamp of when this OT event/alert was detected.

5.  Network — The network in which the OT event/alert occurred.
OT Audit Menu

6. Click the menu button I:I to hide duplicates (Distinct), download this OT
audit as a .csv or .pdf file, or export/share/schedule this report.

Filter & Search

7. Use the Type field to select an OT event by its type.

8.  Use the Search by field to search for text in the OT event description.

9. Use the Clear All / Query View tools to clear your filter/s or adapt the

current query.

Note: When the system transitions from Training mode to Operational mode,
all OT alerts are auto approved. Any user that prefers that these OT
alerts not be auto approved should archive them beforehand.
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9 Management Tools
9.1 System Health Dashboard [Admins Only]
9.1.1 Overview

The System Health dashboard displays the status of the server itself, the license
expiration date, the various sniffers in use, and any connected Sensors. It also
displays status about the availability of the different traffic sources, including
remote sensor status, and availability of SPAN traffic.

9.1.2 System Health Dashboard for a TIV Server

The statuses in the System Health Dashboard are colored with green = *= =+
Ucerae Stus

yellow #muwesic - or red indicators ® el aeuaite | The Server status provides
an overall System Status and the TIV License Status (hover over the License
button to view its expiration date). The usage statistics are displayed in terms of
percentages of available CPU, memory, and diskspace:

(4]

» System Status License Status

3.9%  52.39
CPU Memory Disk

Figure 153 Server Status Example 1
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Seryer SLatus <

® System Status: @ License Status

Criticad service are unavailable oK

15% 45.95% 2.89%
CPU Memory Disk

Figure 154 Server Status Example 2

The system displays the following status for each sniffer: Its OS name, its address,
whether it is available, has traffic, and if the effectiveness of its SPAN port is
sufficient:

TRAFFIC SOURCES STATUS

Address Available Traffic SPAN Port
ens192 V] (V] o
ens32 V] V) V]

Figure 155 Traffic Sources Status Example

When the Span port is flagged with ared X # , it means the system has not
identified a sufficient amount of non-broadcast traffic, indicating it is not a
monitoring port. For example, when more than 70% of the sniffing on the Span
port is Unicast, consider reconfiguring this connection.

The Health Display will also show any associated TIV Sensors and TIV Sensor
Lights, including the connection status, the device IP, Traffic, and sniffer port OS
names and status.

9.1.3 System Health Dashboard for an EMC
The EMC System Health dashboard displays statuses of the Server on the left side
and those of the Sites on the right side:
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3.5% 52.54%  22.03%
CPU Memory Disk

Figure 156 Sites Status Example

Maintenance & Upgrading (EMC/Sites/Sensor) [Admins
Only]

You can select individual or multiple sites to upgrade directly from the EMC.
After upgrading the EMC to the new version, you can navigate to the Site
Maintenance page to select which sites to align with the same version as the EMC.
The Download operation will download the newest version of the EMC to the
site.

On the Enterprise Overview page, you can check all site versions at a glance
before determining which ones require updates:

site-3

@ 4.0.1.14388

Address - 10.20.30.40 site- 4 Address - N/A  site-5 Address - '12.20.30.40

CONNECTED 4.0.0.10000 CONNECTED © 4.0.1.14388 CONNECTED

Figure 157 Enterprise Overview - Site Requires Update

Multiple site upgrades can be performed directly from the EMC via Settings |E| >
Management > Site Management as per section 10.2.3.
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Site Maintenance

NESULYS [2)

A

Figure 158 Navigating to Site Maintenance Page

9.3

9.3.1

Customizing Overviews

The Visibility, Risk & Vulnerabilities, and Threat Detection Overviews can be
customized to show the information you need most. You can add and remove
widgets and create your own.

Additionally, each default Overview can be used as a template to create
personalized Overviews tailored to the needs of specific users.

Overviews can contain predefined widgets, as well as custom widgets with data
important to specific users or roles.

Editing an Overview

A custom overview/widget can be edited only by the original owner but can be
viewed by all users in the site/EMC in which the changes were made.

To edit the Overviews:

1. Inthe View dropdown list, choose the View to be edited.
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Create Now

Default View

|Q Risks

Vidnerabatles

Figure 159 View Dropdown List

2.  Click More III > Edit.

3. The following options are enabled:

+ Add Widgets | @ Delete (# Save/SaveAs ' Cancel

Figure 160 Edit Overview Options

= Add widgets THEWCEE _ For adding new widgets. For more details see

sections 9.3.4 and 9.3.5 below.

# Save . . : .
m  Save " - For saving the current overview as is presently set up, with the
current name. When pressing Save:

¢ If the “Default View” overview is currently displayed, only the Save As

Save s

~ option appears.
+  Otherwise all the Save, Save As and Cancel ="~ options appear.

Note A customized Overview can only be revised by the user that
created it.

«Save As . . . . . .
= Save As — For saving the existing overview with a new name. Use this
option when cloning the current overview as a base template for creating a
new overview.

m  Cancel ™ —Toundo the changes initiated in Edit mode.

m  Delete " —For deleting custom overviews/widgets. This option is only
displayed for a custom-made overview.
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Creating a Private Custom Overview

Custom Overviews can be viewed by all users in the site/EMC. However, in an
organization with many Custom Overviews, the number of choices in the View
list can become unwieldy.

To reduce the number of Overviews in the list, those that are of interest only to a
specific user can be designated as Private and display only when that user is
logged on.

To create a Private Custom Overview:

®  When saving a new Custom Overview, select the Private Dashboard option
in the Save Dashboard window.

SAVE DASHBOARD
NAME
‘ Private Dashboard |

| Save ‘1 ] Save As I l Cancel

Figure 161 Making an Overview Private

Working with Widgets

The Overviews support creation and customization of widgets to effectively
emphasize various aspects of the system as needed. By easily resetting the Ul in
this dynamic manner, you can display and highlight the critical data you prefer,
and then visually analyze the results. The system also enables you to personalize
Overviews to focus on these results regularly. You can create new widgets or
customize the predefined ones.

You can create a customized Overview by reorganizing the placement of the
widgets as follows:

= Click More III > Edit to start your customizations.

m  The controls on the top right of each widget header are Edit mode controls

ol , enabling you to perform the following operations:

¢ Clone T -To copy the selected widget.
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¢ Move ¥ _To reposition the selected widget on the dashboard by
dragging the widget with the mouse and releasing it at the target
location.

¢ Delete - To delete the selected widget.

m  To Resize the width of widget, click on the border and drag to the left or
right.

Adding a Predefined Widget

Acd widgets

To add a predefined widget, click Add widgets g

Predefined Widgets are available in the Add Widgets dialog by clicking the
Predefined Widgets "“““"""*™%E bytton on the left sidebar.

Use the scroll bar on the far right to scroll down to view the entire list of
predefined widgets, select one or several widget/s to add, and choose Done

BEEE 16 confirm your selection:

ADD WIDGETS

Custom Wogets e 0 2 2

Asset Inmights by Severity

e -‘

Cancel

Figure 162 Add Widget - Predefined Widgets

Creating a Custom Widget

To create a custom widget, navigate to Baselines, Assets, or Alerts. Then, in the

toolbar, click More Fs Create a Widget.
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CREATE A WIDGET
D Type Growe By
My Wioges Vertica Bar Access Type

Catssoory N (Other, Dot Acquston”, Pomcd, Frmware, Coention, Pogammng @ n

Awm, Diagrosn, Agherocuton, THievoln Connocton”, Fie Syster)

Nerm Ot Wi

Figure 163 Create a Widget dialog
The elements of the Create a Widget dialog are as follows:

m  Title — Provide a name for the new widget. This name will appear as the
header in the top row of the new widget.

m  Chart Type — Select the chart of your preference:

Select one of the following types of graphs to represent the data for your widget:

®  Horizontal Bar ~

®  Line Chart -

m  Pie Chart

m  Vertical Bar . .
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B Vertical Bar Stacked . . “

®m  Group By - Choose a category for how you want to group the results, if
desired.
You can group the results according to any of the following categories (listed
alphabetically):

¢ In Assets — Class, Criticality, Firmware, First Seen (days ago), Host
Name, Last Seen (days ago), Mode, Model, Name, Network, OS, Parsed
Asset, Purdue Level, Risk Level, Serial, Subnet, Type, Vendor, Virtual
Zone

¢ In Alerts — Category, Created (days ago), Severity, Site, Status, Type

¢ In Baselines — Access Type, Baseline Name, Communication Type,
Destination Port, First Seen (days ago), Protocol, Source Port,
Transmission

®  Query Statement — You can query by language only, or by a combination of

filtering and TIV Query Language (TQL).

Whatever filter is active in the viewed page is automatically translated into
this query language. At that point you can modify the query statement or
rewrite it to suit your requirements.

See 9.5.1 for full instructions for using TQL.

CREATE A WIDEET

My wadget Systax

Lausa:

Class N (O IE Mo .50 o n

M3t equals

OO0 e

Trrehame:

N Sott” NETMIEN (DL/O

y 1/01/2001)
e Malttiple sabies
Necae IN (718,134,310 ¢ “10.10.10.38%)
Uk
M ) T

Camponts cungltion

Figure 164 Filter/Query Statement

After your widget is created, it is added to the Custom Widgets section of the Add
Widgets window and can be added to any Overview.
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AOO WIDSETS

P Wikl HE| Assets

Custom Widgats.

Figure 165 Custom Widget in Add Widgets Window

TQL Tooltips in Widgets

A tooltip hovers over every custom-made widget, revealing the underlying TQL
query that produced the graph’s results.

1Q RISKS

Category IN (Other, "Data
Acquisition”, Protocol,
Firmware, Operation,
|Baseline @ REIERIGERNETN
Diagnosis, Authentication,
"Remote Connection”, "File

System")

Figure 166 Query tooltip hovering over Widget

If the tooltip does not appear, move the mouse to an empty space on the graph
until it appears.

Example - Creating an “OT Assets by Vendor” Widget and Adding
it to an Overview

OT Engineers at a site want to be able to see all of the site’s OT assets per vendor
at the top of the Visibility Overview. This is accomplished in two steps:

1. Create an OT Assets by Vendor widget.
2. Add it to the Visibility Overview.
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Create the Widget
1. Go to Visibility > Assets
2. Filter the list for OT Assets by selecting OT from the Class filter.

w o RESULTS (30)
NAMIE | Mh A N el CRTCALIY |

01 0C HDAYA

Cat arnlee Lo QO RO BCCTNF O o A . Mgl

o0
Chamical_plam 101,040 (5] ML . Mgt

Figure 167 Filtering Asset List for OT Assets

3. Click More III > Create a Widget. The Create a Widget dialog opens with
your filter:
¢ Displayed as a graph with default settings
¢ Transformed into query language (TQL):
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Figure 168 Create a Widget dialog

4.
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Create a horizontal bar chart of OT assets grouped by vendor:

¢ In Name, type OT Assets by vendor.

¢ In Chart Type, select Horizonal Bar.

¢ In Group by, select Vendor.
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OT Assets by Vendod

Rockaed| Autormat.
VMware
Screado Blectr..
Hewdett Packard
Feniting
Sterners
N&

S

Char Type Group By

Horizontal 8ar Vendor

Save

Management Tools

Figure 169 Adjusting the Title, Chart Type and Group By choices for a Widget

5. Click Save “

Add the Widget to the Visibility Overview

1. Navigate to Visibility > Overview.

2. Because this widget should be available to anyone viewing the default
Visibility Overview, leave Default View selected in the view selector.

onth  Last Year

30

)
.

] Defautt iew I

Figure 170 Default Visibility Overview

3. Click More > Edit.
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4. Click Add Widgets *""*

5. Inthe Add Widgets dialog, select Custom Widgets, choose the “OT Assets by
Vendor” widget you created previously, and click Done.

BG0 WGETS

Fradutred ' dygets
OT Essats by Vendor

S |1

sncipel || Taees

Figure 171 Selecting the relevant widget to add to the Overview
The widget is added to the bottom of the Visibility Overview.

6. Drag the widget to the top right corner of the Overview.

7. Click Save.

9.4 Setting the Homepage

Depending on your role, you might want the Dashboard or one of the Overviews
- Visibility, Risk & Vulnerabilities, Threat Detection - to display by default when
you enter TIV.

The homepage is set per User.
To set the homepage:
1. Navigate to the desired Dashboard or Overview.

2. Click in the upper right corner of the content area, click More III > Set as
home page.

9.5 Dynamic vs. Query Views

Basic filtering is available for each of the following TIV pages: Assets, Alerts,
Events, Insights, Zones, and Activities. All data is presented in a Dynamic View
by default. A Query View option is also provided, allowing users to use the TIV
Query Language (TQL) to build swift SQL-like query statements for filtering data.
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The Search field enables writing statements with auto-complete dropdowns.

Ibwnbapie Surts by Moy

RESULYS {4) e =]

Figure 172 Alert Dynamic View (default) - with Query View button
To access Query View:

1. Click Query View to toggle to this option.

[ A« RESULTS (1, 720)

Figure 173 Baseline Query View

1. Enter your query statement into the Search field. Syntax options from the
auto-complete feature pop up to continue your script. Type in the rest of the
fields of interest or select from the dropdowns until your statement is
finished.

2. Once your query statement is ready, press Search (o
3. The query results are displayed.

4. To toggle back the Dynamic view, select Dynamic View on the upper right
corner above the page results:

5. Select Clear All when needed.

9.5.1 TIV Query Language (TQL)

The intuitive and dynamic TIV Query Language is available throughout the
interface, allowing advanced filtering and search in the Query View (see
Figure 173).

9.5.1.1 Constructing TQL Queries
TQL, with an SQL-like syntax, supports both simple and complex queries.

®  All built-in properties for every entity are supported
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m  Custom Attributes can be used for assets

®  The operator “AND’ is supported between each phrase

®  For IN or NOTIN, use brackets to group multiple values

Table 6 CQL Operators
= For entities where the value matches exactly.
This cannot be used with text fields; see the CONTAINS operator instead.
I= For entities where the value does not match exactly.
To find entities where the value of a specified field exactly
matches multiple values, use multiple "=" statements with the ‘AND’ operator
IN Contained in the list of values separated by commas and enclosed in brackets
NOTIN Not contained in the list of values separated by commas and enclosed in
brackets
~ Like
1~ Not like
~IN Like in
~NOTIN Not like in
AND Displays the result if ALL the conditions separated by the ‘AND‘ are met
OR Displays the result if EITHER of the conditions separated by the ‘OR‘ are met
BETWEEN  Selects values within a given range. The values can be numbers, text, or
dates. It is inclusive; i.e. the begin and end values are included
NOT Displays the result if the conditions separated by the ‘AND’ are not met
Table 7 CQL Syntax Examples
Equals “Name” = “10.10.10.10”
Not Equals Name != “10.10.10.10”
Time Frame “Last Seen” BETWEEN (01/01/1970,01/01/2019)
Multiple Values Name IN (“10.10.10.10”, “10.10.10.20")
Like Name ~ “10.10”
Composite Condition Name = “10.10.10.10" AND Protocol = “ARP”

Entering TQL Queries

m  Click on the Question button D to view TQL query examples:

Proprietary & Confidential

April 2021

Tripwire Industrial Visibility (TIV) User Guide Tripwire
Version 4.2.4 Page 173 of 299
Rev 1


https://confluence.atlassian.com/jirasoftwarecloud/advanced-searching-operators-reference-764478341.html#Advancedsearching-operatorsreference-CONTAINS
https://confluence.atlassian.com/jirasoftwarecloud/advanced-searching-operators-reference-764478341.html#Advancedsearching-operatorsreference-AND

Syntax
Equals:
‘Name" = *10.10.10.10"
Not equals;
Name 1= *10.10.10.10"
Timeframe:

‘Last Seen® BETWEEN (01/01/1970, 01/01/2001)

Muttiple values:

N Mame IN (*10.10.10.10°, "10.10.10.20")
Like:
Rame - *10.10.10,10°
Composite condition:
Name = "10,10,10.10" AND Protocol = "ARP®

Figure 174 Popup with Syntax Rules and Examples

Management Tools

As you type in the query statement, a drop down will appear, offering a list

of auto-complete suggestions:

Figure 175 Creating Widget Popup

9.6

9.6.1

Proprietary & Confidential

April 2021

In the relevant page, you can toggle between the Dynamic View and the

¢ The results are displayed on the page in which the query is performed.

|

Query View.
m  Click Search n to run the query
Reports

TIV enables you to produce a wide range of automatic reports, ranging from a
detailed report on a single asset to a report on your asset inventory, to a
comprehensive Risk Assessment Report that provides insights on the entire
system. Reports can be scheduled to run periodically and configured to be sent
automatically in an email notification as an attachment. Users have visibility of
any reports they have produced in the past as well as those scheduled for the
future.

Reports Page

To view the Reports page, navigate to Reports in the Main Menu.

Version 4.2.4
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®  When reports have already been generated or scheduled, the Reports page
displays the following:

Eak Azsessment Repart

RESULYS {3)

v ¢
v ’ s
v 2 @

Figure 176 Reports Page with the listing of Reports

®  The Reports page features a row for each existing or scheduled report:

Figure 177 An example of a report in the list

m  Each row provides the following information:

¢ Format - The format of the report: CSV or PDF B

Name - The name of the report (e.g. TIV Inactive Assets from the last
week) as provided by the user

¢ Description — The boilerplate description of each report. Can be
overridden by the user as needed.

¢ Recurrence - If there is a scheduled recurring report, a clock icon
appears. Hovering over it will show the scheduling information.
¢  Filters — Indicates if any filters are applied to this report

¢ Shared - Provides a Sharing icon indicating whether this report is
configured to be shared via email. Hovering over this indication will
show the list of emails.

¢ Created by — The name of the user that created the report
¢ Last Run - The timestamp of the last time that the report was run

¢ Last Sent — The timestamp of the last time that the report was sent via
email

¢ Actions — Buttons for enabling editing, rerunning, and
activating/deactivating existing reports
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9.6.3

Management Tools

Risk Assessment Report

A summarized Risk Assessment Report can be generated by the system at any
time. The report generation is automatic and faster than manually generated
reports.

The Risk Assessment Report starts with an overall network summary then
progresses to the details. These include the various control process devices,
demonstrating how they communicate within and across the network. It provides
specific visibility into your communication paths and associated devices.

This report provides a Network Hygiene score, which indicates the cumulative
risk level that the alerts, insights, and assets pose to the system. A low value
means that your system is more vulnerable to attacks. This score is calculated
based on the critical security insights, CVEs, and anomalies detected, as well as
how many critical assets were identified. When assets with severe vulnerabilities
and alerts affecting them are used along with weak protocols, the score decreases.

The hygiene score appears together with a list of actionable insights that can help
improve network hygiene, assets, and network statistics. This report can be used
as a Key Process Indicator (KPI) to track progress as part of a security program, as
an executive brief, and as a list of recommended changes.

Since the hygiene score is consolidated into a single score, it can be used to track
progress in reducing the risk and attack surface.

When producing the report on the Enterprise Management Console (EMC) for all
sites, be aware that the data being shown is an aggregation of the data from all the
sites belonging to that EMC. As such, the Top Communicators and Protocol
Distributions graphs will not be displayed in the report since this particular
information does not apply when viewed from the EMC.

Creating a New Risk Assessment Report

1. Click Reports from the main menu

2. Next to Risk Assessment Report in the upper right corner, select Add

Risk Ayswramunt Regert

3. The Create Report dialog opens as follows:
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CREATE REPORT

Report Details
Display and Data Scope
@ Share With

Create

Figure 178 Create Risk Assessment Report - Report Details dialog
Enter the following Report Details:

4. Report name — Listed as TIV Risk Assessment Report by default. You can
override or change the name as desired.

5.  Description — Add a description (optional). This full description will be
displayed on the All Reports page for your future reference. The properties of
the Risk Assessment Report are pre-configured.

6. PDF is the default format.

7. Share With - If you want to send your report to others, select the Share With
area of the dialog and follow the Sharing your Report instructions below.

8. Create — Press to produce the report or press Cancel to quit.

¢ Create generates a Risk Assessment Report, automatically listed in the
All Reports page. A toaster pops up on the top right area of the screen
when the report is successfully generated.

9.6.3.1 Sharing your Report

To set up your report to be distributed to others, select Share With:
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LREATE RESORT

Share With

(&)

Oo Recurrsnce

Create

Figure 179 Button for Share With
The Share With features are as follows:
1. Recipients — Enter the recipient/s that you intend to share this report with.

2. Email Subject — By default, the Subject of the email will be “TIV Risk
Assessment Report’; append more information or adjust it if you prefer.

3. Email Body — Adjust the text to suit your needs.

4. Recurrence - If you intend to have this report generated on a regular basis,
Follow the Recurrence steps:

+ Recurrence  Cancel
@ Pattern Every week an M T w F S S
@ Time 141
@ Active For 1 Year

Figure 180 Recurrence settings

a. Pattern — Choose the frequency of your report, clicking the relevant days
of the week that you prefer. Select a daily, weekly (the default), or
monthly recurrence. You can select one or multiple entries.

b. Time - By default the system sets the default time to be the current hour.
Adjust it to the hour of your choice.

c. Active for — By default the duration is for 1 year. This field cannot be
changed.

5. Atany point you can reset these values by clicking Reset Email Form.

6. To produce this report for a one-time purpose only, click Create |
7. The Scheduled Report appears in the Report list.

Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire
April 2021 Version 4.2.4 Page 178 of 299
Rev 1



Management Tools

8. You can edit therenart fram tha Ranorts List by clicking Edit from the

@ & Mo B Dve Il

Actions menu:
9. The Edit Report page is displayed.

10. Adjust the settings as needed, and then click Update to commit your
selection.

9.6.4 Downloading a Risk Assessment Report

1. From the Reports page, select Download | OGN

The report is generated and automatically downloaded.

9.6.5 Viewing Existing Risk Assessment Reports

Asvesament dopert

1. From the Reports page, select View =

The report is generated and automatically displayed on your screen:

[

e s T——
Agset Datrduon by e

PRI Risk Assessment Report

i Utilities

Top Vedare Assaty
OF Gragt
—— Patrave Comymuncatvm
A
Iragms

Aty

Figure 181 Viewing an Existing Risk Assessment Report

The menu on the left side highlights the topics covered in the report with a
link.
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Dowrband

Overvaw

Courties SECNTY NERTS
Asset Distribution by Type

Asset Uendors

Assets Distrbution by Family NTEBANTY ALERTS
Type

Alans

Insights

Assots

Figure 182 Selecting the Alerts page from the Report menu

9.6.6 Report Excerpt: USB Devices Connected to Assets

An excerpt of the USB devices Insight from the Risk Assessment Report:

Figure 183 Insight: USB Devices Connected to Assets

9.6.7 Report: Asset Distribution by USB devices
To obtain a report with the distribution by USB devices:
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Figure 184 Report with the distribution by USB devices

Note This report is only relevant for Active Detection - WMI Advanced Query.

9.6.8 Prerequisite for Sharing Reports

In order to share TIV Reports by email, the system requires prior configuration
with an SMTP Server, which can be configured by Admins as described in
section 13.1.1.

9.6.9 General Reports

Reports from each major page (Assets, Alerts, Baselines, Activities, Insights, etc.)
can be exported in the same manner as the Asset Report.

9.6.9.1 Assets Page Reports

In the Assets page, click the More III button and then Create Scheduled Report
or Download. Scheduled reports are similar to the general instructions provided
for Creating a New Risk Assessment Report, as detailed in section 9.6.3.
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2

RESULTS {135) e =

Figure 185 Reports from the Assets Page

9.6.9.2

9.6.9.3

9.6.9.4

9.7

Alerts Page Reports

In the Alerts page, click the More (] button and then Create Scheduled Report
or Download. Scheduled reports are similar to the general instructions provided
for Creating a New Risk Assessment Report, as detailed in section 9.6.3.

Insights Page Reports

In the Insights page, click the More III button and then Create Scheduled
Report or Download. Scheduled reports are similar to the general instructions
provided for Creating a New Risk Assessment Report, as detailed in section
9.6.3.

Activity Log Reports

In the Activity Log page, click the More III button and then Create Scheduled
Report or Download. Scheduled reports are similar to the general instructions
provided for Creating a New Risk Assessment Report, as detailed in section
9.6.3.

Activity Log

The Activity Log records all the activities performed in the system in the current
period and the corresponding user activity or the system’s response to alerts. It
includes the information from all sites when selected from the EMC.

The activities are listed in chronological order with the newest items appearing at
the top. This list provides the activities relevant to the site or EMC.

These activity logs also include data loaded into TIV from CSV import, App DB,

and Active Queries.

m  To view the Activity Log, open Settings |E| from the Main Menu and then
Activity Log.
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®  The Type column displays the name of the Activity that has been logged.
Refer to the TIV Reference Guide for the full listing of Activity Types.

sssurs g

Figure 186 Activities Page

m  For multiple site configurations (from the EMC) the Activities are listed with
their site names:

Mihety Loy

BEIULTS 0990

Figure 187 EMC Activity Log Page - Activities Displayed Per Site

m  Use the Activity Log Page to take advantage of the system’s filtering
capabilities for investigating operations that occurred in your system.

®  The following screen shows the Activities displayed after filtering for the Site
Down type:

RESATS ()

“- .y ¥

* Maraducourrg n 2o

Figure 188 Activities Filtered by Site Down
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9.7.1 Details of Activity Logging

The Custom Attributes listed in the Activity Log detail which user performed
which action, with a timestamp and the relevant site, if it is a multiple site
deployment.

The Activity Log logs configuration operations (Add/Delete/Update) for Custom
Attributes as well as their usage. When a user changes the application or value of
a Custom Attribute, the system logs the corresponding asset name and its value,
including the site and the network in which the change occurred. When bulk
actions are performed, they are listed per asset.
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10 Configuring System Management [Only Admins]

To configure the full system, click Settings |E| in the Main Menu.

All the Settings options are organized as follows:

[T—— ]

ety |
f
e ; - Aory 2 _ e . e
o [re ad e " e -

Figure 189 Settings Options [Only Admins]

10.1 General

10.1.1 System Mode

To view the System Mode, select Settings EI > Management > General.

General

REsrs {1)

Figure 190 Management: System Mode tab in Training Mode

When the system is in Operational mode, the System Mode page appears as
follows:
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General

SYSTEM Wook
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Figure 191 Management: System Mode tab in Operational Mode

10.1.1.1 Learning Policy Rules

When the system starts for the first time, it operates in Training Mode.

Training Mode

This mode automatically assembles policy rules based on the observed, valid
network traffic until the number of newly discovered procedures per day is low.
This process might take several days or weeks to complete.

In this mode, TIV triggers alerts for critical changes and security risks, while
recording all newly discovered assets and communication patterns in its policy
rules. The system displays the number of new assets and policy rules it has
learned during the selected time period on the System Management page.

10.1.1.2 Auto-Transition to Operational Mode

By default, the system auto transitions from Training Mode to Operational mode:

General

e e

|

Figure 192 Auto-transition to Operational Mode
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10.1.1.3 Transitioning to Operational Mode Manually
You can change the default, so the system does not auto transition from Training

mode into Operational Mode.

Note  When you perform the mode change manually, move the system to
Operational Mode only after you are confident that you established your
baseline.

To transition to operational mode manually:

1. In the site selector, choose the site and then select Settings E > Management
> General.

2. Click Enter Operational Mode:

General

SYSTEM MODE

Cirrently the systom 1= runnng undey

Auto transition to Operatonal Mode
Network shirrmints that the sestum lmaroed, in e Last Week

0 0

New Assets New Policies

Figure 193 Enter Operational Mode
The Set System Mode dialog appears:

SET SYSTEM MODE

You are about to switch the system to Operational Mode. Open OT related alerts will
automatically be approved upon the switch. In addvon, thes means you will start to recalve
adoonal alert types from now on

Automatically vakdate 0 rules that are stil pending validations? o No Yes

Are you sure you would like to proceed?

‘ Cancel ’ ‘ oK ‘

Figure 194 Set System Mode Clarification before Operation Mode
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3. Choose whether or not to automatically validate the pending validation rules
and click OK.

10.1.1.4 Transitioning back to Training Mode Manually

1. Once in Operational mode, to revert back to Training Mode click

The Set System Mode dialog appears, stating that after the system reverts to
Training Mode, any existing alert types not visible in Training Mode will be
auto approved:

SET SYSTEM MODE

You are about to switch the system to Training Mode. This means you will stop receiving alert
types that are not visibie in training mode, in case you currently have such alerts - they will be

auto-approved

Are you sure you would like to proceed?

7 Cancel OK
|

Figure 195 Set System Mode Clarification
2. Choose whether or not to automatically validate the pending validation rules.

3. Click OK.

10.1.1.5 Placing a Specific Network Segment into Training Mode

®  Adding A New Rule — When a specific range on the network is still not ready
for Operational mode, or if maintenance works are being performed in this
range, you can configure this rule and then the system will not raise any non-
security alerts in this range.

To place a specific network segment in Training Mode from Operational Mode:

1. Select Settings E >Management > General.

2.  Click Create New
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NETWORK SEGMENT TRAINING MODE

START I# RANGE END IP RONGE

NETWORK VAN

SET TO EXPIRE IN:

B v]“;: " a tina

Figure 196 Network Segment Training Mode popup

In the Network Segment Training Mode popup:

3. Define the Start and End IP ranges, Networks, and VLAN that you want to
move into Training Mode.

4.  Set to Expire In — Specify the period of time during which you want to keep
this segment in Training Mode.

5. Click Save.

6. Enter Operational Mode — The mode you are currently running in is
presented in the System Mode tab. It displays the count of your New Assets
and New Baselines according to the time duration that you select. When the
number is less than 5, you can change the system mode to Operational Mode
and then alert on any deviation discovered on the network.

7. When you switch from Operational to Training mode, you will be prompted
to confirm the switch, and if you want, to resolve the alerts automatically:
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SET SYSTEM MODE

You are about to switch the system to Training Mode. This means you will stop receiving alert
types that are not visibie in training mode, in case you currently have such alerts - they will be
auto-approved

Are you sure you would like to proceed?

Cancel ] | OK

Figure 197 Set System Mode dialog

If you confirm OK, the system resolves the security alerts automatically and
leaves the OT alerts untouched.

10.1.2 System Configuration
The System Configuration tab of the General page appears as follows:

General

SYSTEM CONFIGURATION

Connect ia Proxy Server (1)

Set Customer Name & Logo

74

Currant Loga:

Change DB Passwords

| Change Root DB Password l ’ Change System D8 Passwoed Change Front End DB Password

Take Log Snapshots

Full Logs |

Figure 198 System Configuration Dialog
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10.1.2.1 Proxy Server

You can enable TIV integrations and Cloud Services to connect to internet servers
when there is a proxy in place.

There is an option to configure a proxy server via System Management which
will enable a proxy client on the server and route outgoing (internet) traffic
through it.

To connect via a proxy server:

Go to Settings EI > Management > General

Click on the System Configuration tab.

Click the toggle button Connect Via Proxy Server to On.
Type in the proxy address and port number.

Turn on the Proxy Authentication.

Type in the username and password.

N S ok N

Click Connect.

Note: The proxy server is supported over https by default.

General

SYSTEM CONFIGURATION

() Connect Via Proxy Server (1)

o Proxy Authentication

Username:

Password: »

Figure 199: Proxy Server Configuration

10.1.2.2 Site Name & Description
The TIV Servers set up for your system by the Wizard are named by default.

To rename the sites and to provide descriptions for them:
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®=  Navigate to Settings E > Management > General and click the System
Configuration tab. Set the site name & description (see Figure 198).

¢  Set site name - Click Edit - ® to enter or modify the site name
(maximum of 24 characters).

¢  Site description — provide essential information about your site
(maximum of 150 characters). This description will appear in the All sites
page and in the Site Dropdown selector.

See section 10.1.2.4 to set the Customer Name and Logo.

10.1.2.3 Set Folder Size for PCAP Alerts

The default limit on the PCAP Alert folder size is 5120 MB. When you are saving
PCAPs of the alerts (i.e., the default setting), after this buffer is full, the oldest
PCAPs are automatically deleted.

To change this setting:
1. Navigate to Settings E >Management > General and click the System
Configuration tab.

2. In Set PCAP Alert Folder Size, enter the desired size (in MB). (See
Figure 198).

10.1.2.4 Set Customer Name and Logo

Customer Name and Logo settings can be set up to produce reports, such as the
Risk Assessment Report (see section 9.6.2).

To set customer name and logo:

m  Settings EI > Management > General and click the System Configuration
tab. In Set Customer Name & Logo (see Figure 198):

£

e Set customer name — Click Edit to enter the customer name

(maximum of 30 characters).

e+ Choose File — Browse to select the customer’s logo image. The
recommended dimensions of the logo image are 350x100 pixels. (If
your logo has different dimensions, the system will transform it to
this requirement).

e Current logo — Displays the default logo in use (if any).

10.1.2.5 Changing DB Passwords
Use the Change DB Passwords dialog to reset various passwords in your system.

To change DB Passwords:
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®=  Navigate to Settings E > Management > General and click the System
Configuration tab. In Change DB Passwords, click any of the following: (see
Figure 198).

¢+ Change Root DB Password — Select this to change your user root system
DB password

¢ Change System DB Password- Select this to change your system
database password. This is the user that the system uses to connect.

¢ Change Front End DB Password — Select this to change your frontend
(i.e. web HTTP) password

10.1.2.6 Taking Log Snapshots
Use this feature for capturing log snapshots.

To take log snapshots:

1. Navigate to Settings E > Management > General and click the System
Configuration tab. In Take Log Snapshots, click: (see Figure 198)

®  Full logs — Enables you to take a snapshot of your logs (both machine and
system logs) and all your databases.

®  Logs without DB - Enables you to take a snapshot of your logs without DB

After the system is finished preparing the snapshot, you can download it by

clicking the link of the Log file name

10.1.3 System Reset

Resetting the system means you will be losing some or all of your data. You have
the option to retain some elements: Your system configuration and/or your users
and groups.

To reset the system, navigate to Settings E > Management > General and click
the System Reset tab.
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General

SYSTEM RESEY

Warning! Data will be deleted during system reset.

Plhase note that mformation such as alerts, assets, etc., wil he permanently deleted

O Systam Rusat

Figure 200 System Reset Tab

SYSTEM RESET - SITE-1

You are about to delete important data. You will be able to login to the site after the system reset
process is completed. If you are using an EMC, it will be restarted as well when performing a resat

without checking the options below.

Keep my system configuration

Keep my users and groups

Are you sure you want to proceed? oK

Figure 201 System Reset Dialog

m  Keep my system configuration — Click this to retain the current
configuration while deleting the database and logs.

m  Keep my users and groups — Choose this type of reset when you want to

retain users and groups.

Note After you perform a System Reset, you will be required to login the next
time.

10.1.4 Virtual Zone Management
To access Virtual Zone Management, click Settings EI > Management > General
and click the Virtual Zones tab.

Use this Virtual Zone Management tab to set your preferred zone groupings.
Assigning and reassigning assets to Virtual Zones is covered in section 5.10.

¢ The Virtual Zone Management tab appears as follows:

Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire
April 2021 Version 4.2.4 Page 194 of 299
Rev 1



Configuring System Management [Only Admins]

€ Back To Main Men

Site Qvervew

Ativity Log

Managemant

Gerernd

VIRTUAL ZONES
Virtual Zone Management

Virtual zoaes are grouped by
o Default Behavioral Grouping Algorithm

Subnets

Custorn Attribute

Default Behavioral Grouping Algonthm & Subnets

Default Bekavioral Grouping Algonithm & Custom Attribute

Save

Thiz action may take some time, and some zones might be merged, added, or remaved

Figure 202 Changing the Virtual Zone groupings

The grouping options are as follows:

a. Default Behavioral Grouping Algorithm — The default virtual zone
grouping is automatic. Admins can change the zones and the groupings
in the Asset Page.

b. Subnets — Virtual Zones grouped by subnets

c. Custom Attributes — These user-defined fields can be used for defining
and categorizing entities. This is not the default behavior.

d. Default Behavioral Grouping Algorithm & Subnets — Uses both sets of
groupings to classify the zones. This is not the default behavior.

e. Default Behavioral Grouping Algorithm & Custom Attribute — Uses
both sets of groupings to classify the zones. This is not the default
behavior.

Note For an overview and how to use Custom Attributes, see
sections 5.8.55.7.5 and 5.8.1. For configuring Custom Attributes, see
section 5.8.5.

10.1.4.1 Virtual Zone Grouped by Subnets
The current virtual zones in the system are created by an advanced algorithm that
groups the assets by their device types and Purdue location. In addition, you can
create virtual zones based on custom attributes, where you can configure them
manually and classify them according to your preferences.
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You can also choose to automatically create virtual zones by subnets. As a result,
you can visualize your network and gain better understanding of the connections
in aspects of virtual segmentation by subnets.

To group virtual zones by subnet:

1. Navigate to Settings E >Management > General and click the Virtual Zones
tab.

2. Choose Subnets (see Figure 202).
3. Click Save.

This feature can help your IT and OT teams to segment the network by subnets.

10.2 Site Maintenance
The Site Maintenance page enables you to select multiple sites to upgrade to the
EMC version. This page is relevant for systems configured as an EMC; it is
displayed only when the EMC is selected in the site dropdown.

10.2.1 Overview
You can select individual or multiple sites to upgrade directly from the EMC. You
can use this page to enable Automatic upgrading of sites following the EMC
upgrade.
From the All Sites page you can check the various site version numbers at a
glance to see which ones require updates:
Figure 203 All Sites - Example
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Site Maintenance

| RESULTS (2)

&

Figure 204 Navigating to the Site Maintenance Page

10.2.2

Proprietary & Confidential

April 2021

When upgrading sites manually, after upgrading the EMC to the new version,
navigate to the Site Management page to select which sites to align with the same
version as the EMC. The Download operation will download the newest version
of the EMC to the site.

The manual upgrade process works in two phases: Downloading the upgrade
package and then running it. You can select whether to automatically perform the
two phases one after the other for all selected sites, or to perform one phase and
then trigger the next phase manually.

First update the EMC to the new version, and then proceed to the Site
Management page to download the new EMC version to the target site/s or
Download and immediately install them.

Updating Sites

Navigate to Settings |E| > Management > Site Management.

Tripwire Industrial Visibility (TIV) User Guide Tripwire
Version 4.2.4 Page 197 of 299
Rev 1



Configuring System Management [Only Admins]

Site Maintenance
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Figure 205 Site Maintenance

1.  When Automatic upgrading of sites is enabled, all sites will be upgraded
automatically following the EMC upgrade.
The instructions below apply when the automatic upgrades are not enabled.

S kams:

2. Use the Site Name filter to find a specific site or a group of
sites for performing Site Maintenance; you can filter by multiple criteria.
Filtering is useful when you have many sites that span several pages.

3. View and modify your Site Maintenance information as shown below.

4. Use the Page Selector
Management pages.

to quickly jump between Site
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Figure 206 Site Maintenance - Results table & Toolbar
1. The Results bar displays the total available sites.
In the Site Maintenance toolbar:

2. Use the checkboxes to select individual or multiple sites to upgrade.
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3. To choose which columns to display in the Results table, click More III and
then Select Columns.

WAL Loy

4. Upgrade multiple sites button ® _ Click this button to start the upgrade
process for all the selected sites.

The default Columns for each site display the following information:

RESULTS (2)

®)

ACTIONS
&

F'

+ Upload the map

Figure 207 Site Maintenance Results table
a. Site Name — Name of the site

b. Connectivity - Whether or not this site is currently connected to the
EMC

c. IP Address — The IP address of the site

d. Site Description — Optional description of the site, as configured in the
Settings > System Management > System Settings menu.

e. Site Mode — Whether the site is in Training or Operational mode
f.  Installed Version — The TIV version currently installed. It is listed with a

green check ““ when this is the latest available version. Otherwise a

yellow icon " appears:
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RESULYS (3)

1 24451 Last upgrote wos on 141 272000 G4%

g. Status — Details of the version status, such as timestamp of when the
previous version was installed, and whether a version is pending
installation

h. Actions — The following actions are available:

¢ Download Version — Choose whether to download the version and
control the time of installation; or to download the version and
install it immediately:

ACTIONS

13

1= Download Version
Dowriaad Verson

Doanioed & Instadl

Nersar

Prior to downloading, the system provides a confirmation screen with details of
the name of the site/s selected for upgrading; the version number of the upgrade
and a checkbox for saving the system backup (which includes databases, logs,
users and groups).

Note: During the upgrade process, the site interface will not be available, and
you will not be able to do any modifications for the site via the EMC
until the process is completed.

e  Select Download Log to download the log.

e« Select Upload Site Map EEEEEM |t customize your system with
an image of the site map to display in the Enterprise Overview

page:
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RESULTS (3) 38 n '

Figure 208 Site Map Image

10.2.3 Upgrading Multiple Sites

When upgrading multiple sites, perform the following steps:

1. First upgrade the EMC to the new version.

2. When the TIV Server checks in with the EMC, it is prompted with an option
to update its software.

3. From the EMC page, navigate to Settings E > Management > Site
Management.

4.  Select which sites to align with the same version as the EMC.

5. Decide whether you want to download the version and then continue the site
upgrades manually, or to download and have the installation proceed
automatically:
¢+ Download version - In this option, first you download, and then using

this same page, proceed to select ‘Install’ when you are ready.
¢ Download & Install.
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Site Maintenance
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Figure 209 Site Maintenance - Download vs. Download & Install

6. Click Upgrade multiple sites to apply your selection

L

Note

Proprietary & Confidential
April 2021

The Upgrade Sites dialog is displayed:

UPGRADE SITES

1 site was selected

Version to downlocad: §.2,1.24014
Save system backup (Databases, Users & Groups, Logs)

Note: During the upgrade process, the site interface will not be available and you will not be abie to do

any modifications for the site via the EMC until the process is completed

Download &
Install

Are you surs you want to proceed?

Figure 210 Site Maintenance - Upgrading Multiple Sites

Confirm the following information before pressing Download & Install:

The number of sites selected for the download
The version to download

The Save System backup option is selected by default. Unselect this
if you do not want the databases, users and groups, and logs backed

up.

During the upgrade process, the site interface will not be available, and
you will not be able to perform any site modifications via the EMC until
the download and installation process has completed.
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e Be aware that although you have selected multiple site downloads
with a single click, each installation process will be run individually
in a serial manner.

e During the installation process, the installing icon is displayed
on the row of the relevant site:

Site Maintenance

! RESULYS (1)
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Figure 211 Site Maintenance - Installation in Progress

7. If you chose to install the version at a time under your control, click Install
Version that appears after the download has completed.

Note Refer to the TIV Reference Manual for information on upgrading via
commands.

10.3 Deployment Architecture

10.3.1 EMC Deployment

To access Deployment Architecture:

1. Navigate to Settings i > Management > Deployment Architecture.

2. Adjust your Deployment configuration settings as follows:
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Deployment Architecture

DEPLOYMENT ARCHITECTURE

Figure 212 Deployment Architecture screen
Through this screen you can:
m  Connect a standalone TIV to an EMC.
m  Check all the sensors connected to the TIV to see whether they are activated.
In the Deployment Architecture screen apply the EMC parameters:
1. EMC Address - Apply a valid FQDN or IP
2. EMC Access key - Enter your EMC Access key

3. Connect to apply your settings.

10.3.2 Enabling SSL Connectivity for Site-EMC Communication

By default, SSH is used as the communication protocol between the Site and the
EMC. But SSL can also be enabled (currently as a beta).

The ability to enable SSL exists both in the Wizard (during installation) as well as
in the configuration setup.

In addition to changing the Site-EMC communication to the SSL protocol, this
change also affects the communication between the sensor and TIV.

Note No changes are required to the EMC, since the Site initiates the
connection.

To enable SSL Connectivity:
1. Log directly into the Site
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2. Navigate to Setup > Management > Deployment Architecture and click the
Enable SSL checkbox as shown below:

Deployment Architecture

DEPLOYMENT ARCHITECTUREN

Figure 213 Checkbox for Enabling SSL Connectivity
You can log into the system only after it is fully configured.

For more information, refer to the TIV Installation Guide.

10.4 Subnets

Users can utilize Subnets to define and control their asset inventory and alerts in
TIV. From the EMC, users can obtain a coherent understanding of the entire
network, regardless of how differently sites capture their network behavior and
inventory. Users can configure the subnets they have access to and choose how to
view them.

In TIV, only Internal assets are shown. Based on extracted data from routers
within the network, Subnets can be classified as Internal, External and Out-Of-

Scope. For example, users that are focusing on OT areas may classify IT assets as
Out-Of-Scope.

Admins can add, edit, or delete subnets for the various networks. The system
enables approving them and tagging them as needed.

®  The primary Subnet functionality includes:

m  (lassifying an asset type as “Out of Scope”, allowing marking subnets with
lower impact on the organization and reducing the alert noise

®  Bulk actions for efficiently editing multiple subnets at once
®  Importing subnet lists, allowing them to override the existing subnets

®m  Exporting subnet lists, including tracked changes, to provide comprehensive
reports to management
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®m  Stopping to auto-calculate subnet knowledge in Training mode
®m  Restarting and reclassifying subnet knowledge

®  Maximum visualization by calculating subnets automatically so the user does
not need to manually configure the Subnets list

Configuration of Subnets

= To configure subnets, navigate to Settings > Management > Subnets:

"- MmyAnn

LTS o0l

Figure 214: Subnets from TIV

All TIV subnets are presented from the EMC as well as in TIV Server. You can
configure from the EMC the subnets of your connected sites or from the machine
you have. The EMC has no auto-generated subnets.

®  Subnets are set to # auto-classified by default

Note: We do not recommend disabling this setting

m By default, the basic Subnet filters are Include Assets (set to Yes), Network
(not selected) and a Search By button:

nclude Assets Notwark Search By

Yes Select Network

m  The Subnets page includes the following default columns:
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Figure 215: Subnets from the EMC

1.
2.

® N & @

Subnet — the subnet ID, including the subnet mask

Site — the site in which this subnet exists.
Note This field is only present when viewing Subnets from the EMC

Network — the network this subnet came from

Type — whether this asset is Internal / External / Out of Scope
¢ Internal

¢ External

¢ Out of Scope - This asset type allows a reduction in the alert noise.
Subnets marked in this manner have a lower impact on the
environment/organization

Tag - for tagging your network. Default is Empty.
Validated/Unvalidated — if the user approved/hasn’t approved this subnet
Assets — the total number of assets included in this subnet

Edited by — the system or the username of the user who last modified this
subnet

10.4.1.1 Internal Subnets
®m  According to RFC1918, the following subnets are classified as Internal based

on class C by default, including the subnets that are part of them:

¢+ 10.0.0.0/8 ¢ 192.0.0.0/24

¢ 192.168.0.0/16 ¢ 192.0.2.0/24

¢ 172.16.0.0/16 ¢ 198.18.0.0/15

¢ 169.254.0.0/16 ¢ 192.88.99.0/24

¢+ 100.64.0.0/16 ¢ 240.0.0.0/4
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¢ 2240.0.0/24

If assets in a subnet have any of the following broadcast domain protocols,
they are classified as Internal:

¢ DHCP ¢ LLMNR

¢ Cognex Discovery ¢ NET-BIOS
¢+ IGMP ¢ ARP

¢ BROWSER

All subnets that have assets with “Broadcast” as a special hint are Internal

All multicast subnets are Internal

Note The broadcast and multicast subnets will be added only if they have at
least one Unicast address

Note Routers do not transfer broadcast communication from LAN; the
communication should be on the local network

Note In training mode, in case one of the default subnets have been deleted,
we will classify the subnets according to class C.

For example, if the user deleted 10.0.0.0/8, we will add automatically the
subnets that we are seen (10.2.5.0/24, etc.)

External Subnets

All traffic that is not classified as Internal is considered to be External (unless
explicitly defined by the user to be Out-of-Scope)

External subnets are not presented via the UI unless the user manually
changes the subnet type to External

Manually marking External subnets — The user can manually add External
subnets to the system. These manually marked External subnets will be
displayed; the rest of the subnets that were classified automatically as
External will not be displayed.

Note The user won’t be able to use tags on External subnets

Out of Scope Subnets

This status can be implemented only manually by the user for subnets that the
user chooses not to consider as Internal. Although these subnets might be part of

Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire

April 2021

Version 4.2.4 Page 208 of 299
Rev 1



Configuring System Management [Only Admins]

the user networks, the user chooses not to consider them. By default, no subnet is
classified as Out Of Scope.

This type of subnet enables decreasing the volume of alerts, thereby enabling
users to focus on the subnets that matter. An example of an Out of Scope subnet is
subnets that are part of the internal traffic of another plant.

This status can be implemented only manually by the user, for subnets that the
user chooses not to monitor with TIV. Although these subnets might be part of the
user networks, the user chooses not to consider them. By default, no subnet is
classified as out of scope.

Note In the snort engine, this subnet should be considered Internal.

10.4.2 Adding a Subnet
®  In the Subnet table, click the green plus button = to add a subnet
¢ The Add Subnet popup appears:
Figure 216 Adding a Subnet
1. Subnet - Enter the value of the subnet (in the format of x.x.x.x/y)
2. Type - Specify if the new subnet is External, Internal, or Out of Scope.
Figure 217 Adding a Subnet Type
3. Network - Enter the relevant network ID
4. Tag- Provide a tag if needed.
5. Click OK.
Note: You should ensure that subnet addresses do not overlap.
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10.4.3 Adding Subnet Tags

You can create custom tags and assign them to subnets. By doing so, all assets
belonging to that subnet will be automatically tagged with the given tag. With
subnet tags you can later view your assets grouped according to the subnets they
belong to.

®m  To create a Subnet tag, click the Add Tag button:

e

Name Description Acvens

Assambly Suteet Tag All sy weth the ssverrbdy subnet 41  Dente

Figure 218 Adding a Tag

®m  Provide a name for the new tag and an optional description, and click OK:

00 vy

waw

e L]

Figure 219 Providing Tag details

m  To assign tags to subnets, either click the Add Subnet button, or edit an
existing subnet to open the following pop-up, and select the tag you want to
assign to that subnet:

00 U T

susset AL

TYeS

e

Figure 220 Assigning tags to subnets
m  (lick OK to confirm.

10.4.4 Editing a Subnet

You can use bulk actions to simultaneously and efficiently edit multiple subnets:
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1. Click the checkbox of the rows of the Subnets to revise

B il ) .- 5% & RESIATS ()

Figure 221 Editing subnets

2. Click Edit ® button on the Subnets toolbar.

¢  The Edit Subnet popup appears:

nnnnnn rt LIIT10]

Figure 222 Editing subnets
3. Select a different Type

4.  Open the Tag window to scroll down and apply one of the user defined tags

10.4.4.1 Exporting/Downloading Subnets

The Export (download) capability enables users to download an Excel report that
contains all the subnets in the system. This export works in the same manner as
exporting an asset. The exported information includes the subnets, types, tags,

validation status, network name.

Note The export will be supported from the EMC and TIV.

10.4.5 Exporting & Importing Subnets

This functionality is supported from both the EMC and a specific site.

Users can override existing subnets by:

1. Downloading the list as a CSV file:

Bttt ! & CA

Downlosd

Figure 223 Exporting subnets
2. Modifying the table outside of the system
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3. Importing the subnets list back into TIV:
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Figure 224 Importing subnets
¢  This data will overwrite the prior system values.

¢ An error message will appear to notify if there is a conflict

Note: External subnets cannot be imported manually

10.4.6 Error Messages for Subnets

Table 8 System Messages

When... Message/Present a popup

Deleting a subnet “Are you sure you want to delete this subnet?” - already exist

Adding an Internal subnet that includes “This subnet has already existed as part of subnet_name”
an existing Internal subnet

Adding an Out-Of-Scope subnet that “This subnet is part of subnet_name, please delete it before
includes an existing Internal subnet committing any changes“

Rpan precoes et
TPWY WIre rrgerisd weszmt sy
7 weon et iruaieled fut b2 P Yeary s
Wb d faabeotoh L mannrted trow wan et Evterrul Pame 100 O 0Mcope miliad
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Figure 225 Subnet Error Message - Examples
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10.4.7 Stopping/Restarting Subnet Knowledge
You can stop and restart calculating subnet knowledge as follows:

®  Stopping calculation of subnet knowledge in training mode by setting the
auto classify button to OFF

¢ Inthe Delete Subnet window, press Yes to remove this capability:

DISABLE SUBNET AUTO CLASSIICAION

2, CTD WAl S0 areng sebaaets mitomatosly

o Carvw | Y

Figure 226 Confirming Subnet deletion

m  Restarting subnet knowledge by reclassifying them by resetting the Auto-
classify button to ON ©

10.4.8 Deleting a Subnet
To delete a subnet:

m  Identify the relevant subnet from the Subnet table.

B (Click Delete ] from the Subnet toolbar.

¢ Inthe Delete Subnet window, press Yes to remove this capability:

DELETE SUBNET

Ao gou watw yurs wantt to thebete the sitnet?

x Cance v '™

Figure 227 Confirming Subnet deletion

10.4.9 Subnets in Training vs. Operational Mode

Table 9 Training vs. Operational Mode

Training Mode Operational Mode

Deleting a subnet If additional traffic is detected from this Will be considered as External
subnet again, we will re-add it
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Training Mode Operational Mode
Auto classifying /  Enabled by default: If users deleted the Auto calculating does not work
calculating default subnets, the learned subnets will in Operational mode; only in Training

be presented based on Class C

Adding subnets Users can manually add subnets Users can manually add subnets

10.4.10 Subnet Alert Behavior
®  An alertis raised:
¢  If there is communication between Internal subnets
¢  If there is communication between External subnets
¢ If there is communication between an Internal and an External subnet

¢ If there is communication between an Internal and an Out of Scope
subnet

®  Communication between Out-of-Scope subnets or between an External and
an Out of Scope subnet: An alert is auto-approved, with the exception of
security alerts:

¢ Known Threat alerts
¢  Scanning alerts

¢ MITM alerts

¢ Baseline rule alerts

®  New asset alerts will be approved automatically if they originated from a
multicast message

10.5 License

To view the license:

®=  Navigate to Settings E > Management > License to apply your license
settings as follows:

Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire
April 2021 Version 4.2.4 Page 214 of 299
Rev 1



Configuring System Management [Only Admins]

License

Waragerert

Ucerne Mey:

Expiration Dave

Figure 228 License screen
Through this screen you can enter your UUID and license key:

= UUID - Enter your unique customer identification number. Obtain this
number from your Tripwire Customer Success Manager.

®m  License Key:

¢  Contact your Tripwire Customer Success Manager with your UUID and
they will supply you with the relevant License Key

¢ Use the Edit + button to apply it or change the existing license key
®m  View the License Status:
¢ Valid - Lists the Expiration Date and time

¢ About to Expire — Shows the Expiration Date and time when the
expiration is imminent, warning that the system will stop digesting data

¢ Expired — Shows the date that the system has already expired. In this
case, the system is not ingesting any new data.

These License Statuses are also shown in the System Health Dashboard.

10.6 Cloud

Cloud connectivity enables your EMC, on-premise and virtualized deployment
options to further extend the cybersecurity of your OT networks by connecting to
edge cloud-based technology.

Cloud connectivity is totally safe, and communication is secured over SSL. TIV
customers share data for empowering their analytics and knowledge
anonymously and privately, according to GDPR regulations.

Cloud services provide the following:
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e Threat Intelligence - Automatically update threat and risk intelligence
(CVEs/loCs/signatures).

e Data Analytics - Trusted indications about data based on the wisdom of
the crowd. TIV’s data analytics is based on frequency of behaviors over

big data shared by customers anonymously and privately. This helps you
base your actions on the wisdom of the crowd.

e Customer Experience Improvement Program (CEIP) - Helpful tips and
guidance about new functions.

10.6.1 Key Technical Points

To enable Cloud access, you must open a rule in your firewall policy to allow SSL
connectivity (inbound and outbound) with
our cloud URL http://prod.cloud.claroty.com/.

The following table summarizes the technical key points to be familiar with when
working with Cloud solution:

Table 10  Cloud Solution

Subject

Summary

Connectivity

The Data is sent to the cloud anonymously according to
GDPR regulations over SSL

B The Initiator of the SSL can only be a TIV/EMC machine
®  All cloud connectivity work is done with a new worker
named “agent”
m  The Cloud is not connected directly to your TIV machines
o Data Sent over API Tunnel
Working processes ®  TIV queries the cloud for new update tasks
®  Querying occurs every 10 min. by default
¢ This interval is configurable via the CLI.
Contact Tripwire Support for further details.
®  |f an update is available, it will be sent to TIV via API
®  Data is stored anonymously (customer UUID is attached to
each record)
The Data m  Sent from the cloud - Tl updates, cloud reputation of
zone rules
m  Sent to the cloud - Tl bundle version, Firmware version,
model version, serial number of assets without CVE’s,
Policy rules (SRC zones, DST zone, category, action,
protocol)
We do not send any sensitive information such as IP,MAC,
PCAP’s etc.
Security ®  Connectivity - The connection is only initiated from the
EMC/TIV using a secure SSL tunnel.
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Subject Summary

B The data - Threat intelligence bundles, vendor & FW of
asset, policy rules. No sensitive data such and IP, MAC is
being sent.

B Anonymous data - No possible correlation between the
data to customer. The data is correlated using a customer
uuID.

For further information about the Cloud solution, see the TIV Reference Guide.

10.6.2 Cloud Update Settings
To change Cloud Update settings:

= Navigate to Settings E > Management > Cloud Updates.

Details for configuring Cloud updates are detailed in the TIV Reference Guide and
covers the following Cloud parameters:

Cloud Updates

Q Alow comnechon o Cloud-based technoiogy

Trewat Ietwbgerie
o Autrrmerx Thieat srtebpencs ypdates
Data Ernchment

0 Enrch your policy 2one niles by reviewing similar poficy Jone rules

@D trvich vou bnown vt it by eviewm sivder et

Data Anakytxs

o Alow Claroty to coflect c=age data that wi be v=ed to improve the product and ennch your LE with he'ptil tps and
Rakcance
() Alow SSL connection in oroer tn sliow Heath Check and secure remate enrichmem

Figure 229 Configuration - Cloud Updates Menu
Connection

B Cloud is Connected/Not Connected indicator
= Allow Connection to Cloud based technology
Threat Intelligence

®  Automatic Threat Intelligence Updates
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Data Enrichment

®  Enrich your policy zone rules by reviewing similar policy zone rules
®  Enrich your known threat alerts by reviewing similar alerts

Data Analytics

= Allow TIV to collect usage data that will be used to improve the product and
enrich your Ul with helpful tips and guidance

m  Allow SSL Connection in order to allow Health Check and secure remote
enrichment

10.6.3 Cloud Reputation
This feature explains how common the signature discovered in your site is.

When the system raises a known threat alert in your environment, it will compare
this signature among different sites with the same alert and signature. The system
will send the signature ID from the cloud and receive information to the cloud.
You will receive a cloud reputation response. This will give you a better
understanding about this signature so you can solve the alert accordingly.

To access the cloud reputation column:

®  In the Main Menu, navigate to Threat Detection > Rules > Zone Rules.

NESULTS (Ao

\\\\\

Figure 230: Cloud Reputation Column

The cloud reputation will explain how common the signature is using the
response types below:

m  Universal - This signature was seen in alerts in most of the other sites.

®  Common - This signature was seen in alerts in a large number of different
sites.

®  Uncommon - This signature was seen in alerts in a small number of different
sites.

®  Rare - This signature was rarely seen in alerts in different sites.
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10.7 ClarotyOS

ClarotyOS is an operating system based on CentOS. It enables you to use CentOS
commands when you have a root shell. For more information on installation see
the TIV Reference Guide.
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11 Configuring Data Sources [Only Admins]

11.1 Active Detection

Tripwire Industrial Visibility (TIV) is for industrial environments and is designed
to provide depth of threat detection and analysis. It offers passive anomaly
detection and monitoring technology coupled with “safe-active” technology. To
further enhance network visibility, TIV’s safe-active technology adds active device
integrity checks to enhance security.

TIV has a deep understanding of:
m  ICS network assets

. Communications

m  Protocols

®  Communication patterns

The system discovers all assets and asset configuration details across the entire
industrial network — both IP assigned assets and assets that communicate over
serial connections. Active Detection further extends this asset visibility and
coverage.

With periodic or on-demand inspection of ICS- network controllers (e.g. periodic
verification of controller device firmware, control logic, and other settings), the
system provides comprehensive visibility into the controller state. By validating
the integrity of existing and new devices, TIV can make sure that no unauthorized
changes were made without negatively impacting performance.

TIV’s technology enables organizations to automatically maintain an up-to-date
inventory throughout their IT/OT/IoT infrastructure from L5 to LO devices. The
inventory contains critical device and network information required by Security
and SOC teams to proactively manage the security and productivity of the
industrial network. Collected information is made available to third party external
tools such as Security Information and Event Management (SIEM) solutions and
Configuration Management Databases (CMDBs).

The pillars of TIV’s Active Detection solution are Active Discovery Tasks, Asset
Queries, and Active History. Both task and query functions can be scheduled to
run on a periodic basis, providing continuous discovery and detection.

To use active monitoring and detection:

= Navigate to Settings > Data Sources > Active Detection.
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11.1.1 Safe Active

TIV’s “Safe-Active” technology means every network query is tightly controlled
and monitored by the user. No action is taken within the network without the
user explicitly triggering it.

The user controls the Task process:

¢ Stopping all Tasks and Queries with a single click using the “Red
Button”

¢  Controlling the time frame of tasks.

¢  Controlling the number of active Tasks and Queries that can run
simultaneously (the default is 1).

TIV presents up to two variations for each Task and Query:

¢ Basic — With basic tasks and queries, input parameters are set to the
optimal value by default, allowing users with little experience to safely
perform Active queries.

¢ Advanced - While Advanced Active Detection requires more input data
from the user (i.e. Port), it allows greater control over the Task or Query
process.

TIV's Active solution uses vendor native protocols to perform tasks. This ensures
only safe and native traffic within the network.

We recommend performing Active Tasks and Queries during maintenance hours.

11.1.2 Prerequisites

®  When configuring Active discovery tasks and asset queries, we recommend
that users be familiar with the type of assets within the various network
segments, in order to select the most appropriate type of tasks and queries.

m  Itis also advisable to identify specific network segments and/or assets that
may be highly sensitive to out-of-band communication, such as third-party
queries. When configuring tasks and queries, you should test and be sure to
exclude these assets.

®m  TIV Active Monitoring and Detection uses Active network communications
that utilize various protocols and ports to discover and query your assets.
Before running it for the first time, make sure to allow the relevant protocols
and ports in your firewalls and gateways. Refer to the TIV Reference Guide:
Query, Discovery, and Profile Types for a full list of available tasks and queries
as well as the protocols and ports they use.
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Enable Active Query in the EMC as well as in all the Sites during Installation.

a

11.1.3 Working with Active Detection

With the goal of discovering all assets within the desired network locations, and
learning all possible properties of these assets, take the following steps:

1. Configure your Asset Discovery Task to create a collection of scheduled
discovery tasks. A Discovery task is defined by several parameters:

¢  Setting the network segment or IP range in which to discover assets
¢ Setting the type of the discovery task method to use

¢ Choosing a set of queries (either created by the user or predefined out-
of-the-box)

2. Configure your Asset Queries to create a collection of scheduled Tasks within
the system to match the type of assets in your network and the way you
would like them to be inspected by TIV.

3. Once all desired tasks are configured, enable them to run on schedule.
¢ Alternatively, tasks can be triggered manually when needed.

4.  As asset discovery tasks are run, followed by dedicated queries to gather
more detailed information for the identified assets, the Assets Page is
gradually populated with new assets and their detailed information.

¢ Assets that are already in the system, and for which queries are assigned,
will be queried again to detect any change in asset state or information.
Any such change shall trigger an alert within TIV.

5. Review the assets found and their information:

¢ Review the Assets Page to find assets with missing information and
check your queries to understand if the correct query is being run on
these assets.

¢ Look for assets you expect find; if any are missing, check your tasks to
understand if there are blind spots, or if there are any wrong types of
task configurations.

6. Keep validating and updating the configured set of tasks on an ongoing
basis:
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¢ This ensures that all desired network segments are covered by at least
one task, and that any sensitive asset for which an active approach is not
desired is either not included or explicitly excluded.

¢ Similarly, keep your configured queries set updated with, for example,
additional queries in case new types of assets are introduced in the
network, or update queries schedule if needed.

7. To ensure safety across time zones: In cases where you are located in a
different time zone from the target time zone in which you are performing
Active tasks, change the Time Zone to represent the time zone of the site
where the Active Tasks are will run.

11.1.4 Active Detection Flow
The base flow for working with Active Detection involves the following steps:
1. Setting up a Discovery Task
2. Configuring Queries to run on the Discovery Task
3. Running the Discovery Task

¢  The Discovery Task assigns Queries to the assets automatically

=~

Assigning a Get Info task to the assets for continual flow of asset information

i

Consider using a Discover Disconnected task to test connectivity

Note: Smart Discovery functionality will be provided in a future release.

11.1.5 Active Tasks

To access the Active tasks, navigate to Settings > Data Sources > Active Detection
> Tasks

The following Active tasks are available:
m  Discovery
= GetInfo

m  Discover Disconnected
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Figure 231: Active Detection Tasks

With Active Tasks, TIV employs several network asset discovery task techniques
to find and learn about assets in the network:

®  Ping Sweep

m  ENIP broadcast transmission

m  SNMP ARP cache reading and more.

Each technique is different in terms of:

m  The type of assets it can discover

m  The ability to discover across routing points
®  The intrusiveness

Therefore, it is recommended to read through section Query, Discovery, and
Profile Types in the TIV Reference Guide to learn about the various techniques and
carefully select the right discovery technique to use for each scenario.

During the task process, newly found assets are populated into the system
automatically, along with their IP address and their MAC address (if learned) and
are visible on the Assets Page.

11.1.5.1 Configuring Asset Tasks
After setting up your queries, configure your discovery tasks. A Discovery task
uses different techniques to find assets on the configured network segments, and
then immediately follows with a set of queries to delve deeper to obtain more
asset information and properties of the discovered assets.
To configure asset discovery tasks:
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1. Navigate to Settings > Data Sources > Active Detection > Tasks.

2. Click the green plus button = to add a new task:

R TTTR I

Active Detecton

“aae

WA ()

888

Figure 232: Adding a New Task
3. Select which type of Task to add:

Figure 233: Selecting a New Task

11.1.5.2 Configuring Discovery Tasks

1. Inthe New Discovery configuration dialog, set the following parameters:

-

Figure 234: Adding a Discovery Task

Note The displayed fields, and the ones explained below, change depending
on the selected task Type and Sub-Type.
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Input Validation: Depending on the context, limitations for the input
fields will displayed, accompanied with violations (in red text) for
warnings or when the input value does not comply with the expected
value.

-

Figure 235: New Discovery Task - SNMP Example

a.

Note:

Proprietary & Confidential
April 2021

Name - Provide a meaningful name for the task.
For instance, “Ping Discovery of Hirschmann Assets on 192.168.0.0/24"”

Type — Select the type of Discovery Task. Refer to the TIV Reference
Guide: Summary Discoveries Table for the list of available discoveries.
Their descriptions and the relevant required parameters are available in
the Detailed Discovery Table therein.

Sub-Type — Depending on the Discovery task selected, the form may
display additional Sub-Types that need to be selected when applicable:

For example, selecting an SNMP ARP Table Discovery will
require selecting a Sub-Type from either SNMPv1, SNMPv2c or
SNMPv3

o

The Intrusive Level appears, based on the Type/Subtype selected:

TIV immediately notifies the user in the configuration dialog of the
intrusive level (Low/Medium/High) of the selection, including a
short explanation, reflecting how much risk is being taken by this
choice.
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Discovery Parameters — Each task Type and Sub-Type requires a
different set of parameters to be configured. Depending on the selection,
the form will automatically update with the appropriate task parameters
tields to be configured. Some fields are automatically filled with default
values, such as port number.

Interface Name — Provide the name of the TIV machine interface name
to be used to perform the Discovery task, such as eth0 or ethl (relevant
for some of the Task Types; not all)

Custom Label — Add a custom label if desired. The custom label will be
attached to all assets discovered by the configured Discovery task.

e Use the following format to define custom labels:
name: value, name: value, name: value,..
° For example: Location: South Building, Process: Bottle Labeling

IP Address (where available) — Type the network segments on which you
wish to perform the Task. The field can be filled with:

Port (where available) — Enter the Port value

IP Range (where available) — Enter the network segments on which you
wish to perform the Task. The field can be filled with:

e CIDR Network segment.
Multiple segments can be entered separated by a comma.
Example: 192.168.0.0/24

e [P Range, or multiple IP ranges separated by a comma
Example: 192.168.1.1-192.168.1.254

e  Specific IP addresses, separated by a comma
e A combination of all the above, separated by commas

IP Range Exclude (where available) — Provide specific IP addresses, ranges
or subnets to exclude from the current Discovery task

Subnet (where available) — The CIDR notation of the desired network
segment to send the broadcast packet to

Choose Network — Select the TIV network to which the assets found
during the task will be assigned

Auto-Assign Queries — Select one or more already configured queries to
be automatically assigned to assets found during the Discovery Task:

e If one or more queries are selected, once a new asset is found during
Discovery task, the system will attempt to query the asset using the
selected queries, to obtain more asset information and properties.
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e  If one or more of the queries is successful, the query will
automatically be assigned to that asset, so that when the next
scheduled run of that query is triggered, it will query the asset

n. Repeats — The task shall run according to the interval defined:

CHOOSE RETWOSN

REREATS

Figure 236: Setting Task Recurrence
e  Never — Use this for a one-time task (this is the Default)

e Every few hours/days — Set the desired scheduling for the task to
run on the configured network segments or IP ranges

e Weekly- Set the scheduling start and end times

Note If the End Time is reached while a Task is already in progress, the
Discovery task will be immediately stopped.

¢  Continue to set the recurrence details, including Time Frame, which can
be set from a start time until the task is completed or until a set end time.

Figure 237: Setting Task Recurrence Details
See section 11.1.5.5 for further details on Recurring Tasks.
2. Keep the Enable button set to @D ON

¢ Enable - When ON, the query will be created and will immediately
follow its scheduling setting and run accordingly.
When this is OFF (default), the task will be created but will be disabled,
meaning it will not run despite its configured scheduling until it is
enabled. However, even when disabled, it can be run manually.
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3. Click Create to finish configuration of this Task.

Note CrowdStrike Example: Refer to the Tripwire Industrial Visibility -
CrowdStrike Falcon Installation Guide for detailed instructions on how to use
Active Detection for asset discovery and enrichment with CrowdStrike.

11.1.5.3 Configuring Get Info Tasks

The Get Info task is used to update asset information. It works by querying
discovered assets with the queries that have already been assigned to each asset.
To use this capacity as effectively and safely as possible, the user updates info for
specific assets by setting queries to run only on specific assets at precise times and
on a predetermined controlled schedule.

1. From the Active Task tab, click the green plus button to add a new task
2.  Choose the Get Info task

¢ The New Get Info dialog appears:

Figure 238: Get Info Task
3. Name - Provide a name for this Get Info task
4.  Assets to Query — Select the Assets on which you want to run this query
¢ Once selected, the total number of assets will appear

5.  Repeats — Choose the recurrence pattern that is appropriate for this query.
See recurrence details in section 11.1.5.5)

6. Press Create.

11.1.5.4 Reviewing Tasks

Pre-existing Tasks are displayed in tables located in the Active Detection pane
within the Settings > Data Sources menu. Navigate to the Tasks tab to review
them:
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Figure 239: Active Detection - Tasks

The Active Detection Tasks table displays the columns as described below.
Columns that are sortable are listed with arrows. When a sort is applied, the table
is sorted according to a column title that is highlighted, which is accompanied

withan 7 icon (for an ascending sort) or a L (for a descending sort).

Name — The name of the task
Type — The type of task configured

Repeats — The configured scheduling interval, or 0 if no recurrence. For
example: 3 Days — indicates that this task will run every 3 days within the
configured time range

Last Run — The timestamp of the last run
Last Run Time — The duration of the last time the task was run

Start Time and End Time — Within this time range, the task will run
according to its defined interval

Attached Assets — Shows the number of assets discovered by task (clickable).
After you click on the number, you are directed to the filtered asset lists
based on the number of discovered assets.

Status — Provides indication on the current status of the task:

¢ Created — A new task action has been created while another task is
running (when the first task finished running, the status will change to
Scheduled)

¢ Ready - The task action is ready to run

¢ Pending - The task action is pending other tasks to finish before it can
run

¢ Scheduled - A new task action has been created and will run according
to its schedule

¢ Running - The task action is currently running
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¢ Assigning (X/Y) — Assets are discovered, and queries are assigned to the
discovered assets

¢ Completed - The task action has finished running

¢  Stopping — The task action is being stopped after the user selected to
stop it

¢ Stopped - The task action has been stopped by the user

¢ Force Stopped — The task action has been stopped by the user, but the
system couldn’t perform a clean stop and force stopped the task

¢ Expired - The task action has finished running

®  Enabled - Indicates whether the task is enabled or not. When it is disabled, it
will not be run again regardless of its defined scheduling

m  Actions — Currently only Edit is available. Click to edit the discovery task.

11.1.5.5 Recurring Tasks
To set and control recurring tasks and queries:

1. Toggle on Recurring Task.

NEW QUERY

devices. Uses system and wser configuned matchers ta find infurmabon
RECURRING TASX

START

EXPIRE

© Never

RUN EVERY

1 Day

TIME FRAME

Untd task complets
0b nm nct !

Figure 240: Recurring Task
2. Set the Start date.
3. Set Expire to Never or select a date.

4. Set Run Every for how often it reoccurs (hour, day, week).
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5. Set the Time Frame. You can set From an hour (e.g. starting from 9 am) until
the task completes or you can set the From and the To hour. For example, if
you are running maintenance from 8 am to 10 am, set it from 8 am to 10 am.

Note If you choose to run every [x] Weeks, set which days to repeat the task
under Repeat On.

For example, you can configure the task to run every other week on Monday,
Wednesday and Friday at a set time:

RUN EVERY

REPEAT ON:

oo s

Figure 241: Weekly Run settings

11.1.5.6 Editing Tasks
To edit a task, select the row of the task and click the Edit button in the Actions
column on the far right:
- L - ] hl o RESULTS (3)
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Figure 242: Editing a task
11.1.5.7 Filtering for a Task
Use the Filter capability to find specific Tasks by their names:
=
' RESLLYS (2)
©
«©
Figure 243: Task name filter
11.1.5.8 Assigning an Active Task/Query from the Asset Page
To add an Active task/query from the Asset Page:
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Navigate to the Asset page from the Main Menu.
Select the relevant asset/s

Click the Assign Task or Assign Query button from the Asset toolbar

L e

Continue to configure the details :
¢ For a Task, in the same manner as described in section 11.1.5.111.1.6.1

¢ For a Query, in the same manner as described in section 11.1.6.1

Note Unassigning the Task or Query is performed in the same manner.

Stopping a Task

A Discovery Tasks, depending on its type and the number of assets it applies to,
may take a long time to complete.

To stop a running task:

1. Navigate from Settings > Data Sources > Active Detection to either the Tasks
table or the Queries table.

2. Select one or more Task/Query task by checking the task checkbox.
On the top ribbon
3. To stop a single Task/Query task, click the Stop button

4. To stop all current Task/Query tasks, click Stop all tasks

Active Detection

Ta
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Figure 244: Stopping Tasks

11.1.5.10 Running a Task on Demand
While Tasks are usually configured to run on a scheduled basis, occasionally it is
useful to run a specific one on the spot.
To trigger a Task to run immediately:
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1. Navigate to either the Tasks table (under Settings > Data Sources > Active
Detection).

2. Select one or more Tasks by checking their checkbox(es).

3. Click Run Now on the top ribbon:
BT
= - ' IL* " 8§ SN u RESULTS {3

888

Figure 245: Selecting a Task/Query to run immediately

11.1.5.11 Enabling or Disabling a Task

New created Tasks are disabled by default, unless specifically enabled by the user
during the creation time.

To enable or disable an existing Task:

1. Navigate to either the Tasks table (under Settings > Data Sources > Active
Detection).

2. Select one or more Tasks by checking their checkbox(es).

3. Click the Enable * or Disable * button on the top ribbon:

Figure 246: Enabling/Disabling a Query/Task

11.1.5.12 Configuring Discover Disconnected Tasks

Discover Disconnected is a lightweight task that runs a minimal query for each
asset in order to determine if an asset is having communication issues.

This task checks whether assets that have already discovered in the past are still
responsive. By performing this lightweight query, users can use its results to
consider if/when to run it with a higher frequency compared to other heavier
tasks. For example, a Get Info task may be scheduled to run weekly while its
associated Discover Disconnected task may be scheduled to run daily.
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Figure 247: Discover Disconnected Task

1. Name - Provide a name for this Discover Disconnected task

2. Choose Network — Select the network that will be inspected

3. Assets to Query — Select the Assets on which you want to run this query
¢ Once selected, the total number of assets will appear

4. Repeats — Choose the recurrence pattern that is appropriate for this query.
See recurrence details in section 11.1.5.5)

5. Set Enable when the task info is complete

6. Press Create.

11.1.5.13 Discovered By

The Discovered By capability enables each new asset that was discovered as a
result of a task to indicate which active task identified it and its source. The system
also tags nested devices with the task that discovered them.

1 A RESULTS {37) e =

Figure 248: Discover By Column

If multiple tasks discover the same assets, these assets should be counted in each
one of the tasks and the asset will display the multiple tasks that discovered it.
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11.1.6 Asset Queries

Following the discovery of an asset, the Active Asset Query can be initiated
automatically or manually, to perform a deeper active inspection to retrieve
additional information:

m  Device type
B Vendor and model names

m  Firmware version

Asset vulnerabilities
®  Operational status
m  Configuration issues.

The system offers several types of Active Asset Queries including;:

= SNMP
m (CIP
= DNP3

®  Other Native Vendor OT protocols.

Different query types have different properties, advantages, and disadvantages.
Therefore, it is recommended to review the section Query, Discovery, and Profile
Types in the TIV Reference Guide to learn more about each type and find the
appropriate one.

11.1.6.1 Configuring Asset Queries

The first step of using TIV Active solution is to configure a set of queries. These
queries can later be selected in a task to be run automatically when a new asset is
found, or manually assigned to specific assets.

A query assignment to assets means that the query will be performed on the asset
on the next iteration it is scheduled to run.

Make sure you configure the correct set of queries that correspond to the type of
assets that exist in either of your network segments and your network constraints
(such as bandwidth) and asset constraints (such as avoiding deep inspection of
sensitive assets).

To configure asset queries:

1. Navigate to Settings > Data Sources > Active Detection > Queries:
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Figure 249 Configuring Queries
2. Click the green plus button = to add a new Query:

The New Query dialog appears:

NEW QUERY
unwr
WEW quEEY
ADVANCED
e ey mbam el Guary tyjm
e Sus-TYmE
t i N
RIUIACED
wwr Lewwl Lo
w A
S PONT SHMP @ navLe
veEL SE-TYRE
" " A
e SHME 1 RANGE EXCLUDE SNMP GET CAM
e ront OF DEVCE NETWOM SUshe T SMNP GET BASEUNES fm— Ty
=
CIP FALLBACK 10 ETHERNET 2 OF THY DR BEFURE 0P
. ® SNMP GET 2RP

Figure 250 New Query Examples

In the New Query configuration dialog, set the following parameters:

a. Name - Provide a meaningful name for the query.
For instance, “CIP query of Production Floor Rockwell devices”

b. Advanced - The basic dialog is displayed by default.
Move this button to the right to access the Advanced © dialog.

i.  Basic — When the Advanced toggle button is OFF, the form provides
a simpler mode to configure the query, where the Query Type and
Sub-Query dropdowns are populated with simple, predefined
query profiles, that require less technical understanding from the
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user. Scroll through these dropdown menus to see the available
options.

ii. Advanced - When the Advanced toggle button is ON, the Query
Type and Sub-Type dropdowns are populated with Advanced
options that require better understanding of the various protocols

c.  Query Type — Select the type of query. Refer to section Summary Queries
Table in the TIV Reference Guide for the list of available queries. The
detailed descriptions and the required parameters to provide are
available in section Detailed Queries Table in the TIV Reference Guide.

d. Sub-Type - Depending on the Query selected, the form may display
additional Sub-Types. Sub-Types need to be selected when a Query can
have several sub types.

e  For example, selecting an SNMP query will require selecting a Sub-
Type out of SNMPv1, SNMPv2 or SNMPv3.

e. Query Parameters — Each query and sub-type requires a different set of
parameters to be configured. When the Query and Sub-Type are
selected, the form automatically updates with the appropriate query
parameters fields to be filled in. Some fields are automatically filled with
default values, such as port number.

3. Click Create to finish the query configuration.

¢ The new query is then displayed in the Active Queries table

Actve Dutec e — b - — " —

Figure 251: Active Queries table

11.1.6.2 Reviewing Queries

Pre-existing Queries are displayed in tables located in the Active Detection pane
within the Settings > Data Sources menu. Navigate to the Queries tab to review
them.
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Figure 252: Queries Results
The Active Queries table shows the following columns:
= Name - The user-defined name of the Query
m  Type - The type of query configured
m  Sub-Type — Depending on the Query Type selected

m  Assigned Assets — Shows the number of assets from this query (clickable).
After you click on the number, you are directed to the filtered asset lists
based on the number of discovered assets.

m  Actions — Currently only Edit is available. Click to edit this active query.

11.1.6.3 Asset Inventory and Assigned Queries

When TIV discovers new assets, they are added to the system’s asset inventory,
available by navigating to the Assets Page. Furthermore, clicking on an asset on
the Assets Page opens up the Single Asset Page where all the asset information
and properties can be viewed, including the information retrieved by Active
Queries. When a query retrieves new or updated information for an asset, the
information on the Assets Page and in the Single Asset Page is updated with the
new information.
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Figure 253 Active Queries in Assets View

The Active Queries column shows the list of active queries assigned to the asset.
Queries can be assigned to an asset in one of two ways:

Automatically — During the Discovery Task phase, when a new asset is
found, the system automatically attempts to query it using the configured
auto-assign queries. For any successful query attempt, the query is
automatically assigned to the asset.

Manually — You can specifically select to assign or unassign queries to

selected assets.

Assign/Unassign Queries to Assets

To assign/unassign queries to assets:

1.

2.

On the Assets page, select one or more assets.

Click the Assign/Unassign Queries button (=],

A pop-up window with a list of configured queries opens. Select one or more
queries to assign to the selected asset(s) and click Assign.

To unassign queries from the selected assets, follow the same steps to select
the relevant queries and click Unassign.

Asset Information Retrieved Actively

When an asset is queried, the system attempts to extract all available asset

information such as model, firmware version, hardware revision and more. All
available asset information is displayed on the Single Asset page, accessible by
clicking an asset on the Assets Page.

For example:
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Figure 254 Asset Information from an Active Query as displayed in the Single Asset page
m  Refer to the Single Asset Page and its various components.

m  See the tables in Query, Discovery and Profile Types in the TIV Reference Guide to
learn about the various asset information types retrieved using the active
queries.

Filtering Assets on the Assets Page

To filter the Assets Page according to actively retrieved asset information, use the
Advanced Options, and select Filter Name to be Custom Information. Then enter
the value on which you want to filter in the Filter Value field.

This filter shall also apply for the Custom Label field that can be added to assets
as they are found during the Discovery Task process:
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Figure 255 Advanced Filtering
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11.1.7 Active History Summary

The Active History feature enables logging tasks and queries in a summary table.
It does not require any configuration. Each time a task runs, it generates a new
line in the table. Each line shows runtime information including: ID, start/end
time, duration, end status, and status.

An Active History Side Panel is provided for further active history details and
varies according to the task/queried being tracked. This detailed history of each
task enables monitoring the tasks themselves, their results and facilitates further
investigation when needed.

This powerful tool not only tracks active tasks in the network; it tracks
disconnected assets, new ones as they are incorporated over time, and enables
validating proper operation of the tasks (run times, errors, finish in time, etc.)

To access Active History:
1. Go to Settings > Data Sources > Active Detection.

2. Click the History tab.

Active Detectson | O A 9T Y e

SOWATA (1)

Figure 256: Active History
The Active History Page displays the following data:
m  ID - The ID of the task that was run
®  Name The name of the task that was run
m  Type - The type of task used
m  Site ID - The site on which this task was run
m  Start/end time
®  Run time — The duration of this task
m  Status — Whether or not the task ran:
¢ Completed
¢ Stopped - Stopped automatically due to task timeframe

¢ Forced Stopped — Stopped manually
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¢ Failed - Technical issue prevented task from running
m  Last Run Results — The outcome of the task.
®  Actions:

¢ A parameters button ® for displaying this task’s parameters

¢ Alogbutton = for downloading these results

Click the Clear All button when you want to restart this History table.

Summary side panel

When inspecting the Active History, clicking a row of a particular task or query, a
Summary side panel with further details expands, as shown below:

Active Detection vema  Task?

eSOy Lotum

® .0
O
o o

RESULTS ()

©
©

Figure 257: Summary Side Panel Examples in Active History
The summary side bar displays the following information:
1. The Name of the task
2. They Type of task used
3. Thesite ID
4

A parameters button ® for displaying this task’s parameters

A log button = for downloading these results

6. Scanned IPs — The number of IPs (assets) that were scanned in this manner.
Clicking on this number opens the asset list popup that includes further
details of these assets a link with the Asset Page displaying these filtered
assets.

7. The number of IPs successfully queried
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8. A summary message with further information.

When applicable, the summary info bar also includes the number of IPs whose
query failed, including the reasons of failure, broken down per query.

11.2 Interface Configuration

Use the Interface Configuration screen to adjust your interface configurations as
described below.

11.2.1 Default

To adjust the Default interface configuration settings:

®=  Navigate to Settings |E| > Data Sources > Interface Configuration (see
Figure 259).

Interface Configuration

m + Somar Lite
e O @ © &) o (@ & ©

Bt Rate Uit Allucate to
Naene Process data Device Status 3 OF traffic Fliters Dump size

(M/'s) traffic Network
0 manageenent (L)

00

! Sarew Changes 1

wriadt het stk Srttiogs v

Figure 258 Interface Configuration Site Tab
The interface configuration screen enables you to change the following:
1. Site name — The name of the site (sitel in this example)
2. Interface Name — The OS name of the interface (management in this example)

3. Process data — You can enable it on order to get more information about your
interface (by default “off”)

4. Device Status - If the link is UP (connected) it is a Green ¥ dot;
if it is DOWN (disconnected or unavailable) it is a Red ® dot.

a. Bit rate (MB/s) — Describes the amount of traffic passing in this interface

b. Unicast Traffic — Describes the quality of your traffic by counting unicast
packets (Low, Medium, High)

c¢.  OT Traffic - Describes the amount of OT traffic on this interface (Low,
Medium, High)
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5. Allocate to Network — Displays the Network this interface is connected to.
You can add a new network. Each interface can be connected to one network.

6. Filters — You can add filters to the traffic in the network, such as tcpdump
capture filters.

7.  Dump Size — Shows the size of the network traffic file that was recorded.

8. Record — Press this button when you want to record a PCAP file for the traffic
on a network for investigating the PCAP file.

9. Download - Press this button to download the recorded PCAP file to your
machine

See below for configuring Advanced Network Settings.

11.2.2 Advanced Network Settings

At the bottom of the Interface Configuration page you can configure

Fetwrnred nehanes wethings A

Advanced Network Settings as shown below:
m « famior Line
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© .
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Figure 259 Advanced Network Settings
Configure your advanced network settings as follows:

¢  Show Protocol Configuration Menu in Configuration Page —Slide to
the right to add a new Protocols option to the Main Menu. This page
enables control of the protocols the system supports. (by default, it is
OFF).
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Warning: This option should only be enabled in coordination with Support, as
the settings can have a critical impact on the system.

Both of the following settings can be configured per network:

¢  Store raw data (PCAP) - Slide to the right to enable downloading a
PCAP file connected to the alert and store it in a specific directory on the
server

¢ Known Threats alert detection — Enables TIV to use a sophisticated
signatures-based database to enhance its capability for identifying
known attacks.

m  Select Save Changes to save your entries.

Note The example above shows a system running on the following networks in
addition to the Default network: AppDB, Passive, Active.

11.2.3 Sensor Lite

To access Sensor Lite:

1. Navigate to Settings E > Data Sources > Interface Configuration.

2. Select the Sensor Lite tab to adjust your Sensor Lite’s interface configuration
settings:

Interface Configuration

ATy
Wenagerrert it m

Conmnect Sensor In Remote Location
Data Seurees

Name

00 ©

Figure 260 Interface Configuration for Sensor Lite
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This screen enables you to reconfigure the following settings:

1. Name - The name of the Sensor Lite
2. Sensor IP — The IP Address for the Sensor Lite
3. Port # — The port number (by default, Port 22)
4. Username — The Username of this Sensor Lite
5. Sensor Password — The password of this user
6. Sensor Password checkbox — to select manually exchange of keys
7.  Show and Copy Public Key — press to obtain the “Public Key”. Copy it.
8.  Connect — press to connect the Sensor Lite to your machine with the new
configuration settings.
9. Save Changes - select to save your entries.
10. See Advanced Network Settings above.
11.2.4 Protocols
A predefined set of recommended passive protocols is built into the system. A
Protocol Configuration mechanism enables Administrators to configure the
passive protocols in a Protocols page. This configuration menu is not visible by
default. These settings are controlled for each site individually.
To enable changing the passive protocols used:
1. Navigate to Settings |E| > Data Sources > Interface Configuration.
2. Click the Advanced Network Settings link:
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Figure 261 Enables Showing the Protocol Configuration menu
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3. Slide the Show Protocol Configuration menu in the Configuration page

button to the right.

The list of protocols supported by the system appears.

Warning Changing these settings could have a critical impact on the system and
therefore should only be changed by an Administrator in coordination
with Tripwire Support.

4. Keep the top checkbox selected and then revise the list, selecting any

additional protocols:
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Figure 262 Selecting the IEC101 protocol from the Deployment Configuration Protocol List
5. Click Save Changes R

¢ When the changes take effect, a Saved Successfully message appears.

For the full list of passive protocols supported, refer to the TIV Reference Guide.

11.3 App DB (aka Configuration Projects)
Prerequisite: The App DB capability is set up in the Configuration wizard.

To view App DB page:

®  Navigate to Settings > Data Sources > App DB:
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App DB
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Figure 263 App DB page
The App DB page includes:
®  One-time parsing of Configuration Projects files
m  Recurring parsing of Configuration Projects files

Refer to the TIV Reference Guide: Configuring Application Database (App DB)

Sources.
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11.3.1 Enabling Protocols

A Protocol Configuration mechanism enables Administrators to configure the
protocols in the Protocols page. This configuration menu is not visible by default.

See section 11.2.4 to enable configuration of the protocols.

11.3.2 Selecting Protocols and Further Configuration
Refer to the TIV Reference Guide: Configuring Application Database (App DB)
Sources.

11.4 NetFlow

NetFlow is included in TIV as another source of asset data and network anomaly
detection.

1. Navigate to Settings > Data Sources > NetFlow.

Netflow

et ety

MESULYS 00

Figure 264 Navigating to NetFlow

2. Click the green plus button ~ or Add NetFlow Host to add a new host:
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Figure 265 Adding a NetFlow Host

¢  The Create New Host window appears:

CRERTE NEW MOST
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HUTWORA

SelecT Netwars

| Concol

Figure 266 Adding a NetFlow Host
2. Host — Add the name of the host to add
3. Network — Select the Network for the new host
4. Click Create.

11.5 loT Matchers

IoT Matchers is an optional tool that can be used to enrich your IoT Asset
Inventory.

To view IoT Matchers:

= Navigate to Settings > Data Sources > IoT Matchers. The following screen
appears.
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Figure 267 loT Matchers Page

This advanced discovery tool extends TIV’s visibility to IoT assets, providing
micro segmentation of the network. IoT devices are dynamically supported by
TIV. Users can filter for them and work with them using the full TIV suite of tools
in the same manner as OT and IT assets.

11.5.1.1 loT Matchers: General Structure
The general structure of the IoT matchers is:
®m  Matcher type - the protocol used (supported: SNMP, HTTP, banner, WSD)

m  Verify - protocol dependent, but the idea is a field that allows the engine to
identify the matcher is relevant for the current device/communication

®  Information extraction regular expressions - the specific format is protocol
dependent; we will usually run a regex on the response (HTTP Page, SNMP
mib, Banner, etc. ) to try and get the information from it - could be the
standard information details (model, firmware, IP, etc.) or custom
information that is specific to this matcher.

11.5.1.2 How to Write a Matcher
SNMP Matcher
1. Identify the product you are interested in
a. Rockwell PLC (via ENBT Network card)
2. Verify the product has SNMP support
a. Google it? “Rockwell ENBT SNMP”

b. https://literature.rockwellautomation.com/idc/groups/literature/docume
nts/um/1756-um051_-en-p.pdf

3. Determine the authentication method for the device

a. Google “Rockwell default SNMP community string”
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b. (BTW - “public” is a good guess even when we can find confirmation for
that online)

4. Find a device you can work with to start learning the interesting stuff
a. 10.1.30.1 - our lab PLC

5. Run a full SNMPWalk on the device - snmpwalk is a CLI utility that connects
via SNMP to the desired IP and queries it for all supported OIDs, and prints
the returned information (See a potential snmpwalk alternative for Windows
in the links section)

a. snmpwalk -On -c wheel -v 2¢ 10.1.30.1 1.3.6.1
i.  “snmpwalk” is the command

ii. “-On” - tells snmpwalk to print out the full OID numbers so that we
can later use them in our matcher

iii. “-c wheel” - -c and then specify the community string you want to
use

iv. “-v2c” - -v and then the protocol version you want to use (1/2c/3)
v.  “10.1.30.1” - the IP address of the device
vi. “1.3.6.1” - The OID from which to start the “walk”

b. The output is something like this:

(virtualenv3) = ranger master) X -0On -c wheel -v 2c 10.1.30.1 1.3.6.1
.1.1.@ = STRING: Rockwell Automation 1756-ENBT

.2.8 = 0ID: .1.3 95.1.12

.3.0 = Timetic 374} 8 days, 5:42:20.74

.4.@ = STRING:

5.8 = STRING:

STRING:

INTEGER

INTEGER:

INTEGER: 1

INTEGER: 2

STRING: 1o@

STRING: motfec@

INTEGER: s =

=

1
1
.1
.1
1
1
1

=
R0

.1
.1
.1
.1
.1
.1
.1
.1
.1
.1
.1
.1
.1
.1
.1,
1.
.1
1.

[l el el el sl el el el el el

c. Review the returned results and find the interesting OIDs
i. .1.3.6.1.2.1.1.1.0 - we can see a lot of details here
ii. .1.3.6.1.2.1.2.2.1.6.2 - looks like the device’s MAC addresses

6. So, we know this is an interesting device to write a matcher to, as we saw it
supports SNMP and retrieves interesting information

7. How we can fill in the “verify” field of the matcher
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a. Regex on the description - generate a regex that will only match the
description of the interesting device - would have to be specific to only
match s7-300 PLCs but not too specific to match only our PLC

i.  “Rockwell Automation 17” would make sense here

b. Using the vendor OID - the number in OID .1.3.6.1.2.1.1.2.0 - although
not always reliable

i.  The response was “.1.3.6.1.4.1.95.1.12” - We need to take the bold
number - the one after the “.1.3.6.1.4.1” - 95

8.  Create regexes on the description string to extract the relevant information
a. Model: “Rockwell Automation (?P<module>.*?)”
9. Create regexes on other interesting OIDs:
a. [False example but go with it] - hostname — .1.3.6.1.2.1.2.2.1.2.2
10. Determine your hardcoded information values
a. Type-PLC
b. Vendor - Rockwell

11. So, we have all the information - now write the matcher, based on the
examples listed below

{
"snmp": {
"verify™: {
"oid": 95,
"description": "Rockwell Automation 17"
2
"description_regexes": {
"regexes": [
"Rockwell Automation (?P<module>."7),",
]
13
"info_oids": {
"hostname™: ".1.3.6.1.2.1.2.2.1.2.2",
“vendor": {"default” : "Rockwell" },
“type": ("default": "ePLC" }
)
}
}

12. Run the SNMP query on the device and review the information.

11.5.1.3 loT Matchers: Discovery and Classification

IoT assets are discovered using Matchers, which are active HTTP and Telnet
queries made to the assets for obtaining important device information such as
vendor, model, type, OS version, role and more. A large number of IoT devices
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are supported out-of-the-box, while additional device types can be readily added
by the customer per their network and their needs, in an easy to use interface.

Tripwire releases update packages including IoT device matchers to further
extend the library of known IoT devices. IoT Discovery can use both Active and
Passive Detection capabilities. The same signatures can be used for both active

and passive methods.

11.5.1.4 loT Matchers: Workflow

To create your own IoT matchers to discover IoT devices:

1. Navigate to Settings > Data Sources > IoT Matchers.

loT Matchers

RESULYS (48)

NAME 1 tNAmLo W ACTIINS
[# Eait

¥ Lot

o

# Eant

Figure 268 Adding a new loT Matcher

2. Inthe toolbar, click Add I:I to open the Create New Matcher popup box:
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WVATOMER NEaE

Nacww hate

WATON S

Figure 269 Adding a new loT Matcher
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3. Upload a Matcher file, which is a text file in a JSON format, by either
selecting a file on your computer or by dragging the file directly into this
popup box.

4. Edit the IoT matcher file.
5. Click Create.

Tip:  To obtain an example of the JSON format, open one of the matchers in
the list.

For more information for working with IoT Matchers, refer to the TIV Reference
Guide: IoT Asset Management and Monitoring,.

11.6 Play PCAPs

Use the Play PCAPs feature to upload PCAP files for the system to dissect; the
PCAPs are from actual traffic and enable simulating activity without connecting
to live data. This is also useful when producing a Security Posture report.

Note This feature is available only when you log directly into a TIV site.

To play PCAPs:
1. Navigate to Settings > Data Sources > Play PCAPs.

e

Figure 270 Play PCAPs tab
2. Choose File — Navigate to the file location.
¢ Browse to select a single or multiple PCAP files to use.
3. Press Upload.
4. Click Cancel if needed.
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The PCAP files start uploading and appear in the Results table below.

The following information for each uploaded PCAP file is displayed:

6. Name - The filename of the uploaded PCAP file

7. Size — The size of the PCAP file. This parameter enables uploading large
PCAP files

8. Upload Date — The timestamp for when the PCAP file was uploaded.

9. Network — The name of network where this PCAP is used

10. Detect Known Threats —-Whether to detect for known threats from the
Known Threats database (default is YES).

11. Choose one of the Play PCAP Actions:

a. Play RT (Real Time) — Click this button to play the PCAPs in real time.
This option is recommended since it yields the full results.

b. Play - This button plays the PCAPs but not in real time. This playback
will not use algorithms that take the timing of the PCAPs into
consideration. Use this option for demos or other cases where it is not
critical to obtain the full results.

c. Delete — This button deletes the PCAP files.

d. Stop (when a PCAP is currently running) — Use this button when you want
to stop a PCAP

12. The system tracks detailed behavior, providing activities with PCAP usage
and progress, including the Last Run time of each PCAP file.
| ¥ ]
Figure 271 PCAP - Last Run time
13. Follow the Activities for the detailed log:
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Figure 272 Activities log: PCAP actions
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12 Configuring Alert Settings [Only Admins]

To configure alert settings:

= Navigate to Settings |E| > Alerts.

The following options are available:

¢ Alert Severity
¢ Definition Updates

¢ Cloud Updates

12.1 Alert Severity

To set alert severity:

1. Navigate to Settings |E| > Alerts > Alert Severity.

¢ The Alert Severity page appears as follows:

Alert Settings

Senwtvity s O

p—

Figure 273 Alert Severity Page

¢  The sensitivity value is configurable: Slide the white segment of the bar
to the left to decrease the sensitivity value (and increase the volume of
alerts); slide it to the right to increase the sensitivity value (and decrease
the volume of alerts).

2. Click Save [i]

12.2 Definition Updates

This section applies to configuring the system to manually upload TIV’s Threat
Detection bundle. This bundle includes CVEs, Insights, as well as Yara and
Network Signatures and is issued periodically by Tripwire.

Threat Detection updates can be acquired automatically from the Cloud as
detailed in the TIV Reference Guide: Auto Pushing of Threat Intelligence
Updates.

When updating manually, the all sites are updated with the bundle, provided the
supplied version is newer than the site’s current version.
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To access Threat Definitions Update:

Navigate to Settings b > Alerts > Definition Updates.

To keep the system up to date with the latest threat data, upload the package
received from Tripwire using the Threat Definitions Updates as shown below.

The benefit of updating with regular packages from Tripwire is that TIV is always
up to date with the latest threats without requiring a full upgrade of the entire
TIV software.

To update threat definitions:

1. Press Choose File BN
2. Browse your machine to select the Tripwire update bundle:
¢  The filename appears with its size.
3. Select Upload file to perform the upload or Click X B to cancel the
process:
Threat Definitions Update

Lo theeat 0efianons upcate hor keepng the spstem up 1o date wit the Linest treest dyta,

Treeat_Defivinon_Buncle_Ferame_TBDSa02 509 uren ko n

Figure 274 Uploading a Threat Definition update file
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13 Log Configurations [Only Admins]

This menu includes two methods for exporting data: Email notifications and
Exporting Discovered Data.

13.1 Configuring Email Notifications

TIV allows configuring the email notifications as needed.

13.1.1 Configuring the SMTP Server - Procedure
Prerequisite: For enabling email notifications, first set up an SMTP server account.
To set up an SMTP server account:

1. Select Settings > Log Configuration > Email Notifications.

£-Mall Natifcations

-

Figure 275 Email Notifications Dialog
2. Specify the SMTP hostname and port under SMTP Server Configuration.
3. Select the relevant security option under Security Type:

¢ None /STARTLS / SSL/TLS.
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4. Select Authentication, and then specify the username and password, if the
mail server requires user authentication.

5. Specify the email address from which the email is to be sent.

6. Click Save.

13.1.1.1 Creating a New Email Notification Rule

Users can select from a range of options for granularity in email alerts. They can
decide if they want email alerts to come for multiple sites or from a specific site.

To configure a rule that triggers an email notification:

1. Click the configure email notifications button:

R

. s . -

LT —

Figure 276 Creating a New Email Notification Rule

¢ The New Notification Rule popup opens as follows:
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Figure 277 E-Mail Notification Rule Dialog

2. Rule Name - In the New Notification Rule window, specify the name of the
new rule in the Rule Name field.

3. From Sites — In the From Sites dropdown, select one or more of the available
sites.
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4. Minimum Severity — Under Minimum Severity, select the minimal severity
level that will trigger an email notification for this rule:

e  Low (this is the default)
e  Medium
e High
e  Critical
5. Alert Types or Alert Categories — when one is selected, the other is disabled:

a. Alert Type — Select the relevant option/s of available Alert Types from
the dropdown list below. (Note that this is only applicable when you are
not using the Alert Category):

b. Alert Category — Choose which alerts to notify for. (Note that this can
only be selected if you are not using the Alert Type). The default is the
entire list:

e Integrity — Process Integrity alert.
e  Security — Security Event alert.

6. Assign Emails —under Assign Emails, search for the applicable group, users,
or add a new email. Either specify an email address or search for an existing
group or user to be notified by email when this rule applies.

7. Email Data Level section — select the Detailed checkbox for detailed email
notifications (i.e., a description of the alert and the assets involved).

¢ If this checkbox is clear, summary notifications are sent (and only
include the alert time and the alert ID).

8. Click Add [ naa | to activate your new rule.

Note The email is sent from the machine on which the configuration was
performed.

13.1.1.2 Editing a Notification
1. Click the Edit icon of the relevant rule.

2. Edit the rule as per the parameters above, and then click Update.

13.1.1.3 Deleting a Notification
1. Click the Edit icon of the relevant rule.

2.  Click Delete.
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13.2 Configuring Export Discovered Data

Exporting Discovered Data functionality is covered in the TIV Reference Guide:
Exporting Discovered Data.

To access Export Discovered Data:

Navigate to Settings > Log Settings > Export Discovered Data.

Export Discovered Data

Figure 278 Exporting Discovered Data
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14 Configuring SRA Integration [Only Admins]

SRA integrated with TIV enables context for alerts that have been detected on a
remote connection and any related remote sessions that have occurred.

Alerts from the remote sessions are displayed in TIV with the details of the remote
session, enabling:

®m  observing ongoing sessions (all users)
®m  disconnecting any live sessions that are suspicious (Admins)

® raising of alerts on remote sessions that have already completed

ALERT VIEW Yoty 1600 PR [ ree— [ . "
Thas Vage ] arywie Logy At
t O eSS (1)
' o WK v MAVEE NAW A e 000N START N LR A
[
®
-
o

Figure 279: Alert View > Remote Access Sessions

14.1 Configuring TIV Integration with SRA

1. Navigate to Settings > Integrations > Secure Remote Access tab to establish
communication from TIV to SRA.

Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire
April 2021 Version 4.2.4 Page 266 of 299
Rev 1



Configuring SRA Integration [Only Admins]

Secure Remote Access

LR Ll
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Figure 280: Settings > Integration > Secure Remote Access tab

2. Determine which Secure Remote Access (SRA) server is connected to each
TIV Server.

3. Fill in the SRA configuration parameters for each relevant network:
a. Server Address — The SRA server address
b. Port - The SRA client port (usually 443)
c. Username - The SRA username (as used to login to the web)

d. Password — The SRA password (as used to login to the web)
Note: The connection from TIV to SRA is only with the local SRA user.

4. Click Connect
5. Once the SRA integration is initiated,
a. A green Connected message is displayed

b. The Results table is populated with the details of each SRA - TIV
connection

6. On the table, choose the SRA site that is related to the TIV site. The SRA
session on that site will be raised on the chosen TIV site.

After finishing the configuration, TIV will raise an alert whenever a potentially
hostile activity is performed (e.g. a configuration upload) from the remote
machine. TIV will also associate the remote session and its details to the alert.
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14.2 Viewing Remote Sessions & Disconnecting Remote Users

The TIV, SRA site and network connectivity statuses are displayed in the Alert
view as shown below:

ALERT VIEW re——_r TR gy S—y— gy oo | [(Wonsan | 19

L 3 RESULTS (1)

. om0 MTE Wb SERVEN MAME A ROTOCOL STAY ViV D T yTATe

© i .

Figure 281: Alert View > Remote Access Sessions

®m  View - Enables users to view all aspects of a remote session: session details,
video recordings, live viewing sessions (aka eye-over-the-shoulder).

= Disconnect — Admins can immediately click Disconnect to terminate any
remote sessions when a suspicious activity or problem arises.
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Configuring Third Party Integrations [Only Admins]

TIV can be configured to integrate with external systems, enterprise tools, and
Partner solutions:

m  Aruba ClearPass

m  Palo Alto FW

m  (Cisco ISE

m  Cisco FirePOWER

m  FortiGate

m  Check Point [oT

m  ServiceNow

m  CrowdStrike

To configure integrations:

= Navigate to Settings > Integrations > Third Party.

Note These are one-way integrations that enable TIV to connect and send
data to other systems and services.

Integration documentation is provided within the TIV Reference Guide.

Third Party

‘s
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s

Figure 282 Third Party Integrations Menu
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16 Configuring Syslog Integration

Use Syslog to export alert, baseline, event, or health monitoring data. The Syslog
server sends information smoothly to third party vendors. Syslog enables
choosing a SIEM vendor, whereby the related fields are auto-filled according to
the vendor configuration. Syslog also sends the history of alert information.

To configure Syslog:
m  Select Settings > Integrations > SIEM Syslog.

Syslog

RESULTS ()

N .

ot wpndng Verpete wre cligured

Figure 283 Configuring Syslog Messages

16.1 Add New Syslog Dialog

Click the green plus button = or click on the Add syslog targets button to open
the Add New Syslog option:

ADD NEW SYSLOG

To
Bocn

MESSAGE CONTENT! MESSALE TORMAT

jelect Log Love by

SYSTEM UL

Figure 284 Configuring Syslog Messages

Proprietary & Confidential Tripwire Industrial Visibility (TIV) User Guide Tripwire
April 2021 Version 4.2.4 Page 270 of 299
Rev 1



Configuring Syslog Integration

Use this dialog for configuring information such as:

® the server details

m  the type of data (i.e., events, alerts, health monitoring)
®  the format for the syslog messages

m  thelog protocol to be used (e.g. UDP, TCP or TLS)
You can also configure your system to:

®  Send a message to syslog when a baseline appears.

®  Send a syslog message when a Sniffer is down or is experiencing another
problem.

An alert may consist of one or multiple events, depending on the type of alert.
Every new alert (or the resolution of an alert) and the events associated with it
will be sent through the configured syslog to an external SIEM to provide a
unified view of the organization’s security monitoring.

16.2 Common Elements of the Add New Syslog Dialog

The syslog/email is sent from the machine on which the configuration was
performed.

m  If the user is connected to the EMC and defines a new syslog/email
notification, the message will be sent from the EMC (and not from the site/s).

m  If the user is connected to a TIV Server and configures the syslog from within
that site, the syslog message will be sent from that site (however there will
not be an option from that site to select the other sites).

m  To - Whether the target for the Syslog message is either the Local machine
(which is the default, i.e. the Local checkbox is checked), or another server.
Syslog Target is Another Server

If the target is another server, the following destination information is required:
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Figure 285 Syslog for a non-local machine (on the left) with an Alert example (on the right)

1. From (Site) — Select one or multiple sites (i.e. TIV Servers) from the
dropdown, or select the EMC:

¢ EMC - Select the EMC itself by checking the Monitor EMC checkbox
(only for Health Monitoring) as shown below:

MESSAGE CONTENTS. MESSACE FORMAT

Heaith Manltonng CE=

@ Marvtor EME

Irtwrual

Figure 286 Selecting EMC & Log Level

2. Vendor Name — From this drop down, choose the desired SIEM vendor or
Other:

e b ue

RO

Figure 287 Vendor Name Selection
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3. Message Content — When selecting which level to log, the enables choosing
Alerts, Baselines, Events, or Health Monitoring. Default is Alerts.

4. Category — Select Integrity or Security or both (ALL). Default is ALL.
5. Type - This dropdown enables you to select one, several or all Alert Type/s

6. Message Format — Select a format from the Syslog message dropdown (CEF
or RFC5424)

7. Server —The target server that will receive the syslog message. This field is
mandatory.

8. Port - The port over which the syslog message will pass. This field is
mandatory. Default is 514.

9. Protocol - Select the log protocol type from the dropdown list (TCP, TLS, or
UDP). Default is UDP.

Note When TLS is chosen, the Syslog message will be sent as an encrypted
TCP message with RFC5424 or CEF format, with an option to add
server authentication by uploading a server certificate.

10. System URL - Automatically shows the source URL; this field is not editable.
11. Save — Choose to commit your entries or Cancel to exit the Add New Syslog
dialog.

¢ The system assigns a Syslog ID to the new message and displays the new
information as a new row in the full Syslog table.
Select the relevant row to Edit, Delete, or Send a Test Message:

Syslog

NESULYS (8

Figure 288 Syslog added as new row in Syslog Table

To test a Syslog message, see details in section 16.5.
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16.3 Message Contents

The following Message Content options are available for logging Syslog messages
(see Figure 284 Configuring Syslog Messages).

The parameters are detailed in section 16.4.

16.3.1 Alerts
When selecting Alerts to log, the following dialog is displayed (see Figure 285).
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16.3.2 Baselines

When selecting the Baselines to log, the following dialog is displayed:
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Figure 289 Syslog - Adding a New Baseline
16.3.3 Events

When selecting Events to log, the following dialog is displayed:
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Figure 290 Syslog - Adding a New Event

16.3.4 Health Monitoring

When selecting Health Monitoring to log, the following dialog is displayed:
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Figure 291 Syslog - Health Monitoring

This option enables sending scheduled periodic system Health Monitoring
information via Syslog messages. This can be used for forwarding real time
system health status information to external monitoring tools and for alert
generation.

For example, the Health Monitoring script can run every hour in the backend, and
the results can be sent via syslog.

The Health Monitoring message includes the following:

= CPU utilization

®  Memory usage

m  Disk utilization

®m  Network interface packets drop

m  Service <service name> is running (for each critical service in the system)

= Queue <queue name> read count (for each critical queue in the system) —

count should be greater than 1

= MySQL test query should take up to 10 seconds

®  MySQL stuck queries — Expecting 0 queries running more than 10 sec

m  Postgres test query should take up to 10 seconds

m  Postgres stuck queries — Expecting 0 queries running more than 10 sec
16.4 Syslog Parameters for Message Log Levels

The following parameters are used for the various Syslog types.
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16.4.1 Alert Categories
Select which specific Alert Categories (Integrity or Security Alerts, or both)
should be sent.

Note This capability can be useful for onboarding SOC teams when taking
responsibility on the ICS environment. In the initial phase it is
recommended to send the SOC team security alerts only. These are
alerts that the SOC is already familiar with. In the next phase, add the
integrity alerts gradually (since they are more OT-oriented).

16.4.2 Alert Types
Select which specific Alert Types, such as New Assets or Known Threats, should
be sent. For common Alert Types, see section 7.3.1.
16.4.3 Protocol dropdown
Select the protocol/s you want to filter for. The drop down displays protocols that
exist in the specific environment:
16.4.4 Communication Type dropdown
Search for the types of communication you require or scroll down to select from
the list of communication types. Multiple selections are enabled.
¢+ Examples: Alarm, Authentication, Data Acquisition, Diagnosis, File
System, Firmware, Network, Operation, Other, Programming,.
16.4.5 Access Type dropdown
Select from the following list of access types: Read, Write, Execute, Publish, None
16.5 Testing Syslog Servers
Use the Send a Test Message option to test the Syslog servers that were added
(see Figure 288).
For further details on Syslog with examples, see the Syslog Specification in the
T1V Reference Guide.
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17 Configuring User Settings [Only Admins, EMC]

This section describes how to configure and manage security and authentication
settings, users, domains, and user groups.

To access User Management:

®  Navigate to Settings s User Management:

¢ Back To Main Meru

Site Overview

Actwity Log

Maragement

Dsta Sources

Alprt Settings

Log Configuration
Legrations

{ 7_".er Maragerment
Securty & Authersicmion
Users
Domains

Figure 292 Settings > User Management Menus

17.1 Managing Security & Authentication Settings
17.1.1 Security Settings
To access security settings:
Navigate to Settings =S User Management > Security & Authentication.

The security settings are as follows:
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Security Settings

@ Password Expires (0 = unlimited)

Jser st thange passwond after thes ponod of time

° Force Change Password on First Login

@ Enforce Password Policy
Oefine password rukes

Minsmum length
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Uppercase (A-Z)

Digits (0-9)

Non Alphanumenc (@, 2}
Doesn't contain username
Prohibit password re-use

@‘ Force All Ugers to Change their Password

2 b
@ Disable Inactive Users

eorsablc User After Unsuccessful Login Attempts

o Login / Logout
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@Show Login Information
@ Login Message
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Figure 293 Managing Security Settings

1. Passwords

a. Password expire — Time period, in days, after which users must change
their passwords (default is zero, i.e. no expiration).
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b. Force change password on first login — Slide to the right to require all
users to change their passwords upon initial login (default is NO).

c. Enforce password policy — Slide to the right to enforce a password
policy such as minimum length, number of lowercase characters (default
is NO).

d. Force all users to change their password — Click this to require users to
change their passwords immediately.

2. User Security Settings

a. Disable inactive users — Number of days after which a user’s account
will be disabled if not active (default is 0).

b. Disable user after unsuccessful login attempts — Limits users to this
number of attempts to log in (default is 0).

3. Login/Logout Settings

a. Logout idle users — Auto logging out of idle users after a specified time
period in minutes.

b. Show login information — Set to OFF by default.

c. Login Message— Option that enables Admins to configure a text logon
message that pops up on the login screen

4. Click Apply to configure these Security settings.

APPLY SECURITY SETTINGS

Are you Sure?

¥ Cancal v Yos

Figure 294 Confirmation of Changes to System Security Settings

17.1.2 SAML Authentication

Security Assertion Markup Language (SAML) is a standard single sign-on (SSO)
format. Its authentication information is exchanged through digitally signed XML
documents. It enables using SAML 2.0 to connect to third party authentication
vendors such as Google and Okta. This complex SSO implementation enables
seamless authentication, mostly between businesses and enterprises. With SAML,
there is no need to type in authentication credentials or to remember or reset
passwords.

To view SAML Authentication:
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= Navigate to Settings |E| > User Management > Security & Authentication >
SAML Authentication tab.

The SAML-based federation involves two parties:

1.  AnIdentity Provider (IdP) that authenticates users and provides an
Authentication Assertion if successful;

2. A Service Provider (SP), which relies on the Identity Provider to authenticate

users.
SAML Usage
& Back To Man Mern
- Security Settings
Bctraty Log SAML AUTHENTICATION
Management

Data Sources SAML Auth Palicy ENABLED DISABLED

Nert Settngs
Log Configuraton

Integrations

User Management

Security & Authertication

Figure 295 Security Settings - Enabling SAML Authentication Policy

The SAML authentication policy is disabled by default. It can be enabled for all
web access users.

When configuring SAML authentication, set the SAML Auth Policy flag to
Enable to reveal the SAML settings:
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Security Settings

SANL AUTYENTICATION
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Service Provider {5P) Settings
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Identsty Provider (idP) Settings
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Figure 296 SAML Settings

SP Settings

1. ACS URL - An Assertion Consumer Service (ACS) is SAML terminology for
the location at a Service Provider that accepts <sam1p:Response> messages
(or SAML artifacts) for the purpose of establishing a session based on an

assertion.

¢ (Just leave the default value and make sure it matches the configuration

in the IdP)

2. Entity ID - The ID of the Service Provider
(Just leave the default value and make sure it matches the configuration in
the IdP. Default values are the IP of the TIV.)

IdP Settings

Configure the following parameters in accordance with the IdP you are working
with (e.g. Pingldentity, Okta):

3. S§SO URL - Single Sign-On URL (of your IdP)
Entity ID - The ID of your IdP

4
5. Certificate — The Certificate for your IdP
6

Save — Click to apply your SAML settings.

Managing Users

To view User Management:
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®  Navigate to Settings |E| > User Management > Users.

User Management

RESULTS (2}

Glabal Adrvin
Uner Nesaprree

Aenn tnatded

Figure 297 User Management Page

A user must be assigned to a group that has a permission associated with it before
that user can log in. Users that have no permissions, or a user that is a member of
a group without any permissions, will not be able to log in to the system.

17.2.1 Adding a User

To add a user:

1. In the Main Menu, select Settings EI > User Management > Users.

2. On the Users page, click Create New. [+]

3. Inthe New User window, specify the following (all fields are mandatory):
¢ Username — A username for the new user
¢ Full Name — The user’s full name
¢ Password — Create a new password

¢ Repeat Password — Repeat the password entered in the previous
Password field.

4. Click Add.

W INED

Figure 298 Add a User
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17.2.2 Editing User Details

To edit user details:

1. Select Settings EI > User Management > Users.

2. On the User Management page, click the Edit icon in the row of the relevant
user.

3. In the Edit User window, edit the user’s information as needed.

4. Click Save.

Note Users have the ability to change their own passwords (see below).

17.2.3 Overriding a User Password
Users have the ability to change their own passwords. Admins can override user

passwords using one of the following options:

®  Via the Settings |E| > User Management > Users page, click Edit for a
specific user, and reset the user’s password:

EDIT USER
USERNAME FULL NAME
PASSWORD REPEAT PASSWORD

vward

Cancel Save

Figure 299 Resetting a User’s Password

®  Via the Settings |E| > User Management > Security & Authentication page
and click the Force all users to change their password button:
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Security Settings
GENERAL SETTINGS

Password
Password Expires [0 = unlmited) o Days

Force Change Password on First Logn

Enforce Passward Policy o
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Digits $0-9) =
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Doesn't contain usarnamo =
Prohit passwond re-use

Forca Al Users to Change thelr Passwand

Figure 300 Forcing all users to change their passwords

17.2.4 Setting User Permissions

User permissions are set per groups of users. Therefore, a user must be a member
of a group before you can set their permissions.

17.2.5 Adding a User to a Group

To add a user to a group:

1. Select Settings EI > User Management > Groups.

2. On the Group Management page, select the row of the relevant group and
click on the Edit icon.

3. In the Edit Group window, in the Members area, select user/s in the Add
User dropdown list.

4. Click Save to include the selected user/s to the designated group.

17.2.6 Searching for a User

On the User Management page, specify the user’s credentials or ID in the Search
field.

17.2.7 Deleting a User
To delete a user:
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1. On the User Management page, select the user to be deleted and click
Delete W in the toolbar.

2.  To delete the selected user, click Yes.

17.3 Managing Domains - Active Directory Configuration
There are two steps in this process:
1. Configuring the Active Directory server
2. Associating a TIV user group with one or more Active Directory user groups.

To manage domains:

®m  Navigate to Settings |E| > User Management > Domains.

17.3.1 Server Configuration

ADD DOMAIN

TYPE PORT o

Active Directory
e DOMAIN NAME SERVER o

o BASE DN FOR USER LOOKUP BASE DN FOR GROUP LOOKUP o

o BIND DN PASSWORD o

o CONNECT USING SSL VERIFY SSL CERTIFICATE o
[ ov
@ SSL CA CERTIFICATE

Q USE E-MAIL ADDRESS FROM ACTIVE
DIRECTORY

Figure 301 Add Domain - Active Directory
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To add a new Active Directory domain, click the Create New button I:I and
configure the server as follows:

1.
2.

Port — For LDAP, use 389. For LDAP over SSL (LDAPS), use 636.
Domain name — Fully Qualified Domain Name (FQDN).
For example: "tripwire.com"

Server — Address of the domain controller. If you choose to verify SSL
certificate, you should provider the DNS name of the server, as in the
certificate file, and then if needed, add the DNS mapping to /etc/hosts of
TIV's machine.

Base DN for User Lookup — Distinguished name (DN) string for the active
directory node, in which to search for users.

For example: "ecn=Users,dc=tripwire,dc=com"

Base DN for Group Lookup — Distinguished name (DN) string for the active
directory node, in which to search for groups.

For example: "ecn=Users,dc=tripwire,dc=com"

Bind DN - Address Distinguished name (DN) string for a user with active
directory search privileges.

For example: "ecn=Administrator,cn=Users,dc=shlomi,dc=tripwire"
Password — Password for the user above.
Connect Using SSL — Whether the connection made with LDAPS or LDAP

Verify SSL Certificate - Whether we want to verify the server identity with
the server's certificate.

Notes  Microsoft Active Directory Systems

To receive the certificate file, log in to the domain controller that has the
Active Directory Certificate Services role enabled, and perform the following:

Run certsrv.msc
On the right pane, right click the CA and press Properties
View Certificate -> Details -> Copy to file

Choose Base 64, and export

10. SSL CA Certificate — Browse for the server’s certificate.
11. Use Email address from active directory — Whether TIV will use the Active
Directory email of the logged in domain users (ON/OFF).
12. Press Add
¢ The system performs a connection test to the Active Directory and
provides an error message if any issue occurs.
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After the process is completed, the server is displayed in the Domain
Management table.

17.4 Managing Groups
17.4.1 Adding a Group
To add a group:
1. Select Settings EI > User Management > Groups. The Group Management
page appears as follows:
Group Management
+ 8da Grewp
RESULTS (1)
Figure 302 Adding a New Group
2. Use the Search field to filter for existing associate external groups.
3. Click +Add Group.
¢ The New Group window appears:
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Group Management

New Group

Group Name

Associate External group

Members

@ Add Usen

Select Members

System Permissions

@mml @Saw‘

Figure 303 New Group Dialog

In the New Group window:

1.
2.

Provide a unique name in the Group Name field.

Enter a unique name in the Associate External Group field. Read section
17.4.5 to find out more information.

Select a user from the Add User dropdown list in the Members area.

Click Save in the System Permissions area. Repeat for as many users as
needed.

Click Add Permissions to set the permissions per user group.

Managing Group Permissions

The specified permissions will apply to all members of this group. Note that
groups without any permissions cannot be created.

To manage group permissions, click Add Permission.

Proceed to set the group’s system permissions as follows:
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A3d Usen

System Permissions

17

O © © © o O
AT st Al . Bl e oo

| nad Permission O

Figure 304 Filters for System Permissions

1
2
3
4.
5
6

7.

8.

Select specific sites to which the permission applies, or All sites.

From the All/Asset dropdown list, select the relevant option.

From the Select attribute dropdown list, select the relevant attribute.
In the Filters field, specify the filter.

Press +And to include any additional filters needed for this item.

Set the appropriate permission level: Read (default), Write, or Admin.
To reset system permissions prior to committing them, click Delete ® .

(Optional) Click Add permission [ sespermission | 4 2dd attributes and filters to
the user group. Repeat the procedure to add as many additional permissions
as needed.

Click Save.

17.4.3 Editing Group Details
To edit group details:

1.

2.

Select Settings |E| > User Management > Groups.

On the Group Management page, click on the Edit icon " lin the row of
the relevant group.

In the Edit Group window, edit the group member/s and permission/s as
needed.

Click Save.

17.4.4 Deleting a Group

To delete a group:
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1.  On the Group Management page, select the row of the relevant group and
click Delete:

Group Management

* Add Crony

B A5 whcter | " HESLLTS )

Figure 305 Selecting Group to Delete
2. To confirm deletion of the group, click Yes.

After the group is deleted, the user exists without that group’s permissions.

Note: You have to associate a user with a group, with the exception of the
default admin user that has automatic privileges. The admin user
cannot be removed and doesn’t need to be in a group.

17.4.5 Group Associations
To view group associations:
1. Navigate to Settings EI > User Management > Groups and edit an existing
group or add a new Group as described above in section 17.4.1.

2. In the Associate External Group field, enter the Active Directory group you
would like to associate with this TIV User Group.

3. After the External Group is selected, click Save.

¢ Users with the Active Directory groups will now receive permissions in
accordance with the associated TIV group.

To manage permissions, see section 17.4.2.
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18 Appendix A: Terminology

The table below defines the terms used throughout this document.
Table 11 Terms and Definitions

rem heones

ACS Assertion Consumer Service
AD Active Directory
Alert An event that may cause a threat or a risk to the security of the

network and requires attention and investigation.

Alert Indicator A predefined characteristic of an alert that affects the alert score.

Alert Score A number representing the overall alert importance, resulting from
the collection of observed indicators and network activities.

App DB Application Database

ARP Address Resolution Protocol. A communication protocol used for
discovering the link layer address associated with a given IPv4
address, a critical function in the Internet protocol suite. Used for
mapping a network address such as an IPv4 address, to a physical
address, such as a MAC address.

Asset Any distinguishable network entity.

Attack Vector A path or means by which a hacker can gain access to a computer or
network server to deliver a payload or a malicious outcome.
Attack vectors enable hackers to exploit system vulnerabilities.

Baseline The TIV collection of valid network behaviors. An individual baseline
represents a command or an instance of communication between two
assets.

Baseline During training mode, the system learns the existing asset

Deviation communication and defines a baseline for how a normal asset (or

group of assets) behaves on the network in terms of its
communication patterns. A baseline deviation occurs when a
communication occurs that has not been defined yet. During
operational mode, baselines can be changed or further defined by
auto-generated virtual zones and user approved alerts.

BPF Berkeley Packet Filter. A mechanism to write/read packets to/from
the network interface.

CSR Certificate Signing Request

CAM Content Addressable Memory table. Used to record a station’s MAC
address and its corresponding switch port location. Common in Layer
2 switching.

Cloud Reputation Indications about the common rates of policy zone rules among
different sites. This feature enables common rate of a specific rule
among sites around the world.
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CbP Cisco Discovery Protocol. A proprietary Data Link Layer protocol
developed by Cisco Systems. Used to share information about other
directly connected Cisco equipment, such as the operating system
version and IP address.

CEF Common Event Format. A proprietary syslog-based event format that
can be used by other vendors.

Chain of Events A series of alerts/events that are correlated with each other and
generated an alert and require investigation as group.

CIDR Classless Inter-Domain Routing. IP Address syntax that uses IPv4
address space and prefix aggregation, known as route summarization
or super-netting.

CiP Common Industrial Protocol. Industrial protocol for industrial
automation applications.

ClarotyOS A hardened, purposely built Linux OS, ready for use for TIV out-of-
the-box. Every TIV Appliance is delivered pre-installed with ClarotyOS
for quick deployment.

CMDB Configuration Management Database. A data repository that acts as a
data warehouse or inventory for information technology (IT)
installations. It holds data relating to a collection of IT assets, the
relationships between assets and enables understanding the
composition of critical assets such as information systems. Also help
organizations track the configuration of components in the system.

Community Group of TIV devices that are interconnected with the same EMC.

TQL TIV Query Language. Provided for users to build swift SQL-like query
statements for filtering data in the system.

Csv Comma-separated values. A delimited text file that uses a comma to
separate values. A CSV file stores tabular data (numbers and text) in
plain text. Each line of the file is a data record. Each record consists
of one or more fields, separated by commas. The use of the comma as
a field separator is the source of the name for this file format.

TIV Tripwire Industrial Visibility. The anomaly detection product within
the Tripwire Platform for ICS networks, providing rapid and concrete
situational awareness through real-time alerting. Constantly monitors
ICS network traffic and generates alerts for anomalous network
behavior that indicates a malicious presence and for changes that
have the potential for disrupting the industrial processes.

CTI Claroty Threat Intelligence. A highly curated, multi-source and
tailored feed that enriches TIV’s RCA with proprietary research and
analysis of OT zero-day vulnerabilities and ICS-specific Indicators of
compromise (loC) linked to adversary tactics, techniques and
procedures (TTP).

CTI’s YARA rules, for example, run on OT asset configuration changes
and code sections, not just IT artifacts. CTI equips threat hunters and
incident responders with the relevant context needed to detect and
prevent targeted attacks early in the kill chain and mitigate the
consequences of malware infections.
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CVE Common Vulnerabilities and Exposures. A catalog of known security
threats. The threats are classified as vulnerabilities or exposures. The
CVEs originate in software or firmware, and are identified,
standardized and cataloged into a free “dictionary” for organizations
to improve their security.

CVSS Common Vulnerability Scoring System. A standardized method to
indicate how critical a specific CVE is.

DCP Discovery and Basic Configuration Protocol. A protocol definition
within the PROFINET context. A link layer-based protocol to configure
station names and IP addresses. It is restricted to one subnet and
mainly used in small and medium applications without an installed
DHCP server.

DDoS Distributed Denial-of-Service. An attempt to make an online service
unavailable by overwhelming it with traffic from multiple sources. In
this type of attack, multiple compromised computer systems attack a
target, such as a server, website or other network resource, and
cause a denial of service for users of the targeted resource.

DHCP Dynamic Host Configuration Protocol. A network protocol that enables
a server to automatically assign an IP address to a computer from a
defined range of numbers configured for a given network.

DN Distinguished Name. The fully qualified name of a domain or network
device.
DNP Distributed Network Protocol. A set of communication protocols used

between components in process automation systems.

DNS Domain Name System. A hierarchical decentralized naming system for
computers, services, or other resources connected to the Internet or a
private network.

DoS Denial-of-Service (attack). Also known as DDoS (Distributed Denial of
Service)
DPI Deep Packet Inspection. A form of computer network packet filtering

that examines the header and data part of a packet as it passes an
inspection point, searching for protocol non-compliance, viruses,
spam, intrusions, or defined criteria. This method is used for
identifying specific assets in the ICS network, lines of asset
communication, communication timing, protocol communication
between assets, types of commands and registers used, and the
values of valid responses.

EMC Enterprise Management Console, i.e. the Central Appliance at
operation headquarters.

ENIP Ethernet Industrial Protocol (Ethernet/IP)

Event A single network event that TIV has collected using Deep Packet
Inspection (DPI). Some of the events will be classified as alerts, e.g.
when they pose a risk or threat to the network.

See also Master Event.

Event Indicator See Indicator
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EWS Engineering WorkStation. A high-end very reliable computing platform
designed for configuration, maintenance and diagnostics of control
system applications and other control system equipment.

FQDN Fully Qualified Domain Name
FW Firewall
GDPR General Data Protection Regulation. A European Union regulation that

specifies standards for data protection and electronic privacy in the
European Economic Area, and the rights of European citizens to
control the processing and distribution of personally identifiable
information. Aims primarily to give control to individuals over their
personal data and to simplify the regulatory environment for
international business by unifying the regulation within the EU.

HDD Hard Disk Drive

HMI Human-Machine Interface. A software application that presents
information to an operator about the state of a process and accepts
and implements the operator’s control instructions.

HTTP Hypertext Transfer Protocol. An application protocol for distributed,
collaborative, and hypermedia information systems. HTTP is the
foundation for data communication on the web.

Hygiene Score TIV widget displaying the current cumulative risk level posed to the
system by the insights. This score comprises the critical security
insights, CVEs and anomalies that were detected, as well as how many
critical assets were identified.

A low hygiene score indicates that the system is highly vulnerable to
attacks.

ICMP Internet Control Message Protocol. A supporting protocol in the
Internet protocol suite used by network devices.

ICS Industrial Control Systems. Control systems used in industrial
production, including supervisory control and data acquisition (SCADA)
systems.

IdP Identity Provider. A system entity that creates, maintains, and

manages identity information for principals while providing
authentication services to relying applications within a federation or
distributed network

IED Intelligent Electronic Devices
loC Indicators of Compromise
Incident An instance of invalid network activity (network failure, malicious

attack, user error, etc.)
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Indicator m  Static Indicator - Static information that con potentially affect
the score of an alert.
For example: The asset type, subnet, and virtual zone group.

®  Event Indicator - An observed related network activity that can
potentially affect the score of an alert and provides context to
the given alert.
For example: Whether an asset has performed write operations,
or whether an asset has communicated using SMBv1.

Insight Knowledge mined from TIV about the system or about one of the
entities in the system.

loT Internet of Things. A system of interrelated computing devices,
machines or objects that transfer data over a network.
TIV’s proprietary framework swiftly incorporates and processing these
devices and provides micro-segmentation in the same manner as it
does for IT and OT assets, with unified visibility, security monitoring
and risk assessment. By automatically discovering and classifying loT
devices in the network, TIV correlates them with known
vulnerabilities and continuously monitors them.

loT Matcher Simple code section in JSON format describing the retrieval of
information from an loT device. These Active HTTP and Telnet queries
made to the assets obtain important device information (such as
vendor, model, type, OS version, role).

IP Internet Protocol. A numerical label assigned to each device
connected to a computer network that uses the Internet Protocol for
communication. It provides identification of the host or network
interface and the device’s location address.

IT Information Technology
JSON JavaScript Object Notation. A lightweight format for storing and
transporting data, usually used when data is sent from a server to a

web page. It is "self-describing” and easy to understand.

Known Threats TIV uses a sophisticated signatures-based database to enhance its
capability for identifying known attacks.

KPI Key Process Indicator. A quantifiable measure used to evaluate the
success of an organization, employee, etc., in meeting performance
objectives.

MAC Media Access Control address. This device address is a unique

identifier assigned to a network interface for communication at the
data link layer of a network segment.

Master Event An event that occurs whose sensitivity value determines that it is not
interesting or relevant enough to be classified as an alert.

MitM Man-in-the-Middle. Type of attack in which the attacker secretly
relays and possibly alters the communication between two parties
who believe they are communicating with each other directly.

ML Machine Learning. TIV’s ML alert algorithm delivers fast response
without the distracting noise of unnecessary alerts.

MLFB Order Number
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NetFlow Source of asset data and network anomaly detection whose
summarized data flows through the network. Enhances TIV’s
statistical data for network analytics.

NTP Network Time Protocol

Operator A person in charge of operating TIV.

Operational System mode in which the system raises alerts about new assets,
mode baselines, and abnormal communication, having already learned the

necessary information about the network communications in the site
from Training mode

oS Operating System
oT Operational Technology. Hardware and software that detect or cause

a change through the direct monitoring and/or control of physical
devices, processes and events in the enterprise.

PCAP Packet Capture. By using PCAPs to records events, TIV can display
which information was changed during a particular action/activity.

PCS 7 SIMATIC PCS 7 Process Control System.

Ping Sweep AKA an Internet Control Message Protocol (ICMP) sweep. A supporting

protocol in the Internet protocol suite used by network devices,
including routers, to send error messages and operational information
indicating, for example, that a requested service is not available or
that a host or router could not be reached.

Whereas a single ping will tell you whether one specified host
computer exists on the network, a ping sweep consists of ICMP ECHO
requests sent to multiple hosts; if a given address is live, it will return
an ICMP ECHO reply.

PLC Programmable Logic Controller. An industrial digital computer that
has been ruggedized and adapted for the control of manufacturing
processes.

Policy Rule An expression that differentiates between communication that is

considered a corporate policy violation and that which is allowed.

Policy Violation Type of alert triggered when the detected communication did not
match any explicit ‘Allow’ or ‘Alert’ policy rule

PsExec A light-weight telnet-replacement that lets you execute processes on
other systems, complete with full interactivity for console
applications, without having to manually install client software.

RCA Root Cause Analytics. This TIV feature provides visibility into the
chain of events leading up to every single alert, which is particularly
important for OT security alerts. RCA enables fast and easy triage of
alerts, as well as proactive threat hunting. By providing the context
surrounding the associated threat and risk, RCA helps users hunt for
threats and resolve security events.

RTU Remote Terminal Unit. A multipurpose device used for remote
monitoring and control of various devices and systems for automation.
It is typically deployed in an industrial environment and serves a
similar purpose to PLCs but to a higher degree.
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SAML Security Assertion Markup Language. An open standard for exchanging
authentication and authorization data between parties, in particular,
between an identity provider (IdP) and a service provider (SP).

SAML is an XML-based markup language for security assertions
(statements that service providers use to make access-control
decisions).

S7Comm Siemens proprietary protocol that runs between PLCs of the Siemens
S7-300/400 family

SCADA Supervisory Control And Data Acquisition

Sensitivity Entity that controls the level to be used when correlating between
associated alerts. For example, high sensitivity is in effect when the
user trusts the communication between zones.

SIEM Security Information and Event Management

SMB Server Message Block. SMB operates as an application-layer network
protocol mainly used for providing shared access to files, printers, and
serial ports and miscellaneous communications between nodes on a
network. It also provides an authenticated inter-process
communication mechanism.

SMTP Simple Mail Transfer Protocol. An Internet standard for electronic
mail (email) transmission.

SNMP Simple Network Management Protocol

SOC Security Operations Center. A centralized unit dealing with security
issues on an organizational and technical level.

SP Service Provider. A system entity that receives and accepts
authentication assertions

SPAN Switched Port Analyzer. Used to monitor network traffic. With port
mirroring enabled, the SPAN switch sends a copy of all network
packets seen on one port (or an entire VLAN) to another port, where
the packet can be analyzed.

SSH Secure Shell. Cryptographic network protocol for operating network
services securely over an unsecured network. Provides administrators
with a secure way to access a remote computer. This encryption and
protocol technology is used to connect two computers to lock out
eavesdroppers by encrypting the connection and scrambling the
transmitted data so it is meaningless to anyone outside of the two
computers.

SSL Secure Sockets Layer. Standard security technology for establishing an
encrypted link between a web server and a browser. This link ensures
that all data passed between the web server and browsers remain
private and integral.

Story See Chain of events

Subnet A group of IPs. Used to segregate the internet
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SYN A type of Distributed Denial of Service (DDoS) attack that exploits
part of the normal TCP three-way handshake to consume resources on
the targeted server and render it unresponsive.

TCP Transmission Control Protocol

Training mode Learning mode in which TIV dynamically profiles the site’s normal
process behavior, assembling a baseline by observing all network
traffic and registering it as valid. Alerts are triggered for critical
changes and security risks, and newly discovered assets and
communication patterns are recorded in the baseline as shown on the
System Management page.

ubP User Datagram Protocol

UEFI Unified Extensible Firmware Interface. A specification for a software
program that connects a computer's firmware to its operating system
(OS). UEFI is expected to eventually replace BIOS. Like BIOS, UEFI is
installed at the time of manufacturing and is the first program that
runs when a computer is turned on.

ul User Interface

UPS Uninterruptible Power Supply

User A person using the TIV web interface.

uuiD Unique User Identification.

Virtual Zones Capability for grouping related assets in a logical view.

Virtual Zones allow definition of a Baseline Deviation alert policy for
each Virtual Zone or communication between Virtual Zones.

VM Virtual Machine
WMI Windows Management Instrumentation. The infrastructure for
management data and operations on Windows-based operating
systems.
Zones See Virtual Zones
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