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1. INTRODUCTION
1.1 General
This document is valid as of Dragon PTN Release 4.3DR.

This manual describes the general set-up of the HiProvision PC. HiProvision is the Dragon
PTN management software. The HiProvision PC must be connected to the Dragon PTN MPLS-
TP network. See the figure below for an example. This manual also describes the general
operation on the HiProvision PC to connect, configure and monitor the Dragon PTN network.

A detailed description to setup the core Dragon PTN network: see Ref. [2Net] in Table 1;
A detailed description to setup pure Ethernet services: see Ref. [2Eth] in Table 1;
A detailed description to setup Legacy services: see Ref. [2Leg] in Table 1.

Dragon PTN Node HiProvision PC
3 (=Dragon PTN Management)

Seo

IS i
router U jl router
> Dragon PTN I >
m7 ki K ‘ MPLS-TP Network _— Mg; N H

\0\5\‘/\] “”\ﬁ/ ‘*E‘”‘H‘Jﬁ \\/s\/‘ﬂ

Figure 1 Dragon PTN Network Example

Prerequisites for a Dragon PTN solution setup:

a PC or laptop with a NIC is available that can be used as a HiProvision PC;
you are Administrator of the PC or laptop;
have your serial key and purchased vouchers ready before going online (see §4);
a network plan:
How many nodes? See also Ref.[2Eth], [8], [9] in Table 1;
How many links per node?
Optical fiber or electrical links?
Which node numbers and node names must be used?
Which front ports within the node will act as WAN port?
Which front ports within the node will act as LAN port?
How does my network look like? Network topology? Node interconnections?
How do my customer applications connect to the network?

1.2 Supported Hardware, Firmware, Software

The supported hardware, firmware and software within this Dragon PTN release can be
found on the Portal https://hiprovision.hirschmann.com via Shortcuts = Downloads.
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1.3 Manual References

Table 1 is an overview of the manuals referred to in this manual. ‘&’ refers to the language
code, ‘* refers to the manual issue. All these manuals can be found in the HiProvision Help

Tile.
Table 1 Manual References
Ref. Number Title
[1] DRA-DRM801-&-* Dragon PTN Installation and Operation
[2Eth] DRA-DRM831-&-* Dragon PTN Ethernet Services
[2Leg] DRA-DRM832-&-* Dragon PTN Legacy Services
[2Net] DRA-DRM833-&-* Dragon PTN Network Operation
[8] DRB-DRM802-&-* Dragon PTN Aggregation Nodes: PTN2210, PTN2206, PTN1104, PTN2209
[9] DRB-DRM840-&-* Dragon PTN Core Nodes: PTN2215
[10] DRD-DRM803-&-* Dragon PTN Central Switching Module: CSM310-A/CSM540-A
[15] DRA-DRM812-&-* HiProvision User Management
[19] DRA-DRM822-&-* HiProvision Alarms List
[20] DRG-DRM824-&-* HiProvision Add-on: CAR IP
[21] DRG-DRM825-&-* HiProvision Add-on: SNMP Northbound
[25] DRG-DRM826-&-* HiProvision Add-on: Generic Reporting Engine
[26] DRG-DRM829-&-* HiProvision Add-on: Permanent Monitoring
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2. STEPS FOR A BASIC SETUP
Prerequisites: make sure that

your network (nodes, NSM, CSM, PSU, IFMs, SFPs, ...) has been installed, see Ref. [1];
Node numbers have been set on the NSMs, see Ref. [1];

CSMs have been factory reset, see Ref. [1];

your network LAN/WAN network cables have been connected, see Ref. [2Net].

Following major steps are necessary to set up a basic Dragon PTN MPLS-TP solution. After

having completed all the steps below, customer applications in the access networks will be
able to communicate via a service over the Dragon PTN MPLS-TP network. Further on, these
steps are worked out in more detail.

(§2.1) Prepare and Install the HiProvision PC

(§2.2) Connect the HiProvision PC to the Dragon PTN Network

(§2.3) Start Up HiProvision / Dashboard

(§2.4) Initialize HiProvision

(§2.5) HiProvision: Discover and Approve the Dragon PTN Network Topology (DCN)
(§2.6) HiProvision: Network Database Configuration

(§2.7) HiProvision: Check Network Hardware

(§2.8) HiProvision: Load Configuration into the Network

(§2.9) HiProvision: Set the Node Timing via an NTP Server

W N hWN R

2.1 Prepare and Install the HiProvision PC

HiProvision is the software that manages the Dragon PTN network. Follow the steps below
for further installation of HiProvision.

2.1.1 PCRequirements

The HiProvision PC requirements are listed in the ‘Quick Installation Guide’, see next
paragraph.

2.1.2 Install HiProvision

HiProvision and a serial key can be downloaded from the Portal.

1. Surf to the Portal (= https://hiprovision.hirschmann.com) and log in;

2. Click on Shortcuts = Downloads;

3. Select the latest release or select another release via the drop down list;

4. Expand the ‘Software’ list;

5. Download all the components as described in the ‘Quick Installation Guide’. The
'HiProvision' download automatically includes all the firmware files for the hardware and
the product manuals or documentation;

6. Obtain a serial key via ‘Shortcuts = Licenses HiProvision = Serial Key‘. The Obtained
HiProvision serial key will look like: ‘DRN2-XXXX-XXXX-XXXX-XXXX-XXXX-XXXX ;

7. Installation on the HiProvision PC:

Make sure your PC meets the PC requirements listed in the ‘Quick Installation Guide’;
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» Follow the ‘Quick Installation Guide’ to install HiProvision with its serial key. The

16

HiProvision Agent can be installed in as a program or as an MS Windows service. During
HiProvision installation, the checkbox below in the installation wizard is shown to
install the HiProvision Agent. Checkbox: Install HiProvision Agent as a service:

» Unchecked (= default): HiProvision Agent is installed as a program, with a
HiProvision agent icon on the desktop. Later on, after the installation has been
finished, the HiProvision agent must be started manually before starting the
HiProvision Client.

» Checked: HiProvision Agent is installed as an MS Window service: Windows start
button = Services = HiProvision Agent. No HiProvision Agent icon is installed
on the desktop. When the HiProvision PC boots or starts up, the HiProvision
Agent service will always be running by default. Only the HiProvision Client must

be started manually.

Install HiProvision as
an MS Windows service?

ﬁl HiFrovision (4,353,124 on Wizard - * = aS A=
HiProvision Folders [ [
Click Mext to install HiF! in the indicated folders, or HiProvision Agent HiProvision
dick Change. .. to cha e folder(s) first. Vw.x.y.z Clien|t Vw.x.y.z
HiProvision Installation F Jer:
i Program Files (66 irschmapn\EiEro BR 04,33 1524 T
I [Jinstall HiProvision Agent as a service, (-mmmmmmmmm—— .
--------------- i 1
Backup Folder: : AS a Service ]
|C:\Program Files (x88)\Hirschmann\HiProvision \HiProvision Backups
KO}
[d—
License Folder: ent | HiProvision
|C:\Program Files (x86)\Hirschmann\HiProvision\HiProvision Licensel Change... Clien|t VW‘X.y.Z
{rmmy )
po (T} | cone
-------- 7’
4, Services - [m] X
File  Action View Help
e DBz HE »en®
%4 Services (Local) * Services (Local)
HiProvision Agent Name Status Startup Type Log *
. -:\‘)_;GUDQEUFIdEtE-SEN\(E{gu‘ Manual Loce
Stap the service GraphicsPerfSve Manual (Trigge...

=3

Restart the service

Automatic (Trig...

i+ HiProvision Agent Running Automatic Loc
TrHOman Intedace Device Serv Manual (Trigge... Locz
d)_;HV Host Service Manual (Trigge... Loce
-J,‘\‘)_;Hyper-\f Data Exchange Ser... Manual (Trigge...  Locz
».‘,?;Hyper-\f Guest Service Inter... Manual (Trigge... Locz ,
< >

\ Extended /{ Standard

Figure 2 HiProvision Installation Wizard: HiProvision Agent: Program or as a Service

» Default installation path: c:\Program Files (x86)\Hirschmann\HiProvision\]

P Once the HiProvision has been installed (Complete Setup), the icons in the table below
will be placed on the HiProvision desktop with X.Y.Z indicating the HiProvision version.
It is also possible to install a custom installation via Custom button = Shortcuts when

you don't need all shortcuts:
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Table 2 Installation Shortcuts

Installer > @ @ @ @ @

Setup Type HiPrO\)ision Agent | HiProvision HiProvision HiProvision LNM | HiProvision Remote
VX.Y.Z (*) Client VX.Y.Z Remote Client Client VX.Y.Z LNM Client VX.Y.Z
VX.Y.Z

Complete Button

Complete v (%) v v v v

Custom Button = Shortcuts

Local Client v (%) v

Remote Client v

LNM Client v (%) v

Remote LNM Client v

Note (*): HiProvision Agent icon is not visible when HiProvision Agent has been installed as a ‘service’. See §3.1 for more info.

2.1.3 Configure Static IP Address on the NIC
a. One IP Address on the NIC

The IP address that must be configured on the NIC (=Network Interface Card) in the
HiProvision PC depends on the CSM in the node to which the NIC is connected. Redundant
CSMs are possible in the node which might result in two NICs in the HiProvision PC. Some
use cases are available in §11.

Verify to which CSM the NIC is connected. In the IP Protocol settings of this NIC on the
HiProvision PC, configure the following Internet Protocol Version4 (TCP/IPv4) Settings:

CSM Front IP address: <IP address shown on the display of the connected CSM> + [1...13].
E.g. if the IP address on the CSM display = 172.16.25.33, set the IP address of this NIC to
an IP address in the range 172.16.25.33 + [1..13] = 172.16.25.34 .... 172.16.25.46. In case
of redundant CSMs, both CSMs have an IP address in a different /28 subnet. Make sure to
use the correct IP address in the NIC!

Subnet mask: 255.255.255.240 (=/28 subnet mask).
NOTE: It is possible to change the IP address of the CSM, see §2.5.7.

Other fields: can be left empty;
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Internet Protocol Version 4 (TCP/IPv4) Properties n

General

You can get IP settings assigned automatically f your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

HiProvision IP address
() Obtain an IP address automatically =CSM IP address + 1
(@ Use the following IP address:

IP address; 172 .16 . 25 . 34
Subnet mask: 255 . 255 .255 . 240

Default gateway:

Qbtain DNS server address automaticaly
(@) Use the following DNS server addresses:

Preferred DNS server:

Alternative DNS server:

[ validate settings upon exit Advanced...

G

Figure 3 HiProvision IP Address

b. A Second IP Address on the NIC

A second IP address on the NIC is necessary when the HiProvision PC only has one NIC that

must be connected via a switch to two different access or entry points to the Dragon PTN
network (see §2.5.5).

In Figure 3, click on the 'Advanced...' button. The figure below pops up.

Click on the Add button, the TCP/IP Address window pops up;
Fill out the IP address and Subnet mask fields;
Click the Add button;

Advanced TCP/IP Settings n
1P Settings |pNS | wns

1P addresses

IP address Subnet mask ‘
TCP/IP Address ﬂ
i & P address: | .
Subnet mask:
Default gateways:
Gateway Metric Add Cancel
Add... E Rem:
Automatic metric
o

Figure 4 Second IP Address on NIC

CAUTION:

If you change your HiProvision connection e.g. from node x to node y, the IP address of the

HiProvision PC must be configured with another IPv4 address. Follow the actions described
in §2.5.9.
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2.2 Connect the HiProvision PC to the Dragon PTN Network

Extractor Handle
Handle

_
|
|
|
|

Fastening
Screw

LEDs

CSM
active/standby
LED

Hidden
Reset
Button

Display

HiProvision
Management
Connector

HiProvision PC

Figure 5 CSM310-A Front Panel = Connect HiProvision PC

CSM
active/standby LED

Hidden Reset
Button

Display

HiProvision
Management
Connector

Socket Head
Cap Screw

HiProvision PC

Figure 6 CSM540-A Front Panel = Connect HiProvision PC

P Make sure that the HiProvision Management Port on the CSM, to which the HiProvision
PC is going to be connected, is unlocked or up. This port is by default ‘up’ but could be
‘down’ for security reasons. This can be verified via Dashboard - Network Hardware 2>
Devices = Node = CSM - Properties (Specific) 2 Management Port: Up.

P Interconnect one or two NICs on the HiProvision PC with one single CSM or two redundant
CSMs in a node in the Dragon PTN network. The connection(s) with the node occurs via
plugging in the copper cable into the ‘HiProvision Management Connector’ of its CSM(s),
see Figure 5;
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The IP address(es) of HiProvision directly connected to a CSM will by default be in the range
of the CSM front IP address (172.16.0.1 - 172.20.100.209). This range can be different if
a router is between HiProvision and the Dragon PTN network or if the CSM front IP address
has been set in another IP range (see §2.5.7). The HiProvision IP addresses can be verified
via the ‘ipconfig’ command in a command prompt on the HiProvision PC, see also §2.1.3;

The CSM front IP address can be verified on the CSM display, see also (*) below;
The HiProvision PC must be able to ping the connected node;

NOTE: (*) After plugging in the management cable, it can be configured in HiProvision (**)
how many times ('n') the IP address must scroll on the CSM display after plugging in
the management cable or rebooting the CSM. After these 'n' times, the IP address
will not be displayed anymore e.g. for security reasons. If you want to show the IP
address again for 'n' cycles, pull out the cable and plug it in again. By default, the IP
address is always displayed in every CSM display-cycle.

NOTE: (**)'n'can be configured via HiProvision = Network Hardware Tile > Devices =
Select CSM - Display = Show IP address n Times: By default this field shows '-1'
indicating that the value is displayed forever, '0' means never, 'n' with n >0 means n
times.

2.3 Start Up HiProvision / Dashboard

1. Verify if the HiProvision Agent is running. If HiProvision Agent was installed as a service, it
is started already and runs by default. If not, is has to be started manually. See §3 to find
out how it was installed and whether it is already running or not.

2. For a first time installation on the HiProvision PC, make sure to allow all the processes to
pass through the Windows Firewall. Make sure that all the checkboxes are enabled in the
figure below and click Allow access.

"4 Windows Security Alert ﬂ

@ Windows Firewall has blocked some features of this app

Windows Firewall has blocked some features on all public, private and domain networks.
Allow to communicate on these networks:

[¥] Domain networks, such as a workplace network

[V] Private networks, such as my home or work network

[v]Public networks, such as those in airports and cafés (not recommended:
because these networks often have litle or no security) i

What are the risks of allowing an app through 3 firewall?

Allow access Cancel

Figure 7 Allow HiProvision Processes

If the HiProvision Agent does not start up, verify the troubleshooting in §21.

3. Once the HiProvision Agent has started up successfully (see §3), start up the HiProvision
Client or the HiProvision LNM Client by double-clicking its icon on the desktop. The
HiProvision Client is a full version including all features and applications, whereas the
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HiProvision LNM Client is a light or stripped version of the HiProvision Client. The
differences between the two versions can be found in the table below:

Table 3 Differences HiProvision Client / HiProvision LNM Client

Tile Group Dashboard Tile HiProvision Client | HiProvision LNM
Client

Vv =Tile or application available; --- = Tile or application not available;

Administration | Database v

Servers (+Redundancy)

Users (=HiProvision UM)

VR RN RS

Licenses

Configuration Discovery

Network Hardware

Connections

Layouts

Protocols

Monitoring Network

Large Network (=LNM)

Events

Performance

Alarms

Assurance

Protocols

Tools Software

External Devices

NI RN RN RN RN RN N RN N RN N N S RN RS RN R RN

Inventory

(used in HiProvision Add-
on: Generic Reporting
Engine)

Add-ons v -

Advanced v -

Help v v

NOTE: Itis possible that your Client does not start because one of the two pop-ups
below. Your started Client is not compatible with the already running Agent. In
case of a HiProvision Agent Service, choose the version you want and click
Apply. In case of a HiProvision Agent Program, either close the current Client
and start the correct Client, or kill the wrong HiProvision Agent Program and
start the correct HiProvision Agent Program and Client.
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HiProvision Agent Service already Running: Incompatible version between started Client and running Agent

HiProvision client version (v4.33.1.528) not compatible
with running HiProvision agent service (v4.33.1.524),

O | want to usc v4.33.1.524 | started the wrong HiProvision Client.
| will manually start the correct HiProvision Client after Apply.

@ | want to use v4.33.1.528, Automatically use the correct HiProvision Agent service instead.
| will manually start the correct HiProvision Client after Apply.

ey

Figure 8 HiProvision Client not Compatible with Running HiProvision Agent Service

HiProvision Agent Program already Running: Incompatible version between started Clientand running Agent

Incompatible versions between HiProvision client and server

HiProvision client version * " not compatible with HiProvision
server (or agent service) v .522". The HiProvision client will
shutdown.

ok

Figure 9 HiProvision Client not Compatible with Running HiProvision Agent Program

4. The HiProvision dashboard shows up including the user database pop-up below. The
dashboard is divided in four main blocks, each block showing some tiles. Each tile is a
shortcut to the mentioned function e.g. Database, Servers, .... Tiles with a white lock icon
are currently locked or access denied.

5. From now on HiProvision must be initialized, the first step is to create/select a user
database, see figure below.
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Dashboard stepl: Locked tile
User database = no access

creation/selection

Login /
Log Off ADMINISTRATION CONFIGURATION MONITORING
o
= m=m
About: =0 ni:
Dragon PTN - : Dscovery am...,...
Release & ¥ g .

. . . rd
HiProvision -
Version Comections v

f:'?‘e

Protocols

Figure 10 Dashboard View with User Database Request

2.4 Initialize HiProvision

This paragraph describes how to prepare or initialize HiProvision for a first time use. Basically
following actions below must be done, find more detailed information further on:

VVVVYYVYY

Create/Select User Database

Login

Create Network Configuration Database
Start Servers

Install License Pack

Used language

2.4.1 Create/Select User Database

1.

In the user database request pop-up, select ‘Create a new HiProvision user database’.

CAUTION: if a user database exists already on the connected server, it will be overwritten
with the new created one.

MySQL root user: Fill out the IP address of the database server on which MySQL server
runs, in the 'Server IP/Host Name' field. If it runs on the own HiProvision PC, fill out
127.0.0.1. The default User Name = root and password = private. Click the Connect
button. If the connection succeeds, it will be indicated by a pop-up. If the connection fails,
see §21.1. The password can be modified later on via §8.2.2.

HiProvision administrator user: Assign a new password to the HiProvision master
administrator by filling it out in the password field. Retype the password for confirmation.
The password can be modified later on via §8.2.2.
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4. Click the Create/Select button to create the user database, including the master
administrator user with its password and some other predefined users in each group.

User database server

Server IP/Host Name 127.001

mysaL root user MEELEE

Password for root

Retype User Password

HiProvision administrator user

Figure 11 Configure Passwords for MySQL and HiProvision Administrator User

5. Click OK in the pop-up window indicating that the connection with the servers has failed,
and restart the HiProvision Client.

6. From now on, the dashboard could look as in the figure below. This dashboard offers a
compact overview of the entire HiProvision, which allows to manage the Dragon PTN
network. The dashboard tab is fixed and thus cannot be closed.

Locked tile
=no access

Figure 12 HiProvision Client — Dashboard

24.2 Llogin

1. All tiles, except the Help tile, are locked (white lock icon). Log in first via the login box. If
this is the first time login (e.g. after installation) or no administrators are created yet, fill
out the credentials of the default admin user (user = admin, password = admin).

2. A successful login unlocks all the ADMINISTRATION tiles.

NOTE: Log in/log off can always be done via clicking '/ ';

NOTE: HiProvision User Management, including RADIUS authentication, is described in
detail in Ref. [15] in Table 1;
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2.4.3 Create Network Configuration Database

Click the Database tile to open the Database tab in the figure below.

If you have chosen a custom installation path for MySQL Server at installation, change the
default path first into the custom path via the options 3 button.

Create a (network configuration) database by clicking the *! button for a new database
or by selecting an existing database from an older version and click the select % button
to start the migration of the older database to the newest version (see §8.6).

The newly created database shows up in the list and must be selected via clicking the select

X button. The selected database, indicated by a green border, will be used in HiProvision
for further network configurations. |If desired, another database can be selected by

clicking the -% button again.

DATABASES % = =

a1t 406
[ Josbmeriome v [t
op

. db_v31116b 3.11.19 13/09/2017 11:56:16

Figure 13 Network Configuration Database

2.4.4 Start Servers

NOTE: If you have installed HiProvision Agent as a service, and you start HiProvision for the

first time, the Servers are already running by default, so you don’t have to start
them manually anymore as described below.

1. Click the Servers tile in the Dashboard to open the Servers tab in the figure below.
2. Click the \»/ button to start the HiProvision servers. A Startup Progress bar increases.
Servers Startup Progress
<""s DASHBOARD [B ADVANCED | @ HELP
00 +s0AA000Q A
Status
MotConfigured
Starting
Starting
NM1 Starting
* EM1 Started
Figure 14 Servers Startup Progress
3. If this is the first time that the servers are started, the HiProvision processes must be
allowed to pass through the firewall. Enable all the checkboxes for each window or
process.
HiProvision Management Operation 25

Release 01 05/2020



4. The servers are started when the Status has changed from Stopped into Started and the
progress bar indicates 100%. A successful start also results in a green Servers tile. If the
servers do not start, see §21.7.

3) Servers Started

1) Start Servers

":DASHBOARD | {5 DATABASE | | {3} SERVERS N i} SERVERS

Redundancy status Ng_Conﬂgured Redundancy status NotColfigured
4| @ " Master on nettcp/localhost6001/MBD ( sicpped'y 2] ® * Master on nettepi/localhost6001/MBD Stated N
Agent 1 on net.tcpy//localhost:6001/BD | Stopped # 00 1EE Started WV

== 4

4) Green tile =
Servers Started

+*":DASHBOARD | || 43 SERVERS

ADMINISTRATION

H db.v31116b

2) Enable checkboxes
+ Allow Access

Windows Security Alert

) Windows Firewall has blocked some features of this app

Windows Firewall has blocked some features on all public, private and domain networks.
Alloy to communicate on these networks:
v/ pomain networks, such as a workplace network

i
1
1 cvate networks, such as my home or wark network
I
I

'(.7; ublic networks, such as those in airports and cafés (not recommended
\ because these networks often have little or no security)

What are the risks of allowing an app through a firewall?

Allow access Cancel

Figure 15 Start HiProvision Servers

5. Once the servers have been started, most of the ADMINISTRATION tiles turned green and
most of the other tiles got unlocked (no more white lock). HiProvision is ready to discover
the Dragon PTN network. Your dashboard tab could look as follows:

Almost ready for management

", DASHBOARD 0 S DaTaBASE

ADMINIY CONFIGURATION MONITORING

b
E db_u31116b Started
. -
(T 1) =
o—0 il:
Discovery Network Hardware

" 7\
?+“\ -

Licenses

Protocols

Figure 16 Dashboard: HiProvision Almost Ready for Management
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2.4.5 Install License Pack

a. Verify Serial Key, Dragon PTN Release, HiProvision Version

Clicking the icon on the left-hand side shows ‘Dragon PTN Release a.b [HiProvision
vW.X.Y.Z]’ and the serial key used for installation. See figure below.

P a.b.c = Dragon PTN Release;
P W.X.Y.Z = HiProvision Version;

A major Dragon PTN Release upgrade requires a ‘Dragon PTN upgrade license’.In a major
upgrade, ‘@’ in ‘a.b.c’ increases. A major upgrade example: from Dragon PTN Release 3.1 to
4.3. See also §4.

[i] window

HIRSCHMANN

Dragon PTN release HiProvision version (D

a HiProvision Info

| Dragon PTN Release a.b.cDR [HiProvision Vw.x.y.z 1
Copyright © 2020 Hirschmann Automation and Control GmbH. All rights reserved.
Hirschmann Automation and Control GmbH
PO Box 1649

72606 Nuertingen
Germany
Serial Key: DRN2-1234-5678-9012-3456-7890-1234

Figure 17 [i] Window: Dragon PTN Release, HiProvision Version, Serial Key

b. Generate and Install License Pack

1. Have your serial key ready. The serial key can be found via the 'Licenses' tile or via the Info
window - on the left-hand side.

2. Have your purchased voucher numbers ready. After having purchased vouchers, you have
received a mail with voucher numbers in it. For more background info, read the entire
chapter §4 first.

3. Follow the steps in §4.4 to install the licenses.

2.4.6 Used Language
HiProvision supports multiple languages:
P English (=default): no voucher or license required;

P German, Spanish, Chinese, Polish: voucher or license required, see §4.2.

The used language in HiProvision depends on the logged in user. If no user is logged in yet,
the HiProvision tiles will be displayed in English (=default language).
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A language can be configured per HiProvision user after logging on. This must be done via
the Dashboard = Users tile in the 'HiProvision User Management', see Ref. [15] in Table 1.

If you want to run HiProvision in a language (e.g. Chinese, Polish, ...) different from the
current language (e.g. English), follow the steps below:

If no user is logged in yet, the default start-up language is active:
Log in via =': HiProvision will run in in the language assigned to the logged in user;

If a user is already logged in:
Servers are not running:

Log in via ': HiProvision will run in the language assigned to the logged in user;

Servers are running:
Close HiProvision and restart it (only the Client, the Agent must not be restarted) or
stop the Servers;

Log in via =': HiProvision will run in the language assigned to the logged in user.
Note: When a user tries to logon with a different user language when the servers
are running, following warning pops up: 'The specified language for this user cannot
be used at the moment. Please restart HiProvision or login with a different user.'

NOTE: A restart of HiProvision will always run HiProvision in the default language;

2.5 HiProvision: Discover and Approve the Dragon PTN Network Topology (DCN)
2.5.1 General

Prerequisites:

HiProvision must be able to ping the CSM front IP address (see §2.5.7) or device in the
Dragon PTN network to which it is connected;

The initial administration phase in HiProvision must have been successfully finished. See
previous paragraphs.

Network Discovery will mainly do two things:

Automatically set up a management path or DCN Channel in the live Dragon PTN network.
This entire management path is called the Dragon PTN communication network. DCN =
Data Communication Network. The bandwidth for this DCN Channel can be found in Ref.
[1Net] in Table 1.

Discover and visualize all the devices and links, it prepares HiProvision to approve (= to
take a snapshot of) the Dragon PTN network topology.

Find more info in the paragraphs below:

Discovery Tile / Menu Buttons / States: see §2.5.2;

Discover Network Topology via Discovery Entry Point: see §2.5.3;
HiProvision connected to one Dragon PTN network;
HiProvision connected to multiple Dragon PTN networks;

Approve the network topology: see §2.5.4;
Redundant Discovery Entry Point: see §2.5.5;
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Routed DCN: see §2.5.6;
CSM Front IP Address: see §2.5.7;
Change the Device IP Range of the Dragon PTN Network: see §2.5.8.

2.5.2

Discovery Tile / Menu Buttons / States

Go to Dashboard = Discovery tile. A short description of the menu buttons and different
discovery states are listed in the tables below.

Table 4 Discovery Menu Buttons

Button

Short Description

Discovery Entry

+ Create discovery entry point.
@ Create redundant discovery entry point, |see also §2.5.5.
x Delete selected discovery entry point.

Activate the redundant or standby discovery entry point, see also §2.5.5.

Approve the entire network topology which sets the expected Device IDs for all devices in the entire network.

Clear the entire network approval which clears the expected Device IDs for all devices in the entire network.

Modifies both the administration and authentication V3 SNMP passwords and applies it to the discovered
devices.

Apply the current configured V3 SNMP passwords to all the discovered devices, e.g. can be used after adding a
new device into the live network.

|I_?‘\; Deploy a new custom Device IP Range in the Dragon PTN network. This step is required if your HiProvision PC
belongs to a routed network that has subnets with IP Ranges that conflict with the default Dragon PTN Device IP
Range (10.255.x.y/16), see §2.5.8.
|_Ifb\> Factory reset the Device IP Range in the Dragon PTN devices to 10.255.x.y/16.
Refresh button. Click this button if you think the GUI has not updated the screen according to the real situation.
Devices
‘= / Expand/Collapse the devices treeview.
c3 Auto create devices: Clicking this button automatically creates the selected network element(s) in the
HiProvision database. The parameters of the auto-created network elements will have default values.
= Clear neighbor approvement and IP addresses: Use this button in case of link problems or if you want to
insert/remove devices. This button is only active if you select a LinkEndPoint (or port). Clicking this button clears
the expected IDs from the selected LinkEndPoint and it clears the IP addresses on the link. As a result, the link
will be renegotiated so it becomes up and running and ready to be Approved (state 'Not Approved').
Search functionality to sort/group network elements in a better way.
Refresh button. Click this button if you think the GUI has not updated the screen according to the real situation.
= Auto creation status in database, see §2.6.1 for more information.
Links
- / Expand/Collapse the links treeview.

HiProvision Management Operation

29

Release 01 05/2020




Button Short Description
c3 Auto create links: Clicking this button automatically creates the selected links in the HiProvision database. The
parameters of the auto-created links will have default values.
¥ Link approval: Clicking this button approves and sets the selected link to 'OK'.
Refresh button. Click this button if you think the GUI has not updated the screen according to the real situation.
= Auto creation status in database, see §2.6.1 for more information.
Table 5 Discovery: Poll States
Poll State Short Description
Discovering Start of the HiProvision Discovery process.
Connecting HiProvision is still discovering/measuring at least one network element in the network. This
phase remains until all network elements have been measured.
Ready All network elements have been discovered/measured.
Standby Used in case of Redundant Entry points. This Entry Point is standby and ready to take over
when the other Entry Point fails. See also §2.5.5.
Table 6 Devices: Neighbor Communication
Neighbor Status | Priority Short Description
Communication | (*) (**)

Not Approved (no border)

Not Connected Green | 1 (=lowest) | No cable is plugged in on a WAN port, but not approved yet.
Connected Green 2 The WAN port communicates with the connected device, but not approved yet.
No Communication Red 3 (=highest) | Error: The WAN port cannot communicate with the device connected to it. It is

possible that the connected device is a replaced device with an invalid IP address
configuration, but not approved yet. ACTION: select the LinkEndPoint row and

Clear Neighbor Approvement and IP Addresses (L=.).

Approved (green/red

border, green = OK, red = Error)

OK - Not connected Green [ 1 (=lowest) | No cable is plugged in on a WAN port and this is desired, has been approved.
(Green border)
OK - Connected Green 2 The WAN port can communicate with the device connected to it, and this is
(Green border) desired, has been approved.
No Communication Red 3 Error: Same as 'No Communication' description above but Approved.
(Red border)
Missing Red 4 Error: In the OK - Connected state, the WAN cable has been pulled out. ACTION:
(Red border) put in the existing cable again or Clear Neighbor Approvement and IP Addresses
on this link (Devices: L =) for new links/devices and approve the new situation
v
(Links: -=1).
Not Allowed Red 5 (=highest) | Error:

(Red border)
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- In the OK - Connected state, a wrong or unexpected device has been connected
to the WAN port. ACTION: connect the expected device again or Clear Neighbor

Approvement and IP Addresses on this link (Devices: il) for new links/devices

Bl

and approve the new situation (Links: =),

- In the OK - Not Connected state, something has been connected to the WAN
port. ACTION: remove the cable or Clear Neighbor Approvement and IP

Addresses on this link (Devices: 5) for new links/devices and approve the new

v
situation (Links: il).

(*) Status: 'orange': HiProvision is rediscovering (or connecting) this network element, e.g. due to a change in the network;

(**) Priority: The Neighbor Communication is the state of the selected network element or the worst resulting state (=state with
the highest priority) of its child elements, if any. Example: An IFM has a 'Missing' (=prio 4) state on port 1 and a 'Not Allowed' (=prio
5) state on port 2. The IFM will show the 'Not Allowed' state because it has the highest priority.

Table 7 Links: Discovery

Discovery Short Description

OK

v
The link has been discovered/measured by HiProvision and approved via il;
(Green border)

Not Approved

v
The link has been discovered/measured by HiProvision but not approved yet il;
(Red border)

2.5.3 Discover Network Topology via Discovery Entry Point

a. HiProvision Connected to One Network

P Configure the connection with the first CSM: Create Discovery Entry Point via clicking *
in the ‘Discovery Entry’ section and fill out an Entry Point Name.

Use Default V3 Security

Routed

Mgt. IP Address

Use Device IP Range

Figure 18 Create Discovery Entry

P First CSM = CSM in node to which the HiProvision PC has been connected;
P Entry Point = CSM management connector that interconnects a HiProvision PC with the
Dragon PTN network;

P Keep the default SNMP settings (‘'Use Default V3 Security' = username, authentication
password, private password). If your network already had a customized SNMP
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authentication in the devices, uncheck ‘Use Default V3 Security’ and fill out the credentials
already available in the network.

Routed: check this if your HiProvision PC is connected to the Dragon PTN network via a
routed network, see §2.5.6.

Mgt. IP Address: fill out the CSM front IP address of the first node via which HiProvision
connects to the Dragon PTN network. This address can be viewed via the display on the
CSM.

Gateway: This field becomes active when Routed has been checked, see §2.5.6.
Use Device IP Range (default = checked) / Device IP Range:

Unchecked:
Use only when you have multiple entry points and each entry point is connected to
only one node;
With only a single node, no Device IP Range is needed or used. Instead, only the
CSM front IP address of the connected node will be used. As a result, no additional
routes in the router must be configured in case of a routed network;

Checked (=default):

Must be used when the entry point connects at least to two nodes;

The Device IP Range is the IP address range used by HiProvision to assign a unique
address to the devices and to reach the device in the Dragon PTN network. If the
Mgt. IP Address is reachable (detection phase is maximum 20 seconds), the network
can be detected. As a result, the detected Device IP Range is filled out automatically
and greyed out. If the Mgt. IP Address is not reachable (e.g. offline), the Device IP
Range can be filled out manually after the detection phase. In a detected live
network, the device IP range can always be adapted, see §2.5.8. If the HiProvision
PC has only one NIC, it does not matter which Device IP Range is selected. If
HiProvision has more than one NIC, change the Device IP Range in such a way that
the different IP networks connected to the HiProvision NICs, do not interfere with
each other's Device IP Ranges.

The network discovery starts immediately after the Entry Point has been created -
PollState = Discovering = PollState = Connecting (see figure below);

‘Discovering’ ‘Connecting’ ‘Ready’

+"; DASHBOARD | {3} SERVERS | | 3=IDISCOVERY | ™ NETWORK HARDWARE | {8 CONNECTIONS
DISCDVERVENTRY| vl EEEE DR ROOT:/Mest!
- |
e e ] o
Backup N
ackup Name - Norac
The

Poll Slates'.

Bckup Nare |

Gateway
Mat. IP Address

Red. Mgt. IP Address
Active Mgt. [P Address

Mgt. IP Address
Red. Mgt. IP Address
Active Mgt. IP Address

Figure 19 Discovery PollState

In the discovering and connecting state:
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P The Devices/Status column shows an orange bullet;

P The discovered devices will pop-up almost instantly within a few seconds in
HiProvision. Each discovered device will automatically get a device IP address. A
DCN will be set up automatically over the entire Dragon PTN network, see Ref.
[1Net] in Table 1.

NOTE: DCN is anin-band Dragon PTN communication network which is only used by
HiProvision to manage the Dragon PTN network.

Create Approve Network Topology Update/Layout Discovered
Discovery Entry Network Topology

Discovery
Entry

Discovered
Devices

Discovered
Links

Figure 20 Network Discovery in Progress: Connecting

P Finally, the entire network (devices + links) is discovered and visualized in HiProvision:
PollState = Ready. Also the number of discovered or measured devices and links is shown.

P Devices:
P Neighbour Communication column:

P First time discovery: network elements that are discovered for the first time
show 'Connected' or 'Not Connected', they still have to be approved, see §2.5.4.

P Network element already discovered and approved before: network element
cell indicates 'OK - Connected' or 'OK - Not Connected' with a green border. Any
other state/color indicates that something is wrong or unexpected, see Table 5
for more info;

P Status column:

P Green bullet: the network element and all its underlying child elements are not
approved yet or approved and OK according to the approved network
expectations;

P Red bullet: the network element or one of its underlying child elements is in '"No
Communication' or in another error state with a red border meaning a violation
against the approved network expectations, see Table 5 for more info;

P Orange bullet: the network element or one of its underlying child elements is
again in connecting state meaning that HiProvision is (re)discovering that
network element because something has changed in the network connections
of that element, e.g. a cable has been pulled out.
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Links: Discovery column:
First time discovery: a first time discovered link shows 'not approved' with a red
border;
Link already discovered and approved previously: the link indicates 'OK' with a
green border;
If an expected link is not shown in the list, it means that the link is not there and
not measured. The link cable is probably pulled out, check your hardware;

Click the Update/Layout ‘“X button to update and layout the discovered devices properly;

If the full discovered network visualization is NOT as expected, it might mean that you have
forgotten some links or that you have misconnections. Verify your hardware and adapt the
physical links where needed, see Ref. [1Net] in Table 1. The discovery function will
automatically and almost instantly within a few seconds rediscover the modified network
after changing the hardware configuration. Repeat this step until the visualization is as
expected;

NOTE: The network layout in the Discovery tile is independent from the layouts available in
the Layouts tile in §15.2.

NOTE: Hardware and Links Reporting information is available via the Reporting Engine
Add-on, see §17.4.

b. HiProvision Connected to Multiple Networks

Per network to which HiProvision is connected, a new Entry Point must be created. Each
entry point, connected to at least two nodes, must have its own unique Device IP Range.
Unigue means non-overlapping with the Device IP Range of the other Entry Points. A basic
example is shown in the figure below. To change the Device IP Range in the Entry Point, see
§2.5.8.

Entry Point 1 Entry Point 2 Entry Point 3
‘Mi«g.: Wk “‘41«2.;
Dragon PTN Network 1 Dragon PTN Network 2 Dragon PTN Network 3
(Device IP Range 1: (Device IP Range 2: (Device IP Range 3:

10.254.1.0/24) 10.254.2.0/24) 10.254.3.0/24)

‘gj 'gj ng "f?‘g]

Mgt. Cable

HiProvision

. 2

NIC1, NIC2, NIC3 Factory or default Device IP Range: 10.255.x.x/16

Figure 21 HiProvision Connected to Multiple Dragon PTN Networks

2.5.4 Approve Network Elements in the Network
Depending on the situation, you can either:

Approve the entire network after a first time discovery;
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Approve one or some network elements after network modifications.

a. Approve Entire Network after First Time Discovery

Prerequisite:

The network topology has been fully discovered (PollState = ‘Ready’) and its visualization
is as expected;
Understand measured/programmed (=expected)/configured values, see §9.2:

Approving the network topology means taking a snapshot of the discovered network that
meets your expectations, and storing this expected snapshot into the network. As a result,
every device will always expect the same neighbor device and links according to the stored
snapshot.

After approving the network topology, any link alteration (e.g. broken link...) or device
change (e.g. missing, unknown, intruder device....) in the network afterwards will cause a
mismatch against this network snapshot and run into error states with red borders (see
Table 5) and alarms in the dashboard.

Unapproved network topology = network with no expectations, see Table 8;

Approved network topology = network snapshot or expectations fully loaded into the
network, values are according to Table 8;

Table 8 Unapproved/Approved States In Normal Situation

Section Column Name Column Value

Unapproved Network | Approved Network

Devices Neighbor Communication Not Approved / OK - Connected /
Not Connected OK - Not Connected
Links Discovery Not Approved OK

Take a snapshot or approve the entire network topology in one click as follows:

Click the & button in the Discovery Entry section. This action:

Copies all the measured values into the expected values in the devices;
Sets Approved values in Table 8. If a link is still 'Not approved' afterwards, select the

X

row of this link and click the '=! button to set the link to 'OK'.
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ABASE | | 433 SERVERS T NETWORK HARDWARE | () CONNECTIONS | ' ALARMS | | ) SOFTWARE | | LAYOUTS

ERY ENTRY o 8 EAEeEF >R L

resulting status color F

]
Discovery Entry
Alarm Status

Connection State | 5.

Measured Links: 11 E (8 ) PORT.IZ1010F - 1IPL! - PORT.UZ10GAFIA-ARAL
Generic

Figure 22 Network Fully Discovered and Approved: Ready/Measured Devices and Links

b. Approve Single Network Elements after Network Modifications

If small adaptations are done in an already approved network, e.g. an extra inserted device,
an extra link etc... The impacted and neighbor network elements run into an error state with
a red border, the other network elements remain OK. To solve these issues, follow the
actions for the detected errors in Table 5.

2.5.5 Redundant Discovery Entry Point or Cable Connection
a. General

A redundant discovery entry point must only be created when one HiProvision PC needs two
access points via two management cables into the Dragon PTN network, as a precaution to a
management cable break.

NOTE: Redundant discovery entry points always share the same Device IP Range (or go to
the same Dragon PTN network), whereas two individual created entry points always
have a unique Device IP Range (or each go to a different Dragon PTN network);

It is strongly advised to do this! This feature is called ‘Dual Access Discovery Entry Points’.
Number of NICs required in the Dragon PTN PC when configuring a redundant entry point:

P two NICs: each NIC is directly connected to the Dragon PTN network via a management
cable;

P one NIC: the NIC is connected to a switch which is connected via two management cables
to the Dragon PTN network. Two IP addresses, one for each access point, must be
configured on the HiProvision NIC, see §2.1.3b.
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When a cable break occurs with only one management cable between the HiProvision PC
and the Dragon PTN network, the HiProvision PC loses connection with the Dragon PTN
network. As a result, the Dragon PTN network stays alive but cannot be
monitored/configured anymore.

NOTE: When two redundant HiProvision PCs each have one management cable connected
to the network (see §11.7), it means only one discovery entry point per PC, no
redundant discovery entry points are involved in this case.

b. Create Redundant Discovery Entry Point
Follow the steps below:

P Install a second NIC (if not already available) in the HiProvision PC and connect this NIC to
another CSM in the same node (=redundant CSMs) or a CSM in another node as described
in §2.2;

P Click the active or first entry point in the entry point list to highlight the @ icon;

Create the redundant entry point by cIicking@. It is similar as described in §2.5.2;

v

P After the redundant discovery, two entry points (in our example Entry Pointl and Entry
Point2) will be visible in the list, see figure below:

P Which entry point is the active one, which one is redundant or standby?
P PollState = Ready = active entry point;
P PollState = StandBy = standby entry point.

+"":DASHBOARD | 4SFSERVERS | | 3ZIDISCOVERY | % NETWORK HARDWARE | (f§) CONNECTIONS

ACt IVE P 1Py ROOT //Discovery1/
Entry

Name | Discoveryl
Backup Name LD s ugg'?

Point Discovery? S Ready
—~— -
oy
\ ress [ 10.9.10.33
ed. Mgt. IP Address

Active Mgt. IP Address
Device IP Range 78.78.78.78/24

4" DASHBOARD | B} SERVERS | | 3=3DISCOVERY | | ™ NETWORK HARDWARE | (fB) CONNECTIONS

Redundant DISCOVERY ENTRY 9l < D alal =2 =g G ROOT4/Discovery2/

Name

MName Di
Ent ry Discoveryl Backup Name Stand by
Point 3 Poll Sta .St::,_'
Mgt 10.9.10.34
Paddess [
ive Mgt. IP Address 10.9.10.34
Device IP Range 78.78.78.78/24
[ v I x ]
Figure 23 Active/Redundant Discovery Entry Point
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c. Switchover Active and Standby Entry Point
There are three ways to switch over from the active to the standby entry point.
Automatically via a NIC-CSM cable break of the active entry point;

Manually via clicking the 2 putton
Connected CSM not reachable (e.g. reboot due load action sync...)

A switchover:

makes the standby entry point the new active one, its PollState turns into ‘Discovering’
and finally results in ‘Ready’;

makes the active entry point the new standby one, whatever the reason for the
switchover was (manual, broken link, ...), its PollState turns into ‘Standby’.

Revertive/Non-revertive behavior:

The redundant entry points are always non-revertive: once a switchover of the entry
point has occurred, the new active point stays active until a manual switchover or
switchover caused by a cable break occurs again. No automatic switchback to the
original entry point will occur, not even when a possible cable break has been
recovered.

2.5.6 Routed DCN
a. General

The Dragon PTN discovery can be done via a routed management network where at least
one router is between the HiProvision PC and Dragon PTN, see figure below. The routed DCN
is only possible when the Routed checkbox has been checked in the Entry Point creation.

HiProvision Dragon PTN first Node

(=Dragon PTN Management)
Router Router

; Routed a
R A oy e gt Uy e
¢ = E Network ' w|@ )

Network

Routed DCN

Figure 24 Routed DCN: Routed Management Network

b. Configuration: NIC in HiProvision PC

In the IP Protocol settings of the NIC on the HiProvision PC, configure:
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P IP address 'IPm' (see picture above, 'm' refers to management PC);
P Gateway IP Address 'GWm';
P IP Subnet mask.

c. Configuration: CSM Gateway Address

Fill out a CSM Gateway Address 'GWc' in the CSM Front IP Address configuration to make
sure that the first node can reach HiProvision again, see §2.5.7;

d. Configuration: Entry Point: Routed + Gateway Address

Create an Entry Point as described in previous paragraphs and check the 'Routed' checkbox.
Fill out the Mgt. IP Address 'IPc' (=CSM IP address) and the Gateway address 'GWm' in the
Gateway field. The Gateway field is only active when Routed has been checked.

Name

Use Default V3 Secunty

Routed

Mgt. IP Address

Gateway

Use Device IP Range

Device IP Range

Figure 25 Entry Point with Routed Checked, Gateway Field

e. Configuration: Routers

In the routers that are directly connected to the Dragon PTN network(s), every possible path
from those routers to the Dragon PTN network(s) must be configured as a static route. Via a

routing protocol in the Routers (e.g. OSPF), those static routes can be advertised to indirectly
connected routers.
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1P1:172.16.134.225/28 xi ) |

1P2: 172.16.134.241/28 g bl ’
A

. € Dragon PTN
s sy l\_/l M 1~ Device IP Range: | M“. .
12 10.255.0.0/16 SR ’
o 1] 1P2 a
e T 1
ey ) — Wi ’
|
:;:T::” Indirectly
Connected Directly
Routerl Connected
Router2
P7 P8
HiProvision . < Routed >
= network
e
IP4:192.168.134.66/24 IP6:212.85.197.2/30
1P3:192.168.134.65/24 IP5:212.85.197.1/30 IP7:172.16.134.226/28
IP8: 172.16.134.242/28
Static Routes Routerl: Static Routes Router2:
- (*)10.255.0.0/16 Gateway 212.85.197.2 Cost 0 - 10.255.0.0/16 Gateway 172.16.134.225 Cost 0
- 10.255.0.0/16 Gateway 172.16.134.241 Cost 10
(*): not necessary if a routing protocol e.g OSPF is running - (*)192.168.134.0/24 Gateway 212.85.197.1 Cost 0

Figure 26 Routed DCN: Static Routes in Routed Network

Static Route example for directly connected routers (=Router2):

The Dragon PTN network must be reachable via the CSM front IP address 'IP1' and 'IP2;
Static Route: <Device IP Range> Gateway <CSM Front IP Address> Cost <cost value>;
See example routes in figure above;

2.5.7 CSM Front IP Address

a. General

Is the IP address on the management connector (see Figure 5) on the CSM front panel
(=Mgt. IP Address in the Entry Point);

Is the IP address via which HiProvision connects to the Dragon PTN network, local
connection;

Is default/factory in the CSM IP Range 172.x.y.z/28 and based on the node number
(=device ID);

Is used by remote client to access HiProvision via DCN;

Must be changed when there is at least one router between the HiProvision PC and the
Dragon PTN network or to avoid IP conflicts with a possible modified Device IP Range in
the Dragon PTN network.

CAUTION: When changing IP addresses or IP ranges:

- Make sure that the Device IP Range of your network does not conflict with the CSM Front
IP Addresses of your entry points for this network. All these IP addresses and ranges can
be verified in the Entry Point(s) in the Discovery Tile.

- Make sure that the CSM Front IP address of each node only belongs to its own unique
subnet. Therefor each node must be configured in a different subnet.

- Redundant CSMs can be configured in the same subnet. If they are configured in a
different subnet, make sure each subnet is unique network wide.
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NOTE: This management port can be disabled for security reasons via the Dashboard 2>
Network Hardware = Devices = Node = CSM - Properties (Specific) 2
Management Port: Down. This management port is by default up.

Set CSM Front IP Address via Local Connection: see §b;

Set CSM Front IP Address via Network Connection: see §c;

Set CSM Front IP Address on New Second CSM in Live Existing Device: see §d;
Reset CSM Front IP Address to Factory Defaults: see §e;

b. Set CSM Front IP Address via Local Connection

By default, the node has a management IP address in the range 172.x.y.z/28 (based on the
node number).

1. Power up the node that includes the CSM(s);

2. Visit the node locally and connect the HiProvision PC directly via an RJ-45 cable to the

HiProvision management connector on a CSM in the node;

3. Verify the current CSM front IP address and write it down on a paper. This IP address is

shown on the CSM display.

NOTE: It can be configured in HiProvision (*) how many times ('n') the IP address must
scroll on the CSM display after plugging in the management cable or rebooting
the CSM. After these 'n' times, the IP address will not be displayed anymore e.g.
for security reasons. If you want to show the IP address again for 'n' cycles, pull
out the cable and plug it in again. By default, the IP address is always displayed in

every CSM display-cycle.

NOTE: (*) The amount of times can be configured via HiProvision > Network Hardware
Tile > Devices > Select CSM -> Fill out 'Display' properties. By default the field
shows '-1' indicating that the value is displayed forever, '0' means never, 'n' with

n >0 means n times.

4. Configure the IP address of the HiProvision PC (**) in the same IP address range as the one
of the device. This can be done in the IP Protocol settings of the NIC (=Network Interface
Card) on the HiProvision PC: configure IP address, IP Address subnet mask (Gateway will
be filled out automatically later on by HiProvision, when configuring a routed entry point,

see further);

NOTE: (**) This is just a temporary IP address for HiProvision to interconnect with the

node.

5. Go to Dashboard = Advanced (TOOLS) = CSM Front IP Addresses;
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Device Mgt. IP Address | x| Ping
CSM-1 Front IP Address | x|
CSM-1 Subnet Mask | x|
CSM-1 Default Gateway Address | x|
CSM Front

IP Addresses (N2 FrontIF Address | |
CSM-2 Subnet Mask | x|
CSM-2 Default Gateway Address | x|

Apply Factory Defadts Reboot
Output
Clear

6.

7.

10.

C.

+"";DASHBOARD | 5 DATABASE | | S} SERVERS | | (E)HELP | | £ EXTERNAL DEVICES B Aovancep x

Figure 27 Advanced Tab: CSM Front IP Addresses

Fill out the current IP address of the CSM in the 'Device Mgt. IP Address' field and click

'Ping' to check whether the HiProvision PC can reach the node;

If the node is reachable, change the CSM IP address by filling out the new unique IP

information per CSM. If you have redundant CSMs, fill out both the CSM-1 and CSM-2

fields. If only one CSM resides in the node, fill out the CSM-1 (CSM is plugged in on the

left-hand CSM slot) or the CSM-2 (CSM is plugged in on the right-hand CSM slot) fields.

» '<CSM-1/CSM-2> Front IP address of the node;

P '<CSM-1/CSM-2> Subnet Mask' of the node;

» '<CSM-1/CSM-2> Default Gateway Address of the node (only necessary if a router is
between this node and the HiProvision PC).

Click Apply. Click Reboot and confirm the pop-up;

After the reboot of the node, the new IP address(es) will be set on the node or CSM(s).

NOTE: As of now, the node will be unreachable for the HiProvision PC when the HiProvi-
sion PC IP address range mismatches the new CSM IP address range(s);

Configure the IP address of the HiProvision PC again in the new and same IP address range
as the connected CSM to verify it is reachable again.

Set CSM Front IP Address via Network Connection

It is possible to change the CSM front IP address of any other node in the network, while
HiProvision not being locally connected to that node. This can be useful if you want to
prepare the IP configuration for a redundant set up and connection in your network.

1.

42

In Figure 27 in the 'Device Mgt. IP Address field', just fill out the Mgt. IP address (*) of the
node with the CSM that must be have another IP configuration. Click 'Ping' to check
whether the HiProvision PC can reach the node;

NOTE: (*): The Mgt. IP address can be found in Network Hardware - select device

row = Generic Properties = Mgt. IP Address. This is the IP address which
HiProvision uses to manage the device. This is either the Device IP Address for
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w

d.

remote nodes or the CSM front IP address for the node connected to
HiProvision.

Fill out the correct new IP address information in the other fields;
Click Apply. Click Reboot and confirm the pop-up;
The node will reboot with the new IP configuration on its CSM;

Set CSM Front IP Address on New Second CSM in Live Existing Device

Prerequisites: HiProvision can reach the node via the network. It is not a requirement that
the second CSM is plugged in into the node to configure this IP information. The new
configuration of the second CSM will be stored on the first CSM. The second CSM will get
this information later on (when plugged in) from the first CSM.

1.
2.

N

A

Go to Dashboard = Advanced (TOOLS) = CSM Front IP Addresses;
In Figure 27, Fill out the current IP address of the device (or CSM that was already
configured) in the 'Device Mgt. IP Address' field and Click 'Ping' to check whether the
HiProvision PC can reach the device;
If the device is reachable, the IP information of the CSM already configured will be filled
out. The IP information of the new CSM is filled out with zeros. Fill out or modify the fields
of the new CSM, either CSM-1<IP fields> or CSM-2 <IP fields> with the new IP information.
'<CSM-1/CSM-2> Front IP address' of the device;
'<CSM-1/CSM-2> Subnet Mask' of the device;
'<CSM-1/CSM-2> Default Gateway Address' of the device.

Click Apply. Click Reboot and confirm the pop-up;
After the reboot of the node, the new IP address information will be configured.

Reset CSM Front IP Address to Factory Defaults

Go to Dashboard = Advanced (TOOLS) = CSM Front IP Addresses;

In Figure 27, Fill out the current IP address of the device that must be reset to factory
defaults and click 'Ping' to check whether the HiProvision PC can reach the node;

If the node is reachable, the IP information of the configured CSM(s) will be filled out.
Click Factory Defaults and confirm the pop-up to reset the IP addresses in the CSM;

Click Reboot and confirm the pop-up;

After the reboot of the node, the new IP address information will be configured.

2.5.8 Device IP Address

a.

General

is the IP address of the device, stored in the CSM and used by HiProvision to address the
devices in the Dragon PTN network via DCN;

is default/factory in the Device IP Range 10.255.x.y/16 and based on the node number
(=device ID);

is an IP address in the Device IP Range in the Entry Point;

can be changed, see paragraphs below.
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CAUTION: When changing IP addresses or IP ranges, make sure that the Device IP Range of
your network does not conflict with the CSM Front IP Addresses of your entry points for
this network. All these IP addresses and ranges can be verified in the Entry Point(s) in the
Discovery Tile.

b.

1.

2.

3.
4.

Set All Devices in Entire Network in the Custom Device IP Range

Click the % button;

Current Device IP Range

New Device IP Range 10.255.0.0/16

Changing the Device IP Range will reboot the devices.

T T

Figure 28 Change Device IP Range

The Current Device IP Range is shown. The New Device IP Range is by default filled out
with the Current Device IP Range in the network. Fill out the new desired Device IP Range;
Click OK (no load action required!). CAUTION: All the devices in the network will reboot!
All the devices in the network will get a new device IP address in the configured Device IP
Range. HiProvision will be able to communicate with these devices provided that
HiProvision and the devices all reside in the same IP subnet.

c. Set New Devices in the Network in the Custom Device IP Range

If one or more devices, with an IP address in a wrong Device IP Range, are added to an
existing operational network, these devices will be discovered by HiProvision but will remain
grey in the network drawing. These news devices must get a new IP address in the same
Device IP Range as the operational network.

1.
2.

44

Click the @ button;

Both the Current Device IP Range and New Device IP Range field show the current Device
IP range configured in the network.

Click OK (no load action required!);

The new devices will reboot and start up with an IP address in the New Device IP Range.
The existing devices keep their IP addresses and will not reboot.

HiProvision will be able to communicate with these devices provided that HiProvision and
the devices all reside in the same IP subnet.

Only new devices that are directly connected (= 1 hop) to the Dragon PTN network can be
applied with the new Device IP Range. If you have added more than 1 hop, repeat previous
steps for every hop until all hops have been discovered and assigned the correct IP
address.
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d. Factory Reset Device IP Range in the Entire Network

1. Click the ' button and click OK to factory reset the Device IP Range to 10.255.x.y/16 for
the entire network! CAUTION: All the devices in the network will reboot!

2.5.9 Connect HiProvision PC to another Node, Different Entry Point

By changing the HiProvision PC connection from one node to another node, the discovery
entry point (see §2.5.2) changes. Follow the steps below the make a successful connection
change:

Before changing the HiProvision connection, go in HiProvision to Discovery > Discovery
Entry;

Delete the Discovery Entry by selecting it in the list and clicking ' */;

Remove the HiProvision cable from one node;

Configure a new HiProvision IP address according to §2.1.3;

Plug in the HiProvision cable into the other node;

Discover the network topology again as described in, see §2.5.2;

2.6 HiProvision: Network Database Configuration

The network database configuration can be done automatically via Dashboard = Discovery
or manually via Dashboard - Network Hardware.

2.6.1 Automatic Configuration via Dashboard = Discovery

In the Discovery tab, select one or multiple network element(s) (or one or more of its
children) and click the auto-creation icon 22 to create the selected devices/links
automatically in the HiProvision database. The parameters of the auto-created network
elements will have default values. Whether an element has already been created in the
HiProvision database is indicated by following creation-status icon in the Configured column
and the network visualization.

= empty: network element not yet created in HiProvision database;
= empty + blue: network element partially created in HiProvision database;

{0 100 000

= blue: network element fully created in HiProvision database.

Make sure that all the devices and links are fully created in the database. This can be easily
verified by viewing the network drawing in the figure below: all creation-status icons must
be blue.
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Figure 29 Discovery Tab: Auto-Creation of Network Elements in Database

2.6.2 Manual Configuration via Dashboard = Network Hardware

In this tab, device and links can be configured manually, see figure below:

Network Hardware Tab

L seavens| | [ DaBast
() e m-w- N

i=toiscoveny | | A, NeTwonk | | e nerw e | BICONNECTIONS | T ALARMS

Show/Hide
Devices Summary

NODE:/4001/
NODE/2510/
HODE://4002/

e
i
o

Devices
Summary
9.0AL

m -

V /4001 1FM-1/P1, T 101/1FM-2/01 8
RT:4/40011FM-3/P1/ RT4/101/

]

Create / Delete

hern BT 160 ") Tl GU.‘FN‘ P2 PORT//160/1FM-1,
. oL ) PORT/160HFN-T,
Insert node/ Monitored Link || MACsec Encryption e
Drop node in Link Discovery on 10G Links '

Figure 30 Manual Configuration Devices/Links
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a. Devices:

bt Create:

P Pagel: Fill out the name (max. 128 characters), type and ID of the device or node.
The ID must be the same as the node number configured on the NSM, see Ref. [1]
in Table 1. It is possible to have External Devices types (=third party devices) in the

list, see §18.

P Page2: Select a module (IFM, CSM, PSU, NSM, ....) via the module selector (scroll
the list for more pictures) and drag and drop it into a highlighted slot in the node.
Only the allowed slots will highlight. It is not possible to drop a module in the wrong
slot. Furthermore, it is possible to delete the dropped module if necessary.

Module
Selector

Click e ——
for IFMs . |
4-GC-LW
4-GCBLW
9-L3A-L
Scroll 4601w
1-10G-Lw
8-FXS
4-F1-1L
16-E1-L
4T1-L
16-T1-L
2-C3794E1-L
2-C37.94-T1-L
Scroll 4-214WEM
4-CODIR
7-SERIAL
Click L
Click
for NSM, PSU ...

Drag and drop to
add IFM

Delete module

Interface Module

4-GCB-LW

1-10G-LW

8-FXS

4E1-L

16-E1-L

4T1-L

N |

16-T1-L

2-C3T94E1L

2-C3794-T1-L

o el |

4-2/4WEM

4-CODIR

T-SERIAL

2-0L3

4-DSL-LW

MODULE://Node7/CSM-1/

MODULE://Node7/IFM-1/

Figure 31 Drag and Drop Modules into Device Picture

> & Modify: New modules can be dropped into the selected node or existing modules
can be deleted from the selected node. Also the node name can be changed;

» X! Delete: the selected device or node can be deleted if its modules have been
removed or deleted first. Its modules can be removed if they have been removed from

links/tunnels/services first;

> =F LAGs: Create/Modify/Delete Link Aggregation Groups, see Ref. [2Eth] in Table 1;
> @ Virtual Loopback Interface, see Ref. [2Eth] in Table 1;

b. Devices Summary

See Ref. [2Net] in Table 1.
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C.

48

Links

bt Create:

P Select the link type of the WAN connections e.g. Ethernet 1G, Ethernet 10G,

Ethernet 40G .... This type defines the bandwidth of the link, e.g. 1G, 10G, 40G, ...
'External E1 Links' must only be used when the Local Mode service is used on 2-OLS
or 2-C37.94 IFMs (see Ref. [2Leg] in Table 1). The 'External E1 Link' will be created
beyond the Dragon PTN network and usually goes through an external network (e.g.

SDH). An 'External E1 Link' will be indicated by a cloud icon D A 'Monitored Link'
must be created between a Dragon PTN node and a third party or generic device
(=non-Dragon PTN node) or between generic devices. This link type allows that the
generic device is shown in all the network drawings and that the link towards these
devices is monitored. When something goes wrong with the link, alarms will be
raised. More info on Generic Devices in §18;

DET o o 22l D FIE

Figure 32 Create Links

P Find below the IFMs that could be selected according to the selected link speed.

The Link Type checkbox is selected (or its node icon is white-highlighted) when that
node has still a WAN port available in the selected link speed. If the node does not
highlight (=grey color), set some extra ports to WAN first via Dashboard = Network

Hardware = Network Settings Wizard button = % > Port Mode;
P Ethernet 1G = 4-GC-LW/4-GCB-LW/4-GO-LW;

P Ethernet 10G = 1-10G-LW/4-10G-LW;

P Ethernet 40G = 1-40G-LW;

Create a link between two white nodes by clicking the first node, clicking an
available (=brown) WAN port and do the same for the second node, a port selection
example can also be found in the figure below.
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1) White node has available 2)C
link ports

7| Ethernet 1G

lick white node icon to
open node plcture

PORT://Node1/IFM-1/P1/

3) Brown ports =
available link ports

4) Click brown port to select source port of the link
-> port highlights/shows port number

/
/

6) Drop link arrow on

destination port in
destination node

PORT://Node2/IFM-1/P1/

PORT://Node1/IFM-1/P1/ -

PORT://Node2/IFM-1/P1/

5) Node with selected source
port is colored turquoise

| Ethernet 1G

PORT://Node3/IFM-1/P1/

PORT://Node4/IFM-1/P1/

PORT://Node3/IFM-1/P1/ -

PORT://Noded/IFM-1/P1/

7| Ethemet 1G

PORT://Node4/IFM-1/P2/

PORT://Node1/IFM-1/P2/

PORT://Node4/IFM-1/P2/ -

PORT://Node1/IFM-1/P2/

| Ethemet 1G

PORT://Node2/IFM-2/P1/

PORT://Node3/IFM-1/P2/

PORT://Node2/IFM-2/P1/ -

PORT://Node3/IFM-1/P2/

| Ethemet 1G

PORT://Node1/IFM-3/P1/

PORT://Node4/IFM-1/P3/

PORT://Node1/IFM-3/P1/ -

PORT://Node4/IFM-1/P3/

| Ethernet 1G

PORT://Node3/IFM-1/P3/

PORT://Node1/IFM-3/P2/

PORT://Node3/IFM-1/P3/ -

PORT://Node1/IFM-3/P2/

9) New link added ||| Finemer 1

PORT://Node1/IFM-3/P3/

PORT://Node4/IFM-1/P4/

PORT://Node1/IFM-3/P3/ -

PORT://Node4/IFM-1/P4/

NOTE:

NOTE:

Figure 33 Add New Link

The Link Capacity can be tuned later on, see Ref. [2Net] in Table 1.

An additional Name and Info field can be filled out for each created link via Network
Hardware = Links = Selected Link = Generic. The Info data, if filled out, will be

displayed when hovering the link in the network drawings, e.g. in the network tile.

» %! Delete: the selected link can be deleted if it is not in use anymore. A link can be
selected by clicking the link;

¢
+" Insert Node: insert a node between two linked nodes, see §2.6.3;

>

1.
P 4" Drop Node: drop or remove a node between two linked nodes, see §2.6.4;
>

== Monitored Link Discovery: (currently not supported);
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> M MACsec: Configure MACsec encryption on 10 Gbps links, see §2.6.6;

2.6.3 Links: Insert Node

Insert Node ( :*) inserts a new LSR node on a link in between two existing nodes without
removing the configured tunnels and services on the existing link. While loading the changes
of this wizard to the network, one of the two existing nodes and the new node will be
reprogrammed by HiProvision. Follow the steps below to insert a node between two links in
the live network.

Insert Node - Insert Node Selection

Node1 New node
Node2
Node3
Noded Selected link that will be
Node5 cut to insert new node
Nodeb
]
Nodc8 o toses

Figure 34 Insert Node

P Prerequisites: If nothing can be inserted (everything is greyed out) in the wizard, one of
the prerequisites below is NOT met:
P At least one node must be 'insert-ready";
P Anode is 'insert-ready' when:

>
>
>
>
>

>

it has been created in HiProvision having the necessary IFMs with WAN ports
configured;

it has at least 2 free WAN ports of the same type as the link-to-cut, e.g. 2 free 10G
ports are required for a 10G link;

it fulfils one of the following:

P itis a new node: unlinked or isolated node;

it is an existing node: an already linked node in the network not part of any tunnel
on the link-to-cut.

Hardware: Power up and install the new node physically (do not insert it yet into
the network), assign a node number, clear the CSM(s) and provide the necessary
WAN ports (number & type);

Dashboard = Network Hardware: Create the new node & configure its modules;

P Insert Node Wizard:
P Link Selection: Select the link (by clicking it) on which the node must be inserted;
P Insert Node Selection: Select the new node that must be inserted in the red-crossed
link. This red-crossed link will disappear afterwards;
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P Create New Links: Create new links between the new (cyan) and the two existing nodes
(white) by clicking the nodes and selecting the link ports;

P Modify Node Selection: One of the two existing nodes (white) must be reprogrammed
by HiProvision (=will get new LSP labels). Select one of the two nodes that can be
reprogrammed. If it does not matter which one, select just one of them;

P LSP Label Selection: Shows the new LSP labels used to insert the new node. If desired,
the labels can be modified by clicking the cell and changing the value;

P Review: if ok, click Finish. The configuration load manager will be invoked. Do NOT load
yet, it won't be possible as the new node is not reachable yet.

P Hardware: Re-wire your WAN cables (= insert the new node physically);
P Dashboard = Discovery (see §2.5):

P Wait until the Discovery is ready again, verify the new situation;

P Clear both Neighbor Approvements for the involved link;

P Wait until the Discovery is ready again, verify the new situation;

P Approve Link for both involved links;
P Dashboard = Network Hardware:

P Connect to the new node;

P Load to the network (see also §7).

2.6.4 Links: Drop Node

t.
Drop Node (") drops (or removes) an LSR node between two existing nodes without
removing the configured tunnels and services on the existing link. Follow the steps below to
remove a node between two links in the live network.

Drop Node - Modify Node Selection

LT B
Q Q ey L J‘ h Selected links on which the
node must be dropped

Node to
be dropped

Figure 35 Drop Node

P Prerequisites: If nothing can be dropped (everything is greyed out) in the wizard, one of
the prerequisites below is NOT met:
P Aleast one node must be 'drop-ready’;
P Anode is 'drop-ready' when:
P it has at least 2 links;
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its 2 adjacent links (linkl and link2), from which the node will be dropped, must
have the same link type, e.g. both Ethernet 10G;
it is an LSR node for all tunnels it belongs to;

link1l and link2 have the same set of tunnels.

Drop Node Wizard:
Select Links: Select two links adjacent to the node that must be dropped;
Modify Node Selection: One of the two existing nodes (white) must be reprogrammed
by HiProvision (=will get new LSP labels). Select one of the two nodes that can be
reprogrammed. If it does not matter which one, select just one of them;
LSP Label Selection (read only): shows the resulting LSP labels after dropping the node;
Review: if ok, click Finish. The configuration load manager will be invoked. Do NOT load
yet;
Dashboard = Network Hardware: Optional: Only delete the node including its modules
when the node is not used anymore afterwards or completely isolated;
Hardware: Re-wire your WAN cables (= remove the node between the two links);
Dashboard > Discovery (see §2.5):
Wait until the Discovery is ready again, verify the new situation;
Clear both Neighbor Approvements for the involved link;
Wait until the Discovery is ready again, verify the new situation;
Approve Link for the involved link;
Dashboard = Network Hardware: Load to the network (see also §7);

2.6.5 Links: Monitored Link Discovery (currently not supported)

NOTE: Also verify chapter §18 which describes the confiuration of External Devices and
linking them to the Dragon PTN network.

The Monitored Link Discovery (@) wizard allows to easily configure ‘monitored link’
modifications. A monitored link is an external link between the Dragon PTN network and all
its connected external devices.

2.6.6 Links: MACsec

MACsec ( a ) is used to encrypt 10 Gbps 1-10G-LW WAN links.

MACsec: Media Access Control Security using 802.1AE IEEE;

A Dragon PTN network can be equipped with encrypted 1-10G-LW WAN links. These links
have all data exchanged encrypted between two neighbor nodes (one side encrypts and
the other side decrypts). This is useful when links between nodes share a common
infrastructure or in general because there is a risk of data interception. The encryption is
done via MACsec 802.1AE IEEE industry-standard security technology that provides secure
communication for all traffic on the WAN links.
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Unsecured

WAN Link
X Node \ Node
Services Tunnel
encrypted

MACsec MACsec secured MACsec
Encryption WAN Link Decryption

license (or voucher) required per secured link

Figure 36 MACsec

P This wizard allows to:
P Use the same or different encryption keys per selected WAN link;
P Export all the WAN links with their encryption key, if any, in a CSV file;
P Clear WAN link encryptions.

P This feature requires a license (or voucher) per secured link!
» MACsec Wizard:
P Page: Link Selection: the 10 Gbps links on on 1-10G-LW IFMs are shown. Select the links
on which you want to activate MACsec encryption. If the selected checkbox is already
checked for some links, it means that this link has already MACsec encryption enabled.

Only 10 Gbps links are listed Selected = Checked: Link will get
on 1-10G-LW IFMs 1 MACsec or has already MACsec

Q QDS

‘ PORT://Node1/IFM-6/P1/ - PORT://Node4/IFM-6/P1/ | Ethernet 10G

\ PORT://Node1/IFM-8/P1/ - PORT://Node2/IFM-7/P1/ H Ethernet 10G

Figure 37 MACsec Link Selection

P Page: Configuration: The selected links will automatically get a unique MACsec key
(encryption/decription) key assigned. Via the buttons below, some key manipulations
can be done:

> : Click this button to generate a different unique key for one or more selected
links (=selected rows) in this page;
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> : Click this button to generate the same key for one or more selected links
(=selected rows) in this page;

> I:l: Click this button to clear or delete the key for one or more selected links
(=selected rows) in this page;

> : Export all the keys into a CSV file;

Generate a unique key Generate the same key
for each selected row for each selected row

\ ‘ / / Clearthe key (=remove MACsec) J Export all the keys into a CSV
\ | [/ for each selected row _—
/ 4 . MACsec Encryption/
——  MAC Security - Configuration Decription Keys

|/
50 47.02.7-8C D4-6A-00-91-02-5F 2142 60-EF-EF-6A 08 FF-14-12 72 55-4C DE 8522 27-31-0D_0E 23

1A-F5-1C-46-56-4D-32-09-C8-1D-A5-D1-53-B3-A3-12-C5-CB-B5-BA-61-TE-2E-61-1D-1F-D9-23-AC-8D-2C-D5
83-E7-DF-CC-49-F8-82-8C-D3-1E-2A-TA-9F-FF-78-FF-61-22-AB-52-24-12-53-17-B3-B6-AF-CF-56-77-90-0E

|\

Select row to activate
Key generator buttons

<< Prev I Next >> I Cancel

Figure 38 MACsec Link Selection

NOTE: It is possible to manually edit the Key field. This key field is completely random
and free to fill out what you want.

NOTE: Removing MACsec from a link can be done in two ways in the MACsec wizard.
1)Just unselect the links in the Link Selection page and finish the wizard. Or
2)Delete/Clear the key from the desired links in the Configuration page and
finish the wizard.

NOTE: The best way to find out which links have MACsec configured is to go via the
MACsec wizard. Links with MACsec will have key selected checkbox selected in
the the Link Selection page. In the Links section in the figure below, the selected
10 Gbps links show an extra MAC Security section with a MAC Security Status. If
it is Active, it means that MACsec is activated on the link in the live network. In
any other case, no MACsec is configured or activated on the link.

NI N YA

.

PORT:/f3001/IFM-6/P1/ - PORT://3002/IFM-6/P1/

MPLS VLAN Index
Link Capacity (L1)
DCN Bandwidth Profile

Active: MAC Security
configured and active

MAC Security Status | Active

Figure 39 Active: MAC Security
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LIS i B ) AR

[Toee  [name Joows Jpnciommotont [nclominoton Jadoress |
] )

PORT://3001/IFM-6/P1/ - PORT-//3002/IFM-8/P 1/

MPLS VLAN Index |1

Link Capacity (L1)
DCN Bandwidth Praofile

Inactive: MAC Security
not configured or configured
but not yet loaded.

Inactive

MAC Security Status

Figure 40 Inactive: MAC Security

NOTE: If a 10 Gbps link cable with MACsec has been accidently plugged into a port without
MACsec, a MACsec mismatch alarm will be raised, see below.

MACsec mismatch: One side of the link is
MACsec, other side is normal or without
MACsec = Alarm

cawy 1 1 1 | L s
15/10/2019 11:48:11 15/10/2019 11:48:11 MODULE//3001/IFM-7/ | MODULE//3001/1FM-T/ 51 1| Interface Module Measured Type mismatch alarm.
15/10/2019 11:35:51 [ 15/10/2019 11:47:32 PORT://3001/1FM-6/P1/ PORT://3001/1FM-6/P1/ 41 3 [ Cabling fault detected on port.

15/10/2019 11:42:44 [ 15/10/2019 11:47:30 PORT://3001/IFM-6/P1/ | PORT.//3001/IFM-6/P1/ i;a.m - | IFM-6 P1 MACsec receiving unencrypted I
15/10/2019 11:4725 15/10/2019 11:47:25 MODULE://3001/IFM-7/ MODULE//3001/IFM-7/ 57 1| An interface module detected that is not configured in the database.
15/10/2019 11:35:49 15/10/2019 11:47:18 PORT://3001/1FM-1/P1/ PORT//3001/1FM-1/P1/ 533 3 | Smart 5FP: Local Packet Lost.

Cleared 15/10/2019 11:35:33 15/10/2019 11:47:13 SERVICE://Ethernet/seco... | SERVICE://Ethemet/seco. 1115 4.§Erv|(ealarm

| 15/10/2019 11:35:33 | 15/10/2019 11:47:13 SERVICE://Ethernet/stm1/ | SERVICE//Ethemet/stm1/ | 1115 4| Service alarm

W1

Cleared

Cleared

Figure 41 MACsec Mismatch: Receiving Unencrypted Alarm

2.7 HiProvision: Check Network Hardware
Prerequisite: HiProvision is offline: grey status bullets in Network Hardware tab;

The created network elements can be verified in the database via the Dashboard 2>
Configuration = Network Hardware. See figure below:

Network Hardware Tab

+*": DASHBOARD 7% NETWORK HARDWARE | (f0) CONNECTIONS S &um)ms 4% PROTOCOLS

pevices @ 2 (9] ! ik NODE:/MNoded/

Type Name. Address
L[+ | ExDevtypes ExtDev100 100 NODE/ExtDev100/
L |+ | EdDevtypes ExtDev101 101 NODE/ExtDev101/
L b | Expevtyped ExtDev102 NODE/ExtDev102/
oy
| Magt. IP Address
created | || xr-2208-2 NodeS 5 NODE//NodeS/ e e
devi O Nodeb 5 | | NODE#/Nodes/ Connection State [ Offine
evices O Node3 3 x| L LuapE —
, ST : i i
n database i » | xT-2210-A Nodel 1 | llght grey status DE//Nodel/ S:J;Lg: (Notce B
| | b | XT-2215-A Node8 8 NODE://Node8/ |EEE1588 Global Enable False E
o - ' i P |
P | XT-2215-A Node9 9 NODE://Noda9/
Oper Status

Count=514

Type Link Termination 1 Link Termination 2.
emet 1G PO /IFM.... | POI POI /IFM..
created = = =
H Ethernet 1G PO PO PO
Ilnks Ethernet 1G PO PORT://Node5/IFM... | POI ..
H Ethemet 106 PORT://NodeS5/IFM... | POI ... | PORT://Node5/IFM...
In data base Ethemet 1G PORT://Nodeb/IFM... | PORT://Node7/IFM... | PORT://Node6/IFM...
Ethernet 40G PORT://NodeT/IFM... | PORT://Node8/IFM... | PORT://Node7/IFM...
Ethemet 1G PO ... | PO ... | POI
Ethemnet 1G PO ... | PO /IFM... | PO
Ethemet 1G PORT://NodeO/IFM... | PORT://Node5/IFM... | PORT://Noded/IFM...
Count=14
Figure 42 Network Hardware Tab: Created Network Elements
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The purpose is to go online with HiProvision into the network in a controlled way, to make
the network elements reachable for configuration. It is possible to go online with only one,
some or all network elements together. When going online, the status bullets will be

colored. The tables below show the meaning of the status bullets.

Table 9 Status Bullets: Devices

Bullet Color Description
Light Grey Not connected yet, network element is offline.
Dark Grey Connected, device is unreachable (e.g. broken cable, missing device...)
Green Connected, device is online/reachable and OK, device has no alarms.
Other color Connected, device is online/reachable but has an alarm. The bullet color indicates the alarm color or
severity. See §9.2 for the meaning of the alarm color.
Table 10 Status Bullets: Links

Bullet Color Description
Light Grey At least one of the two nodes to which the link is connected, is offline or not connected yet.
Green Link is up and running, everything OK.
Red Link is broken

- Connected, device is unreachable (e.g. broken cable, missing device...)
or

- Connected, device is online/reachable but has an alarm on that link port. The bullet color
indicates the alarm color or severity. See §9.2 for the meaning of the alarm color.

Q + <colored bullet>

The link is an 'External E1 Link', the meaning of the color bullet is the same as described above.

CAUTION:

Make sure to have purchased a voucher for each node in your network before going
online. A license pack is required to go online via the connect buttons below! See also §4.

HiProvision can go online (offline) via the connect (disconnect) buttons. See figure below:

» 4 : Go online, connect to all devices at once;

vVvYy
5

+*"s DASHBOARD

: Go offline, Disconnect all devices at once;
4 : Go offline, Disconnect the selected devices;

=< : Go online, Connect to all the selected devices (multiple via the CTRL and SHIFT keys);

5 DATABASE | T7% NETWORK HARDWARE | (0)CONNECTIONS | | {3} SERVERS | | [# LAYOUTS | | g PROTOCOLS

s @ 2 F ) - Q@ o gm-e-N (@& HT

A | Name " elD | < Programmed Type | Measured Type

S

Address

56

HD ExtDevTyped Lo | | ! !
Y BTt | Connect buttons || Disconnect buttons

MNODE://ExtDev100/

NODE://ExtDev101/

Figure 43 Connect/Disconnect Buttons
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Click one of the connect buttons to go online. As a result, if this is the first connect ever and
no database configuration was loaded into the network before, configuration alarms will be
generated. These alarms are raised because there is a mismatch between what is measured
and what is configured in the nodes. Loading the configuration into the network will clean up
the mismatches and as a result solve the alarms.

The Alarms tile in the dashboard will turn dark red (=critical alarms). The tile color is the
same as the alarm color of the alarm with the highest severity. All these alarms can be
viewed more in detail via clicking the Alarms tile. See figures below.

DASHE & DATABASE 0 RD 3 3% SERVERS A 4% PROTO

D 4 ] Z W B
Type 4 | Name Device ID Status Prog d Type M 1 Type Address
b | ExtDevTyped ExtDevi100 100 . NODE://ExtDev100/
b | ExtDevTyped ExtDev101 101 . NODE://ExtDev101/
. e in ann 100 P .
Connection Status: . NODE//ExtDev0Z

Noded 4 . NODE://Noded/
Red = Alarms || Nodes 5 . NODE//MNode5/
b | XT-2200-A Node6 6 . NODE://Node6/
LA -
b | XT-2210-A Node2 2 . NODEy/Node2/
b | XT-2210-A Nodel 1 . NODE://Node1/

Figure 44 Connection Status After Connect

Alarms Tab

:":DASHBOARD | [ DATABASE | | {3 SERVERS | | 3ZIDISCOVERY | % NETWORK HARDWARE () CONNECTIONS

MONITORING

Address Name
ADORT"’l/[FM-Z/p7/ ADORT//L’E;M—:’97/
[PoRT/IFM-2P6) | PORTU/AEMZIPS) |
PORT/L/IFM-2/PS/ PORT/L/FM-2/P5/ 2718 |
[PORTsAARM-2P4) | PORT/AAPM-2P4/ | 2738 |
14/09/2017 12:56:07 PORT://1/1FM-2/P3/ PORT//1/FM-2/P3/ 2718
18/09/2017 125606 | PORTU/L/IFM-2/P2/ | PORTY) (2728 |
3 14/00/2017 125606 | PORTU/LAIFM-2/PY/ PORTV/LIFM-2PY 2718 |
i 2 14/09/2017 115808 | MO v [MobutEz2arm-10/ (51 |
Configuration Alarms -7 e 1
| 7 8:44 14/09/2017 11:5808 MODULE//2/IFM-8/ 51
afte r fl rst connect 97 1 14/09/2017 11:58:08 MODULE//2/IFM-7/ [51
il ? 017 17:08:44 14/09/2017 11:58:08 MODULE://2/1FM-5/ MODULE//2/1FM-5/ 5.1
? 14/09/2017 11:5808 MODULE//2/IFM-4/ MODULE//2/IFM-4/ 51
| 9 14/09/2017 115808 | MODULE//2/IFM-3/ MODULE//2/IFM-3/ 51
7 14/00/2017 115739 | MODULE//2/IFM-6/ MODULE//2/IFM-6/ 57
7 14/09/2017 11:57:35 MODULE://1/1FM-10/ MODULE://1/IFM-10, 5.1
ki 140972017 115735 | MODULE/LIFM-9/ | MODULEV/LAFM-Y/ |51
| 2 MODULE//LNFM-8/ | MODULE/LAFM-8/ |51
7 |MODULE/11FM-7/ | MODULE/AFM7/ |51
K [MopuLE/Pw-s/ | Mobuesanmws 51|
i ; | [MoDuLE/1AFM4/ |51
| 7 14/09/2017 11:5735 MODULE//LAFM-3/ MODULE//L/IFM-3/ 51
ik 18/09/2017 115718 | MODULEV/LIFM-6/ | MODULE//L/IFM-6/ 52
i 7 14/09/2017 10:10:32 MODULE://3/PSU-1/ MODULE//3/PSU-1/
7 14/09/2017 100856 | MODULE//ANFM4/ MODULE//4/IFM-4/

Figure 45 Configuration Alarms

An appearance of alarms means that HiProvision is online. The alarms itself indicate for
example mismatch alarms (= mismatches between database and network) and status alarms
(e.g. temperature too high, ...). There is no configuration yet in the network because it has
not been loaded yet into the network so far (except for the discovery expected values).

NOTE: More information on alarm handling, severity and colors can be found in §9.2.
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2.8 HiProvision: Load Configuration into the Network

Loading the database configuration into the network will configure the live network and
clean up all the mismatch alarms between database and network. As a result, the red status
bullets will turn into green bullets.

In the Network Hardware Tab, click the load icon "% to start the configuration load manager.
See §7 for an overview of this tool.

Load configuration

+"";DASHBOARD | S DATABASE | | '™ NETWORK HARDWATSGE {6) CONNECTIONS [ LAYOUTS | | 4% PROTOCOLS

oowss @ (1 €10 - Q- o o bt it
Type MName F A Address
b | ExtDevTyped ExtDev100 . NODE://ExtDev100/
b | ExtDevTyped ExtDev101 . NODE://ExtDev101/
b | ExtDevTyped ExtDev102 . NODE//ExtDev102/
b | XT-2206-A Noded - NODE//Noded/
b | XT-2209-A MNodeS - NODE://Mode5/
b | XT-2209-A MNodeb - NODE://MNodeb/
’ O
b | XT-2210-A MNode2 2 - NODE//Node2/
b | XT-2210-A MNodel 1 . NODE://Model/

Figure 46 Load Configuration Into the Network

After everything has been loaded successfully, the status bullets in the Network Hardware
tab should be green. If not, solve the mismatches. Next, load again. Repeat these steps until
all bullets are green.

+"sDASHBOARD | B DATABASE | | '™ NETWORK HARDWARE | | (@) CONNECTI +":DASHBOARD | B DATABASE | | ™ NETWORK HARDWARE | | (f§) CONNECTI

oevices (]l (A £ D - Q) - = e 0 pevices ]l (A £ D - Q - @ S e N2

Type A | Name Device ID' Status Type 4 | Name Device ID Status

» | ExtDevTyped ExtDev100 100 [+] » | ExtDevTyped ExtDev100 100 [#]

b | ExtDevTyped ExtDev101 101 . b | ExtDevTyped ExtDevi01 101 e

» | ExtDevTyped ExtDev102 102 . b | ExtDevTyped ExtDev102 102 .

b | XT-2206-A Noded 4 . b | XT-2206-A Moded 4 .

b | XT-2209-A Node5 5 . b | XT-2209-A Node5 5 »
Loading: status T

red - green

Figure 47 Status Color Change After Successful Loading

2.9 HiProvision: Set the Node Timing via an NTP Server
2.9.1 General
(NTP = Network Timing Protocol)

To make sure all the nodes in the Dragon PTN network use the same node timing (e.g. use of
timestamps for logging, alarms etc...), an NTP server must be used. Either an external NTP
server can be configured, or the HiProvision PC itself can act as an NTP server. By default, no
central network timing or NTP server is configured.
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CAUTION:
An External NTP server must always be connected to Dragon PTN via the CSM front port.

The NTP is distributed via the DCN Channel!

Find some examples below:

NTP Client

/\ NTP Client
— MPLS-TP

Dragon PTN

HiProvision

<o

NTP Client
External csm L " | 0
NTP Server \“‘\"L” o S i
B NTP Client
Sy NTP
(o
Figure 48 Examplel: External NTP Server Directly Connected to CSM
HiProvision NTPC“em/\ NTP Client
.. 4 CSM Lu&i\ MPLS-TP U “w
s Il ol N
s M‘H\J’ Dragon PTN ki !
7 NTP Client
External Router/ csm L]
NTP Server Switch JJ\L'H ‘ | ‘ . ":
g 1 i
. e NTP Client
Uy NTP NTP
‘S
Figure 49 Example2: External NTP Server Connected via Router/Switch
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Figure 50 Example3: HiProvision Acts as NTP Server
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Example 1: Direct Connection
»  Make sure that the NTP server is in the same IP subnet as the node. Routes must be
set correctly on the NTP server.

» Configure an NTP server in HiProvision: see §2.9.2;

Example 2: Connection via Router or Switch

» Via Router: NTP server can have any IP address as long as it is reachable via the router;

»  Via Switch: NTP server and HiProvision should be in the same IP subnet. Routes on the
NTP server for the device IP addresses (§2.5.8) should be set correctly;

» Configure an NTP server in HiProvision: see §2.9.2;
P Extra step to configure HiProvision as NTP Server: see §2.9.3;

Example 3: HiProvision acts as NTP Server
» Configure an NTP server in HiProvision: see §2.9.2;
» Extra step to configure HiProvision as NTP Server: see §2.9.3;

| do not want to use NTP: see §2.9.4;

2.9.2 Configure NTP Server/Backup NTP Server in HiProvision

The network settings wizard allows to easily set the IP address of an NTP server. Click the

Network Settings Wizard button %, see figure below:

&% PROTOCOLS

Type 4| Name Device ID Status Programmed Type | Measured Type Address

b | ExtDevTyped ExtDev100 100 . NODE://ExtDev100/
. b | ExtDevTyped ExtDevi101 101 . NODE://ExtDev101/
. b | ExtDevTyped ExtDev102 102 . NODE://ExtDev102/
. b | XT-2206-A Noded 4 . NODE://Noded/

b | XT-2209-A NodeS 5 . NODE://Node5/

Figure 51 Network Settings Wizard Button

The Network Settings wizard opens. The list below summarizes every page in the wizard:

>
>
>

60

Information: Click Next>>;
Selection: select Time/Date Mode;
Time/Date Mode: Shows the CSMs in the network and their NTP settings.
» Set Time/Date Mode
» NTP (=default): Use this value. The NTP server will regularly update the Dragon PTN
network timings with new timestamps;
» Manual: see §2.9.4 below.

» NTP Server IP address is filled out by default with the HiProvision Server IP address. If
HiProvision must act as an NTP server, keep these IP addresses. If an external NTP
server must be used, overwrite this IP address (for all CSMs) with the IP address of an
NTP server in your network. You can select each CSM individually or select them all at

once via the =+ Multiple Settings Mode. Click % Apply after selecting the CSMs and
filling out the IP address. See figure below;
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P Backup NTP Server IP address:

P 0.0.0.0 (=default): No backup NTP Server is used;
P> Custom IP address: Overwrite this IP address (for all CSMs) with the IP address of a

backup NTP server in your network. You can select each CSM individually or select

them all at once via the = Multiple Settings Mode. Click v Apply after selecting

the CSMs and filling out the IP address. See figure below;

P Review: if ok, click Finish. The configuration load manager will be invoked, see §7;

Network Settings Wizard - Time/Date Mode

[Tooeatoma | oDt Mode |1 e s o S |
I I

(Select Ally
MODULE://Node1/CSM-1/

E"‘MODUL SM-1/ P fAodress T “—
S L L o T Fillout | (optional)
Cha e NTP Server || Fill out
‘NDLC:;M-'\ NTP 1012020.239 0000 IP Address | Backup
[csm-1 NTP 10.12020.239 00.00 NTP Server
IP Address

Figure 52 NTP Server IP Address

After loading the NTP configuration into the Network, the configured NTP settings are also
visible in the Dashboard > Network Hardware tile = CSM - Specific:

Network Hardware

@O CONNECTIONS | | {3} SERVERS | | [44 LAYOUTS | g, PROTOCOLS

L8 Selected CSM  [2RIES et i RN RIS RS " _
Type ame Device ID Status Programmed Type | Measured Type Address SPECIfICI NTP Settlngs
4| xT-2215-A | /[ Nodeo 9 NODE//Noded/ 1
S0 co MODULE//Noded/... Geng

Specific

Tt Wode

+'"2 DASHBOARD i DATABASE 17 NETWORK HARDWARE

Current System Time (UTC) [
Current System Time (Local) | (

VT OTIAT g MODULE//NodeS/..
» | 7-SERIAL IFM-10 MODULE//Noded/...
» | 2-Gew IFM-1 MODULE://Noded/... Backup NTP Server [P Address

4-CODIR IFM-12 MODULE//Noded/. e (I
B : e B —
» | 205 IFM-11 MODULE//Noded/... -
3

2-C37.94-E1-L IFM-15 MODULE://Node9/...

Figure 53 CSM NTP Settings

2.9.3 Configure HiProvision Server PC as NTP Server

If you don't have an external NTP Server and you still want to use NTP, it is possible to
configure the HiProvision server as NTP Server as listed below:

P Open the Windows Registry Editor;
P Set following registry values:
P HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\Config:
P AnnounceFlags = 0x5
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HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\TimeProvide
rs\NtpServer:
Enabled =1

Close the Windows Registry Editor;
Open (as Administrator) a command prompt on the HiProvision Server PC;
Restart your time service via entering the command:

net stop w32time && net start w32time

2.9.4 Manual Setting (=No NTP Server)

If you do not have an NTP server or don't want to use one, it is also possible to set Time/
Date Mode to 'Manual' (Figure 52). As a result the HiProvision Server time and date will be
pushed into the network only once and only when the load action occurs in this Time/Date
wizard, just after clicking the Finish button.

2.10 Set Up Your Dragon PTN Network

For any required action to configure the network itself (without the services), see Ref. [2Net]
in Table 1.a

2.11 Set Up Your Services

For an application that uses pure Ethernet, see the Ethernet services manual in Ref. [2Eth]
in Table 1;
For any other application, see the Legacy services manual in Ref. [2Leg] in Table 1.

3. HIPROVISION AGENT
3.1 General

The HiProvision agent is the master engine process that must run before the HiProvision
server and Client can run. The HiProvision Agent is installed as a MS Windows service or as a
program, see §2.1.2.

3.2 How is the HiProvision Agent Installed on my HiProvision PC?

If you find a HiProvision Agent service via MS Windows start button = Services, it has been
installed as an MS Windows service. If not, it has been installed as a program.

Services - O X
File Action View Help
'Y CRERE HE o nmwn
Services (Local) ' Services (Local)
HiProvision Agent Name Status Startup Type log¢ ™
-~ . £k GraphicsPerfSvc Manual (Trigger..  Local
op e service &} . . R . " "
Restart the service — . Ll Automatic (Trig...
E HiProvision Agent Running Automatic Loca
& Human Interface Device Serv.. Manual (Trigger..
£ HV Host Service Manual (Trigger.. Local
5} Hyper-V Data Exchange Serv.. Manual (Trigger.. Local ¥
< >

\'\‘ Extended )f: Standard /

Figure 54 HiProvision Agent Service
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3.3 Is My HiProvision Agent Running?

If the HiProvision Agent has been installed as a service, it is not always visible via the desktop
whether it is running or not. Therefor, it can be verified as follows:

HiProvision Agent installed as a program: It is running when you see a black HiProvision
Agent DOS box or when a HiProvision Agent Icon is visible in the taskbar;

HiProvision Agent is installed as a service: It is running when the status of the HiProvision
Agent service is ‘Running’ in Windows start button - Services.

3.4 Start HiProvision Agent

If your HiProvision Agent is not running and you want to start it, it can be done as follows:

HiProvision Agent installed as a program: Double-click the HiProvision Agent icon on the
desktop. As a result, a HiProvision Agent DOS box is shown with a HiProvision Agent icon
in the Windows taskbar.

o

HiProvision Agent
VX.Y.Z

Figure 55 Program:HiProvision Agent Icon on the Desktop

h)
@rH'Pro ision Agent V04.33.1.522 O X

50 N h Installation(): result=Success, iniFile=C \Redundancy\redundancy.ini ~

B comments B = B T - i + 84 4

22:37
A & P vm 7 0% ) NLD B,

[

8/03/2020

a2<
Figure 57 Program: HiProvision Agent in Taskbar
HiProvision Agent installed as a service: By default, the HiProvision Agent is already

running. Just in case somebody stopped the service, just go to Windows Start button 2>
Services = right-click HiProvision Agent - Start;

3.5 Stop HiProvision Agent
If your HiProvision Agent is running and you want to stop it, it can be done as follows:

HiProvision Agent installed as a program: Close the HiProvision Agent DOS box.
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HiProvision Agent installed as a service: Windows Start button = Services = right-click
HiProvision Agent = Stop;

4. SERIAL KEY / VOUCHERS / LICENSE PACK

The licenses concept consists out of three parts:

Serial Key (see §4.1);

Voucher(s) (see §4.2);

License Pack (see §4.3);

How to deal with licenses can be found in:

Generate License Pack and Install in HiProvision (see §4.4);
Monitor Licenses in HiProvision (see §4.5);
Licenses Operation (see §4.6);

4.1 Serial Key

is required for the HiProvision installation and looks like ‘DRN2-aaaa-aaaa-aaaa-aaaa-aaaa-
aaaa’;

is available for free via https://hiprovision.hirschmann.com - Shortcuts - Licenses
HiProvision - Serial Key;

must only be used for one unique single HiProvision installation;

is valid for future HiProvision upgrades on the same HiProvision PC;

serial key used at installation can be found in the HiProvision Info box, see §2.4.5a.

4.2 Voucher(s)

64

is a unique number that grants the permission to use a specific node or run a specific
feature within the Dragon PTN network for a specific major Dragon PTN Release (=Release
Dependent, see §2.4.5a);

must be purchased via Hirschmann Automation and Control GmbH,;

following vouchers types are available and must be purchased if needed:

Table 11 Available Vouchers

Voucher Voucher Release Amount
Prefix | Dependent (*)
Dragon PTN R4.x: Node PTN2210 DRX40 Yes 1 Per Node
Dragon PTN R4.x: Node PTN1104 DRX41 Yes 1 Per Node
Dragon PTN R4.x: Node PTN2206 DRX42 Yes 1 Per Node
Dragon PTN R4.x: Node PTN2209 DRX43 Yes 1 Per Node
Dragon PTN R4.x: Node PTN2215 DRX44 Yes 1 Per Node
Dragon PTN Upgrade: Node PTN2210 DRX90 No 1 Per Node
Dragon PTN Upgrade: Node PTN1104 DRX91 No 1 Per Node
Dragon PTN Upgrade: Node PTN2206 DRX92 No 1 Per Node
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Voucher Voucher Release Amount
Prefix | Dependent (*)

Dragon PTN Upgrade: Node PTN2209 DRX93 No 1 Per Node
Dragon PTN Upgrade: Node PTN2215 DRX94 No 1 Per Node
CSM Redundancy DRX0 No 1 Per CSM Redundant Node
HiProvision Redundancy DRX1 No 1 Per Serial Key
HiProvision Add-on: SNMP NorthBound DRX2 No 1 Per Serial Key
HiProvision Add-on: CAR IP DRX3 No 1 Per Serial Key
Large Network Monitor DRS2 No 1 Per Serial Key
PTN Device DROO No 1 Per PTN Device
Hirschmann Device DRHO No 1 Per Hirschmann Device
Generic Device DRS1 No 1 Per Generic Device
Dragon PTN R4.x Chinese Language DRL40 Yes 1 Per Serial Key
Dragon PTN Upgrade: Chinese Language DRL90 No 1 Per Serial Key
Dragon PTN R4.x German Language DRL41 Yes 1 Per Serial Key
Dragon PTN Upgrade: German Language DRL91 No 1 Per Serial Key
Dragon PTN R4.x Polish Language DRL42 Yes 1 Per Serial Key
Dragon PTN Upgrade: Polish Language DRL92 No 1 Per Serial Key
Dragon PTN R4.x Spanish Language DRL43 Yes 1 Per Serial Key
Dragon PTN Upgrade: Spanish Language DRL93 No 1 Per Serial Key
MACsec Security DRX4 No 1 Per 10Gbps WAN Link
(*) Release Dependent (Yes/No):
Yes: These vouchers will work in all the major Release not higher than the mentioned Major Release (e.g. R4.x),
upgrading to a higher future major release later on (e.g. R5.x) requires to purchase the vouchers again for the
new major release or to purchase Upgrade vouchers;
No: These vouchers will work in any Dragon PTN Release;

will be sent to you in an email after having it purchased;

always looks like ‘<Voucher Prefix>-aaaa-aaaa-aaaa-aaaa-aaaa-aaaa’;

E.g. DRX40-1234-5678-9012-3456-7890-1234 represents a voucher for the PTN2210 node
for Dragon PTN Release 4.x.

4.3 License Pack

is a unique “*.dat’ file including your Serial Key and vouchers;

is generated via https://hiprovision.hirschmann.com -> Licenses HiProvision - Get
License Pack based on your Serial Key and Vouchers;

grants HiProvision the permission to manage/monitor nodes and features in the live
network;

must be placed in the License folder on the HiProvision PC;
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4.4 Generate License Pack and Install in HiProvision

NOTE: Offline configuration in HiProvision can be done without a License Pack. When going
online (connect to nodes in the live network), a License Pack is required.

1. If thereis no license pack installed yet, the Licenses tile shows ‘No License Pack’;

2. Generate the license pack via https://hiprovision.hirschmann.com —> Licenses HiProvision
- Get License Pack;

3. You will receive a license pack (*.dat file) via mail (or directly via download);

4. Save the license pack in the license folder (see Licenses Tile) on the HiProvision PC. In case
of HiProvision Redundancy, save the license pack on both PCs;

CAUTION:
Only one License Pack or ‘*.dat’ file is allowed in the license folder. Make sure to remove
the old License Pack when replacing it by a new one.

5. Stop and restart the Servers;
6. HiProvision reads out the license pack in the license folder and updates its license
information on the tile and behind the tile.

4.5 Monitor Licenses in HiProvision

Example: We have a network with 4 ‘PTN2210’ nodes and configured it in HiProvision. We
purchased 1 voucher for an PTN2210 node, 1 voucher for an PTN2206 node and 2 vouchers
for an PTN1104 node. Furthermore, we tried to ‘connect’ (see §4.6) all the nodes in the live
network.

Result: there are 4 ‘PTN2210’ nodes, which means that 4 ‘PTN2210’ vouchers are required
(=Vouchers Required). Only 1 voucher is purchased (=Vouchers Available) for this type of
node. It means that only 1 of 4 nodes can be connected (=Vouchers Used) and 3 extra
vouchers must be purchased to connect all the nodes. No ‘PTN2206’ and ‘PTN1104’ nodes
are configured, so none of these vouchers are required or used.

NOTE: The hardware configuration can be verified via the Network Hardware tile;
NOTE: Only as many nodes can be connected as there are Vouchers Available;

NOTE: Also the Serial Key used during installation, License folder and License Pack (=license
file) are shown;

Click on the License tile to see all the voucher and license info of your system:
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Vouchers/Licenses
Overview

@ HiProvision Client
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License Pack user_marco.vhm_DEMO_DRHiProvision_2_822018507PM__outputxml.dat

Figure 58 Vouchers/Licenses Overview1l

Clicking on a voucher type in the list, shows the nodes that need such a voucher type to get
online or connected. HiProvision cannot monitor or manage a live node if it cannot connect

to it.

Click Voucher Type
to show impacted nodes

D <3 NETWORK | | [§ ADVANCED

SNME Northbound 1 0 0

Reparting Engine 1 0 0

PTN2210 (Release 4.x) 5 1 5

PTN2209 (Release 4.x) 5 2 1

PTN1104 (Release 4.x) 5 2 2

NODE://Node3/ § v

NODE://Node13/1 v .

The node which uses the

Serial Key

License Folder

License Pack

DRN2-1234-5678-9012-3456-7890-1234

C:\Program Files (x86)\Hirschmann\HiProvision\HiProvision License

user_marcovhm_DEMO_DRHiProvision_2_822018507PM_outputxml.da

voucher is indicated
with a ‘v’

Figure 59 Vouchers/Licenses Overview2

4.6 Licenses Operation

When the operator goes online via a ‘connect’, HiProvision verifies the all the

voucher/license info.

P Enough node vouchers available for all nodes:

HiProvision Management Operation

Release 01 05/2020

67



P if avoucher is available for each configured node, HiProvision can connect to each node
and the entire live network can be managed/monitored. Both ‘connect’ (»=) or
‘connect all’ (0) buttons in the ‘Network Hardware’ tab can be used to go online.

P Not enough node vouchers available for all nodes:
P Make sure that tunnel and service configuration is limited to only those nodes that will
use the voucher. Use ‘connect’ (»=4) to connect each of these nodes with a voucher
individually. Do not use a ‘connect all’ (@) which will connect nodes randomly;

P The live nodes that have a voucher can be managed/configured by HiProvision;

P A major 'License Alarm' will be raised when you configure offline/online more nodes
(=required vouchers) in HiProvision than you have vouchers purchased (=available
vouchers);

P A ‘Node Connect Failed’ pop-up will show up when you try to connect online more
nodes (=used vouchers) than you have vouchers purchased (=available vouchers).
HiProvision only connects as many nodes as there are vouchers available. Only the
connected nodes can be managed/monitored. A ‘connect all’ will try to connect all the
nodes;

Node Connect Failed x

Error: More licenses of type XT-2209-A (Release 4.x) required. Vouchers
x Awvailable:5 Vouchers Required:6 Vouchers Used:5

Figure 60 Connect: Not Enough Vouchers

5. SAVE USER HIPROVISION SETTINGS

When a user logs off/closes HiProvision/stops the servers, he will have the option to save its
personal HiProvision settings as shown in the box below:

Close HiProvision Client?

Are you sure you want to close the HiProvision Client?
Select "Save and Close” to save the current settings and close the client.
Select "Close” to close the client without saving.

Save and Close Cancel

Figure 61 Save HiProvision Settings

Which HiProvision settings?

P Table layouts (shown fields, order of fields etc...), see §15.1;
P Opened tabs;
P Large Network Monitor tab state information, see §15.2.4;

When the user logs on again and ...
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... settings were saved: HiProvision starts up and automatically opens the last saved tabs,
uses the last saved table layouts and Large Network settings;

... settings were never saved: HiProvision starts up with the default setup.

To clear all the saved settings:

See Ref.[15] in Table 1;

6. CLEAR/RESET ACTIONS ON NODE OR NETWORK

6.1 Clear Node or Network

Prerequisite: HiProvision must be online or connected to the network;
6.1.1 General

The clear command should be used when:

an erroneous CSM in that same node, with a correct configuration, is reused, see Ref.[10]
in Table 1;

HiProvision cannot load the node configuration into the network, e.g. due to timestamp
mismatches, ....;

you are not sure of the loaded configuration within a node;

Clearing a node:

erases all data (services and configured IFMs) in the CSM of that node;

only affects data in the real network, the data in the HiProvision database is not touched;
does NOT erase the discovery or DCN configuration, the communication with the node or
management path stays alive;

Result: All the IFMs in that node stay in the configured state, alarms will be raised in
HiProvision with ‘type mismatch’ because the hardware is different from the database
configuration.

6.1.2 Clear one Node

CAUTION: The entire node goes out of service after clearing it!

1. Go to Dashboard = Network Hardware;
2. Select the node in the devices list;

3. Click > Clear. This node will go out of service after confirmation!

6.1.3 Clear the Entire Network

CAUTION: THE ENTIRE NETWORK GOES OUT OF SERVICE AFTER CLEARING IT!

1. Go to Dashboard = Network Hardware;
2. Select all the nodes in the devices list (via CTRL and/or SHIFT keys);
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3. Click > Clear. THE ENTIRE NETWORK GOES OUT OF SERVICE after confirmation!

6.2 Reset Node or Network

Prerequisite: HiProvision must be online or connected to the network;
6.2.1 General

The Reset command should be used when:

you want to set the node back to its factory default settings;

a new CSM module is implemented, unless the Micro SD memory card from an erroneous
CSM in that same node, with a correct configuration is reused, see Ref.[10] in Table 1.

A new node is added to the network;

Resetting a node:

sets the node back to its default settings;

erases the discovery or DCN configuration, the communication with the node or
management path to the node will be lost;

only affects data in the real network, the data in the HiProvision database is not touched;

6.2.2 Reset one Node

CAUTION: The entire node goes out of service after resetting it!

1. Go to Dashboard = Network Hardware;
2. Select the node in the devices list;

3. Click > % Reset. This node will go out of service!

NOTE: Also possible via pushing the hidden reset button on the CSM for at least 7 seconds,
see Ref. [9] in Table 1;

6.2.3 Reset the Entire Network

CAUTION: THE ENTIRE NETWORK GOES OUT OF SERVICE AFTER RESETTING IT!

1. Go to Dashboard = Network Hardware;
2. Select all the nodes in the devices list (via CTRL and/or SHIFT keys);

3. Click > * Reset. THE ENTIRE NETWORK GOES OUT OF SERVICE!

7. CONFIGURATION LOAD MANAGER
7.1 General

The configuration load manager is a tool that starts and monitors the load process of loading
a HiProvision configuration or database into the live network.
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CAUTION:

- if you want to load a restored database (see §8.5) into the network, make sure to clear
the entire network first. THE ENTIRE NETWORK WILL GO OUT OF SERVICE AFTER CLEARING
IT. The clear function is explained in §6.1.

- loading will FAIL when there are more nodes configured in the network database than
nodes measured in the live network.

- while the loading to the Dragon PTN network is in progress, do not turn off, shut down or
restart the HiProvision Server or Agent, since this may cause database corruption and
network problems!

This tool is invoked as follows:
By clicking the load icon “# in the Network Hardware tab. This button only becomes active
when HiProvision is online;

Advancing into the last page of a wizard after clicking Next in the review page: Network
Settings wizard, Tunnel wizard, services wizard, .....

Some definitions (more details in further paragraphs):

Load: transmit or load the feature configurations from the HiProvision database into the
live network. After a successful Load, the feature creations/configurations/modifications
will be up and running in the live network;

Load Scenario: a list of actions that HiProvision must perform to load the latest
creations/configurations/modifications of the specific feature into the live network.

Persist checkbox: Possibility to persist the loaded configuration on the node.

7.2 Persist Configuration?

Checked, Yes (default): The configuration change will still be active in the node after a
reboot of the node.

Unchecked, No: The configuration change will be lost after a reboot of the node. The node
falls back to the latest saved or persisted configuration.

7.3 Get Load Scenarios

Before loading the configuration into the network, sometimes the button ‘Get Load
Scenarios’ appears on top of the page, especially in wizards. If this button appears, click on it
to retrieve and show all the scenarios in the configuration load manager. Not clicking this
button will forbid you to load into the network.

7.4 Configuration Loading and Status

By default, all the nodes are selected. Nodes can be unchecked individually if they do not
have to be loaded. Click the Load button to start the configuration loading into the network.
If the entire configuration has been loaded successfully, the configuration load status
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indicates ‘Load success’ with Warnings = 0, Errors = 0. If not, the load to one or more
network elements has failed. See figure below. All load status values are listed in Table 13.

Table 12 Load Manager Menu Buttons

Button Short Description

TE / @ Expand/Collapse the network element treeview.

&i / &‘I Only active if the load has failed on at least one network element. Click these buttons to jump to
the next/previous warning or error in the network element treeview. Hovering the error icon in the
network element shows some error information, which is also available in the HiProvision log files.

Configuration Load Manager Expand/Collapse Treeview Load Status
Status
Load modules: 4 /4 Warmings: 0
optional:
uncheck to He -
notload
| o |
]
i Not All Success
{ A Load modules: 4 /4 Warnings: 0
; I : ] Failed Icon o
Persist —"
5 ~minetond scenarios
or not? Load & | oo to b downd
Loadiy Jetwork Is In progress. i
Do not turm off, shut down or restart t| "TOB@SS [o et since this may cause database cormuption and i ; ) R P
bk Lond Close b T T —
_' Hover Failed Icon:
- X Failure Reason
Click to start loading . (alsoin log files)
[ Load to network falled: Load has failed in 1 modules, ]
L =mmawm

Figure 62 Configuration Load Manager

Table 13 Load Manager Status Values

Status Retrieve | Load Short Description
Scenarios

Note:
- x: status can occur;
- (x): status can occur when something changes between a retrieve and a load action;

- ---: status can not occur;

Success Cases

Can be loaded |x - Load scenario has been retrieved succesfully. Configuration is ready to be
loaded into the network.

Succeed - X Configuration successfully loaded into the network.

Error Cases

Offline X (x) The node is offline, make sure to connect this node first and try again.
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Status Retrieve | Load Short Description
Scenarios

Timestamp X - The timestamp in the node reflects the latestmoment in time that something

Mismatch was loaded by HiProvision into the node. The timestamp in the node does not
match its timestamp in the HiProvision database. This could mean that a
corrupt or invalid database is used in HiProvision or that the node has an
invalid configuration. Use the correct database or clear the node and try again.

Needs to be X X Something went wrong during loading.

cleared

Unreachable

HiProvision is trying to connect the node but fails because the node (or CSM)
can not be discovered e.g. IP address problem. Make sure that the node is
reachable and try again.

Not present

The selected L2/L3 module is missing in the node. Insert this missing module
into the node and try again.

Firmware not
valid

The present firmware in the network element is not allowed in this HiProvision
version. Verify the Software Tile and the allowed firmware versions, load the
correct firmware into the network element and try again.

Passive CSM X HiProvision is connected via one management cable to a node with redundant
CSMs. The cable is connected to a CSM that is not active. Perform a CSM
switchover to make the other CSM, connected to HiProvision, the active one.

Timeout X X A loading Timeout occurred.

Other X X An unkown error has occured.

8. DATABASES HANDLING AND BACKUPS

8.1 General

Prerequisites: If you have chosen a custom installation path for MySQL Server at installation,
change the path first as described in §8.2.1.

All database activities can be performed in the Dashboard - Database tile. The application
behind the tile has three main sections, see figure below:

Databases: All the network configuration databases available on the HiProvision server;

Active Database: database from the list that is really used by HiProvision. Only one
database can be active at a time. The active one is marked with a green border;

Local Backups: backups of one or more databases from the ‘Databases’ list. The local
backups are stored on the HiProvision Server. The default path is <uiprovision installation
Path>\HiProvision Backups\Databases Which was filled out in the Backup Folder field at
installation time. The Backup Folder can be opened directly in HiProvision via clicking the

icon. Creating automatic backups is possible.

Network Backups: a network backup is a copy of a local backup and is stored in one or
more CSMs in the network at the same time. Each node shows a list of its network backups.
Network backups in a node are possible when the Micro SD card is plugged into the CSM
(=Central Switching Module) of that node, see also Ref. [10] in Table 1. This is by default
the case;
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Figure 63 Database Tile

A database can be backed up locally on the HiProvision Server first (step1). This can be done
manually or automatically. If desired, it can be backed up further on in the network on one
or more nodes (step2). During this backup to the network, the targeted node(s) will not be
affected or interrupted. The backup mechanism provides a lot of database redundancy. See
figure below:

Databases
on HiProvision server

Local backups
on HiProvision server

Network backups
in nodes (CSMs)

tep2: back tel
stepl: backup locally Steps: backup remotely

>

\
(manual/automatic) |
J

Figure 64 Backup Databases

A database can be restored from a network backup by restoring it first to a local backup
(stepl), followed by a restore from the local backups to the databases (step2). If a database
must be restored only from a local backup, only step2 must be performed. See figure below:
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Databases Local backups Network backups
on HiProvision server on HiProvision server in nodes (CSMs)

step2: restore locally
s e

Figure 65 Restore Databases

8.2 MySQL Server Database Settings
8.2.1 Installation Path

The MySQL database server is by default installed in 'C:\Program Files\MySQL\MySQL Server
x.y\bin'. If you have chosen another location at installation time, adapt the default path to

the custom installation path via the options 3 button.

8.2.2 Change Password

CAUTION: In case of HiProvision Redundancy, always make sure that both MySQL servers
have the same root password!

The default password of the MySQL Server used during installation can be changed
afterwards via the MySQL Workbench tool:

1. Start the 'MySQL Workbench Tool' on the HiProvision PC. By default it is installed in
C:\Program Files\MySQL\MySQL Workbench <version> CE\MySQLWorkbench.exe';

2. Connect to the HiProvision database via Database > Connect to Database, select your
connection in 'Stored Connection' and click OK;

3. Login: username = root, password = private

Connect to MySQL Server n

Please enter password for the
following service:
L\ Jfl'.l Service: Mysgl@127.0.0.1:3306

User: root

"w'urkbcn:hl ey ‘

["] save password in vault

Figure 66 Connect to MySQL Server

4. On the left-hand side, click on Management = Users and Privileges;
5. For all 'root' accounts that have a 'From Host' filled out:

1. Fill out the new password and confirm it;

2. Click Apply;
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Figure 67 MySQL Workbench: Root Password Change

6. Close the MySQL Workbench;

7. Close and restart HiProvision (servers and client), log in with a HiProvision user
authentication;
8. Click the Dashboard = Database tile (authentication failed) and click the database server

button |_|,-
9. Fill out the new password in the screen below and click Connect and OK:

Server IP/Host Name 127.0.0.1

User Name

Password

Figure 68 Connect to MySQL Server with New Password

If the connect succeeds, the password update was successful.

8.3 Activate a Database in HiProvision

CAUTION: Activating a database in HiProvision does not include loading the database into
the network, see §7 to do so.

Only one database can be active at a time. Perform the steps below to activate a database:
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Stop the servers via the Dashboard = Servers tile > \%/;
In the Dashboard = Database tile: Select the database that must become the active one
by clicking it in the ‘Databases’ list;

Click the ~® button to activate the database, it will be marked with a green border;

Start the servers again via Dashboard = Servers Tile > \*/;

8.4 Make a Backup

The backup functionality can be found in Dashboard - Database tile.

8.4.1 Make a Local Backup (Manual/Automatic)

From ‘Databases’ to ‘Local Backups’ list.

CAUTION: only the configuration database is backed up. The user database and the
permanent monitoring database (Permanent Monitoring Add-on) are not backed up.

a.

b.

Manual

Click the database in the ‘Databases’ list that must be backed up;

Click the &% button to create a local backup, a backup comment can be added, the new
backup will appear in the ‘Local Backups’ list.

Automatic

Prerequisites: The HiProvision Servers must run;

Some facts:

1.

Automatic backups are only taken from the active database, the one marked with a green
border;

Automatic backup settings are by default enabled for a new database, so when the new
database becomes active, it will be backed up automatically;

The configuration database will be backed up automatically. The user database and the
Permanent Monitoring (see Ref.[26] in Table 1) database, if any, will not be backed up;

Each database will have its own set of Automatic Backup Settings;

Each time a backup is successfully created, an event will be logged in the Events tile:
‘Automatic backup of database <active database> successful’;

Click the Automatic Backup Settings button & to open the window below:
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a Automatic Backup Settings

Active Database

Enabled

Time 0:30

Backup Folder C\Program Files (x86)\Hirschmann\HiProvision\HiProvision Backups
Daily Backups 30

Monthly Backups 24

Estimated Disk Space ’:;

Recalculate Disk Space based
on backup settings

Figure 69 Automatic Backup Settings

2. Fields explained:

78

P Active Database: indicates the database that will be backed up automatically;
P Enabled:

P Checked (=default): Enable automatic database backup. By default, each new
database has the automatic backup enabled. Whether it's automatically backed up,
depends on whether it's active or not;

P Uncheck: Disable automatic database backup;

P Time (default = 0:30 = 0:30 AM): indicates the day-time that backups are made

according the Daily Backups/Monthly Backups schedule. Time formatting =
<0..23>:<0..59>;

Backup Folder (default = <airrovision installation Path>\HiProvision Backups\Databases Which
was filled out in the Backup Folder field during installation): indicates the backup folder
path on the HiProvision server in which automatic backups will be stored. The folder
can be changed provided that the new folder is an existing folder. It is possible to enter
a network shared drive as well (e.g. \\<server>\<share>) provided that the HiProvision
server has connection to it.

NOTE: If HiProvision is installed as a service (see §3.2) and a shared drive or
network drive is configured as backup folder, it is possible that HiProvision
does not know this folder, although it exists. Some permissions must be
verified/configured first to grant HiProvision access to this folder, see §***,

Daily Backups (default = 30, range [0...1200]): indicates the number of daily backups
that are stored in the backup folder. By default, after 30 days, the oldest daily backup
will be removed and replaced by the newest daily backup etc... The daily backups will
be taken every day at the configured Time;

Monthly Backups (default = 24, range [0...1200]): indicates the number of monthly
backups that are stored in the backup folder. By default, after 24 months (or 2 years),
the oldest monthly backup will be removed and replaced by the newest monthly
backup etc... A monthly backup will always be taken at the first day of the month at the
configured Time;

NOTE: At least one daily or monthly backup must be configured.
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Estimated Disk Space: Click the Refresh button to recalculate the required estimated
disk space (in Megabytes MB) for the filled-out backup settings. This recalculation takes
longer for larger databases.

CAUTION: An alarm will be raised at backup time if the disk is full and as a result the new
backup can not be created.

8.4.2 Make a Network Backup
Prerequisite: the servers in the Dashboard - Servers tile must be running.
From ‘Local Backups’ to ‘Network Backups’ list:

Click the local backup in the ‘Local Backups’ list that must be backed up;

Click the %2 button;

3. Select one or more CSMs in the network on which a backup must be stored. Only CSMs
with a working SD memory card can be selected. The CSM must be in the ACT (active) or
STB (standby) state to succeed;

4. The new backups show up in the ‘Network Backups’ list under the selected nodes.

8.5 Restore a Backup

The restore functionality can be found in Dashboard - Database tile.

CAUTION:
A restored backup does not automatically become the active database!
A restored backup is not automatically loaded into the network, see §7 to do so!

8.5.1 Restore a Local Backup
From ‘Local Backups’ to ‘Databases’:

Click the backup that must be restored in the ‘Local Backups’ list;

2. Click the &2 button to restore the backup into a new database file. An existing database
cannot be overwritten, the new filename must be non-existing;

The new database file appears in the ‘Databases’ list;

4. If you want this file to become the active database, see §8.1.

w

8.5.2 Restore (or Retrieve) a Network Backup

Prerequisite: the servers in the Dashboard = Servers tile must be running;
From ‘Network Backups’ to ‘Local Backups’:

NOTE: If you want it to restore it further to your ‘Databases’ list, follow §8.5.1.

1. Select the backup from the ‘Network Backups’ by expanding the necessary node and CSM
and selecting the desired backup by clicking the database row;

”

2. Click the <2 button to restore (or retrieve) the backup into the ‘Local Backups’ list. An
existing database, meaning same filename and timestamp, in that list will be overwritten.
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8.6 Migrate a Database

It is possible to migrate an older database version to the version required in the running
HiProvision. Migration can be done in two ways:

Must the older database become the active one after migration?

Yes:

1. Select the older database in the 'Databases' list and click the select % button;

2. A pop-up requests for migration. Click the OK button in the pop-up. If the database
already has the latest version, no migration will be requested;

3. A new migration window will appear. Click the Migrate button. A local backup of the
older database will be created automatically and appear in the list after migration;

4. Migration starts, click the Close button after the migration, the database version has
changed

5. Select the database in the list again and click the select % button to activate it.

No:

1. Select the older database in the 'Databases’ list and click the migrate ia button;

2. A new migration window will appear. Click the Migrate button. A local backup of the
older database will be created automatically and appear in the list after the migration;

3. Migration starts, click the Close button after the migration, the database version has
changed.

8.7 Export Database (*.bak, *.xml) to a Mail, USB, ...

1. Make a local backup first as described in §8.4.1;

2. Two files (*.bak and *.xml) are created in the back up folder <uiProvision installation
Path>\HiProvision Backups\Databases. The filename includes the database name and a
timestamp, for example:

db_v424 13012018 091142.bak
db_v424 13012018 _091142.xml

3. These two files always belong together and must be exported together. These two files
must be used later on when importing the database.

4. Just copy these two files on a USB or zip these two files first before sending them as a mail-
attachment.

CAUTION: Database filenames must never be changed!

8.8 Import Database (*.bak, *.xml) from a Mail, USB, ...

1. A backed up database exists of two files: *.bak and *.xml. The filename includes the
database name and a timestamp, for example:
db_v424 13012018 _091142.bak
db_v424 13012018 091142.xml
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4.

Copy the two database files (unzip them first if zipped), from your USB or mail-attachment
into the folder <uipProvision installation Path>\HiProvision Backups\Databases On the HiProvision
PC;

In HiProvision, click the refresh button '““ in the LOCAL BACKUP DATABASES section. The
database from your USB/mail will show up in the Local Backups list;

Restore this database as described in §8.5.1.

CAUTION: Database filenames must never be changed!

9.

ALARM HANDLING

9.1 General

When an alarm situation occurs in a Dragon PTN network, a corresponding alarm will be
raised in HiProvision. These alarms can be detected and viewed in several ways in
HiProvision:

Dashboard = (Monitoring) Alarms Tile;
Dashboard = (Monitoring) Network Tile;
Dashboard = (Configuration) Network Hardware Tile;

A flashing dashboard tab indicates active alarms;

9.2 Hardware: Measured/Programmed/Configured Values

This paragraph describes the concept of configuration consistency and synchronization
between HiProvision and the live network.

HiProvision PC ' ‘xl
<o J

Measured Type Programmed Type Configured values | Measured Type = Programmed Type alarms

Hardware: Hardware: Database: Hardware: Hardware: No
Read Load Hardware: Hardware:
Measured Type # Programmed Type —>
Read []
:.| Hardware: Hardware: |
| Measured Programmed |
values values
L I |
Dragon PTN { E c RS |
Node T |
Figure 70 Measured / Programmed / Configured Values
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P Measured values: network elements (e.g. PSUs, CSM, IFMs, ....) that are really physically
present in the live network or nodes and which are measured or read by HiProvision. These
values are read and filled out by HiProvision in the Measured Type field (Network
Hardware tab) of the node modules;

P Programmed values (=expected values): programmed configuration (e.g. PSUs, CSM, IFMs,
....) available in the live network or nodes. This online configuration is a result of a load
action via HiProvision. This programmed configuration is read and filled out by HiProvision
in the Programmed Type field (Network Hardware tab) of the node modules;

P Configured values: database configuration (e.g. PSUs, CSM, IFMs, ...) that a HiProvision
administrator configures in HiProvision. Via a load action, the database configuration is
loaded from HiProvision into the programmed values in the live network.

P If not all values (measured, programmed and configured) are the same, a mismatch alarm
will be raised. E.g. if you configured and programmed a 4-GC-LW module in slot1 of node
100 but slot1 of node 100 is empty in the live network, a mismatch alarm will be raised.

9.3 Alarm Sensitive Properties in HiProvision
An alarm sensitive property in the Network Hardware tile is a property:

P marked by a little square box behind the field, see figure below;
P that has two fields:
P upper field1: Measured value from the live Dragon PTN network;
P lower field2: Configured expected value in HiProvision. This field is only visible after
clicking the little square box;

HiProvision polls and measures the Dragon PTN network. If a mismatch occurs between the
measured and the configured expected value for this property, an alarm is raised and the
little square box gets the alarm color.

Little box color:

P Grey: everything is ok, no alarm;
P> other color: alarm active, see §9.4;

£ DASHBOARD = NETWORK HARDWARE | | (B)CONNECTIONS | | [ LAYOUTS
ovics| (]l (1 E1| D - Q& ™ o s BIm-w-N N ®LIH TG E

Type Name = |DevicelD |Status  |Programmed Type |Measured Type | Address
b | ExtDevTyped ExtDev100 100 NODE://ExtDev100/ Type
ExtDevTyped ExtDev101 101 NODE://ExtDev101/ Number

ExtDevTyped ExtDev102 NODE://ExtDev102/ Name | P1
Info

PORT.//ExtDev102/P1/

N

Squarebox=
Alarm sensitive:
" Click to configure
expectation

ExtDevyped -
ExtDeviyped - Po.. | P3
ExtDeviyped -Po.. | P4
ExtDeviyped - Po.. | 5
ExtDevlyped - Po.. | PG
ExtDevTyped - Po.. | BT
ExtDevType4 - Po.. | P8
XT-2210-A Nodel 1
XT-2210-A Node2 2
XT-2209-A

PORT://ExtDev102/P2/
PORT://ExtDev102/P3/
PORT://ExtDev102/P4/
PORT://ExtDev102/P3/
PORT://ExtDev102/P6/
PORT://ExtDev102/P7/
PORT://ExtDev102/P8/
NODE:/Nedel/

NODE://Node2/

NODE://Node3/

Admin Status

<

Operational Status
Alarm Status

Link State ot A

[T —

100 Mbps Full Duplex (|8 -
1000 Mbps Full Duplex [¥

LIE L AL AL I AL 1 O AL AL

measured| | configured expectation

measured (100) # configured (1000)
- mismatch
- little square =red = alarm raised

Figure 71 Alarm Sensitive Properties: Little Square Box
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9.4 Alarm Colors and Severity
The severity of an alarm is indicated by a color:

P Dark red: Critical alarm (highest severity);
P Red: Major alarm;

P Orange: Minor alarm;

P Yellow: Warning (lowest severity);

9.5 Alarms Tile and Window

9.5.1 The Tile Itself

The Dashboard = Alarms tile itself indicates the active alarms. The tile color indicates the
color of the severest alarm that is still active, see §9.2 for alarm colors and severity.

9.5.2 Alarms Window

Clicking the Alarms tile shows the window below. It lists all the alarms with some basic
information whereas the bottom section shows detailed information of the selected alarm.

NOTE: An overview of all the possible alarms can be found in Ref.[19] in Table 1.

(D
)

DASHBOARD | {GFSERVERS | | 5 DATABASE ADVA o B PERFORMANCE | | /3, NETWORK | | 7§ ALARMS
o | =

Status Severity Created Last Occurrence ~ | Address ID Address Name Code [Count | Messag
ea 1 onn,

27122017 05:3%:06 271272017 05:3%:06 NODE/72/ NODE//NodeZ/
24/12/2017 053%:05 24/12/2017 053%:05 NODE/1/ NODE//Node1/ 13
24/12/2017 05:38:15 24/12/2017 05:38:15 ALL_NODES// ALL_NODES// 220

24/12/2017 05:38:11 24/12/2017 0538:11 ROOT//. ROOT//. 4t
24/12/2017 05:38:11 24/12/2017 05:38:11 ROOTy/ ROOTy/ an
24/12/2017 05:38:11 24712/2017 0538:11 ROOT/ ROOT/ 4
24/12/2017 05:38:11 24/12/2017 05:38:11 ROOT//. ROOT//. 211

a  Status Created

Severity Major

Type Invalid

Created 24 December 2017 05:38:11
Modified 24 December 2017 05:38:11
Last Occurrence 24 December 2017 05:38:11
Code

Address D ROOT// .
Address Name ROOT:// Al arm deta [ I Of

Message SNMP v3 passwords not secure. the selected alarm
Text Entrypoint uses the default SNMP v3 passwords.

Help Change the entrypoint SNMP v3 passwords.

Counter 1

Figure 72 Alarms Window

NOTE: You could use additional table filters for filtering out alarms, see also §15.1.2e.

NOTE: Raised Timestamp (field only visible in Alarms detail when alarm raised by
hardware): In the Alarm Detail, 'Created' indicates the timestamp when the alarm
was created in HiProvision whereas 'Raised Timestamp' indicates the timestamp
when the alarm occurred somewhere in the hardware. Most of the time, the alarm
is raised in HiProvision itself resulting in only the 'Created’ field filled out. Some
alarms are raised in hardware (not in HiProvision), resulting in both the 'Raised
Timestamp' and 'Created' field filled out. Good to know: 'Raised Timestamp' = value
set by node = UTC, 'Created' = MS Windows PC time UTC + offset!
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9.5.3 Alarm Colors and Severity

The alarm severity is indicated in the Severity column and reflected by the row color in the
list. The meaning of the colors can be found in §9.2.

9.5.4 Alarm Status

The alarm status is indicated by a status icon and column in the list, see below. An alarm
disappears automatically out of the list after it has been cleared and acknowledged.

& | Created: alarm is active but not yet acknowledged;

-

< Acknowledged: alarm has been acknowledged, it means that the operator has
indicated that he/she is aware of the alarm existence;

Cleared: alarm has disappeared or the error situation has gone before it has been
acknowledged.

9.5.5 Action Buttons

The buttons below can be used to handle alarms in the alarm window:

E—J
£ : Navigate to the source of the selected alarm or warning in HiProvision for further
investigation;

-
& : Acknowledge the selected alarm or warning, the status icon changes into < ;

-
. Acknowledge all the alarms and warnings, all the status icons changes into < ;

7

E (enabled): Auto-Acknowledge of alarms is enabled, all new alarms are acknowledged
automatically without any user action. Clicking this icon disables it;

2 (disabled): Auto-Acknowledge of alarms is disabled. Clicking this icon enables it;

(enabled): Alarm logging to a log file is enabled. Clicking this icon disables it;

)

(disabled): Alarm logging to a log file is disabled. Clicking this icon enables it;

NOTE: Log file in <HiProvision Install
Path>\HiProvision\HiProvision VX.Y.Z\Logging\System Logging\Alarms

ﬂ (enabled): ‘Keep alarm logging alive’ is enabled. If no alarm has been raised the last
hour, an event is written to the Event log file. Clicking this icon disables it;

'y (disabled): ‘Keep alarm logging alive’ is disabled. If no alarm has been raised the last
hour, nothing is written to the Event log file. Clicking this icon enables it;

NOTE: Event log file in <HiProvision Install
Path>\HiProvision\HiProvision_VX.Y.Z\Logging\System Logging\LogEvents

(enabled): All the alarms, including the SysLog alarms are shown together in one list in
the alarm window. Clicking this icon disables it;
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-
2 (disabled): SysLog alarms are filtered out from the other alarms and shown in a
separate list at the bottom section of the alarm window. Clicking this icon enables it;

EE (greyed out): B=l is enabled. Syslog events are integrated in the alarms list itself and as
a result cannot be shown/hidden separately.

—_

EE (enabled): & is disabled. Shows the separate SysLog alarms at the bottom of the page.

-

s (disabled): £ is disabled. Hides the separate SysLog alarms at the bottom of the page.

H (enabled = default): Each time when a new alarm is raised, the alarm view
automatically scrolls to the top of the alarms list, so that the latest alarms are automatically
viewed.

(disabled): The alarm view remains its view when a new alarm is raised. No automatic

jump to the top of the alarms list when a new alarm is raised.

SysLog alarms:

are alarms and events generated by the system itself e.g. authentication failure etc.

which are quite different from Dragon PTN network configuration alarms;
are only visible in the Created state;
are removed from the alarm list immediately after it has been acknowledged;

never clear automatically, they will be cleared when they are acknowledged;

9.6 Alarms in (Monitoring) Network Tile
9.6.1 Network Example

Depending on the network element (device/link/tunnel/service), alarms are visualized in
various ways (colors, colored bullets, cloud icons) on various locations (tables, network
drawing, navigation section) in the Network Tile. See some example figures below. More
information about the alarms and the meaning of them can be found further on.

NOTE: Cloud icons J refer to alarms related to 'External E1 Links' interconnecting the
Dragon PTN network over an external network, see also §2.6.2b.

NOTE: Displayed Column: ‘X’ indicates the selected network element, ‘(x)’ indicates a
linked network element of the selected ‘X’ network element, see also §9.6.4.
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SERVICES TOTAL
status bullet

Alarms in Network SERVICES
- FlashingTab

+*"+ DASHBOARD E DATABASE ISCOVERY RK HARDWARE (0) CONNECTIONS ﬁ SERVERS

LvEREDVIEW Q. QB3 @-2 - @l

SERvICES | [

(o5 Joptom e

p 7

Selected
Service

Optical Low Speed Seri

- Service: Orange cloudIcon=alarm

SERVICES TOTAL
status bullet

Alarms in Network SERVICES
-> Flashing Tab

DISCOVERY RK HARDWARE | (fg) CONNECTIONS ﬂ- SERVERS

LR VEW Q. QB3
SERVICES | [T

o5 ooy

/\

2) Select Service | x = selected element inthis tab
(x) =linked element to selected element in other tab

a Q 52

(&}
Orange bullet= Alarm

i

Green bullet= 0K
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aaad

= fo
Service Ports
&l
Link: Dashed = Link of the
selected service
Link: Orange = Alarm

Link: Green = OK

Navigation Section

1) Show Navigation

Empty bullet=0K

Empty bullet= 0K

Figure 74 Show Navigation (N) of Selected Device/Link/Tunnel/Service

Selected Service
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Service Name

Show Properties

SSIDISCOVERY | J¥®NETWORK HARDWARE | () CONNECTIONS

SERVICE LAYER

& | Service Type

oS Optical Low Speed Serial
LA Ethemnet
por (

it based (2) | Ethemet

port based: 1/1FM-1/.
port based: 2/IFM-4/...
port based: 2/IFM-1/.

Figure 75 Show Detailed Properties (P) of Selected Tunnel or Service

9.6.2 Menu Buttons

Table 14 Menu Buttons

Button Short Description
*@\\/_.3& Zoom in / Zoom out in the network drawing
‘323' Fit content, the layout is maximally fitted within the HiProvision screen. If your nodes and links look lost,
N click this button to bring them back in focus.
(g’] Shows/hides the background picture of this network drawing. If there is no background picture, the
o button will be greyed out.
Q Commit: Commits the pending upgrades, modules or nodes will swap to another image and will reboot
ég" TR Checked/Unchecked: shows/hides the link labels (on both sides of the link) in the network drawings. A

link label shows the IFM slot and the used link port in that IFM e.g. 'IFM-4/P2".

afafal
/'E_u/@

Displays the clicked or selected device Layer (white)/ Link Layer (brown) /Tunnel Layer (blue)/ Service
Layer (green) / Protocols Layer (purple). Clicking or selecting a row in the associated table (or tab) has the
same effect as clicking these buttons. Note: the Protocols Layer is used for RGERP and MRP (see Ref.
[2Eth] in Table 1) monitoring.

-_9_» When having selected a service in the services table, this icon can be clicked to collapse all service port
information in the network drawing. As a result, the network drawing is less detailed and shows a better
overview. See the figure below for some extra options.

service = selected service port group service ports Clickto | | Click to collapse or Click | &
-> port groups shown position to collapse ALL service
port information
Click to unselect
service and hide
all port groups
30 Shows/hides the monitoring Properties of the selected tunnel or services, see example Figure 75.
N Shows/hides the Navigation of the selected element. It shows how the selected network element is

interconnected with other elements, see example Figure 74.
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9.6.3 Status / Colors / Bullets / Clouds
The meaning of the alarm colors can be found in §9.2.

The table below lists the possible alarm indications and how they are visualized on the
different network elements and locations.

When an alarm color turns green (devices/links) or disappears (tunnels/services), it means
that the alarm has been cleared on this network element. It cannot be viewed in this screen
whether an alarm has been acknowledged, see also §9.5.

Table 15 Alarm Indications

Network Alarms in Alarms in Alarms in
Element | Network Element Table (or Network Drawing (N) Navigation Section
Tab)
Device - per network element via colored - Via colored device icons; - Via colored status bullets;
status bullets; - No alarm, everything ok = |- No alarm, everything ok =
- per network element table (or tab): green device icon; green status bullet;
one colored status bullet for the - Offline: grey device icon; Offline = grey bullet;
- entire table in the top right-hand - } -

Link . - Via colored links - Via colored status bullets;
corner indicating the severest alarm No al thi K= No al thi Ko
color of all its network elements in the |~ oa a;mé.every ing ok=|-Noa arzn,teve;ry” tlng oK=
table. E.g. if you have two devices e.g. grfiﬁn !n ! link: (g)r;ﬁn s_a us s ﬁ ’t
with status bullet of devicel = ) Ine: grey Ink; ) Ine = grey bullet;

Tunnel ‘orange' and status bullet of device3 = | None - Via colored status bullets;
'green’, the total status bullet of the - No alarm, everything ok, offline
devices will be 'orange' (orange is = Empty status bullet;

- more severe than green). -

Service - No alarm, everything OK: None - Via colored status'bullets ‘
- Devices/Links: green status bullet; - No alarm, everything ok, offline
- Tunnels/Services: no status bullet; = Empty status bullet;

- Network Element offline: grey status
bullet;

Protocols None None None

Note: If the network element is involved in an 'External E1 Link', its colored status bullet will be embedded in the cloud

icon __ in the Tables and Navigation Section. 'External E1 Links' must only be used when the Local Mode service is used

on 2-OLS or 2-C37.94 IFMs (see Ref. [2Leg] in Table 1).

- = External E1 Link: (empty): No Local Mode service on this link = link ports and link are down;

- = External E1 Link: (grey) link status unknown, HiProvision offline;

- = External E1 Link: (green), Local Mode service on this link, link is up and running, all OK;

- = External E1 Link: (yellow), Local Mode service on this link, warning on link;

- = External E1 Link: (orange), Local Mode service on this link, minor alarm on link;

- = External E1 Link: (red), Local Mode service on this link, major alarm on link;

- % = External E1 Link: (dark red), Local Mode service on this link, critical alarm on link;

If an 'External E1 Link' is selected, its cloud icon {__ will be shown on the link in the network drawing as well.

9.6.4 Selected Network Elements

In the table section on the left-hand side, the selected element shows an 'X" in the Displayed
column. All the other related network elements in the other Tabs (e.g. Devices, Links,
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Tunnels) show a '(x)" in the Displayed column. In the network drawing, the selected network
element will be highlighted.

EVICE LAYER  posmymepmpreypy=ry Selected = Highlighted
Target: PORT/M/IFM-1/P3/

Selected = Highlighted

] <" DAS s o | | =:Drscy
X = selected Device +"";DASHBOARD | §§ DATABASE | =2 DISCOVERY

in DEVICES Tab

DEVICE LAYER

(x)=Li n!<s inthe LINKS PORT://LfIFM-1/P1 - PORT://2/IFM-1/P2f
Tab linked to the PORT: f4/IFM-1/P2/ - PORT:/j4/IFM-1/P1/
selected Device RORT:/{1/IFM-5/P3] - PORT:/{2/IFM-2/P3}

PORT://1/1FM-8/P1/ - PORT3/f2/1FM-5/P1/
PORT://3/1FM-1/P1/ - PORT://4/1FM-1/P2]

Figure 76 Selected Network Elements: X / (x) in Displayed Column

9.6.5 Protected Tunnel: Broken Working Path

The example below differs from the example in previous paragraph. It indicates via '//' how
to see whether a working path in a protected tunnel is broken or the protection path is
active. This view is visible when selecting a tunnel or tunnel layer in the (Monitoring)
Network Tab. Also have a look in Ref. [2Net] in Table 1.

| *//" indicates a blocked 3
" link port on the node

,,,,,,,,,,,,,,,,,,,,,,,,,,

1) Normal working 2) White //’: 3) Orange ‘//’ : Normal working . .
path = OK protection path = standby path = NOK or broken 4) protection path = active

Normal
working path
breaks

Figure 77 Protected Tunnels: Protection Path, Blocked Port Indication: '//'

9.7 Alarms in (Configuration) Network Hardware Tile

After clicking the Network Hardware tile, a window like Figure 44 pops up. The status bullets
in the devices and links list indicate whether the network element has alarms or not. See
§2.6.3 for more info.

HiProvision Management Operation 89
Release 01 05/2020




9.8 Configure Alarms for NSM Digital Input Contacts

An alarm can be assigned to the NSM digital inputs DI1/DI2. It means that a change in these
contacts can raise an alarm in the Alarms Window (see §9.5.2). The alarm can be configured
via the Network Hardware tile by clicking the NSM in the desired node and filling out the I/O
section on the right-hand side. An alarm will be raised for DI1 when following two
conditions are met (similar for DI2):

» ‘DI1 Current Detected’” mismatches the configured expectation for this field. The
expectation can be configured via clicking the little square box behind the field and
selecting Yes/No. Example mismatch: the expectation is ‘Yes’ and no current is detected
(=DI1 Current Detected =’No’) (or vice versa);

» A severity different from ‘none’ has been configured;

Following fields can be configured for DI1 (similar for DI2):

» DIl Input:

» DI1 Current Detected (Yes/No): Indicates whether input current has been detected;
Configure the expectation via the little square box;

» DI1 Alarm Severity: None (=default), Indeterminate, Warning, Minor, Major, Critical;
‘None’ means that no alarm will be raised for this input;

» DI1 Alarm message: Fill out a short alarm message that will appear in the (Alarms
Window);

» DI1 Alarm Text: extra info to describe the alarm (Alarms Window - detail);

» DI1 Alarm Help: what to do when this alarm occurs (Alarms Window - detail).

+"sDASHBOARD | [ DATABASE | | 3 SERVERS | | 3, NETWORK | | S NETWORK HARDWARE | | (B CONNECTIONS | | [ LAYOUTS

EELEES A D -Q- e~ Egm-e- s N @@L Rt L@ prm—— Clicklittlesquarebox
to open and configure
expectation

Type Mame 4| DeviceID |Status |Programmed Type | Measured Type | Address Generic

¥ | ExtDevTyped ExtDev101 101 d NODE//ExtDev101/

¥ | ExtDevTyped ExtDev102 102 d NODE://ExtDev102/

4| XT-2210-A Node1 1 NODE//Node1/
CSM310-A CSM-1 m MODULE://Node1/CS...
CSM310-A CSM-2 MODULE://Node1/CS...
4-GC-W IFM-1 MODULE://Node1/IFM...
2-C37.94-E1-L IFM-2 MODULE://Nodel/IFM...

rent Detected | No

C—
No A
DI1 Alarm Severity | Nane E | measured

DI Alarm Text | Digital input 1 receives an alarm tr
DI Alarm Message | NSM: Digital Input 1

it s WODULE! DI1 Input - DI1 Alarm Help_| Digital input 1 receives an alarm trig configured
1-10G-LW IFM-5 MODULE:rrogeTsmm DI2 Current Detected | No £ A
DI2 Alarm Severity | None expectation

4-CODIR IFM-7 MODULE! D2 Input DI2 Alarm Text
2018 IFM-8 MODULE) v rrree DI2 Alarm Message
6-GE-L 1FM-9 MODULE//Nodel/IFM... | REAEmkED

»
»
»
» |
b | 4-2/AWEM IFM-6 MODULE://Node1/IFM... ‘
»
»
»
»

16-E1-L IEM-10___| MODULE//NodeT/IFM...
DO Relay Closed | yo

NODE//N o
nopesy DO1 Output
NODE//Noded/

DO2 Output

Figure 78 NSM Digital 1/0 Contacts

9.9 Device Alarms via Digital Output Contacts on the NSM
9.9.1 General

The CSM supervises all the hardware in the node and generates the necessary device alarms
when something is wrong in the node. These alarms are collected by HiProvision. HiProvision
can be configured to output one or more of these device alarms to the digital output
contacts (DO1=minor, DO2=major) on the NSM (=Node Support Module).

NOTE: The measured state of the output contacts DO1/D0O2 can be viewed in Figure 78.
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These contacts can be used for example to activate an alarm siren. The NSM can be found in
the nodes manual, see Ref. [8], [9] in Table 1.

Configure Monitor
HiProvision: Configure HiProvision: No ‘AlarmRaised’
Device Settings NSM output alarms Device Settings
Wizard Wizard
CSM

NSM No ‘NSM

AlarmRaised’

CSM

No ‘NSM
AlarmRaised’

HiProvision: ‘Alarm Raised’
Device Settings
Wizard

Minor ‘NSM alarm
raised’ if configured

CSM

Major ‘NSM alarm
raised’if configured

Figure 79 Operation Of Device Alarms/Digital Outputs

9.9.2 Device Settings Wizard

These alarms can be configured via the Device Settings. Select the CSM of the intended

node, click the N button, select ‘Digital Output’ and fill out the Alarm Severity and Alarm
Trigger by clicking the cell and selecting a value. Apply the changes. See figures below.

3) Device Settings:
Configure Severity
and Trigger

1) Select CSM
Jaaase | | g3 SERVERS == ETWORK HAROWRE | | (f6) CONNECTIONS

I -Q-|& s AS T -8 NN S e

+*"+ DASHBOARD:

DEVICES

XT-2215-A NODE/Node7/
xr-2215-4 | | | Nodes 2 NODE/Nodeg/
xT-2210-A | | | Nodel 1 NODE//Node1/

[ Nsm-A | Tnsm MODULE://Node1/NSM/
CSM310-A MODULE://Node1/CS...

N

9-L3A-L
6-GE-L
4-GC-lW

MODULE//Nodel/IFM...
MODULE://Nodel/IFM...
MODULE//Node1/IFM...

| Level Triggered
| Level Triggered

MODULE://Node1/CSM-1/

Clear Edge
Triggered alarm

Figure 81 Device Settings: Clear Edge Triggered Alarm
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Device Settings:

Lists all the possible device alarms. These alarms can be configured towards the digital
outputs (DO1/D02) on the NSM, but can also be used to monitor these alarms via the
‘Alarm Raised’ and ‘NSM Alarm Raised’ LED. If one of these alarms occur, they will also
appear in the general Alarms window in §9.5.2.

Alarm Description: short description of the device alarm;

Alarm Raised: this LED turns red if the associated alarm occurs. This LED turns green again
when the alarm disappears. It just follows the alarm existence, regardless the configured
Alarm Severity and Alarm Trigger;

green LED: alarm is not active on the CSM or in the node;
red LED: alarm is active on the CSM or in the node;

Alarm Severity: Click the cell to open a drop-down list. Select None, Minor or Major.
None: this alarm will not be outputted on the NSM DO contacts, although the alarm
may be active (Alarm Raised LED is red);

Minor: if this alarm occurs on the CSM or in the node, it will deactivate the NSM DO1
contact (if not already deactivated by another minor alarm). It will also darken the DO1
LED on the NSM (if not already darkened by another minor alarm);

Major: if this alarm occurs on the CSM or in the node, it will deactivate the NSM DO2
contact (if not already deactivated by another major alarm). It will also darken the DO2
LED on the NSM (if not already darkened by another major alarm);

Alarm Trigger / NSM Alarm Raised:
Level Triggered: The 'NSM Alarm Raised’ LED turns red if the associated alarm occurs.

This LED turns green again when the alarm disappears. The clear button will never
be active for a Level Triggered alarm;

Edge Triggered: The ‘NSM Alarm Raised’ LED turns red if the associated alarm occurs.
This LED remains red (although the error may have disappeared) until the alarm has
been selected and the clear button has been clicked.

NOTE: If an alarm situation changes, the LEDs in HiProvision and the DO LEDs/DO contact

on the NSM change a few seconds later;

9.10 Alarms in Large Network Monitor (LNM)

Alarm indications in the LNM tile occur in exactly the same way as alarm indications in the
Network drawing of the Network tile.

92

For alarm indications in the Network tile, see §9.6.
For an overview of the LNM description, see §16.
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10. HIPROVISION REDUNDANCY
10.1 General

Prerequisite: The HiProvision Redundancy feature needs one voucher or license for the
entire Dragon PTN network. The generated license pack or file must be placed on both the
HiProvision Servers. See §4 for more voucher and license info.

HiProvision Redundancy means that two HiProvision PCs are connected to the Dragon PTN
network via a CSM with each CSM located in a different node. If one HiProvision PC fails the
other PC will take over in order to maintain network connectivity.

One PC is the Master while the other is the Redundant PC. The Master PC is the PC on which
all the redundancy configurations will be done (see further).

At startup, the Master is 'Started' and the Redundant PC is 'Standby'. The 'Started' PC will be
able to do all the network configurations and monitoring. The 'Standby' PC is just waiting
and will not be able to configure/monitor the network, all tiles (except database and servers
tile) will be locked on the 'Standby' PC.

The 'Started' PC will push all its network modifications to the 'Standby' PC (=database
replication, synchronization). In case of problems or a switchover request, the 'Standby' PC
becomes 'Started' and the previous 'Started' one becomes 'Standby'. In some problem
scenarios, both PCs can be 'Started' at the same time.

HiProvision Redundancy is non-revertive.

Both PCs communicate via heartbeat signals over DCN through the Dragon PTN network.
Database replication and synchronization occurs via an Ethernet service through Dragon PTN
or via an external LAN. Using an external LAN is better for redundancy reasons. An external
LAN requires an extra NIC (=Network Interface Card) per PC. A basic HiProvision Redundancy
set up can be found in the picture below:

i (2) = LAN Connection: Database replication, synchronization via Ethernet Service :
' (3) = LAN Connection: Database replication, synchronization via External LAN

4-GC-LW 4-GC-LW
4-GO-LW U 4-GO-LW W
1-10G-LW Uk ‘ ﬂgj 1-10G-LW b ' g!j
8 1l
© D © C C
S ragon PTN S S Dragon PTN S
1 = 1 1 = 1
<+« -—}> s <« > L

“l!“‘u
1 2 .“gﬂ 2] [1

IP5

il
U ‘“.g!j

<o Jml—— N I =~ LAN ~, =
A7 !
Master Router/ Redundant Master Router/ Redundant
HiProvision Switch HiProvision HiProvision Switch HiProvision

Figure 82 Basic HiProvision Redundancy:
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10.2 Set up HiProvision Redundancy
Prerequisites:

Make sure that both PCs are correctly connected to the Dragon PTN network via the
CSMs with respect to the correct IP ranges;

Both HiProvision PCs must have a full HiProvision Installation;

Make sure that HiProvision Redundancy voucher or license is installed on both the
servers, the entire license pack (or *.dat file) must be copied from the master server to
the redundant server;

10.2.1 Actions on the Redundant HiProvision PC

On the Redundant HiProvision PC, only the HiProvision Agent must be started (see §3). All
other configuration actions must be done on the Master HiProvision PC.

NOTE: Starting the HiProvision Agent is enough to make HiProvision Redundancy
operational. In addition, if you want to look/manage the network via the
HiProvision client of the Redundant HiProvision PC, the client has to be started
manually.

10.2.2 Actions on the Master HiProvision PC
Follow the steps below to set up and start HiProvision Redundancy:

1. Click on the Dashboard > Servers Tile. Without a Redundant setup, only a Master Server
PC will be visible:

C

Figure 83 Master PC Only, No Redundancy

2. Start the servers via clicking the play button \.2/;

3. Only one Discovery Entry Point must be created for a solution where both redundant PCs
have only one cable connection to the Dragon PTN network. Make sure that both 'Mgt. IP
Address' and 'Red. Mgt. IP Address are filled' out in the Discovery Entry Points, see figure
below.

NOTE: Other HiProvision Redundancy use cases between the HiProvision PCs and the
Dragon PTN network, and their corresponding Entry Points can be found in §11.
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One entry point created
on the MASTER
HiProvision PC

ROOT.//Eniry Point1/

Entry Point1

Backup Name

Poll State

Magt. IP Address 34005 |

= Ted Mot P Address | 1721612061 |
Active Mgt. IP Address | 172.16.12.161

| Redundant IP6

Gateway Address
Active Met. e —
. Active Gateway Address r
Connection
| - | =

Figure 84 Discovery Entry Point: Redundant Management IP Address

NOTE: More info on Discovery Entry Points, see §2.5.2. More redundancy use cases with IP
address examples can be found in §11;

4. Click the add button |i_| to create a HiProvision Redundancy setup. As a result, both a
Master and Redundant Server will be visible. Just after creation or when Redundancy has

been stopped later on via @, the Master will be 'started' (=green) and the Redundant
server will be 'unknown' (=red). See the global status on the left-hand side.

7"sDASHBOARD | | §8%-SERVERS | | [ DATABASE| | 3=IDISCOVERY = NETWORK HARDWARE s| | [ ADVANCED

(n} ) 800 SERVERS
hame  [ses

® Redundant on nettcpy//10,120.22.76:6001/MBD [ | Unknown |
n net.tcpy//10.120.22.252:6001/MBD | | started |

Green = Started

Global Status:
Redundancy,
Redundant HiProvision,
Master HiProvision - BB — AR 7216134225 [Pl ey 17216134225 B
I I

B Redundant Discovery Entry Point

10.12022252 @] 101202276 [#]

Name | status

Database Sync State

Partial Status:
functionalities of the
Redundancy setup

Replication State

Figure 85 HiProvision Redundancy Setup: NotRunning

5. In case of redundant Entry Points, click the 'Redundant Discovery Entry Point' checkbox
first. Fill out the IP addresses by clicking the IP address field and pressing ENTER or clicking
M in the IP address field.
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SN TEHEETENE Neighbor IP Address of MASTER HiProvision:

Neighbor IP Address of Redundant HiProvision:

o = ao0o SRR - Without Router: - Without Router:
E =] CSM Front IP Address(=Mgt. IP Address) CSM Front IP Address (=Red. Mgt IP Address)
” ; W - With Router: Gateway Address - With Router: Redundant Gateway Address
® Redundant on nettcp://10.120.22.76:6001/MBD inknown
» ‘ @ * Master on net.tcp://10.120.22.252:6001/MBD ‘ Started

H O 172161508 [l p 172.16.1597 [ B 17216134225 [B] pey 172.16.134.226 EH

B Redundant Discovery Entry Point

1012022252 |#)] 101202276 | @)

Operation State
Replication State

Figure 86 Fill Out IP Addresses

6. At this moment the Redundancy status is 'NotRunning'. Make sure that the HiProvision
agent is running (see §3) on the Redundant PC. Start HiProvision Redundancy via clicking

the redundancy play button O The Redundancy starts:

Starting Redundancy.
Please wait, this may take a few minutes.

[ e 220 |

Figure 87 HiProvision Redundancy Starting

7. After the Redundancy has been started and is up and running, it could look like in the
figure below. If the Redundancy would not work, verify that some external LAN ports are
not blocked by a possible firewall, see §21.6;

v | STINETWORKHARDWARE | 3 AARMS| | [B) ADVANCED

SERVERS Q. Q B

Grey = Standby

Global Status

1 Rechurdant Discouesy Entry Pount

Partial Status

Figure 88 HiProvision Redundancy Setup: Running
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Table 16 HiProvision Redundancy Status Info

Status

Description

Global Status

Redundancy Status

Running: The redundancy setup has been started via the play button »") and is active now.

NotRunning: The redundancy setup has been stopped via the play button ®°) and is not active
anymore.
RedundancyError: Something is wrong with the Redundancy, check the Partial States (see

further) to solve the problem;

Master on net.tcp...

Unknown: Only possible on the Redundant Server. It means that Redundant Server cannot
communicate with the Master Server.

Started: The Master server is the 'Started' one. HiProvision processes have been started on this
server. It means that all the network configurations/monitoring must be done via this PC.
Standby: The Master server is 'Standby'. It is ready to take over in case something goes wrong

4l
on the other side or a switchover is initiated via clicking D ;

Redundant on net.tcp..

Unknown: Only possible on the Master Server. It means that the Master Server cannot
communicate with the Redundant Server.

Started: The Redundant server is the 'Started' one. HiProvision processes have been started on
this server. It means that all the network configurations/monitoring must be done via this PC.
Standby: The Redundant server is 'Standby'. It is ready to take over in case something goes

el
wrong on the other side or a switchover is initiated via clicking D ;

Partial Status

DCN Connection State

Heartbeat signals are exchanged between the two servers over the DCN channel through the
Dragon PTN network.
Green/Red: This server can/cannot communicate with the other server via heartbeat signals.

LAN Connection State

Database replication and synchronization occurs via an external LAN network or via a
programmed Ethernet service over the Dragon PTN network.

Green/Red: This server can/cannot communicate with the other server via the external LAN
path or via a configured Ethernet service in the Dragon PTN Network.

Replication State

Green: database replication between the two servers is OK.
Red: database replication between the two fails or is not OK. This can be due to a failure in the
external LAN path, configured Ethernet service or a replication failure on the MySQL Server.

Database Sync State

Green: databases on both servers are (or can be) perfectly synchronized

Red: databases on both servers cannot be synchronized. This can be due to a failure in the
external LAN path, configured Ethernet service or database mismatches due to manual
database modifications on both sides. Manual modifications on both sides can be done if both
servers become 'Started' during a DCN connection state failure. The user must indicate which
of both databases the correct one is when this failure occurs.

Operation State

Green: The redundancy setup is up and running without errors.

Red: Both servers are in the 'Started' state which is a failure situation. This is only possible
when both servers cannot communicate via DCN and as a result, the server that was in
'Standby' will start itself as a precaution.

8. The Dashboard Servers tile indicates whether the HiProvision Redundancy has been set up
or not. A double gear on the Tile means that HiProvision Redundancy has been configured.
A green color and 'started' means that the own server is running in case the Redundancy
has been stopped or no redundancy or that the redundancy has been started and running

without errors.
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No HiProvision HiProvision
Redundancy Redundancy

Started Started

Figure 89 Servers Tile: HiProvision Redundancy

10.3 Stable State: Switchover from Started to Standby HiProvision PC

A manual switchover can be performed when HiProvision redundancy is up and running and
everything is fine, no error situations active.

can be initiated via clicking the server switchover button =1 ;
makes the 'Standby' PC the 'Started' one and vice versa;

Stops the server processes on the 'Started' PC. This PC turns into 'Standby' mode;
Starts the server processes on the 'Standby' PC. This PC turns into 'Started' mode;

can only be performed if one PC is 'Started' and the other is 'Standby’;

can take a few minutes, the total switchover time depends on the database and network
size;

does not cause network interruptions;

10.4 Unstable State: Error Situations

Some common situations are explained below provided that HiProvision Redundancy is up
and running.

10.4.1 One or More Server Process Errors on the 'Started' PC
Prerequisites: DCN channel and LAN connection are fine.

If one or more processes on the 'Started' PC fail or don't start for some reason, the 'Started'
PC will turn into a 'Failure' state. As a result, an automatic switchover occurs in which the
'Standby' PC becomes 'Started'.

10.4.2 DCN Path Break

Prerequisites: All server processes and LAN connection are fine.

A DCN path break can be the result of a cable break between HiProvision PC and the CSM or
a path break somewhere in the Dragon PTN Network. As a result, no more heartbeat signals
are possible between the 'Started' and 'Standby' server. Both servers become 'Started'.
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The partial states 'DCN Connection state' turns red. If the LAN connection is configured via
an Ethernet service, the partial states 'Replication state' and 'Database Sync' turn red as well.

The Redundancy status turns into 'Redundancy Error'. The databases between the two
servers cannot be synchronized anymore.

When the DCN connection will be restored later on, it must be decided which of both servers
must be the 'Started' one and which one 'Standby'.

10.4.3 LAN Connection Cable Break
Prerequisites: All server processes and DCN channel are fine.

The 'Started' server just keeps running and remains 'Started'. The 'Standby' server remains
'Standby'. The partial states 'LAN Connection state', 'Replication state' and 'Database Sync'
turn red. The Redundancy status turns into 'Redundancy Error'. The databases between the
two servers cannot be synchronized anymore.

When the LAN connection will be restored later on, the 'Standby' PC will synchronize its
database with the one on the 'Started' PC.

10.5 Revertive/Non-revertive Behavior

HiProvision Redundancy is non-revertive: once a switchover of the HiProvision PC has
occurred, the new 'Started' HiProvision PC stays 'Started' until a manual switchover or
switchover caused by a cable break occurs again. No automatic switchback to the original
HiProvision PC will occur when it is up and running again after a breakdown or a failure.

10.6 HiProvision Redundancy with Remote Client

If a remote client is used in combination with HiProvision Redundancy, it is possible to
switchover the GUI view of the remote client from one server to the other via the GUI

switchover button @ See §13 for more information.

11. HIPROVISION CONNECTIVITY REDUNDANCY: USE CASES
11.1 General

In Dragon PTN, some redundancy solutions are available to provide an enhanced failure
proof HiProvision connectivity to the Dragon PTN network. Without HiProvision connectivity,
a Dragon PTN network cannot be monitored or configured/modified! Therefore some
redundancy is strongly advised.

Depending on the needs, a combination of the solutions below can be implemented to tune
or optimize your HiProvision connectivity:

CSM redundancy (feature license required per node);
HiProvision PC redundancy (feature license required);
Management cable/entry point redundancy.
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The paragraphs below show some use cases starting from no redundancy at allup to a
higher level of redundancy combining one or more of these redundancy solutions.

NOTE: With CSM redundancy, a switchover is only possible when both CSMs have the
same firmware version and one CSM is 'active' and the other CSM 'standby"'.

11.2 Use Case 0: No Redundancy at All

The HiProvision PC is directly connected via one management cable to a node with only one
CSM.

Configuration:

One IP address on the HiProvision NIC, see §2.1.3;
One entry point in HiProvision, see §2.5.2;

HiProvision connectivity is lost when:

The HiProvision PC, management cable or the CSM breaks. When the CSM breaks, the
node goes out of service as well.

Redundant:
11 *  Redundant CSM :No
IP1:172.16.134.225/28 Sl ’ +  Redundant Management Cable : No
C Wi : *  Redundant HiProvision :No
) ,f‘,l Dragon PTN 4 = +  Redundant Discovery Entry Point :No
1 h i ‘ }’
lip1}

One entry point

[
Wy L N
Dragon PTN S
i
Network Entry Point “ DISCOVERY E 4 B < RN E R RooT ey Pointt]
EF 6 > 3 Name
Name Backup Name.

. . - Poll State [ Discovering
¥ | Entry Point1 —
HiProvision 2 Mat. IP Address

Red.Mgt PAddress |
Mgt Cable 1P1 [ Active Mgt IP Address [ 17216136225 |

Gat

S Address
m e Bt s
‘ Active Gateway Address
<o NIC Device IP Range | 10255.0.0/16

1P2:172.16.134.226/28

Figure 90 Use Case 0: No Redundancy at All

11.3 Use Case 1: CSM Redundancy Only — Single Cable

CAUTION: The case below is supported if HiProvision is connected to the Active CSM,
either directly or via a router/switch, see Use Case 2. If HiProvision is connected to the
Standby CSM, and you perform a load action, the network will be unreachable for a few
minutes. To avoid this, swap the standby and active CSM via HiProvision (see §2.5.5)
before loading.
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Figure 91 Use Case 1: CSM Redundancy Only — Single Cable

11.4 Use Case 2: One HiProvision PC with Direct Dual Entry Point in One Node

The HiProvision PC with 2 NICs is directly connected via two management cables to a node
with redundant CSMs. If the active CSM fails, the standby CSM takes over to keep the node
alive.

Configuration:

P One IP address on both NICs in the HiProvision PC, see §2.1.3;
» Two redundant entry points in HiProvision, see §2.5.2 and §2.5.5;

HiProvision connectivity is protected against:

» one CSM failure or a single cable break.

Redundant:

*  Redundant CSM : Yes
1P1:172.16.134.225/28 “ *  Redundant Management Cable : Yes
1P2:172.16.134.241/28 1 ki . L.

T u[,| *  Redundant HiProvision :No
' s | s \\ *  Redundant Discovery Entry Point : Yes
Mm Dragon PTN “;
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l] CEE e Name
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Figure 92 Use Case 2: One HiProvision PC with Direct Dual Entry Point in One Node
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11.5 Use Case 3: One HiProvision PC with Direct Dual Entry Point in Two Nodes

The HiProvision PC with 2 NICs, is directly connected via two management cables to two
nodes with one CSM in each node. If the first node fails (first entry point), the network can
still be configured/monitored via the second entry point.

Configuration:

One IP address on both NICs in the HiProvision PC, see §2.1.3;

Two redundant entry points in HiProvision, see §2.5.2 and §2.5.5;

HiProvision connectivity is protected against:

one CSM failure or a single cable break.

Redundant:
1P1:172.16.134.225/28 iR 1P2:172.16.12.161/28 *  Redundant CSM :No
! yﬂu \’ *  Redundant Management Cable : Yes
C U C *  Redundant HiProvision :No
I ,\5,1 . Dragon PTN |-~ |~ ,\SA ¢ Redundant Discovery Entry Point : Yes
1 1 mscovzkvswmv‘ ov. e (3] ROOT.//Entry Point1/

P1

Il
~

AFEDPDB g

Name | E

Backup Name:

First ot Poll State
i:’yp o | = WigE 1P Address %
entry - IP1 Red Mgt 1P Address
point Active Mgt. IP Address | 17216132225
Gateway Address
| . Red. Gateway Address.
| a Active Gateway Address
[1P3 | Device P Range | 10255.00/1
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1P3:172.16.134.226/28 = 5 ———
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EIE eI Name
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Redundant it P2 Red. Mgt 1P Address
entry Active Mgt IP Address
point Gateway Address

Red. Gateway Address
Active Gateway Address
Device IP Range

Figure 93 Use Case 3: One HiProvision PC with Direct Dual Entry Point in Two Nodes

11.6 Use Case 4: One HiProvision PC with Dual Entry Point via Switch

The HiProvision PC with 1 NIC, is directly connected via one management cable to a switch.
The switch has a double connection to a node with redundant CSMs. If the active CSM fails,
the redundant CSM takes over to keep the node alive.

Configuration:

Two IP addresses on one NIC in the HiProvision PC, see §2.1.3 and §2.1.3b;
Two redundant entry points in HiProvision, see §2.5.2 and §2.5.5;

HiProvision connectivity is protected against:

one CSM failure or single cable break between switch and node.
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Redundant:
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Figure 94 Use Case 4: One HiProvision PC with Dual Entry Point via Switch

11.7 Use Case 5: Redundant HiProvision PCs with Single Entry Point

Two redundant HiProvision PCs, each having 2 NICs, are directly connected via one
management cable to a node with only one CSM. The redundant HiProvision PCs are
synchronized over an external LAN.

Configuration:

» One IP address on both NICs on both HiProvision PCs, see §2.1.3;
»  One entry point on the MASTER HiProvision PC, see §2.5.2;

HiProvision connectivity is protected against:

» A HiProvision PC break, a connected node breakdown, a CSM failure or a cable break. The
node of a broken CSM goes down but connectivity remains. A cable break between the
two HiProvision PCs remains HiProvision connectivity but eliminates HiProvision
Redundancy.
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Figure 95 Use Case 5: Redundant HiProvision PCs with Single Entry Point

11.8 Use Case 6: Redundant HiProvision PCs with Dual Entry Point via Switch

Two redundant HiProvision PCs, each having 2 NICs are each directly connected via one
management cable to a dedicated switch. Each switch has a double connection to a node
with redundant CSMs. If an active CSM fails, the redundant CSM takes over to keep the
connected node alive. The redundant HiProvision PCs are synchronized over an external
LAN.

Configuration:

Two IP addresses on one NIC in each HiProvision PC, see §2.1.3 and §2.1.3b;
Two redundant entry points on the MASTER HiProvision PC, see §2.5.2 and §2.5.5;

HiProvision connectivity is protected against:

a HiProvision PC break, a connected node breakdown, a CSM failure or cable break
somewhere between HiProvision PC and node. A cable break between the two HiProvision
PCs remains HiProvision connectivity but eliminates HiProvision Redundancy.
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Figure 96 Use Case 6: Redundant HiProvision PCs with Dual Entry Point via Switch

11.9 Use Case 7: Redundant HiProvision PCs with Direct Dual Entry Point

Two redundant HiProvision PCs, each having 3 NICs are each directly connected via two
management cables to a node with redundant CSMs. If an active CSM fails, the redundant
CSM takes over to keep the connected node alive. The redundant HiProvision PCs are
synchronized over an external LAN.

Configuration:

One IP address on three NICs in each HiProvision PC, see §2.1.3;

Two redundant entry points on the MASTER HiProvision PC, see §2.5.2 and §2.5.5;

HiProvision connectivity is protected against:

a HiProvision PC break, a connected node breakdown, a CSM failure or a single cable break
somewhere between one HiProvision PC and the connected node. A cable break between
the two HiProvision PCs remains HiProvision connectivity but eliminates HiProvision
Redundancy.
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Figure 97 Use Case 7: Redundant HiProvision PCs with Direct Dual Entry Point

11.10 Use Case 8: One HiProvision PC with Dual Entry Point via Router

The HiProvision PC with 1 NIC, is directly connected via one management cable to a router.
The router has a double connection to a node with redundant CSMs. If the active CSM fails,

the redundant CSM takes over to keep the node alive.

Configuration:

VVVYYVYY

HiProvision connectivity is protected against:

One IP address on one NIC in the HiProvision PC, see §2.1.3;
Two redundant 'routed' entry points in HiProvision, see §2.5.2;
Gateway configuration in the both the Redundant Entry Points;
Gateway configuration in the CSM front IP Addresses;

Static Routes on the router, see an example in §2.5.6¢;

» one CSM failure or single cable break between router and node.
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Figure 98 Use Case 8: One HiProvision PC with Dual Entry Point via Router

11.11 (Future) Use Case 9: Redundant HiProvision PCs with Dual Entry Point via Router

Two redundant HiProvision PCs, each having 2 NICs are each directly connected via one
management cable to a router. Each router has a double connection to a node with
redundant CSMs. If an active CSM fails, the redundant CSM takes over to keep the
connected node alive. The redundant HiProvision PCs are synchronized over an external

LAN.

Configuration:

VVVYVYY

HiProvision connectivity is protected against:

One IP address on one NIC in each HiProvision PC, see §2.1.3;
Two redundant 'routed' entry points in HiProvision, see §2.5.2;
Gateway configuration in the both the Redundant Entry Points;
Gateway configuration in the CSM front IP Addresses;

Static Routes on the routers, see an example in §2.5.6¢;

» A HiProvision PC break, a connected node breakdown, a CSM failure or cable break
somewhere between HiProvision PC and node. A cable break between the two HiProvision
PCs remains HiProvision connectivity but eliminates HiProvision Redundancy.
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Figure 99 Use Case 9: Redundant HiProvision PCs / Dual Entry Point / Redundant Router
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12.SOFTWARE/HARDWARE/FIRMWARE OF THE NETWORK ELEMENTS
12.1 General

Via HiProvision, it is possible to upgrade or downgrade software/firmware at once on
multiple modules in the live network. The upgrade/downgrade process can be monitored by
a progress bar per module.

It is also possible to list all the active and backup firmware versions on all the modules in the
network. Furthermore, validation on this firmware version list can be done to make sure that
all the same module types have the same firmware version. An alarm can be raised when
firmware inconsistencies or incompatibilities occur.

CAUTION: To improve Dragon PTN security, as of Dragon PTN Release 3.1, only signed
firmware

(E’l) can be loaded into the network. Signed firmware is firmware that has been factory
encrypted with a special signature or certificate.

There are three upgrade procedures:

Normal Upgrade (§12.3): Can be used for any module including redundant CMSs in one
node.

In Service Upgrade (§12.4): Can only be used for upgrades of redundant CSMs in one node.
This is the advised way for redundant CSMs and has less downtime than the Normal
Upgrade Procedure.

Gradual Upgrade the network (§13): Upgrade one part of the network first, later on (days,
weeks, ...) upgrade the remaining part of the network. During this upgrade, both the
current and new firmware versions run together in the same network.

Basically, following major steps are required in the entire process in HiProvision:

Upgrade (wizard);

Commit (wizard);

Switchover (wizard), only for ‘In Service Upgrade’ procedure with redundant CSMs;
Accept (wizard);

Reload network configuration into the node after a CSM firmware update;

The general principle is as follows:

All available firmware images are stored as an individual zip file in the folder
‘C:\FtpRoot\Firmware’. An FTP server, running on the HiProvision PC, uses this folder as a
source folder to transfer zip files to the node.

CAUTION: Make sure that a firewall on the HiProvision PC is totally switched off otherwise
the FTP cannot send the software to the nodes!

HiProvision can instruct the modules to fetch a new firmware image;
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Fetched firmware images will overwrite the current standby or backup firmware on the
module. When the fetch is complete, a module will wait for a commit command from
HiProvision before it will switch to its new firmware image;

After receiving the commit command, the module will reboot with its new image. The
module will wait for an additional accept command from HiProvision. When the accept
command is not sent within 20 minutes, the module will automatically reboot and switch
back to its previous image.

For an overview or general example of a ‘Normal Upgrade’, see the example below:
Up till now, a module has two firmware versions onboard with v1.1.6 the active version
(=A) and v1.1.5 the backup version (=B);
Upgrade: The operator wants to upgrade the module to signed firmware versionv1.1.7.
Via the upgrade wizard, the desired firmware version must be selected.

Upgrade: Only if the firmware is signed (E‘l), the upgrade wizard will overwrite the
backup version v1.1.5 in the module with the new version v1.1.7.

Commit: Next, this new version must be committed via the commit wizard. It means
that the module will reboot with the new version as the active version for the chosen
module. The previous active version will now become the backup version.

Next, if the new version is accepted via the accept wizard within 20 minutes, the new
version stays the active version. If it is not accepted within 20 minutes, the module
reboots automatically and falls back to the previous active version v1.1.6 for this

module;
Legend: . .
A = Active Version HiProvision
B = Backup Version
[_;.‘= Signed Firmware
NG

1) upgrade 2) commit 3) accept

Module

>20 min

Figure 100 Normal Upgrade: Firmware Upgrade Example: Upgrade to v1.1.7
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12.2 Firmware Upgrade

The firmware tools can be found via clicking the tile Dashboard = Tools = Software Tile.
The screenshot below pops up. In the figure below, the most important buttons are
indicated. The upgrading status can be followed in the column ‘Upgrade Status’. The entire
top menu, buttons and Upgrade Status is explained in the tables below.

1a) Upgrade

Display Name | Device ID | Module Type | Compatible | Active Version | Accept Time (min) | Upgrading Tq | Upgrade Status Upgrade Progress (%)

2b) Switchover
(CSM Redundancy,
In Service Upgrade)

2) Commit 3) Accept Revert Upgrade Status

o= NETWORK HARDWARE | | (§)CONNECTIONS | [44; LAYOUTS DISCOVERY | | () SOFTWARE

Measured Devices: 0

Backup Version | Hardware Edition | Boot Loader Version | Load P

Figure 101 Software/Firmware Action Buttons

Table 17 Software/Firmware Buttons

Item Short Description
Upgrade: Starts a wizard to upgrade modules to a selected firmware image.
Ea Commit: Commits the pending upgrades, modules or nodes will swap to another image and will reboot.

Switchover (only In Service Upgrade, for redundant CSMs): Performs the switchover to make the Standby CSM
the active one and vice versa. This switchover should be performed when the new firmware is already
downloaded to both CSMs and committed. See §12.4.

Accept: Accepts the committed upgrades, if not accepted in time, modules will switch back to their previous
version.

Reverts to the backup version. Clicking this button opens a wizard to let modules and/or nodes revert to their
backup version. Selected modules/nodes in this wizard will reboot and start up with their backup version.

Can be used to early interrupt and clear up an Upgrade or a Revert procedure. A reset causes the IFM or CSM to
fall back to the original load from where the Upgrade or Revert was started.

- IFM: can be resetted if its state is different from ‘Wait for Accept’ or ‘No Upgrade Planned’;

- CSM: can be resetted if its state is different from ‘No Upgrade Planned’;

Refreshes all data.

*
: (future)

Starts a wizard to set the validation rules.

Exports to a CSV file.

CSV
'u_'g/ i_i Expands/Collapses all entries in the table.
Checked/Unchecked: Auto expands/collapses new discovered devices in the table list.

JJ Search functionality to sort/group network elements in a better way. When using the search, the network
elements are by default grouped by Module Type. In this way, you get a better overview to see if all the
modules of a same type (e.g. CSM) have the same firmware version.

B Shows the allowed HiProvision firmware versions in your Network. Only firmware versions of products listed in
this window will be verified by HiProvision. If a firmware in your network does not match the firmware in this
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Item

Short Description

list, a critical alarm will be shown in the Alarms Tile and configuration actions in your network will be limited!
See also §13.8 and §13 for more information.

Device Count

Difference: Indicates the count difference between measured devices in the live network and configured
devices in the HiProvision database. The difference should be 0 just to make sure that no device is forgotten
when upgrading firmware!

Measured Devices: Indicates how many devices are measured in the live network.

Configured Devices: Indicates how many devices are configured in the HiProvision database.

Table 18 Upgrade Status Overview

Status

Description

Normal Upgrade (§12.3) / Normal Revert(§12.5)

No Upgrade Planned

The module is not involved in an upgrade, commit or accept step. This status can turn in an
‘Upgrading’ status. It is also the new state of the module after accepting a committed upgrade.

Upgrading

The module is in the upgrade process, it means that at this moment, the backup firmware version is
being overwritten by the new or target firmware version. This status will finally turn into the ‘Wait
for Commit’ status.

Wait for Commit

The upgrade has been finished, the module is waiting for a commit to reboot and activate the new
firmware version.

Rebooting

The module is rebooting due to a commit or not accepting within 20 minutes;

Wait for Accept

The module reboots after a commit and turns into a Wait for Accept status. You have 20 minutes to
accept this new firmware version, otherwise the module will reboot automatically and fall back to
its previous active version. The remaining accept time is shown in the field Accept Time (min).

Commit Failed or not
accepted

You have not committed within the required 20 minutes or the commit has failed for some reason.
As a result, a fall back occurs to its previous active version.

In Service Upgrade (§12.

4) / In Service Revert (§12.6)

In Service Wait for
Commit
(on active CSM)

The active CSM has performed an upgrade (upgrade wizard) and has been committed (commit
wizard) with upgrade type ‘In Service Upgrade’. As a result, the active CSM reboots the standby
CSM and goes into the state ‘In Service Wait for Commit’. The current active CSM is waiting to
become the standby CSM with the new upgraded load as active load.

In Service Wait for
Switchover
(on standby CSM)

The Standby CSM is ready to become the active CSM (with the new upgraded load as active load)
and is waiting for a switchover command.

In Service Wait for Accept

The standby CSM was in the state ‘In Service Wait for Switchover’ and performed a switchover via
the Switchover wizard. At this time, the standby CSM has become the active one and vice versa. The
new active CSM is waiting to be accepted.

In Service Wait for Revert
(only in ‘In Service Revert’
Procedure)

The active CSM reverts the standby CSM and waits itself for further instructions.

In Service Load Install
Failure

The In Service Upgrade or in Service Revert procedure has failed.

12.3 Normal Upgrade

12.3.1 Step 1: Upgrade

Purpose: Load a new firmware version into one or more modules in the network.
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NOTE: Downgrade = upgrade to a lower version;
NOTE: For Redundant CSMs, this method is called the ‘Normal Upgrade’ procedure;

Click the upgrade button (see Figure 101) to start the upgrade wizard. The list below
summarizes every page in the wizard:

About: Click Next>>;
Select Firmware Image: select Module Type and the Upgrade Version. The Upgrade
Version drop-down list will read out the ‘C:\FtpRoot\Firmware’ folder.

NOTE: If you need a firmware version that is not available in this list, you might download a
new version for a module from the Portal via https://hiprovision.hirschmann.com
- Shortcuts = Downloads. Once you have the firmware image, save or copy the
entire zip file in the ‘C:\FtpRoot\Firmware’. Do not rename or unzip the file. Close
and reopen the Upgrade wizard.

Module Selection: by default, all the modules in the list are selected for an upgrade. To
unselect one or more modules, select the module(s) in the list and click the unselect button

Review: The selected modules will be shown: if ok, click Start Upgrade. The upgrade wizard
closes and starts the upgrade process which can be followed by the upgrade status and
upgrade process bar.

NOTE: The firmware must be signed (E‘l ). If the firmware is unsigned or incorrectly
signed, the Upgrade step will fail. As a result, the firmware can not be
downloaded into the network. Make sure to get the correct signed firmware!

In the example below, the 16-E1-L module in Nodel/Slot2 is upgraded from v1.0.13 to
v1.0.14. It means that v1.0.14 will be initially stored as backup version on the module prior
to activating it (= committing and accepting) to become the active version.
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Sty 0 ; Active i =0 Target Upgrading Progress Backup

Version Version Status Bar Version
Bd [0 [11] 8 ¥ Auto Bxpand = Difference: 0 easured Devices: 4 D
Display Name | Device ID| Module Type: i (min) To [Upgrade Progress (%) Backup Version |Hardwa|
[ [ [ metwork
| < wooey 1
| | ‘ MODULE:{/1/CSM-1f 1 csM 43.19 - No Upgrade Planned 4.3.18 5
| | MOBULE:{/1/IFM-1/ 1 4GCLW 6.3.50 - No Upgrade Planned 6.3.50 7
|
1a) Before upgrade MODULE;//1/IFM-5 1 1106w PEE - No Upgradd Planned i )
1b) Upgrade started
viawizard 55

1c) Upgrade ready, — w |

changed backup version
2ot
0

2a) Committed viawizard ZSUlBiiimEzl e i D sl e L0 e 1048 L Rstodting
- rebooting S E—
2b) Module rebooted: o0 ]

accept within accept
time accept time

3) Accepted viawizard
-> Finished

upgraded from v1.0.13 - v1.0.14

Figure 102 Stepl: Upgrade Firmware

12.3.2 Step 2: Commit
Purpose: Swap to the new pending upgraded firmware version;

Click the commit button (see Figure 101) to start the commit wizard. The list below
summarizes every page in the wizard:

P Info Page: Click Next>>;
P Module Selection:

P by default, all the modules in the list are selected for a commit. To unselect one or

more modules, select the module(s) in the list and click the unselect button 4.
P Configuration action (only relevant for CSM firmware upgrades):
P keep configuration (=default): The existing configuration on the CSM is kept, no
extra (re)load of the configuration is necessary afterwards;
P clear configuration: clears the CSM or node configuration, see §6.1;
P reset configuration (only in Normal Upgrade procedure): resets the CSM or node
configuration, see §6.2;

P Upgrade Type: select ‘Normal Upgrade’
P Normal Upgrade (=default): select this value in the ‘Normal Upgrade’ procedure.
P In Service Upgrade: this option is only visible for the active CSMs when redundant
CSMs are being upgraded. Select this value only when you want to upgrade the
redundant CSMs via the enhanced ‘In Service Upgrade’ procedure. More info on

this feature and the Upgrade Type toggle button can be found in §12.4.
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P> Review: The selected modules will be shown: if ok, click Commit. The commit wizard closes
and commits the selected pending upgrades. A reboot warning will pop-up, see figure
below. Click Ok to continue;

Warning

? A reboot of the modules will be executed. Some parts of the network might
become unavailable!
After the reboot, an accept has to be executed within 20 minutes. Otherwise the
modules will swap back to their old image.

Figure 103 Commit Reboot Warning

P Result: commit was sent successfully, modules will reboot. Click Close;

P In the example below, after a commit, Node 1/slot2/16-E1-L is rebooting to swap the
active and backup version. After the reboot, the status turns into ‘Wait for Accept’ and the
backup version has become the active version and vice versa. The remaining accept time
is shown in the field 'Accept Time' (min) and starts with 20 minutes.

NOTE: A ‘wait for commit’ never times out. If you have uploaded for example a wrong
version, a rollback is not available but the ‘Step1:Upgrade’ must be executed again
with the correct version.

1c) Upgrade ready,

changed backup version

2a) Committed via wizard
- rebooting

2b) Module rebooted:
accept within accept
time accept time

Figure 104 Step 2: Commit Firmware

12.3.3 Step 3: Accept

Purpose: Accept the new activated firmware version to keep it active without falling back
after 20 minutes to the previous active version;

Click the accept button (see Figure 101) to start the accept wizard. The list below
summarizes every page in the wizard:

P About: Click Next>>;

P Module Selection: by default, all the modules in the list are selected for an accept. To
unselect one or more modules, select the module(s) in the list and click the unselect button
A,

P Review: The selected modules will be shown: if ok, click Accept. The accept wizard closes
and accepts the committed upgrades.
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Result: accept was sent successfully, modules will not reboot after 20 minutes and will not
fall back to the previous active version. Click Close;

2b) Module rebooted: —LEf[1/IFM-2] 1 16ELL [____19_______1 10.14 Wait For [ | 2013 | I
accept within accept
time accept time
3) Accepted via wizard R Y] 1 16E1-L - [[No upgrade Plarmed_| 0 [10a3 | |

-> Finished

upgraded from v1.0.13 - v1.0.14

Figure 105 Step3: Accept Firmware

12.3.4 Step 4: Reload Network Configuration
Only perform this step when both conditions below are fulfilled:

the CSM FW has been upgraded;
In the Commit (wizard) phase, the 'Configuration action' for this CSM was set to:

Clear configuration;
Reset Configuration;

NOTE: To load the network configuration, see §7.

12.4 In Service Upgrade (Redundant CSMs Only)

The ‘In Service Upgrade’ procedure is an enhanced way to upgrade redundant CSMs. It takes
less downtime than the normal upgrade procedure for redundant CSMs.

In service upgrade: downtime is only a few seconds. As a result, running services in that
node will only go out of service for a few seconds, actually it is only the switchover time
from the standby € - active CSM;

Normal upgrade: downtime is a few minutes;

Prerequisites:

both CSMs have the same active firmware version;

both CSMs have the same backup firmware version;

both CSMs must be in synchronization. It means that one CSM must be in the Active state,
and the other one in the Standby state.

Suppose the general example scenario below:
Nodel100/CSM-1 = Active (active FW version = A, backup FW version = B)

Nodel100/CSM-2 = Standby (active FW version = A, backup FW version = B)
Purpose: Hitless upgrade both the CSMs to FW version C:

Find below a summary of the steps, and a flow chart figure with the different commands and
resulting ‘Upgrade Status’ for each step.

1. Upgrade CSM-1/2: download FW C to both CSMs;
2. “ Commit CSM-1: Commit active CSM-1 via upgrade type ‘In Service Upgrade’;
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NOTE: The Upgrade Type toggle button in the commit wizard has only a meaning
when upgrading Redundant CSMs. This button allows to set (or toggle) the
Upgrade Type to ‘In Service Upgrade’ at once for multiple selected CSMs. Make
sure to select first the desired CSMs via selecting the entire ‘Upgrade Type’
column (= all CSMs) or select some individual CSM records before clicking this
toggle button.

Commitwizard

‘2) Click Upgrade Type Toggle button kommit Wizard - Module Selection

1) Select Upgrade Type Column

Select the modi at you want to commit:

Selected Modules: Measured Modules: 4 Configugf M

4 | NODE//1071/
| MODULE://1071/CSM-1/ CSM310-A [ 100.13.255.2019-10-06_08-16-51 | 100.13.255.2019-10-14_11-59-11 | Keep Configuration Normal Upgrade
| MODULE://1071/CSM-2/ CSM310-A | 100.13.255.2019-10-06_08-16-51 | 100.13.255.2019-10-14_11-59-11 | Keep C¢ _ANermal Upgrade
4 ‘ NODE://1072/ 1072 /
| MODULE://1072/CSM-1/ CSM310-A [ 100.13.255.2019-10-06_08-16-51 | 100.13.255.2019-10-14_11-59-11 | Keep Confi ition Normal Upgrade
|MODULE://1072,’CSM'Z/ CSM310-A | 100.13.255.2019-10-06_08-16-51 | 100.13.255.2019-10-14_11-59-11 | Keep C¢ ', Normal Upgrade:

3) Active CSMs set to ‘In Service Upgrade’

i1 afterclicking toggle button ed Mod les: 4 Configured Modules: 4
4 NODE//1071/ | Active CSMs 1071
MODULE; - CSM310-A | 100.13.255.2019-10-06_08-16-51 | 100.13.2552019-10-14_11-59-11
MODULE://1071/CSM-2/ I CSM310-A [ 100.13.255.2019-10-06_08-16-51 | 100.13.255.2019-10-14_11-59-11 | Keep Configuration In Service Upgrade
4 | NODE://1072/ lﬁ’z

MODULE://1072/CSM-1/

@ | [csmzto-a

100.13.255.2019-10-06_08-16-51

100.13.255.2019-10-14_11-59-11

Keep Configuration

in Senvice Upgrade

MODULE:/f1072/CSM-2/

CSM310-A

100.13.255.2019-10-06_08-16-51

100.13.255.2019-10-14_11-59-11

Figure 106 Commit Wizard: Use the Upgrade Type Toggle Button

3. (CSM-1 will automatically reboot CSM-2 via an internal commit);

P

CSM-2 reboots;

5. Perform a switchover. After the reboot of CSM-2, make the standby CSM-2 the active one

(and CSM-1 the standby one) via the i Switchover wizard. This wizard lists all the standby
CSMs in the ‘Wait for switchover’ state. Select the standby CSM-2 that must become

active.

| Switchover Wizard } Module Selection

MODULE://1071/CSM-1/

Selected Modules: 2

CSM310-A

Select the CSMs for which you want to switchover to the active CSM:

Measured Modules: 2

100.13.255.2019-10-14_11-59-11

Configured Modules: 2

« [ NoDey/1072/

1072

‘ MODULE://1072/CSM-2/

CSM310-A

100.13.255.2019-10-14_11-58-11

All standby CSMs in state “Wait For Switchover’
-> Select CSMs that must become active

Figure 107 Switchover Wizard
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6. CSM-2 becomes the active CSM, with the new active load FW version C;
7. Accept CSM-2;

8. (CSM-1 reboots);

9. (CSM-1 receives an internal Accept);

10. Both CSMs are ready and up and running, CSM-2 = active, CSM-1 = standby, both CSMs
have load FW C as active load.

m E Standby i
Upgrade Status 1

e
P
CsM-1 | CSM-2 |
No Upgrade Planned | Load A/B Load A/B | No Upgrade Planned
|Upgradc(Load C) ‘ > o
Wait for Commit | Load A/C Load A/C | Wait for Commit
U
L Only downtime of just
- |Comm|t(\n Service Upgrade) }—» ,,,,,,,,,,,,, \ a few seconds =
{ Commit } 4 In Service Upgrade
L}
no 3
In Service Wait for Commit "y Reboot 1 Rebooting
vv
Load A/C Load C/A | In Service Wait for Switchover
Fﬂ | Switchover »
oot
VAR [ csm-2 |
reccepaea!
In Service Wait for Commit | Load A/C Load Q/A In Service Wait for Accept
T
i
H— — [ [
q 11 e it ;
this state goes very | L Lommit |
U '
fast, and might not be Rebooting Reboot | ' No Upgrade Planned
seen in HiProvision . = n
i
vy
In Service Wait for Accept | Load C/A Load Q/A
{ Accept }
No Upgrade Planned

Figure 108 In Service Upgrade: Flow Chart with State Indications

12.5 Normal Revert to Backup

Purpose: Revert or fall back to the backup version.

CAUTION: ‘Revert to Backup’ on a CSM or IFM reverts only the firmware version. The

configuration data on the other hand will be cleared and must be loaded again into the
network.

Click the revert button =7 (see Figure 101) to start the 'Revert to backup version' wizard. The
list below summarizes every page in the wizard:

About: Click Next>>;
Module Selection: Select the modules via clicking the Selected checkbox. To unselect one
or more modules, select the module(s) in the list and click the unselect button «

Revert Type: select ‘Normal Revert’

Normal Revert (=default): select this value in the ‘Normal Revert’ procedure.
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P In Service Revert: select this value in the ‘In Service Revert’ procedure, see §12.6.

NOTE: The Revert Type toggle button 1) must only be used when using the ‘In
Service Revert’ procedure with Redundant CSMs, see §12.6.

Module count info

Revert to backup version Wizard - Module Se

Select the modules for which you want to revert to the backup version:

Selected Modules: 2 Measured Modules: 12 Configured Modules: 12

Doy e T e e P e —
»| « | noDE/1080/
N MODULE//1060/CSM-1/ EHEE 100.13.255.2019-10-D1_09-00-00 | Normal Revert
B MODULE//1060/1FM-1/ O |4ccw  |672 665
B MODULE//1060/1FM-3/ O |eaL  |1104 198 Revert Type
1| 4 nopev/1061/ 1061
B MODULE//1061/CSM-1/ O |csm3toa |4 100.13.255.2019-10-01_09-00-00 | Normal Revert
N MODULE//1061/1FM-1/ O |accw  |672 665
Ol MODULE//1061/1FM-2/ O |4ccw  |672 665
Revert to backup }}k;nmuLE::nom_fm\,«-s/ O |6GeL 153 143
E/1062/ 1062
N MODULE//1062/C5M-1/ CSM310-A | 4118 100.13.255.2019-10-01_09-11-01 Normal Revert
H MODULE//1062/C5M-2/ CSM310-A | 2118 100.13.255.2019-10-01_09-11-01 Normal Revert
B TMODULES/ T062/TF M -3/ T | 9-L3AL 1.104 198
N MODULE//1062/1FM-9/ O |accw  |672 665
B MODULE//1062/1FM-10/ O |4ccw  |672 665

ccore | net>> | concel

Figure 109 Revert to Backup Version

P Review: The selected modules will be shown: if ok, click Revert To Backup Version. A revert
command will be sent to the network to initiate the revert action;

P> Result: Revert command was successfully sent, the revert action has been started and the
progress for each selected module can be followed in the versions overview list in the
Software tab. Click the Close button to close the wizard. In the version overview list, press

the refresh button ““ from time to time, for faster progress feedback.

12.6 In Service Revert to Backup (Redundant CSMs Only)

Purpose: Revert or fall back to the backup version e.g. when something went wrong during
the loading of a new firmware version.

CAUTION: ‘Revert to Backup’ on a CSM reverts only the firmware version. The
configuration data on the other hand will be cleared and must be loaded again into the
network.

The ‘In Service Revert’ procedure is an enhanced way to revert Redundant CSMs from the
active load to the backup load, and make the backup load again the active one. It is more
performant and takes less downtime than the normal revert procedure.

P In Service Revert: downtime is only a few seconds = the time to switch over Active & —>
Standby CSM;
P Normal Revert: downtime is a few minutes;

Prerequisites:

P both CSMs have the same active firmware version;
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P both CSMs have the same backup firmware version;
P both CSMs must be in synchronisation. It means that one CSM must be in the Active state,
and the other one in the Standby state.

Suppose the general example scenario below:

P Nodel00/CSM-1 = Active (active FW version = C, backup FW version = A)
P Nodel00/CSM-2 = Standby (active FW version = C, backup FW version = A)
P Purpose: Hitless revert both the CSMs to backup FW version A

Find below a summary of the steps, and a flow chart figure with the different commands and
resulting ‘Upgrade Status’ for each step.

1. Revert: Revert active CSM-1 via upgrade type ‘In Service Upgrade’;

NOTE: The Revert Type toggle button in the Revert wizard has only a meaning when
reverting Redundant CSMs. This button allows to set (or toggle) the Revert Type
to ‘In Service Revert’ at once active CSMs that have a standby CSM. Make sure
to select all records via selecting a row + CTRL + A (= all records) or select some
individual CSM records before clicking this toggle button. After setting to ‘In
Service Revert’, select the ‘Selected’ checkbox for the CSMs that must be
reverted. You could also use the filter (right-click Display Name header cell 2>
Filter Editor) to filter out the CSMs first.

Revertwizard

2) Click Revert Type Toggle button Lup version Wizard - Module Selection

1) SelectAll recordsviaselectingarow + CTRL+ A

Select the mod) of which you want to revert to the backup versio

Measured Modules: 13 Configured Modules: 13

3) Select CSMs that must be reverted

Figure 110 Revert Wizard: In Service Revert

2. (CSM-1 will automatically reboot CSM-2 via an internal commit);
CSM-2 reboots;

After CSM-2 reboot, perform a switchover via the Switchover wizard. Select Standby
CSMs that must become active (=CSMs in the state ‘Wait for switchover’). This wizard lists
all the CSMs in the ‘Wait for switchover’ state;

5. CSM-2 becomes the active CSM with FW version A as active load;

6. Accept CSM-2;

7. (CSM-1 reboots);

> ow
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o

CSM-1 receives an internal Accept;
9. Both CSMs are ready and up and running, CSM-2 = active, CSM-1 = standby, both CSMs

have load FW A as active load.
]
e Standy

Upgrade Status P - -
CSM-1 L CSM-2 !
No Upgrade Planned Load Q/A Load C/A | No Upgrade Planned
[

. . 1
'r’ij:}ll Revert (In Service Upgrade) —— | Only downtime of just :

—

1
:

: Commit ————+—»| i a few seconds =
! In Service Revert

In Service Wait for Revert

-
%)
=
=
o
=
o
<
I}
=

In Service Wait for Revert | Load C/A Load A/c | In Service Wait for Accept
L
v
———————————————————— | A Accept | BT
) U U ]
this state goes very T { Commit ¢

]
]
)
fast, and might not be | i - !
]
]
J

R . Rebooting | Reboot | H No Upgrade Planned
seen in HiProvision e N
L o n
SSQ) 11
~a vy
In Service Wait for Accept Load A/C Load A/c

No Upgrade Planned

Figure 111 In Service Revert: Flow Chart with State Indications

12.7 Validation Rules (Future)

It is possible to validate if all the modules of the same type have the same firmware version.

Click the validation rules button * in Figure 101. A window pops up, select ‘Make sure...".

Set validation rules

@ Don't validate component versions

© Make sure that all compenents of the same type have the same version

When a version conflict is detected...

Show a dashboard alarm

Figure 112 Firmware Validation Rules

After clicking OK in this window, the validation starts immediately. The results of the
validation will appear in the compatible column.

When alarming is activated in the figure above, alarms will be generated as well when
incompatible versions are detected, see figure below. Incompatibilities can be solved by
upgrading or downgrading firmware versions as described in the paragraphs before.
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Validation rules activated
-> Compatible column

Alarming activated:
Alarm: Incompatible Version

Alarms Tab

soassoan | [ DATABASE | | g8 seRvers| | 3=3oiscovery [ crsonsiwono | (@ oaTAMSE | | gy SRveRs | WY RY | EENCTWORK WARDWARE | | () SOFTWARE

Vakdaton s
Companents of the same type should have the same version

All modules of this type
have same version

MODULE:/1/NSM/

Not all modules of this
type have same version

Figure 113 (In)Compatible Firmware Versions and Alarming

12.8 Reporting

Reporting information is available via the Reporting Engine Add-on, see §17.4.

12.9 Hardware Edition of Dragon PTN Modules

The hardware edition of the Dragon PTN modules has been factory set and cannot be
changed. It can be read out via the Dashboard = Software tile 2 Hardware Edition, see
figure below.

8 oarasase | | ffpservers| B ADVANCED | ESEDISCOVERY I NETWORKHARDWARE | @) soFware | @ CONNECTIONS | 3 ALarms| | & users| | gh, PROTOCOLS | g, PROTOCOLS MONITOR
Hardware
Edition
Difference: 0
. MODULEY/301/CSM-1/ CSM310-A 41115 = No Upgrade Planned 4120443 8 106 CSM310-A_Q500 vo.7
. MODULE://301/CSM-2/ CSM310-A 41115 - No Upgrade Planned 4120443 3 107 CSM310-A_Q500 V0.5
. MODULE//301/1FM-1/ 4-GC-LW 680535 No Upgrade Planned 6.80.535 7 107 4-GC-Lw_Q203 v6.2

MODULE//301/IFM-3/ 9-13AL 198 - No Uparade Planned 11016 6 104 9-L3A-L_ Q300 2.1

Figure 114 Hardware Edition of Dragon PTN Modules

13.GRADUAL UPGRADE OF THE NETWORK (MIXED NETWORKS)

13.1 General

CAUTION: This is an expert feature! It must only be used temporary during the upgrade
phase of your network. Each HiProvision PC can fully monitor its own connected network
part, but has limited configurations actions in it.

Prerequisites:

P Two HiProvision PCs are required;
P When two HiProvision PCs are already available due to HiProvision redundancy, the
HiProvision redundancy feature must be turned off during this upgrade;
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In a Dragon PTN network, it is possible to gradually upgrade the HiProvision version and CSM
firmware in your network from e.g. v1 up to v2. It means that you can first upgrade one part
of the network while leaving the other part of the network untouched up and running. So
during the gradual upgrade, your network will have both v1 and v2 running together in the
same network (=mixed network). This is possible because the network will be logically
separated into two network parts. In this way, it allows to test the v2 for a while on just a
small part of your network, or do the upgrade step by step making sure not to bring down
the entire network at once. Once the upgrade in the first part has been finished, the
remaining part of your network can be upgraded to e.g. v2.

HiProvision PC1 (v1) Dragon PTN Node

:n_u, m — L
,,,,,,,,, N { I §~ '
fl Before Dragon QWJH W‘ j‘

Upgrade ‘
) /“ csm MPLS TP —
S wV1 Network Wl
iw ’
JIH
Mixed HiProvision PC1 (v1)

Network
W i) ‘. [ vl e 1N
' Gradual | '\‘J i g t i I f

Upgrade Dragon PTN

] > Network m
h o k Logical
- ) ’ ) ’ Separation

HiProvision PC2 (v2)

e
:v After *[Fwv2 (Fw2 [Fwv2
3 Up(%/rza)de i HiProvision PC2 (v2) Dragon PTN

/ MPLS-TP

. Network
I— K=

Figure 115 Gradual Upgrade the Dragon PTN Network

13.2 Configuration: Gradual Upgrade the Network
13.2.1 Use Casel: Network without Redundant HiProvision PC

An example network is shown in the figure below: HiProvision PC1 is running HiProvision
versionl (v1) and the CSMs have firmware version1 (v1):
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HiProvision PC1 (v1) Dragon PTN Node
CcSM CSM
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Figure 116 Use Casel: Example Network

Follow the steps below to set up a mixed network:

1.

Install a second HiProvision PC2 with a new HiProvision version (v2) different from
HiProvision PC1 (v1). Reuse the same serialkey and license pack (*.dat file) from the
HiProvision PC1;

On HiProvision PC2: follow ‘Steps for a Basic Setup’ (§2), connect this PC to the Dragon
PTN network;

NOTE: PC2 can be connected to any node in the entire network regardless the installed
firwmware versions on the node.
On HiProvision PC1: Make a backup of the database. Export this database onto a USB stick.

On HiProvision PC2: Import this database from the USB stick, restore and activate the
database. See §Table 13 how to perform database handlings;

On HiProvision PC2: Start the servers after restoring and activating the database;

CAUTION: No database syncing between two HiProvision PCs! It is advised to do as little
configurations actions as possible on each HiProvision to keep both databases as similar as
possible.

HiProvision PC1 (v1)

.csm
vl Y | f U
Databasel D H X ST‘W \ k FW 1 —ju‘”g §
I U] Dragon ” ﬂ \ | JH’
MPLS TP /
chf/'\cl NetworkV ' ‘[ o

No database syncmgl

HiProvision PC2 (v2)

Figure 117 Use Casel: Connect HiProvision PC2
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6. On HiProvision PC2: Load the new CSM firmware v2, different from CSM firmware v1 into
some nodes. This load action causes the network to logically split into two parts: Network
Partl and Network Part2. A split means that nodes with CSM FW v1 are only reachable for
HiProvision PC1 and nodes with CSM FW v2 are only reachable for HiProvision PC2.

L
Partl ‘HH“MM’_J ‘

MPLS-TP
Network A

Network

Figure 118 Use Casel: Load CSM FW v2

7. Due to this load action, critical alarms ‘Node is blocked, incompatible FW version(s)
detected’ wil be raised in both HiProvision PC1 and HiProvision PC2:

» In HiProvision PC1 for the nodes in Network Part2, because these nodes have an invalid
firmware for HiProvision PC1;

» In HiProvision PC2 for the nodes in Network Part1, because these nodes have an invalid
firmware for HiProvision PC2;

Critical Alarms

45—

Dragon PTN

Part2 > ’

Critical Alarms

Figure 119 Crital Alarms Raised in both HiProvision PCs
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On HiProvision PC1: Critical Alarm for each node in Network Part2:
Node is blocked, incompatible FW version(s) detected

= DATEASE| | 1 Pee0 0 ONNECTO A L sormwa 2 nodes blocked,
a = | = X 2 alarms .
»
28/01/2020 14:33:44 28/01/2020 14:33:44 NODE//301/ NODE://301/ 414 1| Node is blocked, incompatible FW version(s) detected
28/01/2020 13:16:03  28/01/2020 13:16:03 | ROOT:// | ROGT/ [411 ] [ SNMP v3 passwords not secure.
5 Status Acknowledged

Severity Critical
Type Invalid
Created Tuesday, 28 January 2020 13:16:13
Modified Tuesday, 28 January 2020 15:12:24
Last Occurrence  Tuesday, 28 January 2020 13:16:13
Code 414
Address ID NODEy/302/
Address Name ___NODE/30
Message Node is blocked, incompatible FW version(s) detected
Text One or more elements of this node have an incompatible FW version: CSM-1(CSM310-A), CSM-2(CSM310-A)
Help Check FW versions and update to a compatible version.

CAUTION: Once your Dragon PTN network has been split in two independent firmware subnetworks (= each subnetwork having its own firmware set and HiProvisian) for testing purposes, ;,

it is strongly advised not to reset/clear a node or to configure anything in HiProvision as long as this test-situation exists.

This advice counts for each HiProvision in both subnetworks.

Configuration though is passible but should be done by HiPravision experts only. Loading into the subnetworks is blocked anyway.

This advice is a pracaution for easier merging bath subnetworks afterwards again into one network after the testing phase.
Counter 1

Figure 120 Critical Alarms on HiProvision PC1

On HiProvision PC2: Critical Alarm for each node in Network Part1:
Node is blocked, incompatible FW version(s) detected
;"sDASHBOAR( | [ DATABASE o &Y CONNECTIONS

3 nodes blocked,
3 alarms

Created €
28/01/2020 13:57:51 28/01/2020 13:57:51 / 6/ 1| Node is blocked, m(omps'!vble FW version(s) detected

Acknowledged
ledged Critical 28/01/2020 13:57:45
28/01/2020 13:57:40

28/01/2020 13:57:45
28/01/2020 13:57:40

NODE://402/
ROOTY/

NODE://402/
ROOT://

1| Node is blocked, incompatible FW version(s) detected

1| SNMP v3 passwords not secure.

>
Status Acknowledged
Severity Critical
Type Invalid
Created 28 January 2020 13:57:47
Modified 28 January 2020 13:59:32
Last Occurrence 28 January 2020 13:57:47
Code 414
Address ID NODE://401/
Address Name NODF-//401
Message Node is blocked, incompatible FW version(s) detected
Text One or more elements of this node have an incompatible FW version: CSM-1(CSM310-A), CSM-2(CSM310-A)
Help Check FW versions and update to a compatible version.
CAUTION: Once your Dragon PTN network has been split in two i firmware (= each suk k having its own firmware set and HiProvision) for testing purposes,
it is strongly advised not to reset/clear a nede or to configure anything in HiProvision as long as this test-situation exists.
This advice counts for each HiProvision in both subnetworks.
Configuration thaugh is possible but should be done by HiProvision experts only. Loading into the subnetworks is blocked anyway.
This advice is a precautian for easier merging both subnetworks afterwards again into one network after the testing phase.
T

Figure 121 Critical Alarms on HiProvision PC2

8. This mixed network state should be temporary. Each HiProvision PC can fully monitor its
own connected network part, but has limited configurations actions in it. The network is
logically separated into two parts. Nodes in Network Part2 are unreachable for HiProvision
PC1 and nodes in Network Partl are unreachable for HiProvision PC2.

CAUTION:

- the entire network remains reachable in both HiProvision PCs for DCN (§13.4) and
firmware uploading (§13.5)

- load configurations into the network are very limited (§13.6)!
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Config limited

Config limited

Figure 122 Unreachability, Configuration Actions Limited

HiProvision PC1

§ DATABASE | | {3} SERVERS | | 32 DISCOVERY ' NETWORK HARDWARE | = {fff) CONNECTIC
- -+ i M
D-Q | 5 - - N PR | T

reachable,
KT-2209-A | 401 401 . NODE..
XT-2200-A | 402 402 . NODE/.. = green bullets

Bl KT-2213-A 4226 4226 L

Network Partl

unreachable, i
grey bullets !

s DANGNAR & DATABASE | | 3pSERVERS | [E) ADVANCED

DEVICES -0 -

reachable,

O
XT-2210-A P green bullets
bl XT-2209-A 401 I 401 - NODE:/... ‘l R
T .'.1:)”'2209'“ 402 402 . NODE/.. I __-=="" unreachable, |
. s | ]
i Network Partl F' XT-2215-A 4226 || 4226 . NODEy... |1 " grey bullets |

Figure 123 Unreachability per HiProvision PC

9. If the upgrade in one part of the network is finished and tested, you can either upgrade
the entire network or just go back to the old version, see §13.3.

13.2.2 Use Case2: Network with Redundant HiProvision PCs
This case is very similar to Use Case 1 but the HiProvision PC2 is already available now,

installed up and running. And also the database on HiProvision PC2 is already the same and
in sync with the database on HiProvision PC1. Follow the actions below:

1. Stop the HiProvision redundancy on the master PC (e.g. HiProvision PC1) via the
Dashboard = Servers Tile = Click ;
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HiProvision PC2 (v1)

CSM CSM CSM

Databas? ______ ] | j Wvl I‘:\'Nvl M ‘ lFWvl
(tter S ”] Dragon ‘ i }’ Al ]’

MPLS TP
CsM CSM

' k Net !
DatabaAS“e_l_ ______ & HH{ i@ etwor tw k‘ g ;:V'V\Il
i ”

..............

HiProvision PC2 (v1)

Figure 124 Stop HiProvision Redundancy

2. Install a new HiProvision v2 on the standby PC (e.g. HiProvision PC2).

3. Goto Use Casel (§13.2.1) and skip steps 14 and continue with step 5.

13.3 Leave the Mixed Network, Finish the Gradual Upgrade

Your mixed network could be intended (via the Gradual Upgrade configuration steps) or
accidental (via uploading a wrong firmware version or by installing a CSM with a wrong
firmware version).

Two options to leave an intended mixed network:
Go back to the old firmware version (v1) - §13.3.1
Upgrade the entire network to the new firmware version (v2) 2 §13.3.2

Solve an accidental mixed network = §13.3.3

13.3.1 Intended Mixed Network: Go Back to Old Firmware Versions (v1)

If you decide after a while (hours, days, ...) to leave the mixed network and go back to a
network with only v1 again, follow the steps below:

1. The database on HiProvision PC1 is considered as the most accurate database out of the
two databases. No further database actions needed, database already OK;
2. On HiProvision PC1: Load the old CSM firmware v1 into all the nodes of Network Part2;
3. Asaresult:
the critical alarms on HiProvision PC1 disappear immediately;
the entire network runs back in the old firmware v1;
full configuration is possible again (via HiProvision PC1) in the entire network;

4. Was HiProvision Redundancy active before?:
No: Disconnect HiProvision PC2 from the Dragon PTN network;
Yes:
Shutdown HiProvision v2 on HiProvision PC2 and start up HiProvision v1 again on
that PC.
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Leave HiProvision PC2 connected and start HiProvision Redundancy on HiProvision

PC1 again via Dashboard = Servers Tile = Click >, HiProvision PC1 remains the
old master.

CAUTION: When activating HiProvision Redundancy again, make sure to activate it on the
correct PC. That PC including its database will be used as master. The database on the
other standby PC will be lost due to HiProvision Redundancy.

13.3.2 Intended Mixed Network: Upgrade Entire Network to New Version (v2)

If you decide after a while (hours, days, ...) to leave the mixed network and progress to a
network with only the new v2, follow the steps below:

1. The database on HiProvision PC1 is considered as the most accurate database out of the
two databases. Export this database from HiProvision PC1 and import it on the HiProvision
PC2;

2. On HiProvision PC2: Load the new CSM firmware v2 into all the nodes of Network Part1;

3. Asaresult:

the critical alarms in HiProvision PC2 disappear immediately;
the entire network runs in the new firmware v2;
full configuration is possible again (via HiProvision PC2) in the entire network;

4. Was HiProvision Redundancy active before?:

No: Disconnect HiProvision PC1 from the Dragon PTN network;

Yes:
Shutdown HiProvision v1 on HiProvision PC1;
Install a new HiProvision v2 on HiProvision PC1, so that both PCs are running
HiProvision v2;
Start up HiProvision v2 on HiProvision PC1 with the correct database;
Leave HiProvision PC2 connected and start HiProvision Redundancy on HiProvision
PC2 via Dashboard = Servers Tile = Click \*“.. HiProvision PC2 will be the new
master.

13.3.3 Solve an Accidental Mixed Network

The critical alarms indicate nodes with a wrong CSM firmware version. There are two options
to solve this:

Replace the erroneous CSM with a CSM having an allowed CSM firmware version (§13.6);
Load an allowed CSM firmware version into the erroneous CSMs;

After these actions, the critical alarms just disappear automatically and full configuration is
possible again over the entire network.

13.4 Discovery Tile: Entire Network Reachable for Discovery (DCN)

For monitoring and configuration, both network parts are unreachable to each other. But for
DCN in the Discovery Tile, the entire network (Network Partl + Network Part2) remains
reachable. So the entire network is always measured in both HiProvision PCs. Both
HiProvision PCs always know the entire network.
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;":DASHBOARI | B DATABASE | | {8 SERVERS | (B ADVANCED % NETWORK HARDWARE (O CONNECTIONS | 3 ALARMS | | & USERS| () SOFTWARE g}, PROTOCOLS | g, PROTOCOLS MONITOR

Qail v e

All nodes (5) measured

w2
Mgt IP Address | 10.255.3.1

Type [xr.22094 =)=
NODE//302/ o
NODE//401/
NODE//402/

Connected NODE//4226/

Discovery Entry | Disc
Alarm Status
Connection State | Read,

Total network =

Network Partl +

Network Part2 =
5 nodes

Figure 125 Discovery Tile: Entire Network Reachable for DCN

13.5 Software Tile: Create/Remove the Split in the Network via Firmware Uploading

The entire network (Network Partl + Network Part2) remains reachable for the Software
tile. As a result, both HiProvision PCs can upload new firmware to any node in the entire
network at any time.

P Create a split in the network: one of both HiProvision PCs must upload new CSM firmware
that is not allowed in the other HiProvision PC.

P Remove a split in the network: one of both HiProvision PCs must upload new CSM firmware
that is allowed by both HiProvision PCs. If all the nodes in the network have the same CSM
firmware, the network split will be removed, and full configuration is possible again.

8 DATABASE | | LFSERVERS | [ ADVANCED  3S3DISCOVERY | T NETWORK HARDWARE | @) SO @O CONNECTIONS | | 7§ ALARMS | | & USERS| = gf, PROTOCOLS | g}, PROTOCOLS MONITOR

All nodes (2+3=5) connected
and reachable for uploading firmware

Difference: 0 Measured Devices: 5
4| Negwore ! ! ]
NODE//301/ | 301
oo M-1/ CSM310-A |4.11.15 - No Upgrade Planned 4120443 8 106 CSM310-AQ500 |07 15
MODULE/301/CSM-2/ CSM310-A  |411.15 No Upgrade Planned 4120443 3 107 CSM310-AQ500 | V05 15
MODULE/301/1FM-1/ 4-GC-LW 680535 No Upgrade Planned |680535 |7 107 4-GC-LW_Q203 v62
ed 11016 6 104 9-13A-L Q300 v 10

: M-3/ oAl |198 i ade Plann
NODE//302/ i 302 Network Part2 =
[
MODULE/S02/CSM-1/ CSM310-A |41121 ade Planned 4120483 |8 106 CSM310-AQ500 |07 15
2 Nodes
MODULE/302/CSM-2/ CsM310-A [41121 ade Planned 412043 |8 106 CSM310-AQ500 |07 15

MODULE//302/1FM-1/ 4GCW  |680535 - No Upgrade Planned 680535 7 1012 4GCAWQ203  |v62
MODULE//302/IFM-3/ 93AL 11016 = No Upg 1707 5 104 9-13A-L Q300 1 12
MODULE//302/1FM-6/ 1-10G-W  |67.9 - No Upg n 662 4 106 1-106-LW.Q202 | V18

20010 PYET! 1000 Netaeadecurc IwaTs 2 104 T 0
NODE//401/ i 401

=T IODOE T eSM- 1/ CSM310-A | 4120443 e No Upgrade Planned an21 2 107 CSM310-A.Q500 | v07 15

MODULE//401/CSM-2/ CSM310A [4120443 - No Upgrade Planned an21 12 107 CSM310-AQ500  [v07 15

MODULE//401/1FM-1/ 4-GC-LW 680535 No Upgrade Planned 680535 7 106 4-GC-LW_Q203 v62

MODULE/401/1FM-6/ 1-106-W | 67.9 ade Planned 100.11255.20.. |7 1012 1-10G-lW.Q202 |18
f— - =
Network Partl =

NODE//402/ ' 402
M-1/ CSM310-A 3 Nodes ade Planned 41115 12 107 CSM310-A.Q500 | w07 15
MODULE//402/CSM-2/ CSM310-A | 4120443 ade Planned 41115 6 107 CSM310-A.Q500 | w07 15

MODULE//402/1FM-1/ 4GCIW  |680535 No Upgrade Planned 680535 " 1012 4-GC-LW_Q203
-3/ 9-13AL 11016 : No Upgrade Planned 1.10.16 2 104 9-13A-L.Q300 Vit 12
NODE/4226/ 4226
MODULE://4226/CSM-1/ CSM540-A 120468 No Upgrade Planned 119 1 104 CSM540-A_Q501 vi2 18
MODULE://4226/1FM-1/ 4-GC-lW 680535 No Upgrade Planned 680535 3 106 4-GC-LW_Q203 v62
I 2 I PR ITIRET) I 1 [rT—— I oonizeezo 0 Lo Loociwoze us L
I I lM ‘‘‘‘‘‘ o I I I I I I | I I [
Microsof ft W.
4331320
TXCare Software - Server 4331320

e o ) ) S [ SR S

Figure 126 Software Tile: Entire Network Reachable for Uploading Firmware
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13.6 Limited Configuration Actions on Reachable Nodes

CAUTION: It is advised to perform no configuration changes in a mixed network. The entire
network remains reachable for DCN (§13.4) and firmware uploading (§13.5).

In a mixed network setup, some configurations action in HiProvision are possible if an action
does not change the timestamp in the node. The timestamp in the node reflects the latest
moment in time that something was loaded by HiProvision into the node.

Offline, full configuration is possible, but when you want to load configuration changes into
the live network, some configuration actions might be blocked (see table below) in order to
keep both databases on both HiProvision PCs as similar as possible.

If at least one of the load actions is not allowed (Action Possible = ‘---‘), nothing will be
loaded at all and the load manager will show the screen below.

Service Wizard - Load

Service Name and Type Selection

Semacelcadpomt Seiaction _

VLAN Selection . . . . .

TP Limited Configuration > Loading blocked:
Tunnel Selection Trying to load a configuration

Quality of Service Parameters that is NOT possible due to timestamp
Quality of Service Parameters Detail cha nges |

Service Back End Port Selection

Pseudo Wire Label Selection

Retrieve of Scenarios Failed. One or more elements in the load have incompatible FW versions. Check alarms and
manual for more details.

Frame Size Configuration

MSTP Region Selection

Figure 127 Limited Configuration: Some Configuration Actions are Blocked

NOTE: For the HiProvision’s unreachable part of the network, no configuration/monitoring
action is possible at all.

Table 19 Limited Configuration Actions Towards Reachable Nodes

Configuration Action Changes Raised Alarm Action
Timestamp Possible
Note: V= Yes; --- = No
Modify tunnels and services v Configuration Mismatch -

Configure Static MAC/sticky MAC/MAC Limit Configuration Mismatch -

v
Configure loopback interface V4 - -
v

Delete a loopback interface (Alarm is cleared Configuration Mismatch -
after clicking load scenarios although no load

scenarios are generated)

Configure port mirroring - Node configuration changed v

Delete IFM from node N4 Interface module type present in node but --
deleted in DB
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Configuration Action Changes Raised Alarm Action
Timestamp Possible
Delete CSM from node - — v
Add IFM to the node v Interface module configured type Mismatch -
Alarm
Clear a node v Connection Alarm -
Reset a node N4 Connection Alarm -—-
Configure MACSec v MacSec configuration mismatch ---
CSM Switchover - CSM switchover occurred
Clear network approvement -—- Node configuration changed
Apply default SNMP password Node configuration changed
Change SNMP passwords -—- Node configuration changed
All configurations in Protocols Tile N4 Configuration Mismatch --
Modify admin status of front or Backend ports Admin Status mismatch v
Modify negotiation settings -—- Negotiation Mismatch v
Configure QoS classification -—- QoS Classification Mismatch v
Configure Storm control - XX Storm control mismatch v
Configure PoE PoE admin status mismatch v
PoE Port Power Priority mismatch
PoE Port Power Class Mismatch
Configure IEEE1588 Settings 1588 Enable Mismatch N4
1588 Encapsulation Mismatch
1588 Reset Engine Mismatch
CSM Switchover - CSM switchover occurred v
Create/Delete/Modify LAG v
Port mode — LAN/WAN setting N4 Admin Status mismatch -—-
BPDU Guard mismatch
Create Layout - - v

13.7 Is My Network a Mixed Network?

Your network is a mixed network if one or more critical alarms ‘Node is blocked,
incompatible FW version(s) detected’ are visible in the Alarms tile. The result is that your
configuration actions in the entire network are very limited (see §13.6).

If this alarm is not visible in the Alarms tile, your network is OK, not mixed and conform the
allowed firmware versions for your HiProvision version.

Critical Alarm: Node is blocked, incompatible FW version(s) detected
- Mixed Network

M USERS | gl PROTOCOLS x

Count = 13

28/01/2020 13:57:51

020 13:57:45

J NODE://402/
28/01/2020 13:57:40

ROOT,

1| Node is blocked, incompatible FW version(s) detected

1| SNMP v3 passwords not secure.
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Figure 128 Critical Alarm: Mixed Network

Your network could be an intended mixed network (via the Gradual Upgrade configuration
steps) or by accident (via uploading a wrong firmware version or by installing a CSM with a
wrong firmware version).

13.8 Which Firmware Versions Are Allowed in My Network?

HiProvision knows which firmware versions are allowed in your network. Once you load an
unallowed firmware version in your network, HiProvision will show a critical alarm as
mentionned in previous paragraphs.

The allowed HiProvision firmware versions can be found via Dashboard = Software Tile >
Click £ button in the menu bar. Only firmware versions of products listed in this window
will be verified by HiProvision. Currently, only the CSM is listed, so only CSM firmware

incompatiblities can lead to mixed network that introduces a logical separation into the
network.

The asterisk in the figure below indicates a wildcard. So for CSM310-A, e.g. 4.12.1 and 4.12.2
are allowed, 4.13.1 is not allowed and would lead to a logical separation into the network.

DASHBOARD & DATABA ORK HARDWA [0) co 0 = D 3
i HiProvision Compatible Firmware Versions
OmMpo 0 0 d
O
b 1] = wAutoExpand b [E] R
Display Name 4 [ Device ID | Module Type | Active Versi..#f Accept Time (min) | Upgrading... | Upgrade Status Upgrade Pro

Network
4 Software

¥ HiProvision Compatible firmware versions x

Module Type | Compatible firmware Version... _
CoMsa0A 135 S~ | |

Asterisk, wildcard

HiProvision Operating System - Client

HiProvision Operating System - Server

HiProvision Software - Client

HiProvision Software - Server

B
E
|

Figure 129 HiProvision Compatible Firmware Versions

14.REMOTE CLIENT/SERVER
14.1 General
Prerequisite: HiProvision must be fully installed on both the server and remote client PC;

Before a remote client/server system can be used or started, it must be configured first. This
configuration depends on how the remote client is connected to the server. A remote client
can talk to the server via:

P the DCN Channel;
P the DCN Channel with redundant discovery entry point;
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» aLAN:
» Programmed Ethernet service over the Dragon PTN network;
P connection via an external LAN;

§14.2 shows some example use cases, whereas §14.3 describes how to configure them.

Directly after this configuration has been done, the remote client/server system will be up
and running automatically. Later on, if you have to start the remote client/server again after
it was shut down, follow the steps in §14.4.

14.2 Example Use Cases

HiProvision HiProvision
Server Remote Client

NIC

Dragon PTN
|’ MPLS-TP Network
l

DCN Channel
| Zedr(\j/er Remote Client
P ress Access Node
Figure 130 Client-Server Connection: DCN Channel
HiProvision HiProvision
Server Remote Client

Dragon PTN
MPLS-TP Network

DCN Channel

Server

IP Address Remote Client

Access Node

Figure 131 Client-Server Connection: DCN Channel with Redundant Discovery Entry Point

HiProvision
Remote Client

HiProvision
Server

Dragon PTN

J.J[H H ’

4-GC-LW

LAN (Ethernet Service)
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Figure 132 Client-Server Connection: LAN (Ethernet Service)
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Figure 133 Client-Server Connection: LAN (External LAN)
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Figure 134 Client-Redundant Server Connection: LAN (External LAN)

14.3 Configuration

Follow the steps below to configure a remote client setup, first on the server PC and next on
the remote client PC.
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14.3.1 Stepl: On the HiProvision Server PC

Prerequisites: HiProvision has been initialized, has discovered the network with the correct
entrypoints (§2.5, §11) and is up and running (HiProvision Agent (see §3) and Client have
been started);

1. If the remote client must connect to the server via a LAN, provide an extra NIC on the
server PC and connect this extra NIC to :
an Ethernet Port on an IFM to provide/use the Ethernet service (see Ref. [2Eth] in
Table 1);
an External LAN network in any other case;

2. If the remote client must connect to the server via the Dragon PTN network (with either
one or two (=redundant) discovery entry points):
DCN Channel: Indicate the access nodes for the remote client via Dashboard = Servers

Tile > /. select the node(s) and click the button to make these nodes accessible
via a CSM for the remote client;

Ethernet Service: program an Ethernet service between IFMs that support the Ethernet
Service (see Ref. [2Eth] in Table 1) to interconnect the HiProvision server(s) and the
remote client;

3. Close the ‘HiProvision Client’, only the 'HiProvision Agent'is allowed to run;

14.3.2 Step2: On the HiProvision Remote Client PC

CAUTION: Do not start the ‘HiProvision Agent’ or stop the HiProvision Agent (see §3), only
the 'HiProvision Remote Client' is allowed to run on the remote client PC;

1. Start the ‘HiProvision Remote Client’ via double-clicking this icon on the desktop;

2. For afirst time start of the ‘HiProvision Remote Client’, the connection with the server will
fail;

3. The Servers tile is always unlocked, no need to log in yet;

In the Dashboard - Servers Tile, click the =< button, the figure below pops up:
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Initial Configuration =
Checked, Greyed Out

Manual Configuration

Client - Server Connection DCN Channel
Mgt. IP Address 172.16,15.97

Master Server

IP Address 192.168.20.150

Redundant Server

Enabled

Save and Shutdonn ient

Figure 135 Remote Client Via DCN Channel

5. The 'Manual Configuration' checkbox is checked and greyed out for a first time
configuration. The IP addresses have to be filled out manually. Later on, when the remote
client has been configured and this setup is opened again, some IP addresses might be
detected automatically in case of HiProvision Redundancy and Manual Configuration is
unchecked.

6. Client - Server Connection:

P> LAN: Select this option when the remote client communicates to the server via an
Ethernet service over the Dragon PTN Network or via an external LAN network. Make
sure that this PC is connected to:

P an Ethernet Port on an IFM that supports the Ethernet service (see Ref. [2Eth] in
Table 1);
P an External LAN network in any other case;

P> DCN Channel: Select this option when the remote client PC is connected one CSM and
using the DCN path to communicate to the server;

P DCN Channel with Redundant Discovery Entry Point: Select this option when the
remote client PCis connected to two CSMs and using the DCN path to communicate to
the server;

7. (Only with DCN Channel) Mgt. IP Address: Fill out the IP address of the node or the CSM
to which the remote client PC has been connected;
8. Master Server:
P IP Address: IP address of the NIC in the HiProvision Server PC that is communicating
with the Remote Client;
P Redundant IP Address: (only when 'DCN Channel with Redundant Discovery Entry
Point' was selected) IP address of the NIC in the HiProvision Server PC that is connected
to the second CSM (=redundant entry point);

9. Redundant Server:
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P Enabled: Check this checkbox if you have a redundant HiProvision server;

P IP Address: IP address of the NIC in the Redundant HiProvision Server PC that is
communicating with the Remote Client;

P Redundant IP Address: (only when 'DCN Channel with Redundant Discovery Entry
Point' was selected) IP address of the NIC in the Redundant HiProvision Server PC that
is connected to the second CSM (=redundant entry point);

10. Click Save and Shutdown Client. The client will shut down;

11. Start the ‘HiProvision Remote Client’ via double-clicking this icon on the desktop;

12. Log in;

13. The connection between the remote client and server(s) should be OK and visible after
clicking the Servers tile. Your remote client will be operational to manage the Dragon PTN
network. Starting the Remote Client/Server system as described in §14.4 is not necessary
anymore. If the remote client would not work, verify that some ports are not blocked by a
possible firewall, see §21.6;

14.4 Switchover GUI View from Redundant HiProvision Servers

In case of redundant servers and having configured the remote Client as described in
previous paragraphs, the logical setup can be viewed via Dashboard - Servers tile.

The green line or 'viewing line' from the Remote HiProvision Client to the Server indicates
which server is being viewed in the Remote Client. In the figure example below, the Remote
client is viewing the Master HiProvision Server.

Switch Over
GUI View

Redundant
Server

Master
Server

1

Being Viewed

Grey = Standby

Green = Started

Started

Started

Green = Viewing
Line

Remote ;
Figure 136 Remote Client Viewing Standby Server

The Master Server PC is in 'Standby' mode (= grey border). It is more interesting to view the
'Started' server PC (= green border). At this moment, the Redundant Server PC is the
'Started' one. Click the GUI switchover button P to make the remote client view the other

server. As a result in this example, the remote client views the 'Started' server. It could look
as follows:
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Being Viewed
Grey = Standby

10.120.22.91

Green = \Viewing
Line

Remote g
Client
Figure 137 Remote Client Viewing Started Server

14.5 Start Remote Client/Server System

Prerequisite: the Client/Server system has been configured as described in previous
paragraphs.

14.5.1 Stepl: On the HiProvision (Master) Server PC

1. Start the ‘HiProvision Agent’, see §3;
2. (The ‘HiProvision Client’ does not have to be started).

14.5.2 Step2: On the HiProvision Remote Client PC

1. Start the ‘HiProvision Remote Client’ via double-clicking this icon on the desktop;

2. Alogin window pops up, login;

3. After logging in, your remote client will be operational to manage the Dragon PTN
network.

NOTE: The same user cannot be logged in together on both the local (on the server PC)
and the remote client (on the remote client PC) at the same time. The last login on
one PC will automatically log off the same user on the other PC;

CAUTION: when a load is started in the configuration load manager (§7) in a client, all the
other (remote) client GUIs will freeze (no user action possible) until the load has finished in
the client that initiated the load action. A popup will be shown on the frozen GUIs as in the
figure below.

Locked screen until loadactionin
other remote clientis finished

Please wait until loading is done.

Another HiProvision client started a load operation. Please wait until this is done. This might take a while.

Figure 138 Please wait until loading is done

HiProvision Management Operation 139
Release 01 05/2020




15.LAYOUTING HIPROVISION
15.1 Layouting Tables
15.1.1 General

A table example is shown in the figure below. You can lay out any HiProvision table in any
tab. Following layout actions are possible:

modify column order;

sorting the columns;
hiding/showing columns;
grouping columns (not all tables)
filter editor (not all tables);

VVVYVYY

Closing a tab or the GUI will save the changed layouts automatically for the logged in user.
The next time that this user opens a tile, the saved table layouts for this tile will be active.

"+ DASHBOARD -E- SERVERS i DATABASE ISCOVERY E ADVANCED | | ‘T NETWORK HARDWARE s PROTOCOLS MONITOR

Table tabs LAYEREDVIEW Q. Q, o 2-5 - @ gada al

DEVICE LAYER

Device Name & | Device ID | Device Type | Displayed | Status
L]y [ ogen 1 XT-2210-A .

» | Node2 2 XT-2208-A .

Layoutable L B » [ Nodes 3 XT-2206-A .
tables (] » [ Nodes 4 XT-1104-A .
U] » [ noges 5 XT-2210-A .

Bl » [ Nodes 6 XT-2208-A .

Bl » [ Nodezo 20 XT-2209-A .

Bl » [ Nogezt 2 XT-2200-A .

Ly | nogezz 2 XT-2209-A .

Figure 139 Layouting Tables

15.1.2 Layout Actions

The layout actions for a specific column can be invoked by right-clicking its header cell.

right-click header cell to
invoke column actions

LINKS.
Link Name + | Link Type -
21 Sort Ascending =
P| PORT://Node'/IFM-1/P1/ - PORT//Node2/IFM-5/P1/ | Ethemet 1G | ~ -
PORT://Node/IFM-2/P1/ - PORT//N—\—turas-a.0a = £l Sort Descending

PORT//Nod=117M-6/71/ - poryn| Column actions frog @+ (e e
PORT//Node2/IFM-10/P1/ - PORT://Node3/IEM-1/P1/ | Ethernet 1G | " Group By This Column |
PORT//Node3/IFM-1/P2/ - PORT//Noded/IFM-1/P1/ | Ethenet 1G | B3 Show Group Panel |
PORT//Noded/IFM-2/P1/ - PORT://NodeS/IFM-2/P3/ | Ethemet 1G | F| Shaw Column Chooser
PORT://Nade6/IFM-5/P1/ - PORT://NodeS/IFM-2/P1/ | Ethemet 1G
PORT://Nade6/IFM-8/P2/ - PORT://Node2/IFM-10/P2/ | Ethemet 1G
PORT://Node20/IFM-8/P1/ - PORT://Node21/IFM-9/P1/ | Ethernet 1G
PORT://Node21/IFM-0/P2/ - PORT://Node22/IFM-9/P1/ | Ethernet 1G
PORT://Nade22/IFM-0/P2/ - PORT://Node20/IFM-9/P2/ | Ethernet 1G

il BestFit -

Best Fit (all columns)
T Filter Editor.. —
@ Show Search Panel _

s e E—

Figure 140 Invoke Column Actions

140 HiProvision Management Operation
Release 01 05/2020



a. Column Order

The column order can be changed without the layout or column actions menu. Instead, it
can be changed by dragging and dropping the column header cell before/after any other
column. While moving the column, double-arrow indicators pop up when you can drop the
dragged column into place.

1) Before moving ‘Status’ column ‘ ‘ 2) Drag & Drop ‘Status’ before ‘Displayed’ ‘ 3) After moving ‘Status’ column
Link Type Displayed | Status = Link Type Status Displayed
Ethernet 1G Link 5 L=l Status + Ethernet 1G
Ethernet 1G Ethernet /] Ethernet 1G
Ethernet 16 # Ethernet 16 A H # Ethernet 1G

4
Ethernet 1G ‘\ i U
S

Figure 141 Table Layout: Column Order

b. Sorting Columns

Click 'Sort Ascending' or 'Sort Descending' in Figure 140 or left-click the header cell of the
column a few times to sort the column.

c. Hide/Show Columns

Click 'Show Column Chooser' in Figure 140. Drag & drop a column header into Column
Chooser and close the Column Chooser to hide a column.

2) After dragging & dropping
‘Displayed’ into Column Chooser

3) After closing Column Chooser,
‘Displayed’ is hidden

S

Link Type Status
Ethernet 1G
Ethernet 1G
Ethernet 1G
Ethernet 1G
Ethernet 1G
Ethernet 10G
Ethernet 1G
Ethernet 1G

‘ 1) Before hiding ‘Displayed’ column ‘

Figure 142 Table Layout: Hiding Columns

To show hidden columns, click 'Show Column Chooser' in Figure 140. Drag & drop a column
header from the Column Chooser into the table header to unhide or show a hidden column.
Close the Column Chooser. It is similar to the 'Hiding Columns' paragraph but in the reverse
order.
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d. Grouping/Ungroup Columns

Columns can be grouped for a better overview in the tables. Click the 'Show Group Panel' in
the in Figure 140 to show the group panel. This panel will show which columns are grouped.
If this panel is empty, none of the columns is grouped.

Hidden Group Panel Shown Group Panel:

empty group panel = no columns grouped yet

Link Name Link Type

PORT://Nodeb/IFM-8/P2/ - PORT:/{... Ethernet 1G

PORT://Node6/IFM-5/P1/ - PORT://... | Ethernet 1G
PORT://Noded/IFM-2/P1/ - PORT//... | Ethernet 1G
PORT://Node3/IFM-1/P2/ - PORT//... | Ethernet 1G

PORT://Node2/IFM-10/P1/ - PORT/... | Ethernet 16
PORT://Nodel/IFM-6/P1/ - PORT//... Ethernet 10G
PORT://Nodel/IFM-2/P1/ - PORT://... Ethernet 1G
¥| PORT://Nodel/IFM-1/P1/ - PORT:/{... Ethernet 1G

Link Name Link Type
PORT://Nodeb/IFM-8/P2/ - PORT://... | Ethernet 1G
PORT://Node6/IFM-5/P1/ - PORT://... | Ethernet 16
PORT://Noded/IFM-2/P1/ - PORT//... | Ethernet 1G
PORT://Node3/IFM-1/P2/ - PORT://... | Ethernet 1G
PORT://Node2/IFM-10/P1/ - PORT:/... | Ethernet 16
PORT://Node1/IFM-6/P1/ - PORTY//... | Ethernet 10G

Figure 143 Hidden Group Panel / Shown Group Panel

To group a table by a column, follow one of the two actions below:

P click 'Group By This column' in the layout actions menu of this column;
P Drag the column header into the Group Panel.

As a result, the table will be grouped by this column and the column header appears in the
Group Panel. It is possible to group additional columns as well by repeating previous action
for additional columns. A grouping example is shown below.

Grouped by ‘Link Type’

No grouping

Link Name Link Type
PORT://Nodeb/IFM-8/P2/ - PORT://... | Ethernet 1G
PORT://Node6/IFM-5/P1/ - PORT://... | Ethernet 1G
PORT://Noded/IFM-2/P1/ - PORT://... | Ethernet 1G
PORT://Node3/IFM-1/P2/ - PORT://... | Ethernet 1G
PORT://Node2/IFM-10/P1/ - PORT:/... | Ethernet 1G
PORT://Nodel1/IFM-6/P1/ - PORT://... | Ethernet 10G

-

¢ Link Type: Ethernet 10G

¢ Link Type: Ethernet 1G

Link Name ¥ | Status Displayed

¢ Link Type: Ethernet 10G I

¥ 4 Link Type: Ethernet 1G

PORT:/fNode9/IFM-2/P2/ - PORT//...
PORT:/YNode8/IFM-3/P2/ - PORTYY...
PORT:/YNode8/IFM-3/P1/ - PORTy/...

Figure 144 Example: Grouped By Link Type

To ungroup or to clear the grouping of columns, do one of the actions below:

P Drag and drop the column from the group panel into the header row of the table;
P Right-click the group panel and click 'Clear Grouping'.
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e. Filter Tables

Tables can be filtered via creating one or more filters in a Filter Editor. Click the 'Filter Editor’
in Figure 140 to show the Filter Editor.

In this editor, just click the required filter operators and fields and fill out the desired filter
values. Click OK or Apply to create and activate the filter. Each time you adapt your filter or
create a new one, the adapted/new filter will be stored in the History Filter List. Later on,
you can apply these stored filters again by just selecting them from this History Filter List.

Unfiltered List Filter Editor Filtered List

-

| Link Type Displayed | Status And © Link Name ¥ | Link Type ¥ | Displayed [ Status

. [Ethemet 16 Link Name Contains Nodes © W>| PoRTu/Nodes/FM-3/P2/ - PORTy/Noded.. | Ethemet 16

/P | Ethemet 16 Link Type Contains 1G © W | PORT/Node8/IFM-3/P1/ - PORT//NodeT... | Ethemet 16
PORTy//NodeB/IFM-3/P1/ - P... | Ethemet 16

[
F.
P.
PORT//Nodeb/IFM-8/P2/ - Pu. | Ethemet 1G
PORT//Nodef P.. | Ethemet1G
PORTy//Node: P.. |Ethemet 1G
F.

PORT//Node3/IFM-1/P2/ - P... | Ethemet 16
PORT://Node2/IFM-10/PY/ - Ethemet 16

= Equals

# Does not equal

v

Is greater than

Is greater than or equal to

PORT//Nodel/IFM-6/P1/ - P... | Ethemet 10G € [lzsimy Enable/Disable Current | | History || Edit/Add | Delete
PORT//Nedel/IFM-2/P1/ - P... | Ethemet 1G £ Isless than or equal to Filter Filter Filter Filters Filters
PORT//Nodel/IFM-1/P1/ - P... | Ethemet 1G A lsbetween List

3£ s not between

abe Contains
acb Does not contain
@b Begins with
bl Ends with
ate s like
ate Is not like
o s any of
0% s none of
3 Isblank
O Isnot blank

Figure 145 Filtering Tables

15.1.3 Restore Default Table Layouts

1. Go to Dashboard = Users (only allowed for administrators),
2. Select the user for which the table layouts must be cleared by expanding the 'Groups and
users' and clicking the desired user row;

3. Click the trashcan icon to reset the customized table layouts.

CAUTION: this action will also reset or clear some other data, see Ref. [15] in Table 1.

4. Click OK to confirm;
5. If you open a tile now, it will restore the default table layouts;

15.2 Layouting Network Drawings
15.2.1 General

This paragraph describes how to place (or layout) the nodes and links into a desired place in
relation to each other and/or in relation to an optional background picture. The layout is not
fixed in relation to the HiProvision screen (*).

Multiple layouts can be created, saved and organized in one or more layout trees.
Some definitions:
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Layout Tree: A collection of layouts that is related to each other in different levels via
nesting;

Top Layout: The highest level or layout in a layout tree;

Sub Layout: The child or lower level layouts of a top layout in a layout tree. Sub layouts are
designed for tuning multiple views in the Large Network Monitor (see §16) and cannot be
used elsewhere in HiProvision;

Default Layout: The layout that is available in HiProvision from the start without a layout
tree, top or sub layout being created. The default layout is an 'Orthogonal Device Layout'.

Active Layout: The layout that is currently used in all the HiProvision screens that have a
network drawing displayed (except for the Discovery and Large Network Monitor (=LNM)
tiles). When no layout has been created yet, the default layout is the active layout.

Device: Node;
Object: Node (devices) or link;

Hierarchy Node: a light green bullet in a layout or network drawing indicating a link with
nodes in another layout, see further.

CAUTION:
- Only a top layout without sub layouts can be set as active layout;

- (*

) The layouting area will center relatively to a boundary around all nodes in the layout.

This happens after creating a new, opening or refreshing a layout, or simply after clicking

the

fit-content button <. When you create your layouts, backgrounds and objects (nodes

and links) need to be put manually on top of each other. The background map needs to be
resized to fit the boundary of all objects. The objects themselves need to be positioned on

the

background map. Different layouter options will be helpful here, as well as zooming

in/out the entire layouting area.

To process layouts, go to Dashboard = Layouts.

144
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Layouting Area Selected Layout

Layouts Tile

+'": DASHEOARD | J8}SERVERS | 7% NETWORK HARDWARE | | [ LAYOUTS

LAYOUTS A a Y x| o, Ty [
Default Layout + 2 L ] default
Custom Layouts

Active Layout

| ExtDevt default
default

2 XT-2208-A default

Node3 3 XT-2206-A default
Noded 4 HT-1104-A default
Nodes 5 ¥T-2210-A default
Node 6 XT-2209-A default
Node? 7 XT-2210-A default
Node§ 8 XT-2210-A default
Noded 9 XT-2210-A default
1 HT-2210-A default

Link Name Type
PORT:/ExtDev1/P2/ - PORT:/ExtDev2/P2/ Monitored Link (A
PORT://ExtDev2/P1/ - PORT://Node6/IFM-8/P1/ Monitored Link
PORT://Node/IFM-1/P1/ - PORT://Node2/IFM-5/P1/ | Ethernet 1G
PORT://Node1/IFM-2/P1/ - PORTy//Node4/IFM-2/P2/ | Ethernet 1G
PORT://Node/IFM-6/P1/ - PORT//Node6/IFM-6/P1/ | Ethernet 106
PORT://Node2/IFM-10/P1/ - PORT://Node3/IFM-1/P1/ | Ethernet 1G
PORT://Node3/IFM-1/P2/ - PORT//Node/IFM-1/P1/ | Ethernet 1G
PORT://Noded/IFM-2/P1/ - PORT//NodeS/IFM-2/P3/ | Ethernet 1G

Figure 146 Layouting Network Drawings

NOTE: Layouts can be modified/deleted, but the last remaining layout cannot be deleted.

15.2.2 Layout Guidelines

There are many layout options but in most cases, following typical network layouts are
desired:

P Geographical layout: network is mapped on a geographical map or ground plan etc...;
P Logical layout: network is layouted according to a logical network or company topology;
P Don't care: layout is not relevant at all, just use the default layout.

A short description how to set up such a layout can be found below.

NOTE: A full description of all the layout options can be found in §15.2.3. Other layout
types can be created by creating new layouts and exploring all the layout options in
this section.

a. Geographical Layout

1. Create a new layout (li_') including a background picture (=map, ground plan...) of
maximum 9 Mb via the Browse button. *.JPG and *.PNG files are allowed as background
picture;
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146

Figure 147 Create Layout

Resize the background picture until it has the desired size (_ 2/ «);

Apply some transparency to the background picture via the right-hand slider (
Position a node:

P Select the desired nodes first:

P Click ~ (= single node select) and click one node so it highlights;

P Click = (= multi node select) and click/drag a rectangular selection area around the
desired nodes. The selected nodes will be highlighted;
P Position the selected node(s) via drag and drop into place according to the desired spot
on the background picture;

After placing the nodes, your links layout could be messed up a bit. You can layout them

better if desired. Exact geographical links are required?

» Yes: Click /X first and drag and drop each link manually (create bends etc...) onto the
exact location. You could still straighten up one link via selecting the link (bold black
line) and clicking == = Straight Link Layout;

P No: choose one of the layouters ( -'45’) below for an automatic link layout:

P Straight Link Layout;
P Orthogonal Link Layout;
P Organic Link Layout;

Save the layout (@);
To activate this layout for the entire HiProvision (except for Discovery and Large Network

Monitor), set this layout as 'Active’ (-2);

Logical Layout

Play around first with one of the automatic (-’4":)) layouters listed below and select the
layout that suits the best for your project:

P Orthogonal Device Layout;

P Circular Device Layout;

P Organic Device Layout;

Fine-tune your layout further via drag/drop your devices and links manually as described
in the previous paragraph §a;
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3. Save the layout ( )
4. To activate this layout for the entire HiProvision (except for Discovery and Large Network

Monitor), set this layout as 'Active' (-23);

c. Don't Care

If the layout is not important at all, do nothing. HiProvision applies a 'default’ layout to your

network based on the automatic 'Orthogonal Device Layout' layouter (=). This 'default’

layout is by default 'Active’ (

) in the entire HiProvision (except for Discovery and Large

Network Monitor).

15.2.3 Layout Menu and Options

Table 20 Layout Buttons

Button Short Description
LAYOUTS
+ Create new (top) layout. This is a layout at the highest or top level.

i Create new sub layout for using in the Large Network tile (see §15.2.4). The sub layout will be created in the
selected layout. Sub layouts can be created up to 10 levels deep starting from the top layout. Sub layouts cannot
be created in the active layout. So if there is only the default layout (and as result, automatically the active layout),
another top layout must be created first. The Node Count field indicates exactly how many nodes are involved in a
specific sub layout. The Node Count is also visible in the sub layout icons in the network drawing. A maximum of
100 sub layouts can be created per top layout. Example to create sub layouts: see §15.2.4.

F Modify selected layout: Possibility to change the layout name and/or background picture.
11 Move a sub layout (=reparenting): Move an existing sub layout from its parent to another parent layout within the

same top layout in the layout tree. Note: Reparenting can also be done (without this button) by just drag & drop a
sub layout to another parent layout. This drag and drop will show whether the drag & drop is possible.

Drag & Drop possible Drag & Drop not possible

I ‘ Layout Name i el st Layout Name 4 | Acuve | Node Lount |
4 | CityLayout 12
Antwerp
Brussels
Antwerp - default
Ghent
default v|  default Cannot move here
Geographical CityLayout Geographical =171 12 |
Logical -1 1 1z 1 B Logical 12

Sets the selected top layout as active layout. Only layouts without sub layouts can be set as active because sub
layouts are only meant for the Large Network tile (see §15.2.4). All the HiProvision screens that have a network
drawing displayed, will display it according to the active layout. By default, the 'default' layout is active.

x

Delete selected layout from the layout list. Neither the last remaining layout nor the active layout can be deleted.

Layouting Area

+ -

/

Zoom in / Zoom out of the layouting area.
CAUTION: Zoom in / Zoom out results will not be saved when saving the layout.

Fit all nodes and links in the center of the layouting area. If your nodes and links look lost, click this button to bring
them back in focus in the center of the layouting area.

View mode: select one object (node or link) at a time, in this mode you can:
- Drag & drop the entire layouting area in a specific position (CAUTION: this new position will not be saved).
- Layout objects into place by drag & drop the selected object.
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Button

Short Description

- Click on single objects (node or link) to select them. A selected node has a blue-grey-blue border, a selected link is
shown in a bold black line. A selected bend in a link shows a black bullet.
- Create a bend in a link by drag & drop on the link where the bend must be made, see Figure 148.

- Delete a bend in a link by selecting the bend and clicking % , see Figure 149.

NOTE: unselect the selection via clicking on the background.

Selection mode: select multiple objects (node or link) at a time, in this mode you can:

- Select multiple objects via a rectangular selection area. Links that have at least one end point in the selection area
will be selected as well.

- Click on single objects (node or link) to select them. A selected node has a blue-grey-blue border, a selected link is
shown in a bold black line. A selected bend in a link shows a black bullet.

- Layout objects into place by drag & drop the selected object or object group (=group of selected objects).

NOTE: unselect the selection via clicking on the background.

L]
L2

#

Selects all remaining network elements that are directly or indirectly (*) connected to an existing selection of
network elements.

For example by using this button, you can select a subnetwork in just 2 clicks: clickl= select one element from the
subnetwork, click2 = click this button.

(*): indirectly means that the network element is connected via another network element to the current selection.

NOTE: unselect the selection via clicking on the background.

The layouter selector button provides a few automatic layouter methods that can be used optionally to optimize
your layout.

NOTE: You could layout your devices and links manually as described in LY without a layouter.
Layout only a part of your network?

YES:
- (advised) manual layout: select objects that must be layouted and then drag & drop manually;

- automatic layout: select objects that must be layouted and select a layouter from the =1 list.

NO, entire network:

- automatic layout: select a layouter from the -1 list without selecting objects first.

Layouters:
Entire layouts (devices + links):
- Orthogonal Device Layout (=default): produces compact drawings without overlaps, few crossings and few bends

- Circular Device Layout: produces interconnected ring and star topologies

- Organic Device Layout: produces a well-balanced distribution of nodes width edge crossings, similar to organic

148
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Button

Short Description

structures in outside nature.
fﬁ =
[ =}

- Hierarchy Nodes Layout: This layouter becomes active in sub layouts containing at least one hierarchy node. A
hierarchy node is a light green bullet indicating the link with nodes in another layout. Clicking 'Hierarchy Nodes
Layout' aligns the light green bullets nicely on the left-hand side of its connected node for a better overview.
If you select... :
- Nothing: the layouter layouts all hierarchy nodes;
- an object (one or more nodes, one or more hierarchy nodes): the layouter layouts only the hierarchy nodes
from the selected objects.

Hierarchy Nodes
layouted/aligned left of the
connected node

Hierarchy Node

" e | | g somvans
waors @1 @ Q@A & A

T NETWORK HARDWA

-+ Orthogonal Device Layout

-/ Circular Device Layout

Organic Device Layout

ight Link Layout
- Orthogonal Link Layout
- Organic Link Layout
-+ Parallel Link Layout

Link Layouts:

Layouts the selected link in a straight/orthogonal/organic/parallel way. If no link is selected, ALL your links will be
layouted accordingly. Devices are not touched. Use this option when you have layouted your devices manually and
your links are messed up a bit.

- Straight Link Layout: for straight links;

- Orthogonal Link Layout: for right or squared angled links;

- Organic Link Layout: for well-balanced distributed links;

- Parallel Link Layout: a link that has a neighbor link between the two same nodes is called a parallel link, see figure
below. If nothing is selected only all parallel links (and not single links) in the drawing will be affected.

Parallel link

Parallel link

Saves your layout.

-~ / ~4 | Undo previous action(s) / Redo undone action(s) on nodes and links. Clicking multiple times on this button
undoes/redoes the next action in the history action list. This history action list will be cleared when a node or sub
layout is added, deleted or moved to another layout.

% | Sets the sub layout group icon transparency. Only active if the selected layout has sub layouts. Set this slider to the

(1st) left/right for maximal/minimal transparency. The transparency can be set per group icon.
:EEE Hides/shows the data grid points in the layouting area. When the grid is on, layouting or dragging/dropping the
links or bends in the link will be magnetized by the grid points.
2|/« | Only relevant if a background image has been inserted in the layout. Click —2///_¥| to increase / decrease the

size of the background image, click as many times as needed until the desired size has been reached.

HiProvision Management Operation

149

Release 01 05/2020




Button Short Description

S | Sets the background image transparency (if any). Only active if a background image has been inserted in the layout.
(2nd) Set this slider to the left/right for maximal/minimal transparency.

Fay
@I Deletes the selected bend in a link. As a result, the link will be straightened up. A bend must be selected first in N
mode by clicking the bend. A bend is only selected when a black bullet is visible on the bend. See Figure 149.

Ix Create Bend: Bend
Straight Link Drag & drop from ‘1’ > 2’
2
(e ] o Cmm = .
B o — = o

Figure 148 Create Bend

IR Click to Select Bend = black bullet | Click || to Delete Bend Bend Deleted

Figure 149 Delete Bend
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15.2.4 Example Sub Layouts

As an example, we will show you how to map an example network with 12 nodes into sub
layouts according to some cities. We will create a top layout 'CityLayout' first, next we will
create sub layouts with the following Belgian cities: 'Antwerp', '‘Brussels', 'Ghent'.
Background maps are possible but not used in this example.

>

CityLayout (=top = has 12 nodes: device [1,...,12]);

P> Brussels (=sub = has 6 nodes: device [1,2,3,4,5,6]);
> Antwerp (=sub = has 3 nodes: device [7,8,9]);

P Ghent (=sub = has 1 node: device [10]);

P Device [11,12] remain in the 'top' CityLayout;

Without creating a top or sub layout, a default layout is always available from the beginning:

Default Layout
N 0-R0 = NETWORK HARDWARE | | [ LaYoUTS

Default Layout

XT-2210-A
XT-2209-A default

XT-2206-A default
HT-1104-A default

2
3
4
5 XT-2210-A default
Nodeb 6 XT-2209-A default
7
B
9
1

XT-2210-A default

XT-2210-A default
XT-2210-A default

XT-2210-A

Link Name. Type
¥ | PORT//ExtDev1/P2/ - PORT:/ExtDev2/P2/ Monitored Link
PORT://ExtDev2/P1/ - PORT://Nodeb/IFM-8/P1/ Monitored Link
PORT://Node1/IFM-1/P1/ - PORT://Node2/IFM-5/P1/ | Ethemet 1G
PORT://Node1/IFM-2/P1/ - PORTy//Node4/IFM-2/P2/ | Ethemet 1G
PORT://Node1/IFM-6/P1/ - PORT://Node6/IFM-6/P1/ | Ethernet 10G
PORT://Node2/IFM-10/P1/ - PORT://Node3/IFM-1/P1/ | Ethemet 1G
PORT://Node3/IFM-1/P2/ - PORT://Noded/IFM-1/P1/ | Ethemet 1G

Z

TR T R T B 1o BT T YR LR L PR E

Figure 150 Before Sub Layout Creation

Follow the steps below to create a top and sub layouts:

1. 'CityLayout': Create a new top layout first via clicking |i_| and fill out 'CityLayout' in the
Name field. Optionally, a background image can be added (not in this @(ample);

2. 'Brussels': Select the 'CityLayout' line in the LAYOUTS table and click |E|, fill out 'Brussels'
in the Name field; N

3. 'Antwerp": Select the 'CityLayout' line in the LAYOUTS table and click |E|, fill out 'Antwerp'
in the Name field; N

4. 'Ghent': Select the 'CityLayout' line in the LAYOUTS table and click |E|, fill out 'Ghent' in
the Name field; _

5. Give an initial layout via clicking 0| and selecting Circular Device Layout;

6. The result looks like the figure below. No nodes have been mapped to a sub layout yet;
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CityLayout selected CityLayout

D 3} SERVERS R A AYO
A¥O 0 O x ooy e o
ayout N ~ | Active | Noge Count
— ExtDevi
v
: Antwerp 0 =
Brussels [}
L] | o 0 | Antwerp
default v 12 |
Antwerp (0) Node1d
Di Node
Device.. «|DevicelD | Type | tayout b
BdDevi |11 ExtDev CityLayout | Brussels
ExtDev2 12 ExtDev Citylayout |
Node1 1 N CityLayout Brussals (0)
Node2 2 Selected CityLayout ser
e
Node3 3 CityLayout
checkbox i e
Moded 4 CityLayout | Ghent
¥ Modes 5 XT-2210-A CityLayout
3 — —
Node XT-2209-A CityLayout p]
Node? 7 XT-2210-A CityLayout J
Node8 8 XT-2210-A CityLayout
Nods@ ¢ XT-2210-A CityLayout —
Node10 0 XT-2210-A CityLayout Modes
Node Count

Link Name

2| Type

PORT://ExtDev1/P2/ - PORT://ExtDev2/P2/ Monitored Link [

Noded

PORT.//ExtDev2/P1/ - PORT://Node6/IFM-8/P1/ Monitored Link| Modeg

<

PORT:/fNode1/IFM-1/P1/ - PORT://Node2/IFM-5/P1/ | Ethemet 1G

>

Figure 151 CityLayout View after Creation, No Mapping Yet

7. Map Node[1..6] into the sub layout 'Brussels' via one of the methods below:

>

Method1: Choose the sub layout 'Brussels' by clicking the 'Brussels' row in the LAYOUTS
list. Map the nodes Node[1..6] into this layout by clicking its 'Selected' checkbox in the
DEVICES list. 'Brussels' will appear in the Layout Name column;

Method2: In the parent layout 'CityLayout’, select the Node[1..6] icon in the network
drawing (in mode /") or select multiple nodes at once by dragging a selection area

around them (in mode ). Once the nodes are selected, press and hold the SHIFT key
on your keyboard and drop the selected nodes onto the node group icon of the desired

Brussels (0)

sub layout (e.g. + SHIFT + hoover it with selected nodes =

op Handles

zooming in more.);

. Drop handles turn into an entire icon border when

8. Similar to above, map Node[7..9] into the sub layout 'Antwerp’;

9. Similar to above, map Node[10] into the sub layout 'Ghent’;

10. In this example, Node[11,12] remain in the parent 'CityLayout’;

11. Verify all the top and sub layouts whether they are OK. If a layout is not OK (e.g. node icons
on top of each other etc...), layout them until it is OK as described in §15.2.2. Save each

layout by clicking the save button ;
12. Everything should be OK now. The final result could look as in the figure below;
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CityLayout

Brussels

+*": DASHBOARD = NETWORK HARDNRE | | [ LaYOUTS
wous [ @ @ A & 8 L QR

ExtDev2

ExtDevi

Type
BiDevi |11 ExtDev

EdDav2 |12 ExtDev
Nodel 1 XT-2210-A
XT-2209-A

Antwerp

XT-2206-A
XT-1104-A
XT-2210-A

XT-2209-A
XT-2210-A
XT-2210-A

DDDED DD DD

z
8
FURCIN RS TN

B

XT-2210-A
XT-2210-A

Link Name -
PORT//ExtDev2/P1/ - PORTY/ExtDevl /P1/.
PORT//ExtDev2/P2/ - PORT/Node6/IFM-8/P1/
PORT//Nodel/IFM-1/P1/ - PORT://Node2/IFM-5/P1/
PORTY//Nodel/IFM-2/P1/ - PORT//Node4/IFM-2/P2/ | Ethemet 1G

Figure 152 Final Result after Mapping Nodes into Sub Layouts

16. LARGE NETWORK MONITOR (=LNM)
16.1 Prerequisite

Divide the large network into smaller parts for better monitoring by grouping parts of the
network in layouts and/or sub layouts. It can be done via the Dashboard = Layout tile (see
also §15.2). The grouping could either be functional, geographical...

CAUTION: An LNM voucher or license must have been purchased and installed per serial
key. Without these vouchers, only offline configuration is possible. See also §4.

16.2 General

The LNM allows to monitor large networks in an elegant way. This feature can be used via
the Dashboard = (Monitoring) Large Network. An example can be found below.
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Large Network
Monitor (=LNM)

Grid Layout
Buttons Name

Open ETS Device
in Web Browser

Look Up Device in
Network Hardware

Citylayout

Node3

Save LNM
Layout

Node?
Nodes
Noded

XT-2210-A
XT-2210-A
XT-2210-A

2
3
4
5
Nodes |6 Devices & Links
7
8
9

Antwrerp (3)

Link Name = [ Link Type
PORT//E... | Monito...
PORTY//E.. | Monito...
PORT//N... | Etherne..
PORT//N... | Etherne...
PORTY//N... | Etherne...
PORT//N... | Etherne..
PORTy//N... | Etherne...
PORT//N... | Etherne..
PORT//N... | Monito...
PORTY//N... | Etherne...
PORT//N... | Etherne..
PORTY//N... | Extemal.. | ()
PORTy//N... | Etherne...
PORTY//N... | Etherne...
PORT//N... | Etherne..
PORTy//N... | Etherne...
PORT//N... | Etherne..

Hodes
— Nede10

e
-—

/
/
j/
- e

Figure 153 Large Network Monitor

16.3 Open Selected External Device in Web Browser

TN
0\
D)

1727

Select an External device from the list and click the
a web browser, see also §18.9.

button to open this External device in

16.4 Loop Up Selected Device in the Network Hardware Tile

Select a device from the list and click the & button to navigate to or look up the selected
device in the Dashboard = Network Hardware tile.

16.5 Selecting Grid Layouts

Different grid layouts are by default available. Each grid layout has one or more (up to four)
grid sections and can be selected via the grid layout buttons. Swapping from one grid layout
to another is possible in just one click via these buttons. The ' button can be used to

show/hide the Devices and Links tables for a wider view without tables. Use the save button

D to save your optimized view after completing the next paragraphs.

Grid Layout
Button

Section2 Section3 Section4

Figure 154 Layout Grid Button Example
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16.6 Assign Layouts to Grid Sections

Each layout configured in the Layout tile can be assigned to any grid section via the layout

selector LI, This selector and other buttons pop-up after hovering over the grid section.
After having assigned a layout to a grid section, following buttons can be used per grid
section:

» 11l: 'Go back to Parent' button to navigate one level up or to assign the parent layout to
this section;

+ \
P[50 /155 zoom in / zoom out buttons;

» 2% to fit and center your layout in the grid section or bring back the layout in focus when
it looks lost beyond the section borders;

—————
|

| Hover | Layout Go Back Fit and
- Selector || to Parent center

Hierarchy — /

Node .

Figure 155 Grid Section: Layout Selector

NOTE: Make sure to save your layout via the save button @ after having it optimized. The
Hierarchy Node (see §15.2.1) can be clicked to navigate one level up.

16.7 Multiple LNM Sessions

A maximum of 4 LNM sessions can be opened simultaneously. Each time you click the 'Large
Network' tile, a new LNM session (or tab) will be opened, always starting with LNM1. Each
LNM session can have its own grid layout as described in previous paragraphs. Each opened
LNM session has its own dedicated shortcut (or checkbox) on the 'Large Network' tile. The
first checkbox (most left) always refers to LNM1,..., the last checkbox (most right) always
refers to LNM4.

NOTE: If no LNM session is opened yet and you want to open for example LNM3, you have
to open the lower-numbered sessions LNM1 and LNM2 first.

You can jump to an LNM session by clicking its checkbox on the tile or its tab.
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click 4 times on
tile to open
4 LNM tabs

click 1 time on
tile to open

not clicked yet
- 0 LNM tabs
opened

LNM1 tab

RE| (@ M1 > INM1| (@ INM2| | INM3| |@ LNM4|

LNM1 checkbox

Figure 156 Multiple LNM Sessions

16.8 Large Network Monitor Live

The example screenshot below shows multiple LNM tabs (LNM1 and LNM2) with each tab its
own grid layout. LNM1 shows a node rack background picture and country maps of Belgium
including nodes and networks. LNM2 shows some more detailed network layouts per
Belgian province. The node icon colors (red, green...) indicate the severest alarm color that is
present in that node. For more info on LNM alarms, see §9.10.

D] [ v

- T o FEmESmE EFC]E’EDB"ETEEDETEH S Nodes on a
- , Nodes on a province map

country map

Nodes in
arack

EAST-FLANDERS

Figure 157 Large Network Monitor Live
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17.ADD-ONS

17.1 General

Add-ons provide extra integrated functionality in HiProvision and require purchased
vouchers or licenses to operate. The available add-ons can be found in HiProvision via
Dashboard = (Tools) Add-ons and are shortly described in the paragraphs below.

17.2 CARIP

The CAR IP (=Central Alarm Reporter IP) add-on is an alarm interface between HiProvision
and a CAS (=Central Alarm System) or umbrella management system both connected

through an Ethernet link (UDP). This add-on requires a 'CAR IP Add-on' voucher (see §4.2) or
license that must be purchased. A general CAR IP example can be found in the figure below.

Find more information on this add-on in manual Ref.[20] in Table 1.

CAS (=Central Alarm System) /
Umbrella Management System
Further Alarm Handling

Dragon PTN Alarms
(via SNMP, MIB)

HiProvision PC
(=Dragon PTN Management)

) ”uuﬂ
Dragon PTN

i i MPLS-TP Network "i‘ g ‘

MH

]
N "”Hl

Figure 158 CAR IP Example
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17.3 SNMP Northbound

This add-on provides alarm, counter and configuration status information from the Dragon
PTN network through an SNMP (=Simple Network Management Protocol) interface to an
upper management system (=umbrella system). This add-on requires an 'SNMP Northbound
Add-on' voucher (see §4.2) or license that must be purchased. A general SNMP Northbound
example can be found in the figure below. Find more information on this add-on in manual
Ref.[21] in Table 1.

D Umbrella SNMP Manager

O HiProvision SNMP Agent

D HiProvision SNMP Manager

O Dragon PTN SNMP Agent

Umbrella System

reqT
SNMP Get i
res| a

I SNMP Trap

Ethernet

req

SNMP Get//

res

HiProvision PC
with SNMP Northbound
Add-on

n
/ SNMP Trap
/

HiProvision MIB

_______________________________________________________________ Alarm/Network Infovia |.______________________
SNMP Get or Traps

Dragon PTN

1 SNMP Trap

j, gv? E
A

'E [’ Dragon PTN \ i .
Node MIB b MPLS-TP Network N ’-‘E

Figure 159 SNMP Northbound Example

17.4 Generic Reporting Engine

This add-on provides the possibility to generate different detailed Dragon PTN reports
(template based), exported in different output formats. This add-on is by default available
and does not require a license or voucher. A general Reporting Engine example can be found
in the figure below. Find more information on this add-on in manual Ref.[25] in Table 1.
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(=Dragon PTN Management) Engine Bl Templates ‘ ﬁ
Add-on

Adobe Report

1 L I Output
| . ) ‘,g : Formats

HiProvision PC ‘ Reporting

Wy,

Gl ’\
/ Dragon PTN

.
MPLS-TP Network b ”uHH ’

Uiy

Figure 160 General: Reporting Engine

17.5 Permanent Monitoring

The Permanent Monitoring add-on allows advanced monitoring in the Dragon PTN network
over a longer period of time of specific properties. This period of time is property dependent
and depends on its sampling frequency. Extra alarming and trigger threshold values can be
configured on these monitored properties. As a result, it is easier to detect trends in the
network behaviour when monitoring/troubleshooting the network and act accordingly. Find
more information on this add-on in manual Ref.[26] in Table 1.

HiProvision PC ‘ Permanent =T Output
(=Dragon PTN Management) Monitoring Format
_ “ Add-on

Analysis, debugging

Permanent Monitored
Dataon Node

U J“
Q Drag°gN\
N MPLS-TP Sl
( LJ“M Network i J’

“UJIN‘ ki

]

Figure 161 Permanent Monitoring Example
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18. EXTERNAL DEVICES
18.1 General

It is possible in HiProvision to create new External Device Types in order to monitor third
party devices. Also the links from Dragon PTN to these devices and the links between them
will be monitored.

1. Create/Generate External Devices types: Dashboard = External Devices tile;
General flow: see §18.2;
Generate Default External Device Types delivered by Hirschmann Automation and
Control GmbH (§18.3);
Create/Generate new Custom External Device Types (§18.4);

2. Create new devices based on this new type: Dashboard - Network Hardware tile 2>
Devices, see §18.5;
3. Create Monitored Links via Dashboard = Network Hardware tile = Links, see §18.6:
between the Dragon PTN network and these devices;
between these devices themselves;

4. Configure Monitoring and Alarming of External Devices, see §18.7;
5. Backup & Restore External Devices, see §18.10;

18.2 Flow: Default External Devices/Custom External Devices

Hirschmann Automation and Control GmbH already delivers a default set of external devices
types, that are common used, in the Dragon PTN Release package. An external device type is
basically defined by a configuration structure (GenericDevices\Config\*.xml files) and a
picture (GenericDevices\Resources\*.*).

See in the Dragon PTN release package = 02. Documentation\GenericDevices\Config which
types are delivered by default.

If you still need other external devices types, it is still possible to create your own custom
types.

The flow below shows the major steps for both the default and custom types.
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Default External Device Types Custom External Device Types

Set of External Device types deliverd by f \
Hirschmann Automation and Control GmbH

(XML + device pictures)in Dragon PTN Release package in folder
02.Documentation\GenericDevices

1l

4 N\
Copy GenericDevices folder to > .
<HiProvision Installation Path>\GenericDevices Create custom External Device Types
(default = C:\Program Files (x86)\Hirschmann\HiProvision\GenericDevices) in External Devices Tile - External
J Devices Types

10

L

Types appear in External Devices Tile = External Devices Types

Reopen External Devices Tile

External Devices Tile > External Devices Types - GENERATE
1
Stop HiProvision Servers, restart HiProvision Agent and Client
10
New device types availablein Network Hardwaretile

A J

Figure 162 Flow: Default/Custom External Device Types

18.3 Generate Default External Device Types Delivered by Hirschmann Automation and
Control GmbH

After copying the GenericDevices folder as described in previous flow, and reopening the
External Devices tile, the default set of external device types will be listed. Existing custom
made types are listed too. Only click the Generate button, stop the servers and restart the
Agent/Client to make these types available in the network hardware tile. See also §18.5.
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£*"2 DASHBOARD § DATABASE 1 NETWORK HARDWARE ﬁ- SERVERS ‘ USERS E’;i' EXTERNAL DEVICES

| DEVICE TYPES (N x|

1.3.6.1.4.1.248 . .
Default set 5 — Default info configured
.................... rschmann in * XML of

MACH102-247P-F selected device type

ExtDevType3
Custom made E DevType?

Make availablein
Network Hardware Tile

6/05/2020 9:43:43 Device types genera¥ed successfully.
6/05/2020 9:45:46 Successfully created dvice type ExtDevType2.
6/05/2020 9:46:02 Successfully created deljce type ExtDevType3.

Figure 163 Generate Default External Device Types

18.4 Create/Generate New Custom External Device Type

1. Go to Dashboard = (Tools) External Devices = External Devices Types;

+"sDASHBOARD | 5 DATABASE | J3FSERVERS | (@ HELP | | &P EXTERNAL DEVICES

DEVICE TYPES

Figure 164 External Devices Types

Table 21 External Device Types: Menu Buttons

Button Short Description

Adds a new External Device Type.

Copies the selected Device Type.

|£' Rename the existing Device Type. CAUTION: Renaming the device type automatically deletes all
existing devices in HiProvision with the original Device Type Name.
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2.

%3 Deletes the selected Device Type. CAUTION: it also deletes all the configured devices of this type.

Click Devices Types = *1to add a device type. Fill out the device type in the figure below,
e.g. ExtDevType4 and click OK;

CAUTION: Use correct spelling! Renaming afterwards automatically deletes all existing
devices in HiProvision of the original Device Type Name.

3.

@ Create new Device Type x

CAUTION: Use correct spelling! Renaming afterwards automatically
deletes all existing devices in HiProvision of the original Device Type.

ExtDevape4|
[ o |

Figure 165 Create External Device Type

The window below is shown.

NOTE: More info on the fields below can be found in Table 22.

4. System OID: For custom alarming/monitoring: Fill out the System OID from the MIB file of
the external device type, e.g. 1.2.3.4.5.6.7. More info on the System OID in §18.7.4 and
Table 22.

5. Base Type: Assign the correct Base Type to the created device type.

Hirschmann: Select this for Hirschmann devices;

MiB2: Select this if your device is not a Hirschmann device, but supports MiB2;
Generic: Select this for any other device type;

In this example, select Generic.

6. Browser URL: Indicates the URL that HiProvision has to use to open the device. See
Table 22.

7. Vendor Type: Fill out the vendor type (casesensitive!), which can be found in the
Description field in the MIB of the device, e.g. Hirschmann Rail Switch Power Smart. See
Table 22.

8. Monitoring Table Version (only visible for Hirschmann devices): see HirschmannMonitor-
ingFamily in Table 22.

9. Monitoring Table OID (only visible for Hirschmann devices): See Table 22.

10. Supports (Optional): Check the protocol that your external device supports: MRP and/or
RGERP. If MRP is checked, external devices connected to Dragon PTN will be detected for
participating in the MRP protocol in Ref. [2Eth] in Table 1. If RGERP is checked, external
devices connected to Dragon PTN will be detected for participating in the RGERP protocol
in Ref. [2Eth] in Table 1.

11. Version (Optional): This can be used by the user for versioning, but it's not used by the
Generic Device framework.

12. Cycle Interval (default = 60000 ms): indicates the interval in which HiProvision polls (via
SNMP poll) and measures the external devices of this device type, See Table 22.

13. Click the Image Select button to assign an image to the device type;
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£":DASHBOARD | B DATABASE | | JLNETWORK| WNETWORKHARDWARE | () CONNECTIONS | {3} SERVERS | &% EXTERNAL DEVICES @0 CONNECTIONS | | {8 SERVERS | | &9 EXTER

| EEVICE TYPES aa Base T G i
ase lype: Generic

[ExtDevType2
[ExtDevType3 Generic

9/02/2020 21:17:21 Successfully created device type ExtDevTyped.

Figure 166 External Device Type: Base Type and Image

14. Click the Ports Add button to add a port. The window below pops up. The name is by
default 'Port<n>'. <n> is a number that automatically increases with every port that you
add. If desired, change and customize the Name and click Close.

NOTE: Ports can be copied, edited and deleted via the Copy/Edit/Delete buttons.

Custom Port Name

| Cose |

Figure 167 External Device Type: Add Port

15. Ared border port icon M will be placed somewhere onto the device type picture. Drag and
drop the port icon into the right place on the corresponding port slot. Repeat these two
steps until all ports are added and positioned in the correct port slot.
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£'"4 DASHBOARD g DATABASE ,ri-, NETWORK T NETWORK HARDWARE @0 CONNECTIONS -& SERVERS &® EXTERNAL DEVICES

DEVICE TYPES (& [ x |

12345867
ExtDevType2

Result: all ports

9/02/2020 21:17:21 Successfully created device type ExtDevTyped.

Figure 168 External Device Type: Drag & Drop Ports Into Place

16. Click the Save button to save your configuration and generate an XML file which might be
needed later on to customize monitoring and alarming of properties;

17. Click the Generate button to make these new device types available later on in the Device
Type list in the Network Hardware Tile;

18. To update the devices types list in the Network Hardware Tile: stop the Servers (Servers
Tile = stop button) first, then shut down and restart both the HiProvision Client and
Agent. The HiProvision Agent could be installed as program or service. See §3 to start/stop
the HiProvision Agent;

19. Login in HiProvision and start the Servers via the Servers Tile = play button;

20. From now, this new type can be selected to create devices, see the following paragraph;

18.5 Create New External Device

1. Go to Network Hardware Tile = Devices = ;

2. The newly created external device type shows up in the Device Type list and can be
selected to create a new device for your network drawings. Fill out the Name, Type and ID
and click the Create button.
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ExtDevType2

New External
ExtDevTyped Device Type

ExtDevTyped

Figure 169 External Device: New Device Type in Device List

3. Fill out the connection parameters below, allowing HiProvision to monitor this device.

P Mgt. IP Address: the IP address of the external device;

> SNMP V2:
P checked (=default): use SNMP V2;
P unchecked: use SNMP V3;

P Community:
P private (=default): indicates read-write access to the external devices, write access

is required to set trap registrations on the external devices;

P public: indicates read access only.

Interface Module NODE //EXt70/
sM
Other Alarm Status
Name | Ext70
Line State
Type
Connection State e
Recovery State | ) Connection
Connection Parameters Parameters
Mgt IP Address |
SNMP V2
Community

N
-

Configured
Ports

Figure 170 External Device: Connection Parameters

4. Click the Close button. The created external device appears in the Devices list.
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+*"+ DASHBOARD i DATABASE NETWORK 17 NETWORK HARDWARE @ CONNECTIONS ﬁ SERVERS ‘Jl EXTERNAL DEVICES

oevces |f] ] £ D- Q| A s A PIT-9- (N N (S HHET LG pr—.
|M|—

— [[BxDevyped -Portl_| PORT//EXt70/P1/
|| ExtoevTypes [Porz PORT//Ext70/P2/
[ewn—pe7 - por3 | p3 PORT://Ext70/P3/
ExtDevTyped - Portd | P4
ExtDevTyped - Ports | P5 Configured
ExtDevTyped - Port6 | P6 Ports

External
Device

t

Alarm Status
Neme [Bd70 |

Line State | ¢

Type

Connection State

Custom Port
Name

Recovery State

Connection Parameters
ExtDevTyped - Port7 | P7 T Mgt. IP Address
ExtDevTyped - Port8 | P8 PORT://Ext70/P8/ SNMP V2
ExtbevTypE ERIDRvTOl TO0 - NODE;//ExtDev100/
ExtDevType3 Extasand NODE://ExtDev101/
ExtDevType3 Extl |nterna| Port Na me NODE;//ExtDev102)
XT-2210-A Note . NODE//Nedel/ | Connection
XT-2210-A Node2 NODE;//Nade2/ Parameters
XT-2209-A Node3 NODE://Node3/

XT-2206-A Noded NODE;//Node4/ T
XT-2200-A Nodes NODE//NodeS/ |

Community

NN EN

Figure 171 External Device: Created External Device

18.6 Linking External Devices to Dragon PTN

Prerequisite: make sure that the correct vouchers are purchased and the corresponding
license pack has been installed. Note: for external device type ‘MIB2’, the ‘Generic Device’
voucher (prefix ‘S1’) is required. See also §4.2.

Once the External Devices have been created, they still have to be connected to the Dragon
PTN network.

1. Make a physical connection between the External Devices and Dragon PTN via connecting
the device to an Ethernet LAN port on an Ethernet IFM (4-GC-LW...) or an L2/L3 IFM in
Dragon PTN;

2. Make sure that all the external devices are reachable via the filled out connection

parameters §18.5. HiProvision cannot discover the external devices via the normal DCN

path. Therefore, an extra physical path between a second NIC in the HiProvision PC and
the external devices must be created, e.g. via an external network or via a configured

Ethernet service over Dragon PTN, either routed or not.

Connect via clicking the buttons # or \=/ in the network hardware tile;

4. Create a 'Monitored Link' between all the external devices and the Ethernet ports in
Dragon PTN via Network Hardware Tile = Links = *+1 > Monitored Link

5. If the External Devices can be connected via HiProvision, the External Devices (=rounded
icons) including the Monitored Links should turn green, indicating that all is OK (=no
alarms). Any other color than green indicates some kind of alarm.

NOTE: |If there are problems with a link not coming up, verify the IfTablelndex of all the
<port> tags in the XML file (see §18.7.4f). The IfTableIndex value of each <port>
tag must match with its value in the MIB file of the external device. If the
IfTablelndex is missing in the <port> tag, add it with the correct value from the
MIB;

w

NOTE: Performance between the HiProvision server and the external devices can be
improved, see §21.9.

HiProvision Management Operation 167
Release 01 05/2020



Monitoring Network Tile:
Dragon PTN Netwok + External Devcies

Rectanguar Icon=
Dragon PTN Node

Rounded Icon =
External Device

Monitored Link

Figure 172 Dragon PTN Network + External Devices

NOTE: The Discovery function (see §2.5) is not relevant for External Devices.
18.7 Monitoring and Alarming of External Devices

18.7.1 Prerequisites

Make sure that HiProvision can connect to the external devices as described in previous
paragraph.

18.7.2 General

The external device and port properties in the Network Hardware tile in the figure below are
monitored in HiProvision via SNMP Poll and Trap (-SNMP Poll and Trap, see §18.7.3).

The default properties are always available in HiProvision. Custom properties in the 'User
Defined Parameters' section can be added via customizing an XML file per external device
type, not per device.

The MIB file of the external device type must be used as a source or reference to customize
the XML file syntactically correct (- XML file customization, see §18.7.4).
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Device Port

VExiDev20/ PORTJ/ExiDev20/P2/
General v
Default Alarm Status | Unknown Type ExtDevType2 - Port2 Default
Properties Mame | ExtDev20 Number | 2 Properties
Line State Offlin Mame p2
Type ExtDevTypel Admin Status l:ln
CEEEET A e Operational Status O
Biecoverypitate 2 Alarm Status Unknown
e e - Link State \ot Applicable
LseyDe meters - User Defined Parameters ~
System Name
Custom 5 5 Index 0 Custom
. ystem Location s - .
Properties Sz e peed/Duplex v |d Properties
via XML MAC Address Link v O via XML
Firmware Version

Figure 173 Default and Custom Properties

18.7.3 SNMP Poll and Trap

HiProvision combines the SNMP Poll and Trap techniques to monitor (=measure) the
External Devices.

SNMP Poll:

HiProvision starts the communication;

Periodic: HiProvision periodically requests, by default every 60 seconds, information
from all the configured External Devices. This polling interval can be overruled by
setting the 'CyclelntervalOverride' property of the root element in the XML (see
Table 22) or by filling it out in §18.2;

Trap-based: HiProvision also re-polls the External Device that sends an SNMP trap to
HiProvision. This extra poll will request all the parameter info from the device and not
only the parameter that trapped;

Updates (the measured values off) the default and custom properties in HiProvision;
Polling cannot be disabled.

SNMP Trap:

The external device starts the communication;

A message that External Devices immediately send to notify HiProvision when
something occurs in the External Devices, e.g. port down, temperature too high, PoE
disabled....;

Trap generation can be enabled/disabled per property (see §18.7.4j);

Does not influence a HiProvision device/port property directly, it triggers HiProvision
to start a new poll cycle.
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18.7.4 XML File Customization for Custom Properties

a. General

CAUTION: Do not forget to copy manually the External Device configuration files after a

first HiProvision installation from the newly installed folder E.g.
C:\Program Files (x86)\Hirschmann\HiProvision\HiProvision V<version>\Documentation\GenericDevices

to the folder
C:\Program Files (x86) \Hirschmann\HiProvision\GenericDevices.

All External Device configuration files are placed in <#irrovision Installation
path>\GenericDevices. This allows multiple HiProvision installations to reuse the same
configuration files. These files are insensitive to HiProvision upgrades. The GenericDevices
folder contains two subfolders:

Config folder: contains all the XML configuration files, one XML file per device type. E.g.
ExtDevType2.xml;
Resources folder: contains the images for the External Device Types;

b. Step Overview

Follow the steps below to add custom properties for monitoring. All these steps are
explained in more detail in the paragraphs below.

Open the MIB file (e.g. via a MIB browser) of your external device;
Decide which device and port properties you want to monitor;
Search these properties in the MIB file of the external device type;
Open the XML file in a text editor, e.g. Notepad,;
Add the desired device properties in the XML file with respect to the syntax and case-
sensitivity used in the MIB file;
Name;

W e

6. Repeat the same for all the desired port properties. Note that you have multiple ports
using the same properties. Use the IfTableIndex and RowlIndex attribute to differentiate
between ports;

Name, IfTableIndex, RowIndex, ;

7. Add a PropertyDefinition for each unique device and port property in the XML file;
Name, Oid, PropertyType, SnmpType, Alarm (optional);

8. Add an AlarmDefinition in the XML file for each unique PropertyDefinition that has
PropertyType ="Reading";
Name, Severity, Message, Text, Help;

9. Add a TrapRegistration for each desired property that must send traps to HiProvision:
Oid, Value, RowlIndex, SnmpType, Comment;

10. Save and Close the XML file;
11. Apply XML changes in HiProvision and the live Dragon PTN network, see §18.7.4k;
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c. XML Structure Overview

CAUTION: XML file content is case-sensitive! XML tags must have the exact same case as
used in the examples below. Properties, attributes, values must have the exact same case
as used in the MIB files of the device type!

A basic XML file structure has following major parts (=root element + root child elements).
The parts are still empty, but are explained further on;

XML file: General Structure

Root Element

<?xml version="1.0" encoding="utf-8"?>

[<GenericDeviceDefinition Name="ExtDevType2" BaseType="GenericDevice" Version="" SystemQid="">

[

Root Child Elements

n O & w N T

[<NodeCreationImage></NodeCreationImage>
KTrapRegistrations />

Lkports />

I(Prjpe:ties />

[<PropertyDefinitions />
kzlarmDefinitions />

</GenericheviceDefinition

Figure 174 XML File: General Structure

GenericDeviceDefinition: the root element of the External Device, having its own
properties e.g. Name, BaseType... all its properties are listed in the table below;

Table 22 XML File: Root Element Properties

Root Element Property

Short Description

Name The name of the device type.

BaseType Must be one of the following values: Generic, Hirschmann.

Version This can be used by the user for versioning, but it's not used by the Generic Device
(optional) framework. Can be filled out as well via §18.2.

SystemOid The root OID of the system in the external device MIB. This makes it easier to change it

later in one place instead of numerous places in the XML. It's also used by the
properties. For example, let's say that all external devices have a system name
property with OID '{{SystemQid}}.1.1". The first bit of the OID is usually the same and
the second part differs per external device type. This way the property can be defined
in a generic way. The {{SystemQid}} pattern is replaced at runtime by the actual
SystemOid of the device. Can be filled out as well via §18.2.

HirschmannMonitoringFamily

Only visible for Hirschmann devices:

- Classic (=default): uses OID 1.3.6.1.4.1.248.14.5.3 as reference monitoring OID
- HiOS: uses OID 1.3.6.1.4.1.248.11.40.1.1.1 as reference monitoring OID

Can be filled out as well via §18.2.

MonitoringTableOid

For Hirschmann devices:

OID required to fill out the Hirschmann MRP Monitoring tables (see Ref. [2Eth] in
Table 1) in HiProvision.

Only use this field if the OID is different from the Classic or HiOS OID defined via the
HirschmannMonitoringFamily parameter.

Can be filled out as well via §18.2.

CyclelntervalOverride (optional)

Generic devices have a slow polling interval combined with updates when traps are
received (trap-based polling). By default the cycle interval is 60000 ms (=60 seconds).
Use this property to override this interval. The value must be in milliseconds.

Can be filled out as well via §18.2.
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Root Element Property Short Description

TrapReceivePortOverride
(optional)

Traps are received on port 6021 and 6022 by default. Some Generic Devices send traps
to other ports (162 by default). Use this attribute to make HiProvision listen on extra

ports.
SupportsMrp If the value=True, then external devices of this device type support MRP.
(optional) Can be filled out as well via §18.2.
SupportsRgerp If the value=True, then external devices of this device type support RGERP.
(optional) Can be filled out as well via §18.2.

BrowserUrl (for all device types) | Indicates the URL that HiProvision has to use to open the device. By default, this is

(optional) | http//{{DevicelpAddress)} . . . .
, this is already OK if Mgt. IP Address has been filled out in
Network Hardware Tile = Select External Device = Connection Parameters > Mgt. IP
Address. If this field is not filled out, you can still fill out an IP address in the XML file in
this field. See also §18.9.
VendorType This field is used to verify if the external device type in the live network matches the
(optional) device type configured in HiProvision. Fill out the vendor type (casesensitive!) which

can be found in the Description field in the MIB of the device, e.g. Hirschmann Rail
Switch Power Smart. The vendor type filled out or configured in HiProvision must be
the same as the vendor type of this device in the live network. If this is different, an
alarm will be raised in HiProvision.

All the child elements of the root element are described in the table below.

Table 23 XML File: Root Child Elements

Root Child Element

Short Description

NodeCreationlmage

The file name (without extension) of the image for this device type. The image will be used
in different HiProvision screens. Do not change manually, only change images via the
wizard!

TrapRegistrations (optional)

If you want to receive traps from a device of this type, certain OIDs have to be set on the
device (such as the IP address of HiProvision). The trap registrations are a list of all OIDs that
have to be set to certain values for a device of this type to enable the traps that you're
interested in.

PropertyDefinitions

Definitions of all the properties that you want to monitor on this device and its ports. The

definitions include things such as OID, SNMP type, display name, possible min and max

value, enum values, translations, ... Adding a property here, does not automatically add it to

the device type. You still have to reference it in the Properties section of the device or the

ports.

- IntPropertyDefinition: the property is numeric, e.g. portStatusindex;

- StringPropertyDefinition: the property is not numeric but a string, IpAddress, MacAddress,
..., €.8. systemName;

- EnumPropertyDefinition: the property has a set of values e.g. portStatusLink (valuel = up;
value2 = down);

AlarmDefinitions

The alarm definitions for the properties defined in the PropertyDefinitions section that can
raise alarms. An alarm definition includes things such as the severity, the message or help
texts and possible translations.

Properties The properties that you want to monitor on the device level (=not port level). Each of these
properties has its own PropertyDefinition.

Ports The list of port definitions for this device type. Every port has a name, a location (=XY
coordinates) and a list of properties that you want to monitor. Each of these properties has
its own PropertyDefinition.
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d. XML: Device Picture

NodeCreationlmage: the filename of the device image (in the Resources folder) after
generating the External Device in via the Generate button. Do not change manually in
the XML, only change images via the wizard!

Device Picture XML file
(Resources Folder) (Config Folder)
“““““ |‘- EdDevType2:ml E3
<?xml version="1.0" encoding="yff-8"7>
2 <GenericDeviceDefinition Name="ExtDevType2" BaseType="GenericDevice" Version="" SystemOid="">

<NodeCreationImagesl6dedccac—fee6-475a-bd5a-e2de2651a732k/NodeCreationImage>
<TrapRegistrations />

Bledccac-feet-475s-bd ! X

Sa-e2de2651a732png whitout extension (*.png)

Picture File Name

Figure 175 External Device Picture In XML File

e. XML: Device Properties

A device has multiple properties and each unique property in the XML file must have a
Property Definition, referred by Name. If the property must be able to raise alarms, set the
PropertyType ="Reading" in the Property Definition and add an Alarm Definition, see further.
If no alarms are needed, set PropertyType ="Indication".

property name from the MIB
roperti

i Per node property, a new line
<Property Name="sys tion" /> E

<Property Name="systemCqntact" /> i
<Property Name="systemMayAddress" />i
<Property Name="systemFwvgr" /> i

</Properties>

- Indication (No Alarms)
Name oID - Reading (Alarms Possible) Data Type
§<St:ian:ope:tyDefinition .\lame=”=syst
i <DisplayName Value="System Nar

<Translation Culture="en" Valu

tem Name" />
Propert - i
f<p4 . Y i <Translation Culture="gh-Hans" Value="FEE#E" />
Definition | </DisplayName>

i</StringPropertyDefinition>

[</PropertyDefinitions>] Per node property,

a PropertyDefinition

Figure 176 XML: Device Properties/Property Definition

f. XML: Port Properties

A port has multiple properties. Each unique port is identified by the value of the IfTableindex
attribute in the <port> tag. Each unique property in the XML file must have a Property
Definition as well. If the property must be able to raise alarms, set the PropertyType
="Reading" in the Property Definition and add an Alarm Definition, see further. If no alarms
are needed, set PropertyType ="Indication".

A port contains the following attributes:

Name: the name of the port;
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Relativelocation: the XY location of the port icon on the device Image, the port icon is used
to create links in the link wizard. Valid values range from -0.5 to 0.5 in both x and y
direction. (0, 0) would be the center of the image, while (0.5, -0.5) would be the upper
right image corner;

IfTableIndex: the index in the IF table in the MIB. This value identifies the correct port. This
value is used as RowlIndex value in the <property> tag. Make sure this value is filled out for
each port.

A port has the following child elements:

Properties: a list of properties to monitor on this port. Every property refers to a property
definition by name. Every property must have a RowIndex to differentiate between ports
with the same properties. The RowIndex can contain the {{IfTableIndex}} pattern, in which
case it is replaced by the value of the IfTableIndex property on the port definition.

port name XY location port icon
property name
[Peorzs3]
<Port Name="Pl" Relativel\ ation="-0.303;0.345" IfTableIndex="1">
<Properties>
<Property Name=fportStatusIndex} Row W {{IfTableIndex}}" />
<Property Name="JortStatusLink" Row IfTableIndex}}" /> Per port property, a new line
Portl <Property Name="pdrtStatusState" Ro {{IfTableTndex}}" />
<Property Name="portStatusspeed” RowIndex="{{IfTableIndex}}" />
</Properties>
</ BPort>
<Port Name="pP2" Re;at:v‘Locat;on:"—0.121:0.345" IfTableIndex="2">
<Properties>
v
Port2 <Property Name="portStatusLink" R '{{IfTableIndex}}" />
<Property Name="portStatusState" "{{IfTableIndex}}" />
<Property Name="portSthtusSpeed" RowIndex="{{IfTableIndex)}}" />
</Properties>
</Port>
\
- Indication (No Alarms)
Name oD - Reading (Alarms Possible) Data Type
[cPropertybefinitions>
¥IntPropertyDefinition Name rtstatusindexi’ Oid="{{Systemoid}}.3.2.1.1.1" PropertyType="Indication" SnmpType="Integer">
| <DisplayName Value="Inde
Property ; <Translation cultu
Definition i <Translation Culture="zh-Hans" V
i </DisplayName>
¥/IntPropertyDefinition>
|<fPropertyDefinitions> Per unique port property,

a PropertyDefinition

Figure 177 XML: Port Properties/Property Definition

g. XML: Property Definitions
There are 3 types of property definitions:

IntPropertyDefinition: the property is numeric, e.g. portStatusindex;

StringPropertyDefinition: the property is not numeric but a string, IpAddress, MacAddress,
...., €.g8. systemName;

EnumPropertyDefinition: the property has a set of values e.g. portStatusLink (valuel = up;
value2 = down);
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Table 24 XML File: PropertyDefinition Attributes

Attribute Short Description
Required
Name The name of the property in the MIB. This is used to refer to it, in the Properties section of
the device type or the Properties sections of the ports (see below).
Oid The full OID in the MIB. It is advised to replace the root OID part with the {{SystemOid}}
variable for a better overview and more consistency in your XML file. Example:
You can use:
<GenericDeviceDefinition Name="ExtDevType2" BaseType="GenericDevice" SystemOid="1.2.3.4.5">
<IntPropertyDefinition Name="portStatusindex" Oid="1.2.3.4.5.1.2" PropertyType="Indication" SnmpType="Integer">
or (better, advised):
<GenericDeviceDefinition Name="ExtDevType2" BaseType="GenericDevice" SystemQid="1.2.3.4.5">
<IntPropertyDefinition Name="portStatusindex" Oid="{{SystemOid}}.1.2" PropertyType="Indication" SnmpType="Integer">
PropertyType - Indication: does not raise alarms
- Reading: can raise alarms
SnmpType The data type definition, it has to match a value in XML SnmpType' column in Table 25.
Alarm A reference to the alarm definition in 'AlarmDefinitions' that has to be used when this

(required for 'Reading'
properties)

property raises an alarm.

Optional

DefaultValue

The default value used by 'Reading' properties to check if an alarm has to be raised.
A string for string properties, an integer for integer and enum properties.

MinimumValue
(only for integer properties)

The minimum value used by 'Reading' properties to check if an alarm has to be raised.

MaximumValue
(only for integer properties)

The maximum value used by 'Reading' properties to check if an alarm has to be raised.

EnumValues
(only for enum properties)

A set of values (=EnumValues). Every enum value has a name, an id, a value and optional
translations. The Name and Id have to match the value list in the MIB description. How the
value is displayed in HiProvision can be tuned via the Value attribute and/or Translation
lines.

Example: The port status can be up or down:

- portStatusLink in MIB (values {up(1), down(2)}

Enum Values:
{Name(ld), ...}

| portStatusLink |

.1.3.6.1.4.1.3185 A4.1.3.3.2.1.1.3

PORT./ExtDev20/P1/
read-only
current
Type ExtDevType2 - Portl
Indexes portStatusIndex Number
Indicate the link state of the port. Name | P1
[a]

ational Status

‘ | HIPFOVISIOI’\ Alarm Status Unkn:
Link State Mol ble
<EnuPropertyDefinition mz@' Oid="{{Syster0id}}.3.2.1.1.3"
PropertyType="Reading" Srmplype—"Trteger" Alam="portStatusLinkAlam">
Index c
<Translation Culture="en" Value="Link" /> Speed/Duplex v B

<Translation Culture="zh-Hans" Value="§#&" />
</DisplayName>

<Enunivalue Name="up" [Id="1"][Value="Up"}
<Translation Culture="en" Value="Up" />
<Translation Culture="zh-Hans" Value="Fl.E" />

</EnuValue>

<Ennivalue Name="down'
<Translation Culture="en" Value="Down" />
<Translation Culture="zh-Hans" Value="TF" />

</Enunivalue>

</Enxialues>
</EnumPropertyDefinition>

Alarmsensitive
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h. Mapping: MIB Syntax / XML SnmpType

Table 25 Properties: Mapping: MIB Syntax / XML SnmpType

MIB Syntax

XML SnmpType

Short Description

OCTET STRING, DISPLAYSTRING

BitString

String that has only 0 and 1, that represents binary data

OCTET STRING, DISPLAYSTRING

BitStringTolnteger

String containing a bit-representation of an integer value (ex: "10111101001")

Counter32 Counter32 Unsigned 32-bit counter.
Counter64 Counter64 Unsigned 64-bit counter
Gauge32 Gauge SNMP gauge

OCTET STRING

HexOctetStringInteger

A hex octet string (in SNMP) representing a specific elapsed time in milliseconds

OCTET STRING, DISPLAYSTRING | HexString String containing a hexadecimal value (ex: "f044d2")
INTEGER Integer SNMP integer

IPADDRESS IpAddress SNMP ipaddress

MACADDRESS MacAddress SNMP macaddress

Link to other table

Objectldentifier

Value containing an oid (ex: 1.2.3.4.5.6)

OCTET STRING

OctetString

SNMP normal string

OCTET STRING

OctetStringDateTime

An octet string (in SNMP) representing a DateTime (formatted as YYYYMMDDHHMMSS)

OCTET STRING

OctetStringlpAddress

An octet string (in SNMP) representing an IP address (formatted as xx.xx.xx.xx)

OCTET STRING

OctetStringToVersion

Provides a conversion from OctetString to version

TimeTicks TimeTicks SNMP time

TruthValue TruthValue SNMP boolean

Unsigned32 Uinteger SNMP unsigned integer.

Unsigned32 UintEnum Provides a conversion from Uint for enums

i. XML: Alarm Definitions

An alarm definition must be added or created per PropertyDefinition that must be able to
raise alarms (PropertyType = "Reading"). The alarm definitions below define how the alarm
looks when it appears in the Alarms tile in HiProvision. See §18.7.5 to find out when an
alarm is really raised.

<klarmPefinitions>

y <alarmbefinition Neme="Alarml
1
1

ETEEITT=THIAGE S| Per required alarm, add an
<AlarmDefinition>
</AlarmDefinition>

block!

</AlarmDefinition>

<RlarmDefinition Neme="Alarm2" Severity="Minor">

</AlarmDefinition>

1

1

1
</ARlarmDefinitions

Figure 178 XML: AlarmDefinition Block per Alarm

The Alarm attribute in the PropertyDefinition must refer to the name in the AlarmDefinition,
see an example below. Also add a severity.
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Property Definition Alarm1: name
<PropertyDefiniticns>|
<EnumPropertyDefinition Name="portStatusLink"” Oid="{{SystemDid}}.3.2.1.1.3"
<DisplayHame Value="Link">
<Translation Culture="en" Value="Link" />

Propertylype="Reading' | Snmplype="Integer’ [Alarm—portStatuslinkAlarm’ 3]

<Translasien Culsure="gh-Hana" Velue="§EHf" /=
</DisplayName=
<EnumValues>

<EnumValue Name="up" Id:
<Translation Culture="en'
<Translation Culture="gh

</EnumValue>

<EnumValue Name="down" Id="2" Value="Down"¥

<Translation Culture="en ue="Dowm" />
<Translation Culture="gh-Hans" Value="J" />
</EnumValuer

</EnumValuess

</EnumPropertyDefinitions

</PropertyDefinitions|

Alarm Definition

<AlarmDefiniticns>

<?=lax:mDe:'in:Lti:nlﬂé:(.a:"p:rtstatus Link?.lam."l Severity="Minor"> 1

<Message Value="Invalid link state.”> .
<Translation Calture='en” Value—Invalid lick state.® /> Alarm1: Port Status Link Alarm
<Translation Culture="gh-Hans" Value="{E{EETH" /> H

</Message>

<Text Value="The link state should ke up.">

<Translation Culture="en" Value="The link state should be up." />
<Translation Culture="gh-Hans" Velue="{EHEEMIEITI . />
</ Text>

<Help Value="Check the status of the link or alter the expectation.">

<Translaticn Culture="en" Value="Check the status of the link or alter the expectation.” />
<Translaticn Culture="gh-Hans" Value="{9EFHE{EME Sbet HHARIE, " />
</Help>

</AlarmDefinition>

/AlarmDefinitions>

Figure 179 Alarm Definitions Example

An alarm definition contains the following attributes:

Name: the name of the alarm definition. This is used to refer to it by the property that uses
this alarm data. See the alarm attribute on a property definition;

Severity (optional) (default = Minor, values [Warning, Minor, Major, Critical]: the alarm
severity.

An alarm definition has the following child elements:

Message: the alarm message or title in the Alarms tile in HiProvision. Translations can also
be provided. Culture indicates the language code: en = English, zh-Hans = Chinese; es =
Spanish, de = German, pl =Polish;

Text: the alarm text or body in the Alarms tile in HiProvision. Translations can also be
provided.

Help: the help text in the Alarms tile in HiProvision. Translations can also be provided.

j- XML Trap Registrations

HiProvision can receive traps from external devices. A received trap does not influence
directly a property in HiProvision, but it triggers HiProvision to poll the external device again
(=trap-based poll). These poll results can influence the properties in HiProvision.

So if you configure for example a trap for disabling PoE on a port, make sure that you also
configure a PoE property and PropertyDefinition in the XML for polling purposes. Not doing
so, and receiving a trap for a PoE disabled port, will initiating a new poll and not influencing
any custom property/alarms in HiProvision.
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To make HiProvision receive traps from a device of this device type, the actions below must
be performed on the external device itself.

CAUTION: Setting trap registrations (=write action) on the external device itself can be
done via the XML file. It impacts ALL the external devices of this device type at once. If you
don't want this (e.g. you only want to impact some devices and not all), do not use the
XML for trap registrations. Instead, configure each external device individually e.g. via a
local configuration tool or web interface on the external device.

Disable trap server;
Initialize trap operations:
traps have to be enabled;
set up the trap agent:
the HiProvision server IP address has to be filled out in the value field of the
IpAddress trap registration;
the community and version has to be set;

Configure the trap events via the OID in which you are interested. There is no strict
mapping in the XML file required between a registered trapped property and a
PropertyDefinition.

Enable trap server;

NOTE: These steps are device type specific and could differ for other device types;

NOTE: HiProvision receives traps by default on port 6021 and 6022. An extra port to which
HiProvision must listen can be added via the 'TrapReceivePortOverride' attribute in
the root element, see Table 22.

Find an XML example below with trap registrations.

<TrapRegistrationsy
Sr—abxe

Disable Trap “L<TrapRegistratio

{{System0id}}.9.3" V:

Server <TrapRegistratic {{System0Oid}}.9.4.1. 'Integer" Comment="Trap Server Status CreateAndWait" />
<TrapRegistratic {{System0id}}.9.4.1.2 ="1" SnmpType="IpAddress" Comment="Trap Server IP Address" />
Initialize <TrapRegistratic {{SystemOid}}.9.4.1.3" SnnpType="OctetString" Comment="Trap Server Community" />
<TrapRegistratic "{{SystemOid}}.9.4.1.4" mpType="Integer" Comment="Trap Server Version" />
Trap_ | <TrapRegistration "{{System0id}}.9.4.1.5" 1" SnmpType="Integer" C ap Server Status Active" />
Operation <TrapRegistration "{{System0id}}.11.2.1.1.1.2" dex="1" SnmpType="Integ: 1d Start Event Enabled" />
<TrapRegistration "{{System0id}}.11.2.1.1.1.3" dex="1" SnmpType="Integer" "Warm Start Event Enabled" />
<TrapRegistration "{{System0id}}.11.2.1.1.1.4" dex="1" SnmpType="Integer" Comment="Authentication Failure Event Enabled" />
<TrapRegistratic {{System0Oid}}.11.2.1.1.1. mpType="Integer" C "Ring Topology Event Disabled" />
- <TrapRegistratic {{System0Oid}}.11.2.1.1.1. "Integer "Power 1 Failure Event Disabled" />
Configure <TrapRegistratio: {{System0id}}.11.2.1.1.1. "Power 2 Failure Event Disabled" />
Trap <TrapRegistratic; {{System0id}}.11.2.1.1.1.8 "Fault Relay Event Disabled" />
Events <TrapRegistratio {{System0id}}.11.2.1.1.1.9" e="Integer" nt="Time Synchronize Event Disabled" />
<TrapRegistratio "{{System0id}}.11.2.1.1.1.10" pe="Integer" Comment="Sfp Event Disabled" />
<TrapRegistration "{{System0id}}.11.2.1.1.1.11" pe="Integer" Comment="DI1 Change Event Disabled" />
<TrapRegistration "{{System0id}}.11.2.1.1.1.12" nmpType="Integer" Commsnt="Loop Detection Event Disabled" />
<TrapRegistration "{{System0id}}.11.2.1.2.1.2" mpType="Integer" Comment="Link Up And Down" />
<TrapRegistration "{{System0id}}.11.2.1.2.1.2" "Link Up And Down" />
<TrapRegistratic {{System0Oid}}.11.2.1.2.1. "Link Up And Down" />
<TrapRegistratio: {{System0Oid}}. "PoE Event Disabled" />
Enable T <TrapRegistratio {{SystemOid}}. Comment="PoE Event Disabled" />
nable 1rap | &  rrapregistracior {{SystemOid}}. dex="3" SnmpType="Integer" Comment="PoE Event Disabled" />
Server Ger” Comment=r"Trap Server Enabled’ 7%

| <TrapRegisctration

</TrapRegistrations>

"{{System0id}}.9.3" value="

Figure 180 XML: Trap Registrations

A trap registration contains the following attributes:

Oid: the full OID in the Mib. It is advised to use the {{SystemQid}} pattern in combination
with the SystemOQid attribute on the root element;
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k.

Value:
1 = enabled, up or... depending on the property, see MIB;

2 =disabled, down or... depending on the property, see MIB;

3 = both '1' and '2'. Example: if value="3" is set for the Link Status property, then
HiProvision will receive a trap when the link goes up on that specific port and another
trap when the link goes down;

RowlIndex: the row index is required when the OID of the trap refers to a table in the
MIB. Use the row index to select the desired row from the table. If the OID does not
refer to a table, the RowIndex attribute must be empty or omitted;

SnmpType: the SNMP Type or data type, has to match a value in the XML SnmpType
column in Table 25;

Comment (optional): not used by the Generic Device framework but it's handy for the user
to comment and remember what each setting does.

Apply XML File Changes to Live Network

Once you have changed, optimized and saved your XML file, follow the steps below to apply
these changes on the external devices in the live network:

1.

s w

O N w

10.

(Skip this step when HiProvision is already running) Start HiProvision Agent (see §3) +
HiProvision Client;

(Skip this step when the External Devices tile is already closed) Close the External Devices
tile;

Open the External Devices tile;

Press the Generate button to configure the XML file input of ALL external device types,
into HiProvision;

In the Servers tile, stop Servers (not just close HiProvision);

Close HiProvision Client and HiProvision Agent (see §3);

Restart HiProvision Agent (see §3) and HiProvision Client;

The XML changes that should cause changes in the external devices in the HiProvision GUI
(e.g. new properties on port or node level, etc...) should be visible now in the Network
Hardware Tile via node properties, port properties etc...

Make a Connect in HiProvision. Trap registration in the external devices will be done just
after the connect;

As of now, everything should be up and running. Properties should be monitored
according to the configured poll/trap settings, and alarms should be raised when properly
configured.

18.7.5 Raising Alarms

Alarms are raised when HiProvision monitors and detects mismatches on alarm sensitive
properties. Alarm sensitive properties have a little square box, see §9.3.

Custom properties, created via XML, must have a PropertyDefinition with the attribute
PropertyType ="Reading" to be alarm sensitive.
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18.8 Usage of External Devices in HiProvision
External Devices appear in HiProvision on the following places:

Dashboard = Tools = External Devices Tile;

Dashboard = Configuration = Network Hardware Tile: Devices + Monitored Links;
Dashboard = Configuration = Protocols - MRP;

Dashboard = Monitoring = Network Tile;

Dashboard - Monitoring = Alarms Tile;

Dashboard = Administration = Licenses Tile;

VVVVYYVYY

Not Relevant for External Devices:

P Discovery, Tunnels, Services (Wizards), Performance counters, Protocols;

18.9 Open External Device in Web Browser via HiProvision

Go to on the locations below:

P Dashboard = Network Hardware

P Dashboard = Network = Devices Tab

P Dashboard = LNM - Devices

And select your external device in the Devices list 2 Click the button to open the web
browser of the external device.

The filled out IP address in the Mgt. IP Address field will be used to open the web browser of
the external device. Via the web browser, it is possible to configure your external device.
2) Open External

Device Web
Browser

£7"4 DASHBOARD | [ DATABASE SERVERS | | i, NETWORK | | % NETWORK HARDWARE

owvss| @ (1 1 D - Qe s oS Bm-weN L (@ T

1) select | Hame i Programmed Type | Measured Type | Address
I+ [ edDevTypes | ExtDevior NODE://ExtDev101/
External o
Device b | EtDevTyped ExtDev102 1 . NODE://ExtDev102/ (i P
SNMP V2
» | xT-2208-8 Noded 4 . NODE:/Noded/ )
» | XT-2209-A Node5 5 . NODE://Node5/ ST
b | XT-2209-A Node6 6 . NODE://Node6/ 2ara
y | xT-2200-8 Node3 3 NODE://Node3/ Hone -
b [XT2210A | Node2 2 NODE/Node2/ [ ]
y | xT-2210-8 Nedel 1 NODE:/Node '/ None v
b | XT-2215-A Node8 8 NODE://Nod<8/ [ ]
b XT-2215-A Noded a NODF://Nade9/
. . .
Figure 181 External Device in Web Browser
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18.10 Backup & Restore (currently not supported)

Exported config Backups in
files in backup folder HiProvision Database
export config B A backup config External
). = N ¢ )
ﬂ Device(s)
G s
P
import config PSR restore config External
> > :
4 Device(s)
- - o
Figure 182 Backup & Restore Flows
19.SCRIPTING
19.1 General

Via scripting, it is possible to do bulk operations (e.g. change 100 port settings at once) into
the database which will save you some time on configuration.

It allows to bypass the HiProvision Client to add/modify/delete multiple Dragon PTN network
elements, properties, etc... in no time. Scripting can be done via interactive scripting or via
script files.

CAUTION:

- It is strongly advised that scripting is only used by advanced and trained Dragon
PTN/HiProvision users. Only use it at your own risk!

- All commands influence the offline configuration in HiProvision, only if you use the ‘Load’
command, changes are pushed into the live network!

- Possible scripting errors will not automatically be handled by scripting itself. You have to
monitor scripting errors yourself, and solve them later on accordingly by adapting the
failed scripting commands. Possible scripting errors are shown in the Python window. For
scripting actions on wizards, possible scripting errors are shown after the Finish()
command, for all the other scripting actions, possible errors are shown immediately after
the single scripting command.

19.2 Interactive Scripting

Prerequisite: The HiProvision Servers must have been started.

CAUTION:
- All commands are case-sensitive!
- Provide a custom scripting username/password (see Ref. [15] in Table 1).

1. Start Python (=scripting language used by HiProvision) via clicking the file below:
<HiProvision Installation path>\HiProvision V<version>\scripting\python.cmd
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2. The window below pops up. Fill out following commands and ENTER each command. The
last command must result in ‘success’.

from HiProvisionScript import *
Authenticate ("<username>: :<password>")

NOTE: scripting is the default <username> and <password>. It should be removed and
changed by your customized scripting username and password (via User
Management, see Ref. [15] in Table 1) for security reasons.

Python scripting environment

. 2 bit (Intel)]
e "help"”,
from HiP
Authenti
cript start

g client with e
client with en

AS client with
IM client with
NM client with
CH client with
client with
client with

Figure 183 Interactive HiProvision Scripting via Python

3. From now on, it possible to enter scripting commands.
4. Command examples can be found in §19.3.3. A full command list can be found via §19.5.

19.3 Script Files
19.3.1 Writing a Script File

NOTE: The ‘# character without the quotes can be used to write comments or comment
out a command;

1. Open Notepad (or another text editor).

2. The script file must always start with the commands below:
from HiProvisionScript import * # required to import HiProvision scripting extension into Python
Authenticate ("<username>: :<password>") # required to authenticate before scripting can be done

NOTE: scripting is the default <username> and <password>. It should be removed and
changed by your customized scripting username and password (via User
Management, see Ref. [15] in Table 1) for security reasons.

3. Next, add your own commands in the script file. Command examples can be found in
§19.3.3. A full command list can be found via §19.5.

4. After adding all your commands, save the file as a ‘+.py’ in the folder below:
<HiProvision Installation path>\HiProvision V<version>\scripting\

5. Execute your scripting file as described in next paragraph.
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19.3.2 Executing or Importing a Script File

Prerequisite: The HiProvision Servers must have been started.

CAUTION: All commands are case-sensitive!

1. Start Python (=HiProvision scripting tool) via clicking the file below:
<HiProvision Installation path>\HiProvision V<version>\scripting\python.cmd

2. The window below pops up. If your scripting file is named for example myscripts.py, fill out
following commands and ENTER each command to import the file.

from execfile import *
execfile ("myscripts.py")

Python scripting tool

B C\Program Files (x86)\Hirschmann'HiProvision\HiProvision D4.33.1.523b\5cripting O X

e "help' ght r "1 for more information.

Import
scripting file

some example commands
in scripting file

Figure 184 Importing Script File via Python

3. After successful import, can you can see the import results or changes in your HiProvision.

19.3.3 Export HiProvision Database Into Script File

Sometimes it is very useful to export your HiProvision database into a script file. Especially
when you are planning to do some bulk-changes into your network (e.g. change a port
setting on multiple ports at once). This exported file gives you all the scriptlines that match
your database.

Use the listed commands below in Python to export the HiProvision database into
<HiProvision Installation path>\HiProvision V<version>\scripting\MyExport.py.

from HiProvisionScript import *
Authenticate ("<username>: :<password>")
ExportNetwork (". /MyExport .py")

NOTE: scriptingis the default <username> and <password>. It should be removed and
changed by your customized scripting username and password (via User
Management, see Ref. [15] in Table 1) for security reasons.
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You could copy-paste some exported scriptlines from this exported file into a new script file
e.g modify_db.py, and for example modify some port settings, save the file and import
(§19.3.2) the new modify_db.py file into the live network.

CAUTION: the exported file (via the ExportNetwork command) is not suited to import the
entire file again to build up a new database from scratch. It should only be used to extract
some example script lines from, for further bulk modifications.

19.4 Command Examples

An example script file, including commands and examples, can be found in:
<HiProvision Installation path>\HiProvision V<version>\scripting\Example Scripts\Example script.py

If you want more examples of your own HiProvision database, just export the HiProvision
database into a script file as described in §19.3.3.

Some commands:

# Create Nodes

CreateNode ("PIN2210", "Nodel", "1")

CreateModule ("NODE: //Nodel/", "CSM-1", "CSM310-A")

CreateModule ("NODE: //Nodel/", "IFM-1", "4-GC-LW")

Createlink ("PORT://Nodel/IFM-1/P1/"™, "PORT://Node2/IFM-1/P1/", "", "LANWAN1GLink")
SetProperty ("PORT://Nodel/IFM-1/P1/ - PORT://Node2/IFM-1/P1/", "LinkVLANIdProperty", "2")

19.5 Full Command List/Help

Help on a specific command (e.g. CreateNode) can be shown via e.g.
help ("HiProvisionScript.CreateNode")

A full command list (command+description) can be displayed via help ("HiProvisionScript").

Pressing the spacebar will navigate through all the listed command screens;

Pressing the ENTER button navigates line by line;

Right-clicking the window title-bar and selecting properties will pop-up the screen below.
This window and its tabs allow the user to fine-tune the scripting DOS-box for an optimized
scripting command listing and view.

20. HELP

Prerequisite: Adobe Acrobat Reader must have been installed on your HiProvision PC. If it is
not installed, it can be installed via <#iProvision installation path>\Tools\AdoeRdr11006 en US.exe.

Clicking the Help tile on the dashboard shows an inline help function having listed all the
Dragon PTN documentation (manuals, install guides, release note...) for this Dragon PTN
release. Click a document in the list to open it. Advanced search functionalities are available
via the Adobe Acrobat Reader. The figure below explains how the advanced search works
once you have opened a manual.

NOTE: These documents are also located in:
<HiProvision Installation path>\HiProvision V<version>\Documentation.
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Manual Opened PDF in Acrobat Reader

+ DRMB805_3 PTN-4-ETY 1-LA4 E screenpdf - Adobe Acrobat Reader DC
@i Fle Edt View Window Help
Home  Tools DRMB0S 3 PTN-4-.. x @

w8 HEQ @ 1z 534 v e
Help Search Guide
There are 2 ways to find what you need: @ HIRSCHMANN

preve—
* 1 know which manual | need -> Open the manual by clicking one of the links in the Dragon PTN h

* 1 don’t know which manual | need: User Manual
-> Filter file names => Right-click in the Dragon PTN Manual List below and press CTRL+F to searc|
Installation

H Dragon PTN
1) Clickto Interface Module PTN-4-E1-L/PTN-4-T1-L

-> Advanced search => Search through all manuals:

1. Open Adobe Acrobat Reader by opening/clicking e.g. the first manual in the list be
2. Open the Advanced Search of Adobe Acrobat Reader via Shift+Ctrl+F. open manua |
3. Select the search folder: *C:\Program Files (x86)\Hirschmann\HiProvision\HiProvisic
4. Enter your keyword(s).

5. Click the Search button.

CAUTION: If the manuals below do not open after clicking it, follow the step below first and try agay
Step: open Adobe Acrobat Reader > Edit > Preferences > Security (Enhanced) > uncheck ‘E

DRME05_3_PTN-4-E1-L_PTN-4-T1-L_A4_E_SCREEN.PDF
DRMB06 3 PTN-4-DSL-LW A4 E SCREEN.PDF
4 A4 E SCREEN.PDF

Dragon PTN Manuals List: ) DRMS301_3_DRAGON_PTN_INSTAMITION_MANUAL A4 E ..

2) Full Manual Folder Search:
Enter ‘Shift+CTRL+F’ to

Tecneical suppore

Open Advanced Search -
A Search e ———————————————— )
1
T AT 1a) All PDF Documents
[ g
, Ao . i
Where would you like to search? Lozt b) Browse for location... i
(O lnthe current document 2Z% : , . , i
® All PDF Documents in > select ‘Documentation’ folder !
i
i
1

i || CAProgram Files (xB6..\Documentation

What word or phrase would you like to search for?

[per channel

[JWhole words only
[ Case-Sensitive
[include Bookmarks.
Cinclude Comments

3) Search Results found in 1 manual

B search - o X
Arrange Windows

Looking For:

DCN Channel in C:\Program Files (x86...\Documentation
Results:

1 document(s) with 6 instance(s)

15 2.2.5 Synchronization / Clock Distribution / Network.

%) DCN Channel / HiProvision Interface ...

% or DCN channel, which is built up dynamically between all the connected nodes
< DCN Channel Dragon PTN MPLS-TP Aggregation Network HiProvision PC (=Dragon PTN Management)

%) DCN Channel / HiProvision Interface The management or DCN channel (=Data Communication Network)

%y or DCN channel (=Data C¢ Network) is needed by HiProvision to

T or DCN channel on the network HiProvision decides whether the captured (SNMP) trap results

Sortby: Relevance Ranking
Collapse file paths.

Show Fewer Options
Eind » word in the current document

Figure 185 Help Tile: Advanced Search via External Adobe Reader
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21. TROUBLESHOOTING
21.1 HiProvision Agent Blocks, Wrong MySQL Installation

Problem: When you start your HiProvision Agent (see §3) and you get the pop-up below,
it means that you have installed your MySQL in a wrong way. The HiProvision agent will
just block and not go any further. You will not be able to start up HiProvision.

Issues with your
MySQL installation

Figure 186 HiProvision Agent Blocks, Wrong MySQL Installation

Reason: The reason why it goes wrong is that your MySQL has been probably installed by
just double clicking or executing the <mysql>.msi file, not following the custom install via
the Quick Installation Guide. As a result, some important files are missing that HiProvision
needs.

Solution:

1. Uninstall MySQL Server via MS Windows Button (Start) = Control Panel = Programs =
Uninstall a Program - MySQL Server - Uninstall.

2. Existing MySQL databases will not be removed!

Install MySQL again by following the Quick Install Guide.

4. Start up the HiProvision agent (see §3). It will not block anymore. Start up the HiProvision
Client.

w

21.2 Database Tile: Authentication Failed

An 'Authentication Failed' error on the database tile means that HiProvision tries to connect
to the MySQL server with the wrong authentication credentials. See figure below.

Authentication Failed,
Click Database Tile

£} DASHBOARD | {3} SERVERS & DaTABASE

ADMINISTRATION

DATABASES"‘:,. == a0
Database Name - | HiProvision Version

U 4| 127001

Figure 187 Database Tile: Authentication Failed
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Make sure that the configured MySQL database password (default password = private) and
the password that HiProvision uses to connect is the same. See §8.2.2 how to change
passwords and connect with the right credentials.

21.3 View Device Info

The View Device Info tool allows to show more node or L2/L3 IFM information based on a
selected CLI command. It can be found via Dashboard = Tools 2 Advanced = View Device
Info;

1. Select the desired node or L2/L3 IFM in the devices list;

2. Select the desired CLI command via the CLI command selector;

3. Click the Execute button;

4. The CLI command output is shown. It can be cleared via the Clear button if desired. If you
want to reuse the previous command, select the command from the History dropdown
and click Repeat.

Advanced tab

" DASHBOARD g DATABASE -H}SERVERS $=:DISCOVERY | '™ NETWORK HARDWARE ‘-! ACARMS | kg 0T 1 WARE

DEVICES

NODE:{/Nodel/

| 4| Nodel Equipment - Interfacas
Show information

2) CLI command selector

05/01/2018 06:31:16 Selected Device NODE://Nodel/, using clixml as input
05/01/2018 06:31:16 Save to file disabled
05/01/2018 06:32:18 show interfaces

4) Verify Output Gi0/1 down, line protocal is down (not connect)
Bridge Port Type: Customer Bridge Port

Interface SubType: gigabitEthernet
Interface Alias: Slot0f1

Hardware Address is 38:9f:83:03:25:c0

MTU 1500 bytes, Full duplex, 1 Gbps, Auto-Negotiation
HOL Block Prevention disabled.

'CPU Centrolled Learning disabled.

Auto-MDIX on

Input flow-control is on,output flow-control is on

Encap Types: Untagged: VLAN id - 4097, Pricrity-tagged: VLAN id - 4097
Hairpin Switching : disabled

MAC Leaming : Enabled

MAC Leaming Limit : 32767

BPDU Guard : disabled

Link Up/Down Trap is enabled

Reception Counters
Cctats H

Figure 188 View Device Info: General
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5. Port names used in CLI commands are different from the slot/port naming. Therefore, a
port mapping table is required to understand which port is meant. This port mapping table
can be invoked by clicking the Info button. See figure below.

Output ]
i Get Port Mapping Info

~

05/01/2018 06:33:59 )(T-2210-ﬁ|port mapping: |
- S1PL -> GiOf8

- SLPZ -> Gi0/3

- S1P3 -> Gi0j10

- S1P4 -> Gi0/11

- S2P1 -> GiOf12

- S2P2Z -> Gi0f13

- 52P3 -> Gioj14 Example:

-[s2P4 = Giof1s

- S3PL - Gifie Port S2 P4 (=Interface slot 2 / Port 4)

- S3P2 -> GiOf17

_53P3 > Gioj18 is mapped to port Gi0/15, used in CLI
- S3P4 -> Gi0f19

- S4PL -» GiDj20 commands

- 54P2 -» Gij21
- 54P3 > Gi0f22
- 54 P4 ->» Gi0y23
- S5P1 -> Ex0f4
- 56P1 -» Ex0/3
- 57P1 > Ex0f2
- 58P1 -» Ex0f1
- S9P1 -> Gi0f4
- 59 P2 ->» Gil/S
- S9P3 -> Gi0f6
- S8 P4 -> GiQj7
- S10P1 -> Gilf1
- 510 P2 -> Gily2
- S10P3 -> Gily3

—S10P4 > Giniz4

Clear || save to File

== | Mo et

Figure 189 View Device Info: Port Mapping

21.4 Download Log Files from Nodes to HiProvision PC

The 'Download Log Files' tool allows to download log files from your nodes to the
HiProvision PC. It can be found via Dashboard = Tools = Advanced = Download Log Files.

Select the desired node in the devices list or expand the node and select an IFM only;

2. Click the  H button to start the download from the live node to the HiProvision PC;
3. An FTP command has been successfully started, downloading is ongoing into directory
C:\FtpRoot\Logs\Node<Node Number>. The 'Download Result' is in the state pending;

4. Click the refresh button % until the 'Download Result' is success;
5. View your downloaded log files in C:\FtpRoot\Logs\Node<Node Number>.

Advanced tab
£ DA . DISCOVERY ADVANCED | ' NETWORK HARDWARE CONNECTIONS servers | [ 3 ALarms | [ B events| | & users SOFTWARE 4% LICE!
2) Transfer Log files 8 . © ° =
23
oevices | B %

Output

2/19/2020 1:21:30 PM  Success. Log files of selected elements will be dewnloaded to the FTP serverl FTP subdirectory: Logs

~TDuioe D e Dounoat | Dowiod et Tmetams |

CSM310-AT| ~ding 02/19/2020 132130
2-go-w ] l02r19/2020 13:21:30
1-100 4) Refresh: 2130
1-10g ) 2130 : .
‘o Pending > Success | 3) Log files > C:\FtpRoot\Logs\
=5 ACP-A 02/18/2020 1321:30
43002 3002 | XT-2209-A  Pending 02/19/2020 1327:30
CSM-1 CSM310-A | Pending 02/18/2020 13:21:30
csM-2 CSM310-A | Pending 02/18/2020 13:21:30
R S-L3EAL
P2 9-3A-L | pending 02/19/2020 13:21:30
PG 1-10G-LW | Pending 02/19/2020 13:21:30
X 1-106-LW | Pending 02/18/2020 13:21:30
P8 4GOAW | Pending 02/16/2020 13:21:30
NSM NSM-A 02/18/2020 1321:30
PsU-1 ACP-A 02/19/2020 13:27:30

Figure 190 Download Log Files
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21.5 Rollback

If something goes wrong and a pop-up in HiProvision asks for a rollback of a node:

Go to Dashboard = Network Hardware.

2. Select the node (or all nodes) that must be roll backed and click the rollback button . As
a result, the node goes back to a previous restore point (see §7.2) with a working
configuration.

21.6 Firewall Ports

If one or the other external LAN connection should not work as expected (e.g. external LAN
connections in HiProvision Redundancy, Remote Client, ....), verify your firewall port settings.
Make sure that the ports below are not blocked by the firewall:

» TCP 20, 21, 22, 6001, 3306;
P UDP 123, 161, 6020, 6021, 6022, 3306;

NOTE: Remote Client uses TCP 6001;

21.7 Server Does not Start (Server Tile Remains 'Starting')

Verify your FTP server via the Servers tile. If the bullet remains yellow, HiProvision does not
succeed in starting the FTP server. As a result the entire HiProvision does not start.

Verify if the HiProvision PC has running another FTP server besides the HiProvision
processes. If so, shut down the other third party FTP server and restart the HiProvision
Servers.

£"1DASHBOARD | L3} SERVERS B DaTABASE

00 +1AAIO O =

4 * Master on net.tep://localhost:6001/MEBD Starting
4| Agent 1 on nettepy/flocalhost:6001/BD Starting
e em Started
® NC Started
® LOG Started
(@ ALARM | started
* M Started
I FTP Starting I
® NM1 Started

Figure 191 FTP Server Does Not Start

21.8 Lost Tree View Structure Due to Older HiProvision Version

In the special case that a user decides to use an older HiProvision version after using a newer
one (=not advised!) it is possible that your tree view structure has been lost in some tables.
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To solve this problem, manually clear the user settings via HiProvision User Management,
see Ref.[15] in Table 1.

21.9 Improve Performance Between HiProvision Server and External Devices: ARP
Reduction

Reduce the number of ARP (=Address Resolution Protocol) messages for better performance
between the HiProvision server and the external devices (Hirschmann, ...). This can be done
by setting following parameters in the ‘Hirschmann, ...” management NIC in the HiProvision
PC:

» the 'Base reachable timer' = 300000 ms (=5min);
» the 'Retransmittime' = in the range of [3000 ms... 10000 ms].

This can be done via opening the command prompt as administrator and enter the
command below (fill out the correct <interface>):

» netsh interface ipv4 set interface <interface> basereachable=300000;
» netsh interface ipv4 set interface <interface> retransmittime=<wanted time in ms>.

NOTE: To run as administrator, right-click the CMD(.exe) icon and select 'Run as
Administrator'.

21.10 Backup External Device Configuration File Fails — Firewall Problem

When creating backups of external devices fails (dashboard tile > External Devices =
Backup and Restore (currently not supported)), the error window below pops up.

There were errors saving the configurations of the selected devices to
the database.

{1 Error)

Backup Configuration failed for device NODE://ExtDev101/ : Emor -
downloading configuration.

Figure 192 Backup External Device Failed

This backup probably fails due the MS Windows Defender Firewall settings. The firewall is
probably turned on and should be turned off.

1. In your MS Windows, go to Control Panel - System and Security = Windows Defender
Firewall = Turn Windows Defender Firewall on or off. See figure below.

Turn off the firewall for the Public Network Settings;

Click OK;

Close Firewall windows;

Stop HiProvision Servers;

Close HiProvision client and reopen it;

Start HiProvision Servers again;

Problem should be solved.

NV WN

190 HiProvision Management Operation
Release 01 05/2020



) Restore defaults
!; Advanced setting

A+ @ » Control Panel » System and Security » Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help to prevent hackers or malicious s|
through the Intemet or a netwerk,

Allow an app or feature
through Windows Defender
Firewall

®) Change notification settings
G Turn Windows Defender

Firewall on or off

Troubleshoot my Network

Help protect your PC with Windows Defender Firewal

© For your security, some settings are managed by your system adi

Update your Firewall settings

Windows Defender Firewall is not using the
recemmended settings to protect your computer.

What are the recommended settings?

v o e

Public

Turn Off
I
Click OK

@ Control Panel\System and Security\Windows Defender Firewall\Customise Settings - O

© 1 i « Win.. » Customis.. v & | Search Control Panel
Customise settings for each type of network

You can modify the firewall settings for each type of network that you use.

@ For your security, some settings are managed by your system administrator.

Domain network settings
v (O Turn on Windows Defender Firewall
Block all incoming connections, including these in the list of allowed applications

Notify me when Windows Defender Firewall blocks a new app

g (® Turn off Windows Defender Firewall (not recommended)

Private network settings
° (O Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed applications

Notify me when Windows Defender Firewall blocks a new app
g (@® Turn off Windows Defender Firewall (not recommended)

Public network settings

) O Tum on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed applications

Notify me when Windows Defender Firewall blocks a new app

-lo (@® Turn off Windows Defender Firewall (not recommended) |

| oK | Cani

cel

Figure 193 Public: Turn Off Windows Defender Firewall

21.11 Logging/Tracing Folder

Log and tracing results are stored in <HiProvision Installation
Path>\HiProvision <version>\Logging\System Logging.

21.12 Automatic Database Backup: Modify Permissions to Access Shared Drive

The Automatic Database Backup feature (§8.4.1b) allows to backup to a shared drive.

It is possible that HiProvision announces that this drive does not exist although this drive does exist
and is accessible via Ms Windows Explorer on the HiProvision PC.

HiProvision does probably not have access to this drive. Follow the steps below to grant access:

1.
2.
3.

On the HiProvision PC, go to MS Windows start button = Services = HiProvision Agent;
Right-click it = select Properties = Log On tab;
Select ‘This account’ and select a network account via the Browse... button to grant permissions to
the HiProvision Agent service.

| Services I = [m] X
File Action View Help Genera| LogOn Recovery Dependencies
e T Bz HE »enp
og on as:
Services (Local) . Services (Local) Local System account
HiProvision Agent Name Description Status Startup Type Allow s ———
! 1
& Google Update-service (qup.. Zorgt ervoor... Manual 1
Stop the service & GrapghlcsPF;rvac . Grazhics per. Manual (Triff :‘ Tpisasent il i Bovee
Restart the service . P !
£ SupPo u The service i... Automatigf(Tr : Password ssssessssessece :
. . . . 1 1 1
HiProvision Agent Service - o I Confimpasswot: | sesesseassesces i
ChHum> tface Device Serv.. Activates ar Stop
nght_cllck Provides an Pause ’!gl
r—rr change Serv.. Providesa S rige e .. ,
G Hyper-V Guest Senvice Interf. Providesan fay Grantthe ‘HiProvision Agent
estal
& Hyper-V Guest Shutdown Se.. Providesat fige fect H
& Hyper-V Heartbeat Service Monitors tt All Tasks > tige p ermissions to th €s h a rEd d rve
Gk Hyper-V PowerShell Direct .. Providesa ——— fige via selectin gan etwork account.
& Hyper-V Remote Desktop Vi.. Providesa | fige
Gl Hyper-V Time Synchronizati..  Synchroniz: fige
s Help P:
\ Extended / Standard /
oK Cancel Apply
Disnlavs Heln for the current selection.

Figure 194 HiProvision Agent: Shared Drive/Network Drive Permissions
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22.0OPEN SOURCE COMPONENTS

The open source components listed below are used in Dragon PTN.

Table 26 Open Source Components

Component Type Component License
LTIB (LINUX) Apptrk-Base MIT

LTIB (LINUX) base_libs LGPLv2.1
LTIB (LINUX) bash GPLv2

LTIB (LINUX) bridge-utils GPLv2

LTIB (LINUX) busybox GPLv2

LTIB (LINUX) cramfs GPLv2

LTIB (LINUX) curl Curl License
LTIB (LINUX) dropbear MIT Style License
LTIB (LINUX) e2fsprogs GPLv2

LTIB (LINUX) ethtool GPLv2

LTIB (LINUX) flex BSD

LTIB (LINUX) gdb GPLV2

LTIB (LINUX) i2c-tools GPLv2

LTIB (LINUX) inet-tools GPLv2

LTIB (LINUX) iperf Ipef License
LTIB (LINUX) iproute GPLv2

LTIB (LINUX) ipsecadm GPLv2

LTIB (LINUX) ipsec-tools BSD

LTIB (LINUX) iptables GPLv2

LTIB (LINUX) iputils GPLv2

LTIB (LINUX) kernel GPLv2

LTIB (LINUX) libelf LGPLv2.1
LTIB (LINUX) libtermcap LGPLv2.1
LTIB (LINUX) Izo GPLv2

LTIB (LINUX) merge GPLv2

LTIB (LINUX) modeps GPLv2

LTIB (LINUX) mtd-utils GPLv2

LTIB (LINUX) ncurses MIT

LTIB (LINUX) netcat Public Domain
LTIB (LINUX) net-tools GPLv2

LTIB (LINUX) ntpclient GPLv2

LTIB (LINUX) openssl| OpenSSL License
LTIB (LINUX) pciutils GPLv2
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Component Type Component License
LTIB (LINUX) portmap BSD
LTIB (LINUX) quotatools LGPLv2.1
LTIB (LINUX) screen GPLv2
LTIB (LINUX) strace BSD
LTIB (LINUX) sysconfig GPLv2
LTIB (LINUX) tcp_wrappers BSD
LTIB (LINUX) tcpdump BSD
LTIB (LINUX) termcap BSD
LTIB (LINUX) u-boot GPLv2
LTIB (LINUX) vsftpd GPLv2
LTIB (LINUX) zlib Zlib License
CSM boost Boost License
CSM curl
CsSM DCN
CSM emlog GPLv2
CSM net-snmp BSD Like
CsSM olsr BSD style
ISS openssh BSD
ISS openssl| OpenSSL License
Software Enterprise Library Microsoft Public License
Software GalaSoft.mvvmLight MIT License
Software Python PSF license ( GPL compatible)
Software Quartz scheduling framework for .NET Apache License 2.0
Software UDP log GPLv1 or GPLv2
23. ABBREVIATIONS
ARP Address Resolution Protocol
CARIP Central Alarm Reporter Internet Protocol
CAS Central Alarm System
CSM Central Switching Module
csv Comma Separated Values
DCN Data Communication Network
IFM InterFace Module
P Internet Protocol
L2 Layer2
LAG Link Aggregation Group
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LAN
LER
LLDP
LNM
LSP

LSR

LT

MAC
MACsec
MPLS-TP
MRP
NIC
NSM
NTP
OSPF
PSU
PTN

(o] N
RADIUS
RES
RGERP
SD

SDH
SEC

SFP
TRM
ubP
um
UTC
WAN

194

Local Area Network

Label Edge Router

Link Layer Discovery Protocol (IEEE)

Large Network Monitor

Label Switched Path

Label Switching Router

Line Termination Character

Media Access Control

Media Access Control Security using 802.1AE IEEE
Multiprotocol Label Switching — Transport Profile
Media Redundancy Protocol

Network Interface Card

Node Support Module

Network Timing Protocol

Open Shortest Path First

Power Supply Unit

Packet Transport Network

Quality Level

Remote Authentication Dial In User Service
Reserved

Redundant Gigabit Ethernet Ring Protocol
Secure Digital

Synchronous Digital Hierarchy

SDH Equipment Clock

Small Form Factor Pluggable

Transmit Receive Module

Universal Data Protocol

User Management

Coordinated Universal Time

Wide Area Network
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